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ABSTRACT

With the ever-increasing growth of data communication, the need for security and
confidentiality has become a basic necessity. At the same time, it is expected that when
Asynchronous Transfer Mode (ATM) / Synchronous Optical Network (SONET) higher
transport frequencies become commonly available, the capacity of telecommunication
networks will increase enormously, making media like video-conferencing and
videophone a reality, rather than fiction. We propose in this Master thesis a system
architecture to support encrypted Moving Pictures Expert Group (MPEG-2) stream
transport over ATM/SONET. Some of the key technical issues are discussed and solved.

The goals of our work include:

e Develop a new ALL-Digital Delay Locked Loop (ADDLL) function and a Mirror
Delay Approach (MDA) to replace the Phase Locked Loop (PLL) technique in order
to implement a Multiple-High-Frequency Synchronous Clock Generator (SCG) to
support an encrypted MPEG-2 stream transport over an ATM/SONET system.

¢ Construct an encrypted MPEG-2 stream transport over ATM/SONET system. This
system can support three standards (MPEG-2/ATM/SONET). The emerging
information and data stream may be encrypted and decrypted at both transmission and
reception sides.

* Design of a synchronous dual-port FIFO memory dedicated to the transport of
MPEG-2 data toward ATM cells. The implementation of its control unit is achieved

using Verilog.
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e Implement a Data Encryption Standard (DES) algorithm on an FPGA to validate its
operation.

To achieve these goals, the research topics discussed in the following sections represent a
summary of our efforts.

First, an All-digital delay locked loop (ADDLL) function is used as a new method to
synchronize the input signal and output clocks (19.44 MHz and 155.52 MHz) of the
transmission section, as well as timing recovery in the receiver section. Using ADDLL
replaces a PLL function which has analog components with a fully digital design. It does
not contain any passive components, such as resistors and capacitors. Therefore, the
ADDLL overcomes inherent problems associated with analog circuits. The Mirror Delay
Approach (MDA) uses the principle of symmetry and proportion to control mirror delay
in a multiple-stage frequency generator. This means that the input delay in the phase
detector and the input delay in the Frequency Generator are mirrors of each other and
symmetric. The variable delay at each stage of the frequency multiplier and the variable
delay of the control unit (ADDLL functional block) are proportional. A Multiple-High-
Frequency (SCG) using both methods (ADDLL and MDA) is designed. Its frequency
output is fixed at 38.88 MHz, 77.76 MHz, and 155.52 MHz from 19.44 MHz. The
corresponding chip is fabricated with the CMOS 0.35-um process from TSMC (Taiwan
Semiconductor Manufacturing Company). The test results of the fabricated chip satisfied
our expectations. This master thesis allows to prove that the ADDLL function for

supporting the synchronization of transmission / reception stages is a valuable precise and
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easy to implement method. Also, using an ADDLL and an MDA simplifies the design of
a multi-high-frequency SCG.

The second part of this master thesis concerns the encrypted data streams to be sent over
ATM cells. In fact, the architecture of an interface that encrypts MPEG-2 streams to
ATM cells is based on a synchronous, dual-ported RAM-based FIFO, which is used to
access data. Using a dual-ported cell for the FIFO memory makes the control of the FIFO
simpler because the read and write controls are non-correlated. Therefore, read and write
data to or from the FIFO can occur at the same time without introducing wait states. This
technique simplifies the operation of the dedicated finite state machine for this interface.
The third part of our work is the implementation of the data encryption standard (DES)
algorithm on FPGA. A key consideration in the implementation of the DES algorithm is
that the data stream passes through the encryption block without impacting the transport
speed. This DES algorithm’s circuit architecture consists of processing the data 16 times
through the same stage. The whole process for input, computing, and output data uses a
pipeline architecture. The results obtained through VHDL simulations of the encryption
DES algorithm are satisfactory. The mapping of the DES algorithm code to a Xilinx
FPGA device (XC4028) is achieved. The design’s simplicity and fast computation of the
DES algorithm offer a dynamic structure for data encryption in data communication
systems.

The results obtained during this research work prove that the ADDLL function can be
used to easily and quickly construct a delay locked-loop function for timing

synchronization on a circuit or system. The ADDLL function implemented is 100 percent
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digital. The ADDLL function and MDA together can be used in the transmission section
of a data communication system for designing a multiple-stage transmission clock
generator. In addition, the ADDLL function may be used for timing recovery in the
reception section. Further work is needed to determine more applications that can benefit
from this approach.

Further work is also necessary to apply the ADDLL function for timing recovery in a
reception, and to implement the whole transmission section on an integrated chip. Also, a
more extensive analysis is required for a real system-level simulation, which would

include the integration of the clock generator and the remaining part of the system.



RESUME

Avec la croissance des communications numériques, les besoins de securité¢ et de
confidentialité¢ sont devenus essentiels. De plus, il est possible de prévoir que lorsque les
réseaux ATM/SONET deviendront disponibles a grande échelle, la capacité des réseaux
de communication suivra une progression tres rapide et du méme coup, améliorera les
moyens de communication tels que les conférences vidéo et les vidéophones. Ce
mémoire de maitrise décrit le diagramme fonctionnel d'un systéme permettant le transport
d'images MPEG-2 encryptées a travers un lien ATM/SONET. Certains autres éléments
clés sont également traités dans ce mémoire.

Les objectifs de ce mémoire sont:

e Concevoir un générateur d’horloge capable de produire plusieurs signaux d'horloge
synchrones a haute-fréquence d’une fagon purement digitale en utilisant le procédé
CMOS 0.35 microns de la compagnie TSMC (Taiwan Semiconductor Manufacturing
Company).

e Implémenter un algorithme d’encryptage de donneés (Data Encryption Standard -
DES) dans un FPGA (Field Programmable Gate Array). L'algorithme est programmé
en language VHDL et implémenté sur FPGA Xilinx en se servant de I’outil Synopsys .

e Décrire le code d'une pile FIFO (First In, First Out) synchrone dédiée au transport des
données de MPEG-2 a une cellule ATM. Le language utilisé a cette fin est le Verilog.

Les paragraphes suivants sont un sommaire des travaux effectués dans ce mémoire.

Premi¢rement, un module de génération d’horloge synchrone (GHS) purement numérique

est proposé. 11 produit un signal dont les plages de fréquence vont de 19.44 MHz jusqu'a



38.88 MHz et de 77.76 MHz jusqu'a 155.52 MHz. Le systéme fait appel a la technique de
boucle de délais de phase enti¢rement numérique (ALL-Digital Delay Locked Loop -
ADDLL) et de l'approche a miroir de délais (Mirror Delay Approach - MDA). La
technique ADDLL rend le circuit moins sensible aux variations de température, de
tension d'alimentation, et du procédé de fabrication. De ce fait, elle réduit la sensibilité
aux variations de fréquence et aux différences de délais provenant du systéme de
distribution du signal d'horloge. Elle est également utilisée pour la synchronisation des
données et le recouvrement des délais dans les systétmes de communication sériels. Le
MDA est basée sur le principe de proportion et de symétries, afin de contrdler le miroir
de délais. Le systeme utilisant les deux techniques, ADDLL et MDA, permet de produire
un signal d'horloge synchrone a fréquences multiples. Le circuit intégré fut fabriqué en
CMOS 0.35-um de la compagnie TSMC (Taiwan Semiconductor Manufacturing
Company).

En second lieu, nous procédons au design d’un module dédié au transfert de trames
encryptées MPEG-2 vers une interface ATM. L'utilisation d'une pile FIFO implementée a
I'aide d'une mémoire RAM a deux ports est adoptée, I'avantage vient du fait que les accés
aux deux ports de la mémoire sont asynchrones entre eux et donc indépendants. L'écriture
peut donc étre faite par un port donné, pendant que la lecture de la pile se fait par I'autre
port, éliminant ainsi les cycles d'attente. Cette méthode simplifie les opérations de la
machine a états synchrone qui contrdlent cette interface.

La troisi¢me partie du mémoire concerne 1’implementation d’un algorithme d’encryptage

sur FPGA. En ce qui a trait a ’encryptage par 1’algorithme DES (data encryption
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standard) sur FPGA, le systéme est basé sur l'idée d'un traitement des données, sans
impact sur la vitesse de tout réseau de transport, par une architecture a un étage, dans
laquelle les données sont traitées 16 fois. Le procédé d'entrée, de traitement et de sortie
des données utilise une architecture pipelinée. L'utilisation du Xilinx Design Manager
(XC4028EX) donne une performance acceptable pour l'implémentation de l'algorithme
d'encryption. La simplicité du systéme et la rapidité de traitement de l'algorithme DES
offre une structure dynamique pour l'encryptage dans les systémes de communication
numérique.

Les résultats obtenus dans ce mémoire prouvent que I'utilisation d'un ADDLL et d'une
MDA permettent de construire un systéme a boucle de délais pour la synchronisation des
signaux. Nous avons produit un systéme a boucle de délais de phase entierement
numérique. Un générateur de signaux d'horloge synchrone a multiples haute-fréquences
peut étre utilis¢ dans la section de transmission des systémes de communication, pour la
génération du signal d'horloge de transmission. De plus, le ADDLL peut étre utilisé pour
la synchronisation des données dans la section de réception.

De plus amples travaux seront nécessaires pour appliquer la technique de ADDLLL pour
le recouvrement d’une horloge en réception et pour l'implémentation d'une interface entre
ce systeme et une interface PCI ou USB. De plus, une analyse plus approfondie est

nécessaire pour l'implémentation du systéme complet sur une méme puce.
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CHAPTER 1

INTRODUCTION
1.1 Motivation

In today’s world, Internet, videoconferencing, videophone, high-definition television
(HDTV), multimedia system, and computer telecommunication networks exist
everywhere. Storage or transmission of digital images requires huge amounts of memory
and a high bandwidth. Therefore, image compression technology is a very promising
application field. At the same time, with the ever-increasing growth of these applications,
the need for security and confidentiality has become a basic necessity. This is a reason
why MEPG-2 encrypted data streams are used as the source data in such image
processing systems.

In the past decade, the applications of ATM/SONET technology have exhibited huge
progress. The capacity of telecommunication networks will increase enormously making
media such as video-conferencing and videophone a reality. In this case, applications of
ATM/SONET technology will remain hot topics in telecommunication due to the
expected higher transmission rates. In this master thesis, the hardware architectures to
implement interfaces to encrypt MPEG-2 streams in a ATM/SONET framework are
discussed.

A telecommunication system normally includes transmission and reception sections.
Many questions and issues need to be addressed. How to generate a standard high-
frequency synchronous clock in the transmission section? How to implement timing

recovery in the reception section? These topics are among the most challenging issues in



telecommunication system design. The most popular solution to the synchronization
problem is to use a Phase Locked Loop (PLL) function. A PLL is a mixed-signal (analog-
digital) circuit, which contains some passive components. These passive components
make its design and implementation, in purely digital dedicated fabrication technology,
difficult. We propose a synchronization method using a completely digital circuit to
replace the PLL circuit, and using an ADDLL function. The Mirror Delay Approach
(MDA) uses the principle of symmetry and proportion to control mirror delay in a multi-
stage frequency generator. General ADDLL function without MDA only requires
synchronous control phase locking for one stage output. The benefit of using both
methods is that synchronous control phase locking for multi-stage output is achieved in a

Frequency Multiplier.

1.2 Standards

In order to better understand the MPEG-2 encrypted data transport over ATM/SONET

system, the respective standards will be explained in the following sections.

1.2.1 Moving Picture Experts Group — Phase II (MPEG-2)

MPEG is a video compression technology formulated by the Moving Pictures Experts
Group, a joint committee of the International Organization for Standardization (ISO). The
first MPEG standard, known as MPEG-1, was formalized by the MPEG committee in

January 1992.



MPEG-1 compression incorporates both audio and video. For National Television
Standards Committee (NTSC) video, MPEG-1 uses the Standard Image Format (SIF) of
352x240 at 30 frames per second. Audio is provided asl6-bit data streams, stereo
sampled at 44KHz. MPEG data rates are variable, although MPEG-1 was designed to
provide VHS video quality, and CD-ROM audio quality at a combined data rate of 1.2
mega bits per second.

By resolution and data rate, MPEG-1 targets primarily the computer and games markets.
By contrast, MPEG-2, adopted in the spring of 1994, can handle data rates ranging from
2 to 10 mega-bit per second. MPEG-2 is the core compression technology for DVD, the
high-density CD-ROM standard that experts predict will replace VHS tapes as the
standard for consumer video. MPEG-3 was dropped as a standard. MPEG-4 is a very
low-bit-rate codec targeting videoconferencing, Internet, and other low-bandwidth
applications.

The MPEG -2 system specification [29] defines the syntax for a valid MPEG-2 bit-stream.
This syntax allows the support of functions that include combining multiple coded
streams of video, audio, data and other control into a single data stream. In MPEG-2, the
coded video, audio, data and control bits, which are called Elementary Streams, are
grouped into Packetized Elementary Streams (PES). Each PES packet can contain a
varying number of coded bytes from one or several Elementary Streams. Multiple PES
streams can be multiplexed into a single MPEG-2 system stream for storage or
transmission. Two kinds of MPEG-2 system streams are defined: Program Stream (PS)

and Transport Stream (TS).



The Program Stream is intended for a relatively error-free environment (or where errors

are corrected, such as CD-ROM applications). The PS packets can vary in size and be

relatively long in length (each packet may be a few thousands bytes). The Transport

Stream is suitable for a relatively error-prone environment. The TS packets have a fixed

length of 188 bytes (4-byte packet header and 184-byte payload). This length was chosen

based on the following considerations:

e Encryption: 184 bytes is a multiple of 8 bytes, which is the block-size of popular
encryption algorithms

e ATM adaptation: 8 + (2 x 188) = 8 x 48, which can fit into eight ATM cells
(explained later in this master thesis).

Note that the PS and the TS are designed for different applications. It is possible to
convert from one to the other; however, one is not a subset or superset of the other. Based
on the match of encryption algorithms as description above, the focus of discussion is on
the TS (Transport Stream) in this master thesis. A block diagram of broadband

audio/visual terminal is shown in Figure 1.1.

Audio Video Data Control Elementary
etc Stream
| Bndhafindefadndad alhalndialiololegioldiadided Kool S R il o - - 5
e s R Rl R !
H ! Packetized Elementary Streams (PES) i y MPEG-2
' ! ! ! Stream
' ! ! i alternatives
Networlf :MPEG—2 Program Transport : i under
Adaptation :System Stream Stream 1, discussion
i o
L .. T 1 1
I 1
H 1Al
N Type-1 Type-2 Type-3/4 Type-5 New Type| | atlernatives
' ! under
"""""""""""""""""""""""""""""""" discussion
| ATM |

Figure 1.1: Block Diagram of Broadband Audio/Visual Terminal {29]



It depicts an adaptation relationship of data packet from MPEG-2 format to ATM format.

The format of Type-1, Type-2, Type-3/4, and TypeS will be explained in the next section.

1.2.2 Asynchronous Transfer Mode (ATM)

ATM is a cell-based technology supported by international standards [4]. ATM is
designed to operate over a number of physical layers at data rates ranging from mega bits
per second to giga-bit per second. ATM connections allow this operation to offer service
from a few bits per second to nearly the giga-bit capacity of the underlying physical
layers. An ATM cell consists of 53 bytes; five bytes are the header and the remaining 48

bytes are the payload. The basic structure of an ATM cell is shown in Figure 1.2.

information field- header (includes routing information)
48 bytes 5 bytes
| e . e
cell — 53 bytes T
byte 53 byte 1

Figure 1.2: Basic ATM Cell Structure [4]

The header appended by the ATM layer is made up of several fields in Figure 1.3

bit 8 7 6 5 4 3 2 1
byte
GFC VPI 1
VPI VCI 2
VCl 3
VCI PT1 CLP 4
HEC 5

Figure 1.3: ATM Cell Header [4]



The specific functions of the ATM cell fields are elaborated in Tablel.1.

Table 1.1: The specific functions of the ATM cell header |4]

Generic flow control (4 bits) is not defined for a user-network interface (UNI).

ore The value of this field is 0000. For a network interface (NNI), this field is used as

a part of the VPI field, providing additional addressing capacity.

Virtual path identifier (8 bits) allows up to 2° = 256 virtual paths. Each VP
W contains virtual channels. A virtual path is a bundle of virtual channels with the

same VPI but different VCls.

Virtual channel identifier (16 bits) allows up to 2'° = 65,536 virtual channels in
VCI

one VP.

Payload type (3 bits) allows ATM to carry up to 2° = 8 types of payload. These
o payload types are identified by the payload type identifier (PTI).

Cell loss priority (1 bit) is used to determine the eligibility of a cell for discard
e when the network is congested. If CLP = 1, the cell can be discarded; otherwise, it

cannot be discarded.

Header error control (8 bits) is used for error correction on the other bits in the
HEC

header. The HEC enables an ATM switch to detect multiple errors and correct

single errors.

ATM is a connection-based protocol. Before information transfer, a virtual connection

set-up phase is required to reserve the necessary network resources. If sufficient

resources are not available, the connection is refused. Each connection is associated with

a VCI (Virtual Channel Identifier) and a VPI (Virtual Path Identifier) that are assigned

during the call set-up. The VCI and VPI are used in an ATM switch to determine where

to relay traffic to the next node. The VPI identifies a group of virtual channel links that



follow the same virtual path. The VCI and VPI have only local significance on the link
between ATM nodes and can be changed in the networks. When the connection is
released, the VCI and VPI values on the involved links are released, and can be reused by
other connections. Figure 1.4 shows the SONET/ATM multiplexing hierarchy. The
parameter “In” represents the identifier number of the virtual channels. “Im” represents
the identifier number of virtual path. The parameter “nc” represents the number of
SONET STS-1 frames (and therefore the line speed). For example, a designation of STS-
3 means that the line has 3 times the speed of an STS-1 or 155.52 Mbps. When three
STS-1 lines are concatenated such that the frames are phase-aligned and there is a single
large payload envelope, it is called an STS-3¢ line. The parameter “N” represents the

number of SONET path.

SONET LINE
STS-4ANn=4NxSTS-nc

T

ATM Cell SONET
Multiplexing Multiplexing

Figure 1.4: SONET/ATM Multiplexing Hierarchy [36]

Although ATM is connection-based, it supports both connection-oriented and
connection-less service which allows the transfer of information between service users
without the need for end-to-end call establishment procedures. To accommodate various

services, four types of ATM Adaptation Layer (AAL) [36], [32] are defined to provide



service specific functions as depicted in Figure 1.5. The selection of AALn/Type-n (n =1,
2, 3/4 and 5) depends on four factors: data application requirements, connection mode,
bit-rates and timing between source and destination. The AAL layer is responsible for
acting as the interface between user applications and the ATM cell. The ATM Adaptation

Layer (AAL) structure [19] is shown in Figure 1.6.

AALI AAL2 AAL3/4 AALS AAL3/4

Application | Video/Voice Packet Data Data

example circuit Video (Frame Relay) (SMDS)

emulation

Connection Connection-oriented Connection less
Bit rates Constant Variable
Timing between
Source and Required Not required
destination

Figure 1.5: ATM Service Classes and AALSs [19]

The standard proposes various AALSs for different services:

e AALI1 (Type-1): Provides Constant Bit Rate

e AAL2 (Type-2): Provides Variable Bit Rate

e AAL3/4 (Type-3/4): Provides connection-oriented data protocols

e AALS (Type-5): Improves AAL3/4. This layer is most common for use in data and

compressed video applications.



The AAL is subdivided into two sublayers: the Segmentation and Reassembly sublayer
(SAR) and the Convergence Sublayer (CS). The CS depends on the specific service and
many support different functions such as clock recovery and data structure recovery. It is
divided into two parts. The first is the Service Specific Convergence Sublayer (SSCR).
The section part is the Common Part Convergence Sublayer (CPCS). The SAR is
responsible for segmentation and reassembly functions. The CS encapsulates the data
arriving from upper levels: appends small headers, a CRC (Cyclic Redundancy Check)

value, and trailers; and then prepares the data to be segmented in cells.

Upper Layers
4 Service Specific Convergence Sublayer 5 A
(may be null) A
vn A
- Comon Part Convergence Sublayer =
< © v
< : .
Segmentation and Reassembly Sublayer < I
w2
ATM Layer
A

Figure 1.6: ATM Adaptation Layer (AAL)

The SAR is responsible for fragmenting the packets passed from the CS into the ATM
layer. Different combinations of SAR and CS sublayers provide different service access
points to the layer above the AAL. In some applications, the SAR and/or CS sublayers

may be empty.
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1.2.3 Synchronous Optical NETwork

Synchronous Optical NETwork (SONET) is a standard for optical telecommunications
transport formulated by the Exchange Carriers Standards Association (ECSA) for the
American National Standards Institute (ANSI), which sets standards in the U.S. for
telecommunications [7]. The comprehensive SONET standard is expected to provide the
transport infrastructure for worldwide telecommunications for at least the next two or
three decades. The basic SONET frequency is 51.84 Mbps which is referred to as
Synchronous Transport Signal level 1 (STS-1). The International Telecommunications
Union (ITU) developed the Synchronous Digital Hierarchy (SDH) standard in 1988;
SDH is based on SONET. The lowest transmission rate in the SDH standard is 155.52
Mbps; this is referred to as STM-1 (Synchronous Transport Module 1), its transmission
rate is three times of STS-1. SONET/SDH standards have equivalent designators among

various transmission rates, as shown in Table 1.2.

Table 1.2: SONET and SDH Equivalent Designators |7]

SONET SDH Transmission Rate (Mbps)
Designation Designation
STS-1 - 51.84
STS-3 STM-1 155.52
STS-9 STM-3 466.46
STS-12 STM-4 622.08
STS-18 STM-6 933.12
STS-24 STM-8 1244.16
STS-36 STM-12 1866.24

The basic structure in SONET is a frame of 810 bytes, which is sent every 125 msec.

This allows a single byte within a frame to be part of a 64-Kbps digital voice channel.



Since the minimum frame size is 810 bytes, then the minimum speed at which SONET
will operate is 51.84 mega-bit per second as calculated in the equation (1.1):

810 bytes x 8000 frames/sec x 8 (bits) = 51.84 Mbps (1.1)
The basic frame is called Synchronous Transport Signal level 1 (STS-1). It is

conceptualized as containing 9 rows of 90 columns each as shown in Figure 1.7:

< 90 bytes g
<3 bytes —P)
1 | Section W4 1) A
_2 | overheader Y | eee
3
£ 4
s 5
i 6 | . < Payload >
T Line
e overheader
9
header
o/
’ ATM cell
) 53 bytes

Figure 1.7: STS-1 Frame Structure |7}

e The first three columns of every row are used for administration and control of the
multiplexing system. They are called “overhead” in the standard but are very
necessary for correct operation of the system.

e “Section overhead” defines the SONET frame and electrical-to-photonic signal
conversion. “Line overhead” defines the synchronizing and multiplexing of data into

SONET frames.
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¢ The frame is transmitted row by row, from the top left of the frame to the bottom
right.

The ITU has defined a worldwide standard called the Synchronous Digital Hierarchy

(SDH), which accommodates both SONET and the European line speeds. In this standard

a basic frame is defined that is exactly equivalent to (SONET) STS-3c. This frame format

has a new name, Synchronous Transport Module level one or STM-1, and has a basic rate

(minimum speed) of 155.52 Mbps[1, 25]. This frame format is shown in Figure 1.8.

270 Bytes >
B B 216 Bytes
2 Payload
[ eeo o0
(=)

A
L_T Section and Line “Overhead”

(9 Bytes per line)

Figure 1.8: STM-1 Basic Frame Format [25]

1.2.4 Data Encryption Standard Algorithm

A complete description of the Data Encryption Standard (DES) [2] is given in the Federal
Information Processing Standards Publication 46, published in 1977. This document

describes the encryption of two words bit string x of length 64, using a key K of 64 bits
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which includes the effective key size of 56 bits; obtaining an encryption (ciphertext) bit

string which is again a bit string of length 64. For decryption, the inverse DES algorithm

with the same key can be used. Figure 1.9 shows a simplified diagram of the data

encryption and decryption system.

Plaintext Data
(64 bits)

The key
(64 bits)

"] DES

v

Ciphertext Data]
(64 bits)

——>

Encryption Section

Ciphertext Data]

(64 bits)
¢ The key
DES |¥ (64 bits)

v

plaintext Data
(64 bits)

Decryption Section

Figure 1.9: Data Encryption and Decryption System [2]

The DES algorithm proceeds in three stages:

e Give two words (64-bit) x, a bit string xy is constructed by permuting the bits of x

according to an initial permutation IP (fixed). We write

X0 — IP(X) = L()RO

(1.2)

where Ly comprises the first 32 bits of xj, and R, the last 32 bits.

e Iteration of a certain function 16 times is then computed. We compute L,R;, 1 <i <16,

according to the following rule:

Li= R,

(1.3)

R—-L,®f(R,.K) (1.4)

where: - @ denotes the exclusive-or of two bit strings.
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- f defines some functions, including Compression Permutation (CP),
Expansion Permutation (EP), S-box Substitution (S-box) and P-box Permutation
(P-box).
- Ky, K>,..., ki are strings of 48 bits each and are computed as a function of the key
K.
e Apply the inverse permutation /P’ to the bit string R4 s, obtaining the ciphertext y.
That is,
y = 1P (Ris Lis) (1.5)
Note the inverted order of L;s and Rs.
This algorithm may be divided into 16 identical stages as illustrated in Figure 1.10. DES
operates on a 64-bit block of two words. First, an initial permutation is performed, where
the block is broken into a right half and a left half: each half is 32-bit long. Then, there
are 16 stages of identical operations, called Function £, in which the data are combined
with the key. After the sixteenth stage computation is completed, the right and left halves
are joined, and a final permutation (the inverse of the initial permutation) finishes off the

algorithm.
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Plaintext (Two Words)

4

( Initial Permutation ]

A
Ly
©
%0
= +

Ri=L{DfR,K)

stage 2
+
'y
(=
A

R, = L1®f(R1, K;)

——

i A RI6 = L|5® f(R159 Klﬁ)

D
Lis=Rys hd —==h
Ris= L14@KRM, Kis)
2
80 + f )&
<3
Lis=Rys

v

[ Inverse Initial Permutation
J

-\

y

Ciphertext

Kis

Figure 1.10: Complete representation of the DES operation [2]
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In each stage (Figure 1.11), the key bits are shifted (<<), and then 48 bits are selected
from the 56 bits of the key (CP). The right half of the data is expanded to 48 bits via an
Expansion Permutation (EP), combined with 48 bits of a shifted and permuted key via an
XOR. The result is sent through 8 S-boxes producing 32 new bits (S-box), and permuted
again (P-box). These four operations (CP, EP, S-box and P-box) make up Function f. The
output of Function fis then combined with the left half via another XOR. The result of
these operations becomes the new right half; the old right half becomes the new left half.
These operations are repeated 16 times, comprising 16 stages of computations.

An S-box is a substitution operation in which six bits of data is replaced by four bits, see
American National Standards Institute (ANSI) Inc., “American National Standard - Data
Encryption Algorithm [2]. The 48-bit input is divided into eight 6-bit blocks, identified as
Bj Bs... Bs; block B is operated on by S-box s5» as shown in Figure 1.12. The data result

of S-box substitution operation is 32 bits.

64 i Data Pipe X; Key Pipe K| { 64
4 A 28 A4 A 28
QV v
0~311Lo 32~63 Ry Cipher function << <<

, . . s YR 24
2 L ) ™ Oy
48
XOR g 9y
\ 32 3
< 28 1 28
64 ¢ 64
Unit: bit

Figure 1.11: One Stage of the DEC Algorithm [2]

\




Expanded R;.{® Key (EPQ® CP)

B, B, B; B. | Bs Bs B, By
1 6|7 12 43 48

1-6 7-12 13-18 19-24 25-30 31-36 37-42 43 -48
LOCLEE LI TR S

S S, S, S, [ss ][ s [ s | Sq

FITTTTTT TTTI FTHETTTIT T

Unit:bit 1-4 5-8 912 13-16 17 - 20 21-24 25-28 29-32

Figure 1.12: S-Boxes Operation on Eight 6-bit Blocks [2]

1.3 Contributions of this Master Thesis
This thesis examines several technical issues to ensure the performance of transport
encrypted MPEG-2 video/audio data over an ATM/SONET system. A representation of
our research areas is shown in Figure 1.13 by the shaded blocks. The other blocks are not

included in our present study. Table1.3 summarizes our contributions in this master thesis.

Transmission Reception
'
]
MPEG-2 : MPEG-2
Streains SONET ) SONET Decryption | Streams
~ux) [T ] (pemux) ATM [P —>
: (Decoder)
CLK :
MPEG-2 "
;
¥
1]
19.44\ : 52MHz — Y10 44MHz
]
: CLK
OsC ! Clock 19.44MHz
(Divider)
55.52

MHz

Figure 1.13: The Block Diagram Representation of Our Research Areas



Table 1.3:The Summary of Qur Contributions

Blocks Name Methods Completed Work
SCG ADDLL and MDA Prototype Chip
Timing Recovery ADDLL Design and Analysis
MPEG-2 to ATM/SONET Standards 1.Architecture design
(MPEG-2, ATM, SONET) for interface

2. Architecture design FIFO and
RTL Coding for FIFO control unit

Encryption Coder DES Mapping on FPGA

1.3.1 Transmission Clock Generator and Timing Recovery in the
Reception Side

One of the important functions of data transmission over ATM/SONET is to supply the
clock information for transmission data. On the reception side, timing recovery is a key
function. Currently, the most popular solution of the synchronization problem is to use a
Phase Locked Loop (PLL) in the design. In this master thesis, an ALL-Digital Delay
Locked Loop (ADDLL) technique is proposed as a new ALL-Digital method to generate
the clocks of the transmission section, as well as to implement the timing recovery of the
reception section. The benefits of using ADDLL technique are fast phase locking, easy
design and implementation, and good stability with ADDLL block. Also, the real system-
level integration will be improved due to full digitization synchronous control. A
prototype chip of the Multiple-High-frequency Synchronous Clock Generator (SCG) with
ADDLL technique and with a Mirror Delay Approach (MDA) is designed and fabricated

with a CMOS 0.35-pum process from TSMC (Taiwan Semiconductor Manufacturing



Company). Using MDA allows a system to be implemented which is multi-stage

synchronous; that is the system uses multiple synchronous clocks on a chip.

1.3.2 Interface for Encrypted MPEG-2 Streams to ATM Cell

The architecture level design of the interface for the conversion of encrypted MPEG-2
streams to an ATM Cell is also described. The content of this interface include the
following key building blocks:

e A FIFO Memory

e Control logic unit based on a Finite State Machine (FSM)

e Packet Information Generator

e Shift registers, counters and other registers.
This interface simplifies the implementation of functions dedicated to mapping the
encrypted MPEG-2 streams to the ATM cells. A Multiple-High-frequency SCG is used to
improve the performance of this interface. A synchronous, dual-ported RAM-based FIFO
is designed. That allows simultaneous writes and reads of data. The FIFO allows data to
be read and written separately, which allows the control logic to be simplified. A dual-
ported cell simplifies the FIFO control logic because the reading and writing controls do
not have to be correlated. Write and read operations to or from the FIFO can occur
without inserting wait states. Also, the depth of the designed FIFO is 376 bytes, which is
enough storage space for two complete MPEG-2 Transport Stream (TS) packets. For this

FIFO, a diagram of the design, as well as the RTL code for the design of the control unit
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of the FIFO in Verilog are provided. The Verilog language is used so the design can be

consistent with the support environment.

1.3.3 Data Encryption Standard (DES)

An efficient realization of the Data Encryption Standard (DES) algorithm using FPGA
technology is proposed. This design approach is based on the idea of streamlining the
data without impacting the speed of operation of any network transport. The system
architecture consists of iterating the data through one stage block 16 times. The
advantage of the proposed design is its hardware-efficiency and faster computation of the
DES algorithm, which thereby offers a dynamic structure to access encrypted data by
employing a Dual-ported Synchronous FIFO. The following steps have been completed.

e VHDL simulation using Synopsys and Mentor Graphic tools

e Logic synthesis using Synopsys tools

e Mapping to an FPGA device using Xilinx Design Manager tool
The mmplementation of these steps was done according to the Canadian Microelectronics

Corporation’s (CMC) tutorial, “Digital Logic Synthesis Using Synopsys and Xilinx”.

1.4 Organization of the Master Thesis

This master thesis is composed of seven chapters. The current chapter present an
introduction to the topic of the project. Definitions of main issues are given. The Moving
Picture Experts Group - Phase 2 (MPEG-2), Asynchronous Transfer Mode (ATM),

Synchronous Optical NETwork (SONET) and Data Encryption Standard Algorithm



21

(DES) are described. The motivation is then discussed and the work contributions are
described.

In chapter 2, a literature review for main topics related to this project is provided.

In chapter 3, the implementation of the physical interface for the transmission of the
encrypted MPEG-2 streams by ATM cells is discussed. A synchronous, dual-ported
RAM-based FIFO is the focus of discussion.

In chapter 4, All-Digital Delay Locked Loop (ADDLL) functional features, as well as its
application for clock generator and timing recover are described. A prototype chip design
Multiple-High-Frequency Synchronous Clock Generator (SCG) with an ADDLL function
with an MDA is presented and discussed. The results prove that using the ADDLL
function with an MDA to support the synchronization of a multiple-stage FM are
promising new techniques for implementing a data transmission system.

In chapter 5, the realization of the Data Encryption Standard (DES) algorithm using
FPGA technology is discussed.

In chapter 6, the simulation results for the RTL code, the FPGA design and final chip
testing are reported and analysed.

Conclusions and future directions of this research are presented in chapter 7.
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CHAPTER 2
LITERATURE REVIEW AND PROSPECTS

In this chapter, research related to our project during the last ten years is introduced. The
chapter is divided into four sections. Two sections are historic a survey for research and
development of All-Digital Phase-Locked Loops (ADPLL) technology. A third section is
a literature review of ATM/SONET interface. Also, a related hot research topic about

All-Digital Delay-Locked Loops (ADDLL) technology is explained in the final section.

2.1 Survey of Analog and Digital Phase-Locked Loops

Phase-locked loops (PLLs) have been in use for a long time. The key concept is to use a
local oscillator to lock or track input signals in both phase and frequency [38]. In
communication applications, a PLL can make a local clock synchronous with another
reference signal. Because digital designs are popular, and they fit well with a baseband
design, digital PLLs (DPLLs) are widely used in many modern applications, such as
ethernet, asynchronous transfer mode, wireless local area network, microprocessors,
digital signal processors, etc.

In the last ten years, many PLL/DPLL based designs have been developed. In [15], a non-
return-to-zero (NRZ) timing recovery with a digital phase detector (PD), analog low-pass
filter (LF), and voltage-controlled oscillator (VCO) are introduced for band-limited
applications. In [28], a fully integrated CMOS frequency synthesizer is presented with an

analog LF and current-controlled ring oscillator. [41] presents several design techniques
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to improve the performance of a PLL with an analog LF and current steering amplifier
ring oscillator. These techniques are usually based on conventional design techniques. In
[8], the idea of implementing a variable-bandwidth DPLL by finite state machine (FSM)
is described and simulated. This design can be completed by using full digital
implementation, however a fully custom layout was still to be performed. In [23],
ADPLL technology with Digital Control Oscillator (DCO) is proposed. Its characteristics
are fast frequency locking, easy design, implementation and good stability.

Recently, a new algorithm for ADPLL with fast acquisition and fast pull-in range is
presented in [24]. It is different from a conventional DPLL implementation in the
tracking and locking mechanism. In the meantime, the development of ADDLL

technology as an extension of ADPLL technology was a hot research topic.

2.2 Review of ADPLL technology

This review is limited to two representative designs [24,11] in order to focus on our

research project:

e Portable Design of an ADPLL-Based Clock Recovery Circuit: its main feature is that
it can be developed using a hardware description language (HDL) to reduce the
design time as well as to improve the system-level integration simulation.

e ADPLL with DCO Hardware Circuit: its main feature is that it uses a switch-tuning

DCO to replace the classical VCO but has only half of the hardware cost.
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2.2.1 Portable Design of ADPLL-Based Clock Recovery Circuit

The authors of [24] describe an ADPLL based clock recovery circuit. It has already met
the system requirements of large pulling range, short lock-in time, high data rate, high
operating frequency, and portability. In Figure 2.1, the major functional blocks of the

clock recovery circuit are shown.
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Figure 2.1: Block Diagram of the Cell-based ADPLL Architecture [24]

This ADPLL circuit contains six modules:

1. Differentiator with first edge detection (DFED), whose function is to generate
differential pulses to increase resolution and detect the first edge from the input
signals to meet synchronous conditions;

2. Phase detector (PD), which is used to indicate phase differences between differential

pulses and the digital-controlled oscillator (DCO) output;
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3. Up/Down filter counter, which is used to determine the phase errors of two signals by
referring to a high-speed clock;

4. Phase and frequency estimator, which is used to measure new phases and frequencies
based on original information and new phase errors;

5. Programmable DCO, that is used to generate a target signal;

6. High-speed clock generator, which is used as an on-chip reference timing for
controlling and synchronizing all modules to avoid timing errors.

The operation of this architecture is explained as follow (Figure 2.2):
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*M = Phase error
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Figure 2.2: Flowchart of the Proposed ADPLL Operation [24]
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After the initial settings are loaded, the first valid edge of the input must be detected by
the DFED for synchronous operation. By using the first valid edge to trigger all modules
for extracting input information, the phase errors (M) are estimated by the filter counter
to calculate the difference between the second valid edge of the input and the DCO
output. This phase error (M) is used to determine a target period and phase for the DCO.
If the phase error is greater than 2 pi, the DCO must be stopped, until the next input edge.
This delay corrects the phase error. Finally both correct phase and period (frequency) are
determined and fed into the DCO to generate synchronous signals for the next cycle.
These procedures are performed once per valid input transition to ensure that the ADPLL
operates with minimum phase and period errors. In a noisy environment, both phase and
period of the input signals change randomly, and all noisy phenomena can be classified
into two cases. One occurs when the input phase is lagging the DCO output and the other
occurs when the input phase is leading the DCO output. In both cases, the ADPLL
estimates a new phase and period to minimize errors during input signal tracking.
Although the ADPLL becomes stable with any initial setting or any condition, the lock-in
time is always proportional to the initial setting.

The operating speed of this architecture is limited by the critical path from the filter
counter to the phase and frequency estimator. Note that both the phase and period
estimations need one high-speed clock. In addition, input tracking circuit needs at least
one high-speed clock. Hence the maximum tracking frequency is equal to f.;,c/3 (Without

using a differentiator).
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The clock recovery mechanism along with a function of frequency synthesizer and an on-
chip clock generator [24] are fabricated using a 0.6-um CMOS process. First, the whole
design (including all function modules) is coded in Verilog-HDL using timing
information from an in-house target standard-cell library. Then, the Verilog source code
is synthesized to generate gate-level netlists and schematics for further simulation and

verification.

2.2.2 ADPLL with Simplified DCO Hardware

Generally, there are three types of DCOs. The first one is the “Path delay oscillator”,
which is designed by cascading many logic gates to form a circular oscillator. The
frequency of the path delay oscillator is very limited and can not meet the high frequency
requirement. The second DCO category is the “Schmitt-trigger based current-driven
oscillator” [15]. 1t is based on a Schmitt-trigger inverter integrated together with a large
capacitor (hundreds of pico farad capacitance) and several control MOS transistors to
implement the oscillator. The third category is the “Current-starved ring oscillator”. This
type of DCO has good linearity and is used in many microprocessor systems. This DCO
controls the different MOS switches to get different frequencies. However, the size of
this DCO is large and requires a lot of hardware.

In [11], the DCO is a current-starved ring oscillator, but the hardware is smaller. It uses
half the layout area of the conventional DCO. This ADPLL is composed of a frequency
comparator, a phase detector, a control unit, and the DCO. Figure 2.3 shows the block

diagram of the ADPLL.
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Figure 2.3: ADPLL Block Diagram [11]

The frequency comparator receives the reference clock and the DCO output. The

frequency comparator then generates two mutually exclusive “fast” and “slow” signals

for the DCO.

The phase detector sets the alignment of the DCO clock edge to the reference clock edge.
The phase detector logic block determines “ahead” or “behind” signals. The control unit
receives the “fast” and “slow” results of the frequency comparator and the “ahead” and
“behind” results of the phase detector as inputs. Mode signals “S[i] (i =0, 1, 2, and 3)”

and control word signals “DCO [0:13]” are output to the DCO. The corresponding

simplified circuits are shown in Figure 2.4 and Figure 2.5.
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Figure 2.4: Simplified Schematic of a DCO Architecture [11]

The heart of the ADPLL is the DCO. Like most voltage controlled oscillators (VCO), the
DCO consists of a frequency-control mechanism with an oscillator block. There are two
parameters to modulate the frequency of the ring oscillator. One is the propagation delay
time of the inverters, and the other is the total number of the inverters. The conventional
DCO tunes the first parameter, but ignores the second one.

The switch-tuning ar.chitecture of the DCO described in [11] is shown in Figure 2.4. This
DCO is composed of four cells, several transmission gates, balance inverters, and one
controlling NAND gate to enable the DCO. In each DCO cell, each inverter is cascaded
with 14-bit control MOS devices. The size ratios of the control devices are two times

higher than a conventional DCO as shown in Figure 2.5.
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Figure 2.5: Simplified Circuit of a DCO Cell [11]
The most significant control bit (bit 13) corresponds to the largest control device (PMOS
transistor), whose dimension (W x L) is 256pum x 1pum. In the DCO, as shown in Figure
2.4, each CMOS transmission gate is inserted to the series with a cell. Therefore, the total
number of stages of the ring oscillator can be changed by setting one transmission gate
ON and the others OFF. The size of the layout area is reduced significantly compared to
the conventional current-starved DCO. This type of DCO [11] has four operating modes.
The oscillating periods 7o (i = 1, 2, 3 and 4) of the four modes depend on the following
delays times: 7, (Inverter delay time), 7., (Transmission gate delay time), 7,4, (DCO
cell delay time) and 7,,,, NAND gate delay time).
Where,
Tocs1 = Tnor + Tan + Taco + Trana (2.1)
Toes2 = 2Twan + 2Taco + Thana (2.2)

Tocs3 = Tnot + 3Ttran + 3Tdc0 + Tnand (23)
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Tocss = 2Tpor + 4Twran + 4T aco + Thana (24)
Each operating mode uses a 14-bit control word to set the DCO oscillator frequency.
Each mode has a specific frequency range, 60~150, 130~270, 240~357 and 340~430
MHz. The least significant bit resolution of the DCO is 177 ps. The prototype of this

3.3V ADPLL chip is designed and prototyped using TSMC’s 0.6 pm CMOS process [11].

2.3 Review of ATM/SONET Interface

Two block diagrams of commercially available ATM/SONET interface are described in
this section. In order to focus on designs related to our project, we selected the two most
appropriate devices:

* The CYS25G0101DX SONET OC-48 Transceiver (Cypress Semiconductor)

e The S3Ql9 SONET/SDH/ATM OC-3/12 Transceiver (Applied Micro Circuits

Corporation)

2.3.1 The CYS25G0101DX SONET OC-48 Transceiver

This transceiver is a building block for a high-speed SONET data communication system.
It provides complete parallel-to-serial and serial-to-parallel conversion, clock generation,
and clock and data recovery operations in a single chip, optimized for full SONET
compliance.

New data is accepted at the 16-bit parallel transmission (TXD [15:0]) interface at a rate
of 155.52 MHz. This data is passed to a small integrated FIFO to allow flexible transfer

of data between the Input Register and Shifter (Figure 2.6). As each 16-bit word is read
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from the FIFO, it is serialized and sent through the high-speed differential Line Driver at

a rate of 2.488 Gbits/second.
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Figure 2.6: Block Diagram of the CYS25G0101DX Transceiver [12]

As serial data is received at the differential Line Receiver (Vi, +), it is passed to a clock
and data recovery PLL (RX CDR PLL block), which extracts a high precision low-jitter
clock from the transitions in the data stream. This bit-rate clock is then used to sample the
data stream and receive the data. Every 16 bit-times, a new word is presented at the

parallel receiver (RXD [15:0]) interface along with a clock.
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The source clock for the transmission data path is selectable from either the recovered
clock or an external Building Integrated Timing Source (BITS) reference clock. Multiple
loop back and loop-through modes are available for both diagnosis and normal operation.
For systems containing redundant SONET rings that are maintained in stand-by mode,

the CYS25G0101DX may also be dynamically powered down to conserve system power.

2.3.2 The S3019 SONET/SDH/ATM OC-3/12 Transceiver

This transceiver implements several SONET/SDH serialization/deserialization,
transmission, and frame detection/recovery functions on chip. Its block diagram is shown
in Figure 2.7. It can be used to implement the front end of SONET equipments, which
consists primarily of the serial transmit interface and the serial receive interface. The chip
handles all the functions of these two elements, including parallel-to-serial and serial-to-
parallel conversion, clock generation and recovery, and system timing. The system timing
circuitry consists of management of the data stream, framing, and clock distribution
throughout the front end.

At the transmission level, the serializing stage of the S3019 performs the processing of a
transmission for a SONET STS-3 or STS-12-bit serial data stream. It converts the 8-bit
parallel 19.44 or 77.76 Mbps data stream into bit serial format at 155.52 or 622.08 Mbps.
A high-frequency serial data stream can be generated from a 19.44 or 77.76 MHz
frequency reference by using an integrated frequency synthesizer consisting of a PLL

circuit with a divider in the loop.
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This clock synthesizer is a monolithic PLL that generates the serial output clock phase
synchronized with the input reference clock. The timing generation function provides a
byte rate version of the transmission clock. This circuitry also provides an internally
generated load signal, which transfers the data of the PIN [7:0] bus (Figure 2.7) from the
parallel input register to the serial shift register.

The parallel-to-serial converter is composed of two byte-wide registers. The first register
latches the data from the PIN [7:0] bus on the rising edge of PICLK (Figure 2.7). The
second register (labelled on figure 2.7) is a parallel-load shift register which takes its
parallel input from the output of the first register.

The 83019 transceiver receives the data and performs the frond-end stage of the digital
processing algorithm. It converts the bit-serial 155.52 or 622.08 Mbps data stream into a
19.44 or 77.76 Mbps 8-bit parallel data format. Clock recovery is performed on the
incoming scrambled NRZ data stream. A 19.44 or 77.76 MHz reference clock is required
to start up the PLL to ensure proper operation under loss of signal conditions. An integral
prescaler and PLL circuit is used to increase this reference clock to the nominal bit rate.
The clock recovery block generates a clock that is at the same frequency as the incoming
data bit rate at the RSDP/N (Figure 2.7, RSDP/N pin) input, or in loop back the
transmitter data output. The clock is phase aligned by a PLL so that it samples the data in
the centre of the data eye pattern.

The backup reference generator provides backup reference clock signals to the clock

recovery block when the clock recovery block detects a loss of signal condition. It
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contains a counter that divides the clock output from the clock recovery block down to
the same frequency as the reference clock REFCLKP/N (Figure 2.7, REFCLKP/N pin).
The frame and byte boundary detection circuitry searches the incoming data for SONET
frame and byte boundary. Framing pattern detection is enabled and disabled by the Out-
Of-Frame (OOF) input. Detection is enabled by a rising edge on OOF, and remains
enabled for the duration that OOF is set high. It is disabled when a framing pattern is
detected and OOF is reset. When the framing pattern detection circuit is enabled, the
framing pattern is used to locate byte and frame boundaries in the incoming data stream
(RSD or looped transmitter data). The timing generator block takes the located byte
boundary and uses it to block the incoming data stream into bytes for output on the
parallel output data bus (Figure 2.7, POUTP/N [7:0] pin). The frame boundary is reported
on the Frame Pulse (FP) output when any 48-bit pattern matching the framing pattern is
detected on the incoming data stream. When the framing pattern detection circuit is
disabled, the byte boundary is frozen to the location found when framing pattern
detection circuit was previously enabled. Only framing patterns aligned to the fixed byte
boundary are indicated on the FP output.

The Serial to Parallel Converter consists of three 8-bit registers. The first is a serial-in,
parallel-out shift register, which performs serial-to-parallel conversion clocked by the
clock recovery block. The second is an 8-bit internal holding register, which transfers
data from the serial-to-paralle]l register on byte boundaries as determined by the frame

and byte boundary detection block. On the falling edge of the free running POCLK
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(Figure 2.7, POCLK pin), the data in the holding register is transferred to an output
holding register which drives POUT [7:0] (Figure 2.7, POUT [7:0] pin).

Among the other operating modes, a diagnostic function which is Diagnostic Loopback is
used. When the Diagnostic Loop back Enable (DLEB) input is low, a loop back path
from the transmitter to the receiver at the serial data rate can be set up for diagnostic
purposes. The differential serial output data from the transmitter is routed to the serial-to-
parallel block in place of the normal data stream (RSDP/N). SDPECL (Figure 2.7) must

be high for diagnostic loop back mode.

2.4 Prospects

For digital very-large-scale-integration circuits, ADDLL function improves over existing
techniques to meet the requirements of advanced computer and communication
applications. By implementing the design in a hardware description language (HDL), it
can be targeted to different CMOS processes through the use of synthesis tools. This
process enhances design portability and reduces the design cycle, important issues in
digital VLSI designs.

Traditional analog PLL technology is facing new challenges, integrating an analog circuit
on a die with digital circuits generates a large amount of digital noise. Using ADDLL
function in the design is becoming a popular way to overcome this noise problem.
ADDLL offers fast frequency locking time, full digitization and good stability when
implemented into a digital system on a chip design. ADDLL technology is maturing

rapidly and more solutions using ADDLL may be adopted by industry soon.
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Incorporating ADDLL into a design may also improve the system-level integration
simulation.
In the past decade, the applications of ATM/SONET technology have exhibited huge
progress. The capacity of telecommunication networks will continue to increase
enormously, making media like video-conferencing and videophone more popular. In fact,
these applications will become more critical due to higher integration levels at high
transmission rates. Theses technologies are advantageously combined for image
compression and security encryption.

To fit the above requirements for these applications, the architecture for an interface to

transport MEPG-2/Encrypted data over ATM/SONET and its clock generator are

presented in this master thesis as described below:

e Description of the proposed ADDLL circuit dedicated to implement a multiple-stage
clock generator which will support the interface to transport MEPG-2/Encrypted data
over ATM/SONET.

e Design of a clock generator using both VHDL and gate-level design techniques. This
design is targeted for implementation in standard-cell and custom-definited-cell

technologies through the use of standard layout tools.
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CHAPTER 3
ENCRYPTED DATA TRANSMISSION OVER
ATM/SONET

In this chapter, MPEG-2 encrypted data and its transport over ATM/SONET are

discussed.

3.1 Description of the Data Transport Interface

The encrypted data transport interface is divided into two sections: the transmission and

the reception. Both sections have corresponding functional blocks such as coding and

decoding, multiplexing and demultiplexing, clock generator and timing recovery (Figure

3.1).

The data transport over the transmission section includes functional blocks which:

e Input an MPEG-2 Transport Stream (TS) into an Encryption Coder and output the
encrypted data based on a DES algorithm.

e Input encrypted data into an ATM module and subsequently transfer the result to a
SONET multiplexing block.

e In a SONET block, the overhead portion of the SONET frame is generated and the
output signal is sent as a SONET-3c¢ frame using a 155.52 MHz clock.

At the reception end, all of the main functions of the transmission section are reversed. In

addition, in the transmission section, the input data rate of MPEG-2 varies from 2 to 10

Mbps. The output data rate from the SONET (MUX) block of 155.52 Mbps is eight times

faster than the output data rate of the ATM block (19.44 MHz). In the reception section, a
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timing recovery block is implemented to sample 155.52 MHz frequency from its
incoming data and make this frequency synchronous with the transmission frequency in
the transmission section. Next, this 155.52 MHz frequency clock signal is divided by 8 in
the clock divider block. The resulting 19.44 MHz signal is used as an operation clock on

the ATM block and the decryption decoder blocks.
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Figure 3.1: Functional Blocks of System

Obviously, the transmission clock generator and the timing recovery block, on the
reception side, are key components in the data transport system. If the output signal from
the transmission clock generator is unstable or the recovery clock is not synchronous with
the transmission clock, then the whole system may be paralysed. Therefore a

transmission clock generator is one of most important modules in this work.
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3.2 Overview of the Physical Interface
As discussed in [29] and [4], an MEPG-2 TS and an AAL-5 adaptation type are used to

encrypt the MPEG-2 streams and before mapping the result into the ATM cells. The data

flow for this processing is shown in Figure 3.2.
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At the encryption level, the MPEG-2 stream is a serial input to the encryption DES
encoder and after encryption a serial encrypted output is produced from this encoder. At
MPEG-2 TS level, the encrypted data is changed from serial to parallel, then these
parallel encrypted data are encapsulated into a packet; each packet is 184 bytes plus a 4-
byte wide TS header. Finally, the 188 bytes (184+4) become an MPEG-2 TS packet. In
order to be converted to ATM cells, two TS packets are sent to the AAL-5 level. At the
AAL-5 level, each set of 376 bytes (two TS packets) add an 8-byte trailer are divided into
eight ATM payload cells; each ATM payload cell is 48 bytes wide. At the ATM cell level,
a 5-byte ATM header is added to each ATM payload cell.

Based on this data flow, a simple: high throughput architecture for encrypted MPEG-2
stream to ATM cell mapping is considered. A block diagram of this architecture is shown
in Figure 3.3.

The architecture of this interface enclose a FIFO memory, four shift-registers and a
multiplexer (MUX), six counters, a control logic unit based on a Finite State Machine
(FSM), a packet information generator, a series to parallel converter (S/P) and some

registers. The important of these modules is shown here:
* SERIAL TO PARALLEL CONVERTER: This module is a serial-in, parallel-out
shift register. Its 8-bit parallel data output are read by the FIFO at the rising edge of the

flag in signal;
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* DIVIDER-8: This block gencrates the flag signal (flag in) for the clock input of the
FIFO. Every eight clk in cycles, a flag _in cycle is generated which is 8-times the divider
clock cycle;

* FIFO: The data rates of input and output signals interfaced with the FIFO are different,

the input data rate is slow (2~10 MHz) and the output data rate is fast (19.44 MHz). In
order to make the data transfer at the interface produce in a continuous data stream, a
temporal store unit FIFO is needed. A data byte is written into the FIFO when the flag in
signal is asserted. A data byte is read from the FIFO on the rising edge of the output
clock (clk_out) if read en signal is set by the FSM.

Another design consideration is the depth of the FIFO. If the depth of the FIFO is large,
the FIFO becomes more expensive. Otherwise, if the FIFO depth is reduced the control of
the interface is more difficult to implement. Based on Figure 3.2, the longest user data
storage happens when the two 184-byte (368-byte) TS packets are combined. The 4-byte
TS header, 8-byte trailer and 5-byte ATM header can be stored by the shift registers
individually. Therefore, 368 bytes are selected as the depth of the FIFO.

This FIFO buffers the data from the MPEG-2 TS to the ATM cell. A detailed explanation
about writing and reading data to/from the FIFO is described in section 3.3;

* COUNTER: There are six counters in this interface. Counters 4, 5 and 8 (Figure 3.3)
create flag signals individually to signal the FSM. These flags provide status signals
(done/undone) of the shifting ’operations for the 4-byte TS header, the 8-byte AAL-5
trailer, and the 5-byte AT header. The other three counters: 48, 188 and 376 (Figure 3.3)

are responsible for counting the output of the FIFO and individually signalling that the
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operation has completed successfully for the 188-byte MPEG-2 data, the 376-byte AAL-
5 data, and the 48-byte ATM payload data. The clear x (x = 4, 5, 8, 48, 188, and 376)
signals are generated by the FSM individually;

* PKT-INFO-GEN: A packet information generator creates the information needed to

produce the 4-byte TS header, 8-byte AAL-5 trailer, and 5-byte ATM header. All of the
packet information is loaded through the external PCI interface and counters. Also, in
order to keep the data transfer on the output of this interface in a continuous data stream,
some empty bytes (non-information data byte) must be added into the ATM cell. The
non-information data byte is also generated by the PKT-INFO-GEN block;

* SHIFT REGISTER: Four shift registers are used to store the 4-byte TS header, 8-byte

AAL-5 trailer, 5-byte ATM header and empty-data byte individually. When the signal
shift x_statu (x = 5, 4, 8 and K) is set to 1 by the FSM, the shift-X (X = 4, 8, 5 and K)
register sends the data out of the interface;

* FSM: This unit is a key section of this interface. It provides control signals to read data

from the FIFO and read packet information from the Shift-X register (X = 4, 8, 5 and K).
Figure 3.4 shows the flowchart for the read data controls of the FSM. This flowchart is
based on the encryption / MPEG-2 TS/AAL-5 / ATM cell data flow depicted in Figure
3.2. The read control algorithm consists of the following steps:

1. Reset counter-X (X=188, 376, 48, 4, 8, and 5).

2. Setshift 5_status signal = 1, counter-5 starts to count, Shift-5 register will output

data.
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3. The FMS set shift 4 status signal = 1, counter-X (X=188, 376 and 48) starts to
count when done 5 = 1 and done 188 = 0. Shift-4 register will output data.
Otherwise, if done 188> 0, go to next step (3-D).

4. Set fifo_rd en signal = 1 when the FIFO is not empty, then sent the output data
from the FIFO, otherwise send non-information output data from the Shift-K
register.

5. If signal done 48 = 0, go to step (3-D); if done 188= 0, go to step (3-D); if
done_376 =0, go to step (2).

6. If done 48 =1, done 188 = 1 and done 376 = 1: set shift 8 status signal = 1,
and counter-8 start to count, Shift-8 register will output data.

7. Return to step (1) to reset when done 8 =1.
® SCG: The output clock of the FIFO, the clock of the FSM, and all of the clocks for the
shift registers are supported by a 19.44 MHz clock from the signal SCG. The 155.52

MHz clock is used during a SONET transfer in the next protocol level. Both the 19.44

MHz and 155.52 MHz clocks from SCG are phase locked on a 19.44 MHz external clock.
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¢

(1) Reset
Counter-x (x =188, 376,48, 4, 8, and 5)

A 4

P (2)shift 5 status=1, count_5=count 5+ 1|
> Shift-5 Data => Reg

done 188=0

(3) shift_4_status= 1, count-x = count-x + 1
(x=188,376,48 and 4)
Shift 4 Data=> Reg

P (4-b) shift K status=1
Shift-K Data => Reg

(4-a) fifo_rd en=1
FIFO Data => Reg

done_376= |

(5) shift_8_status =1, count_8 =count 8 + 1
> Shift-8 Data => Reg

Figure 3.4: Flowchart for the Read Data Controls of the FSM



3.3 FIFO for Data Transport from MPEG-2 TS to ATM Cell

Using FIFO buffers to pass information between different functional blocks with
different data rates has been a standard practice in interface design [18, 39]. This section
explains the key features of the synchronous FIFO (376 byte depth) as a buffer for
interfacing the MPEG-2 TS data stream to an ATM cell. The FIFO is composed of very
large buffers based on a static memory array (Figure 3.5). The internal RAM is a dual-
ported memory that is addressed by the use of internal pointers. These pointers determine
which address of the RAM provides the data during a FIFO READ or stores data during a

FIFO WRITE. The different read and write clocks make the data input and the data

output of the FIFO independent of each other.

empty_flag

read enable

——) Flag Logic |« Read Control
e Logic

P

DI

full_flag A read_pointer

Data RAM Data
Input > ARRAY Output

write_enable
—- Write Control
m———P>  Logic write_pointer
input_clock

output_clock

Figure 3.5: RAM-based FIFO [39]

3.3.1 The Implementation of a FIFO

In this section, a diagram of the FIFO is described. This design is divided

one is the FIFO logic, the other is the FIFO memory. For the FIFO logic part [26], the

into two parts:
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input and output signals are defined in Table 3.1 and the Verilog code for logic control

of the FIFO is listed in appendix A-1.

Table 3.1: Signal Type Definition for a FIFO

Signal Name Signal Type Signal Type Definition

clk in input Write clock signal

clk out input Read clock signal

reset input Low asserted reset signal
data_in input Data into FIFO

fifo wr _en input Enable write data into FIFO
fifo rd en Input Enable read data from FIFO
data_out output Data output from FIFO

Sfull flag output Flag of FIFO full

empty flag output Flag of FIFO empty

3.3.1.1 The FIFO Logic

A FIFO is used as a “First-In First-Out” memory buffer between two synchronous logic
blocks with simultaneous write and read data to or from the FIFO. These data accesses
are independent of each other when the FIFO is implemented using a dual-ported
memory. Each port has its own corresponding pointer that points to a location in memory.
When a FIFO is reset, both the write and read pointers point to the first memory location.
Each write operation causes the write pointer to point to the next address (new location)

in memory and the counter is also increased. Similarly, each read operation causes the
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read pointer to point to the next address (new location) in memory and the counter is
decremented by one. The FIFO write and read operations loop in a circular fashion from
the last memory location to the first memory location without resetting the read and write

pointers (Figure 3.6).

wr_ptr —» D
- - C
—  |Wr_ptr B
wrptr _y T A
vd pir Rd ptr —p A rd ptr
Empty One Element Full

Figure 3.6: The Operation of Read and Write Pointer in Memory

There are two status flags in the FIFO logic unit. Each flag indicates whether the FIFO
status is empty or full. The output of both flags depends on the value of the counters. If
the value of the counter is zero, an empty flag is asserted. If the value of counter is equal
to the depth of the FIFO minus one (D-1, initialize location is one), a full flag is asserted.
Otherwise, the FIFO contains data that can be accessed when the fifo rd en or the

fifo wr_en signal is enabled (Figure 3.7).
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l Start
Empty: counter =0 Reset
Read/Write: 0 < counter <D - 1

Full: counter =D -1 reset: wr_ptr=0,rd_ptr=0
Counter = [wr_ptr—rd _ptr] counter =0, full_flag =0, empty flag =1

D = The depth of fifo Y
Empty
fifo_rd_en & fifo_wr_en && fifo_wr_en= |
(counter) =0 fifo rd_en Reset wr_ptr = wr_ptr + 1
Td_pr—rd_pw + 1 —>
counter = counter — | reset=1 counter = counter + 1

fifo rd en &
(counter) > 0 /—\
Td_pir = rd_pir T 1 V\/

counter = counter — |

fifo wr en&
(counter) <D -1
wr_ptr = wr_ptr+ |
counter = counter + |

fifo rd en=1 TiTo_Wr_ en&
(counter)=D -1

rd_ptr=rd ptr+1 wr_plr =wr_pir + 1

counter = counter — | counter = counter + |

full flag=1

fifo wr_en=0 —p
fifo &rd en=0 Interrupt

Figure 3.7: Finite State Machine of FIFO (FSM)

3.3.1.2 The FIFO Memory

The FIFO memory is a synchronous RAM (SRAM) consisting of dual-port cells [26]. Its
schematic diagram is shown in Figure 3.8. Each dual-port cell is composed of a standard

six-transistor memory cell, with two additional transistors to implement the dual port
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function. The BIT LINE P1 writing operation and The BIT LINE P2 reading operation

are not correlated at any time.

P1 ROW Q4

SELECT

| Vee

4 L

Q5

1

Q3

P2 ROW

SHLECT

T
I
T

Q1

P1 BIT LINE
P2 BITLINE

I~

| Vdd

Q8

P2 BIT LINE

P1 BIT LINE

Figure 3.8: Dual-Port Cell for the FIFO Memory [26]
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CHAPTER 4
MULTIPLE-HIGH-FREQUENCY SYNCHRONOUS
CLOCK GENERATOR

4.1 All Digital Delay Locked Loop and Mirror Delay Approach

The Multiple-High-Frequency Synchronous Clock Generator (SCG) may work as a
standard clock for the MEPG-2/ATM/SONET interface’s to data storage or transmission
and receiving functional units. The SCG generates multiple-high-frequency clocks, the
generated frequencies are 38.88 MHz, 77.76 MHz and 155.52 MHz. All the functions are
implemented using purely digital components. The design is based on the All-Digital
Delay Locked Loop (ADDLL) function and Mirror Delay Approach (MDA). The
ADDLL function is used to adjust the delay of a control phase locked loop; again using
completely digital circuits. The resulting design is insensitive to variations in temperature,
voltage supply and process techniques. There is also a reduction in frequency jitter and
clock skew due to the clock distribution between chips and timing recovery in serial data
communication. MDA uses the principle of a mirror to control multiple-stage
proportional delays. We present in this project an innovative application of both methods,
ADDLL and MDA, to generate a multiple-high-frequency synchronous clock. The circuit
is implemented with a CMOS 0.35 pm process.

To obtain different data transport rates at the input and output interfaces, a fast clock
generator (internal clock) is necessary. This clock must be closely synchronized with the
external standard clock. The most popular solution to this synchronization problem is to

use a Phase Locked Loop (PLL) [17, 20]. At first, analog PLL technology was used, but
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with the improved performance of digital devices, more designers are using digital PLLs.
In many existing Digital Phase-Locked Loops (DPLL) [31, 21], the only digital
component is a Phase Detector (PD), while the other components, such as the Voltage
Controlled Oscillator (VCO) and Loop Filter (LF), are analog components with all the
problems inherent to analog hardware. The ADDLL is built exclusively from digital
circuits. Therefore, it does not contain any passive components such as resistors and
capacitors. The Loop Filter and Charge Pump are replaced by either a Universal Shift
Register (USR) or a Counter and a Delay Line (DL) [22, 42].

Since an ADDLL can be used in clock synchronization as a DPLL, previous
implementations have shown that the slave clock must be closely synchronized with the
master clock using the ADDLL technique [14, 27]. A seven-bit counter is used instead of
an analog loop filter to select a delay line via the decoder. This type of the delay line is
fed to the output buffer. Other authors [6] describe a register-controlled DLL circuit
(RDLL), where the internal clock is synchronized with an external clock. A Universal
Shift Register (USR) is used; this register inserts an optimum delay time between the
external clock input buffer and the internal clock output buffer. The internal clock
changes simultaneously with the next rising edge of the external clock. In summary, the
RDLL is only applicable for the synchronization of clock, and is locked to a detected
clock frequency with an external input clock frequency. Both clocks operate at the same
frequency. Our implementation is the first application using an ADDLL function and

MDA to generate multiple-high-frequency synchronous.
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4.2 Basic Idea of the Multiple-High-Frequency SCG

This design is divided into two sections as shown in Figure 4.1: one is the ADDLL, and
the other is the Frequency Multiplier (FM). The Delay Line (DL) circuit is used only for
aligning the phase difference between a detected signal and a reference signal in the
ADDLL section, which is equivalent to aligning the output signal of each stage of the FM.
Since the circuit architecture of the DL is similar in these two sections, their delay

characteristics on the same chip are consistent and in a mirror proportional relationship.

l?requency Multiplier : 38.88MHz 757'76MHZ 1?5.52MHZ
E X2 : X3 . S ' Out
X1 ! }2) Aol Bs o[ Da D—‘—>zz,.
) B3 D3 ' Y3 '
B2 2oy > D3 V2 A ] ’ :
E Q1-Q9 ' Q1-Q9 '
In Q1-Q9 : : :
' '
19.44MHz  Stage 1 : Stage 2 ! Stage 3 :
ADDLL S CLK 0
» PD up USR .
> @
v ' ——» QI
s inv_out ? ' y
X ! 3
' Ql-Q9 |
¢ l
r— DL > CLK_USR I Reset

Figure 4.1: Schematic of ADDLL and MDA for Multiple-High-Frequency SCG
There are four sets of delay lines labelled 1, 2, 3 and 4. In Figure 4.1, “Bx” represents a
fixed delay line and “Dx” represents a variable delay line (where, x = 1, 2, 3 and 4). The
delay time is represented individually by “TBx” and “TDx” (x = 1, 2, 3 and 4). The sum
of these delays, for each stage is Tx, where Tx = TBx + TDx.

The FM is used to generate a multiple-high-frequency clock signals. Each stage is

composed of a XOR gate, a fixed delay line “Bx” and a variable delay line “Dx”. There



56

are two inputs in each XOR gate, they should have different input times. For example,
when one input is high (X1, X2, and X3), the other input (Y1, Y2, and Y3) goes high
after a quarter cycle of X1, X2 and X3, as demonstrated in Figure 4.2. As for the ADDLL
section, its function is to lock a clock phase (D _CLK) with a reference clock phase
(S_CLK) by control of the variable delay line “D1”. Because the variable delay lines D2,
D3 and D4 are connected with the variable delay line D1 by signals Q1 ~ 09, the variable
delay times for D2, D3 and D4 are controlled by the adjustment of D1 (Figure 4.1). The
output (Z1, Z2, and Z3) of each stage of the FM are locked with the S CLK signal when
the D CLK is locked with the S CLK signal.

If the D CLK signal is locked with the S CLK signal in the ADDLL section, then it is
equivalent to being locked to the output of each stage in the FM. This is also called a
Pseudo-ADDLL circuit because it is a replica circuit, which does not directly generate
multiple-high-frequency signals. In other words, this circuit acts like a mirror to
symmetrically copy the delay time of each stage in the FM. Thus, this approach is called

a Mirror Delay Approach.
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Figure 4.2: Input and Output Waveforms of Each Gate and Phase Detector

As illustrated in Figure 4.1, the DL of each stage in the FM section and the DL in the
ADDLL section are divided into two parts. One part generates a fixed delay time TBx (x
=1, 2, 3 and 4) and accounts for about 80 percent of the sum delay time Tx. The other
part generates a variable delay time TDx (x = 1, 2, 3 and 4), which accounts for the
remaining 20 percent of the sum delay time Tx. The TDx variable delay time may be
adjusted by the Universal Shift Register (USR) because the D1, D2, D3 and D4 variable
delay blocks are connected together by identical Q7 to Q9 signals in the USR; the delay
time variation of TD1, TD2, TD3 and TD4 also have the same ratio. The output of each
stage on the FM (Z1, Z2, and Z3) and the D CLK signal in the ADDLL section are
synchronous variations with a 2" times relationship. Obviously, this circuit only detects
the phase state of the D CLK signal and locks it with the S CLK signal, therefore,

locking the output of each stage in the FM section.
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The delay time of fixed delay TBx and the delay time of variable delay TDx in each
delay block have a proportional, 2" times relationship (n = 3, 2, 1, 0) as shown in table
4.1. In this table, Py, P, and P; represent the input clock period of each stage in the FM
section (X1, X2, X3 signals, in Figure 4.1). For example, P, = 48ns, P, = 24ns and P; =
12ns.

Table 4.1: 2" Relationship for Each Delay time TBx and TDx (x=1,2, 3 and 4)

Fixed Delay Time TB1 Cx2° TB2 Cx2* TB3 Cx2' TB4 Cx2'
(ns) ~80%(P,/2) ~80%(P,/4) ~80%(P,/4) ~80%(P5/4)
C=2.557 20.57 10.28 5.14 2.557
Variable Delay Time | TD1 Cx2’ TD2 Cx2° TD3 Cx2' TD4 Cx2!
(1~9) (ns)
0.528 0.264 0.132 0.066
C=0.066

In our design, T2, T3, and T4 represent the input delay time of each XOR gate in the FM
section, T1 represents the input delay time of DL in the ADDLL section. In order to
synchronize the rising edge of the D CLK signal with the rising edge of the S CLK
signal, T1 (T1 = TB1 + TD1), one input delay time, must be a half period of the S CLK
signal. Similarly, the input delay time of D2, D3, and D4 are also adjusted using a 2"
times relationship and the delay times T2, T3, and T4 will be quarter period of the X1, X2,
and X3 signals. Therefore, signals Y/, Y2, and Y3 each have delay times representing T2,
T3, and T4. When the variable delay line D1 is locked such that the D CLK signal is
closely synchronized with the S CLK signal, then ZI, Z2, and Z3 will be operating at the

exact high frequencies required and will be closely synchronized with the S CLK signal.
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The input and output waveforms of each XOR gate in the FM section and the DL in the

ADDLL section are shown in Figure 4.2.

4.3 SCG Architecture

The SCG is composed of four main functional blocks:

Phase Detector
Universal Shift Register
Delay Line

Frequency Multiplier

4.3.1 The Phase Detector

A block diagram of the Phase Detector (PD) is shown in Figure 4.3. The output of the PD

depends on the phase of the input signals. This type of phase detector is also called a

sequential phase detector. It compares the rising edge of the detected clock (d clk) and

the rising edge of the standard clock (s_clk).

S A — D Q up

s clk —— Ck CIr

o
N

dck — 1ok o

“1”  —D Q down

Figure 4.3: Block Diagram of the Phase Detector
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If the rising edge of d_clk leads the rising edge of s _c/k (Figure 4.4-a), the “down” output
of the phase detector goes low while the “up” output remains high. Also, if the rising
edge of d_clk delays the rising edge of s_clk (Figure 4.4-b), the “up” output of the phase
detector goes low while the “down” output remains high. Finally, if the rising edge of
d_clk and the rising of s clk are synchronous (Figure 4.4-c), the output of “up” and

“down” both remain low.

s ok || i ok | s ok || B
d ck| | | sk ] d k| | B
Wl up up

down om| 7 down

(@) (b) (¢)

Figure 4.4: Input and Output Waveforms of the Phase Detector

4.3.2 The Universal Shift Register

The Universal Shift Register (USR) performs the following functions: Hold value, Shift
left, Shift right, and Load value [5].
This USR is used as a parallel-in, parallel-out shift register. The following table shows

the states for the 9-bit universal shift register.
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Table 4.2: 9-bit Universal Shift Register

Function Input Initial State
S1Se(down/up) | Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9
Hold 00 ‘ Next State
QI Q2Q3Q4Q5Q6Q7Q8Q9
Shift left 10 Q2Q30Q40Q5Q6Q70Q8Q90Q1
Shift right 01 Q9Q1Q20Q30Q40Q50Q6Q7Q8
Load Reset =1 0 00 010 000

4.3.3 The Delay Line

The Delay Line (DL) is composed of two parts: fixed delay and variable delay lines. The
fixed delay line 1s made of several pairs of inverters. The variable delay line is made of
nine stages using NAND gate blocks. The variable delay line is used to insert an optimum
delay time, and make the D CLK signal change simultaneously with the next rising edge
of the S CLK signal, which is controlled by the universal shift register. A simplified
schematic of variable delay line is shown in Figure 4.5.

Only one of the QI to Q9 inputs is loaded with a “1”; the remainder of the inputs are
loaded with “0”’s. The gate loaded with a “1” will be used as an output path. The different

output paths have different delay times for the output of the DL in the ADDLL section.
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Figure 4.5: Schematic of Variable Delay Line

Initially, the DL input is loaded with the pattern <0, 0, 0, 0, 1, 0, 0, 0, 0”. With NAND
gate 5 set to “17, the input signal is proceeds from inverterl to NAND gate 5, then
through the I NAND gate, then passing through the remaining stages to the P and Q
NAND gates and finally through inverter 2 to the output (Figure 4.5). In the next step,
the delay time “TD1” can be increased or decreased depending on the output of the PD. If
the D_CLK signal is delayed with the S CLK signal as detected by PD, then the NAND
gate 6 is set to a “1”, the signal path is through inverterl, NAND gate 6, NAND gate K...
NAND gate P, NAND gate Q and finally through inverter 2. Thus the delay time “TDx”
of the output signal is decreased. If the D CLK signal leads the S CLK signal as detected
by PD, then NAND gate 4 is set to a “1”, and the signal path is through inverterl, NAND
gate 4, NAND gate G, ... NAND gate P, NAND gate Q and inverter 2. The delay time

“TD1” of the output signal is increased. If the D_CLK signal is locked with the S CLK
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signal, then the output of variable delay line D1 does not changed. The signals Q1 to Q9

in the variable delay line D1 are controlled by the PD.

4.3.4 The Frequency Multiplier

The Frequency Multiplier (FM) is responsible for generating multiple-high-frequency
signals at 38.88 MHz, 77.76 MHz and 155.52 MHz from the input signal 19.44 MHz. A
waveform of one stage Multiplier Frequency is shown in Figure 4.6. The variable delay
line block “Dx” (x = 2, 3 and 4) has the same architecture as the variable delay line D1
block in the ADDLL section. The propagation delay at point A is controlled by the USR
in the ADDLL section (Figure 4.6). To synchronize the outputs of the multiple-high-
frequency signals in the FM section with the rising edge of the input signal (In), one
chain of the circuit in Figure 4.6 is needed. For example, if the FM needs to generate an
output signal which is eight times the frequency (2°) of the input clock, three stages of the

circuit in Figure 4.6 are chained.

Input

utput

A

Input E
>
Delay

B: Fix delay line [
D: Variable delay line
Output

Figure 4.6: Waveform of One Stage Frequency Multiplier
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4.4 Implementation of the Synchronous Clock Generator
Special attention was paid to the following issues were noticed during the implementation
of the SCG using a 0.35-um CMOS process library [37] from TSMC:
e Clock of the USR and glitching noise
e Timing constraints on the USR cell
¢ Driving large capacitive loads

e Design inverter layout cell for the fixed delay line

4.4.1 Clock of the USR and Glitching Noise

As previously discussed, the function of the USR is to shift the current state to the next
state according to the output signal of the PD in the ADDLL section. As a result, a clock

(CLK_USR_I) must control the shift operation of the USR (Figure 4.7).

CLK_USK 1 CLK USR_ CLK USR 1 I_I

(a) (b) (c)

Figure 4.7: Waveforms without flip-flops in the USR: (a) D_CLK lead with S _CLK,

(b) D_CLK delay with S’ CLK, (¢) D_CLK synchronized with S CLK
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During the synchronization process the rising edge of CLK_USR I must be triggered
between the rising edge of the S CLK signal and the rising edge of the D CLK signal.
The rising edge of CLK USR 1 must be triggered on “up”™= 0 and “down” = 0, when
D _CLK is synchronized with S CLK. The waveforms without the flip-flop delays are as
shown in Figure 4.7-(a) and 4.7-(b).

By adding an OR gate and buffers (several pairs of inverters), an output signal is obtained
which acts as a clock with a suitable delay (Figure 4.8). This suitable delay prevents the
output from becoming unstable when the rising edges of D_CLK and S CLK both occur

simultaneously. Its waveform is shown just in Figure 4.7-(c).

» D Ql —p up
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) - ]
b.CLK | Clock ofthe USRand Glich 1 Lyl !
‘ DFF :
D Q2 —>» down

h 4

Figure 4.8: Schematic of the PD with DFF

4.4.2 Timing Constraints of the USR Cell

The USR is an edge sensitive cell with associated setup time and hold time requirements.

The timing constraints of the USR cell are illustrated in Figure 4.9. The excitation inputs
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SO (Q1 / up) or SI (Q2 / down) of the USR should remain stable immediately before or
after the clock transition. As defined for an edge-triggered flip-flop, the period before the
clock transition for the USR is defined to be the setup time (z,); the period after the clock
transition for the USR is defined to be the hold time (#;). The minimum width of the
synchronizing clock pulse is defined to be the pulse width (¢,). The time interval from the
triggering edge of the clock to the stabilization of the new state (cell output) is defined to
be the propagation delay (#,). In general, if these specified constraints for the USR cell
are violated, the cell’s behaviour is not guaranteed.

For this implementation, the up 1 and down_1 signals (Figure 4.9) are not stable enough
for the USR. During a clock transition, these signals change too rapidly for the USR. In
order to solve this problem, two edge-triggered flip-flops (DFF) and two buffers are
added (Figure 4.8). The value of up [ and down 1 signals are latched into DFFs when
the rising edge of CLK USR_1 occurs, the output Q1 and Q2 of DFFs will keep the value
of up 1 and down_I until the next rising edge of CLK USR 1. Thus, the instantaneous
state value of the up I and down I signals before or after the clock (CLK USR 1)
transition will be transformed into stable state values at the Q/ and Q2 outputs. These
input signals of USR cell, SO (Q1/up) and SI (Q2/down), meet the setup time (¢y,) and

hold time (#;) requirements of the USR cell.
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Figure 4.9: Timing Constraints of the USR Cell

4.4.3 Driving Large Capacitive Loads

The problem associated with driving comparatively large capacitive loads arises when
signal must be propagated from one block to another block on-chip. Since an output to
drive next block has a definite limit on the amount of current it can supply (or sink), it is
not surprising that there is a definite limit on the number of parallel switches that can be
driven by a signal switch output. This limit (number) is called the fan-out of the block.
The overall performance of a system may be seriously degraded if it contains a large fan-
out, where one circuit within the system is required to drive a large capacitive load. This
situation often occurs in the case of control drivers that are required to drive a large
number of inputs to memory cells or logic blocks.

The solution is to use a pair of cascaded inverters or buffers, where each one is larger

than the preceding stage by a width factor £, as shown in Figure 4.10. Notice that if a
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large factor f is chosen, only a few stages may be needed to achieve a large enough
current capacity, but each stage will have a long delay. If a small factor fis chosen, the

delay of each stage is shorter, but more stages are required.

4:F
4:1 4:f
In | | |
| ]
G-
1:1 1:f 1.f ’

Figure 4.10: Driving Large Capacitive
For this implementation, the buffer chain is made of wbuf 1, wbuf 2 and wbuf 4 from

the TSMC CMOS 0.35-pm [35].

4.4.4 Design Inverter Layout Cell for the Fixed Delay Line

The fixed delay line is composed of a series of inverters pairs. The type of inverter
available in the TSMC CMOS 0.35-um process, have a delay time of a hundred pico-
second (107'%). However, the delay time of fixed delay line on our design is in the order
of nano-seconds (10”). Several inverters are required to generate sufficient delay time,
but using many inverters will make the schematic level simulation very difficult.
Therefore, a better choice is to use custom design for a special inverter layout cell. The

propagation delay of the inverter is increased by expanding the width of the layout area,
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reducing the number of inverters needed in the fixed delay line, and simplifying the

schematic level simulation [34].
4.5 Chip Characteristics and Design Flow
Figure 4.11 shows the SCG IC layout using the 0.35-um CMOS process library provided

by TSMC. The additional polyl in the empty areas of the layout occupies 14 percent of

the chip area. Table 4.3 summarizes the chip’s features ICDPMLIU).

Figure 4.11: Layout of Chip ICDPLIU
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Table 4.3: Summary of the Chip’s Features (CDPMLIU)

Process CMOS 0.35-pm, TSMC

Chip Size 1982.5 x 1982.5 ym

Cell size 287.4x261.3 um

1/0 Pads 24

Input Frequency 19.44 MHz

Output Frequency 38.88 MHz, 77.76 MHz and 155.51 MHz
Supply Voltage 33V

The design sources are VHDL code (provided by Synopsys) for the USR cell and
schematic (provided by Cadence) design for the PD, DL, and FM cells. For layout design,
both AutoLayout and manual design methods are used. The following design software
packages were used in the design: USR cell, VHDLDBX for functional simulation and
DESDIGN_ANALYZER for synthesis. The SPECTRE simulation tool is used to
simulate the PD, DL, FM cells and the entire SCG system at the schematic level [36].

This design flow is shown in Figure 4.12.
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4.6 ADDLL Function for Timing Recovery

As discussed in previous sections, the ADDLL is used as a new method to generate
multiple-frequency transmission clock, which is phase locked with an external standard
clock. This method guarantees that the transmission data is synchronized with its clock
signal. In this section, the ADDLL function is used for timing recovery. In Figure 4.13, at
the reception side, the incoming high-speed SONET bitstream signal and the internal

clock are fed to the Alexander phase detector [33].
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Figure 4.13: Application of ADDLL Function for Timing Recovery
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The bitstream signal is compared with the internal clock. If these signals are out of phase,
the phase detector outputs an up/down flag to the shift register. Adjustments continue to
delay chain oscillator until the internal clock and bitstream signal are in phase. The delay
chain’s control is the same as the SCG control. The main difference with the SCG is the
Alexander phase detector.

The data sampling operation is shown in Figure 4.14. The “eye pattern” of the incoming
data is sampled at three points in time: A, T, and B. When the clock and data signals are
synchronized (locked), the following is true:

e A is the centre of the data bit

e T isin the vicinity of the next transition

e B is in the centre of the bit following the transition

Clock

Figure 4.14: Data Sampling Operation
If the same logic level is recorded at both A and B, then a transition has not occurred and
no action is taken regardless of the logic level of T. However, if the logic levels of A and

B are different, a transition has occurred and the phase detector uses the logic level of T
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to determine whether the clock was too early or too late with respect to the data transition.
If the logic levels of A and T are the same, but different from B, then the clock was too
early and needs to be slowed down. The Alexander phase detector then generates a down
flag, which right shifts the register one bit to increase the delay time of the delay line.

On the other hand, if the logic levels of B and T are the same, but different from A, the
clock was too late and needs to be speeded up to achieve synchronization. The phase
detector generates an up flag which left shift the register one bit to decrease the delay
time of the delay line. When sampling the data at point A, the sample is always in the
centre of the eye pattern when the data and clock signals are in phase (locked). The

values recorded at point A are taken as the retrieved data.
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CHAPTER 5
THE IMPLEMENTATION OF ENCRYPTION DES
ALGORITHM

5.1 Review

The Data Encryption Standard (DES) block provides data security before transporting
payload data within the ATM system. Data transport is streamlined with no impact on the
speed of operation of any network transport element. Its implementation is based on the
circuit architecture of using a single instantaneous stage, whereby the data is processed
through this stage 16 times. The advantages of this proposed design are cost effectiveness
and hardware-efficiency, simplicity and fast computation of the DES algorithm. The
performance of the encryption block is also very fast coupled with low power
consumption when used as a pipelined structure for data encryption.

The advent of Field-Programmable Gate Array (FPGA) technology has created exciting
new opportunities for prototyping designs. This chapter describes an implementation of
the DES algorithm using FPGA technology. The DES block is used in secure
communication networks, where its input data is an MPEG-2 data stream. Output data is

an encrypted stream, where the data rate is up to 20 Mbps.

5.2 Architecture of the Coding DES Algorithm

Since the hardware requirements of each stage are identical, previous implementations

have used a single instantancous stage, whereby the data is processed through this stage
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16 times [16]. Two authors [30], [35], respectively, described a gate-level design in
which the stages were unrolled into a pipeline, and performed by 16 separate
instantiations of the hardware, increasing the throughput accordingly.

Our implementation of the DES block uses a single stage. The data passes through this
stage 16 times. This technique takes the unrolled structure of the pipeline which would
require 16 separate stages and reuse the stage to obtain a rolled structure of pipeline using
a single stage. The DES block can continually perform input operations, DES
computation and output operations. As a result, the pipeline can simultaneously contain
three operations. Thus, there is no impact on the speed of operation of an ATM/SONET
transport system. In addition, this DES block is simpler and has a faster data rate than

previous designs. Figure 5.1 shows the functional units of the implemented DES

algorithm.
Shift-Reg Key Dout-L |Shift-Reg
%ﬁt ) _§<—’ Output
Input | S->P Din DES-Core Dout-R| P->S§

(9%
e
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/\

'y A
CLK enc [Start enc

Control Signal Unit

v

Reset ' Stsrt_out

Clack ?
ot

Figure 5.1: Functional Block Diagram of Implemented DES Algorithm
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This design consists of four functional blocks:

Shift register-64 bits (serial-to-parallel)
Shift register-64 bits (parallel-to-serial)
DES-Core (computing with DES algorithm)

Control Signal Unit (generates individual signals for different operations)

Figure 5.2 shows the architecture of one stage of a DES Core. It includes ten blocks as

below:

FSM is a loop state signals generator. It creates 16 different state signals to support
data calculate repeated16 times.

MUX (2->1) is a two selection one multiplexer. The input data of DES-Core is
validity from external (Din) or internal (L-Reg and R-Reg).

K-Jumper function obtains 16 effective keys. It selects 56 bits from 64 bits user
input Key, these bits are shifted, and then 48 bits are selected from the 56 bits as DES
algorithm.

MUX (16->1) is a sixteen selection one multiplexer. It determinates which 56-bit key
is valid in each repeated calculation.

R-Jumper achieves data expansion permutation (EP) processing.

XOR-48/32 performances 48/32 bits exclusive-or calculation.

S-box achieves S-Box substitution operation as DES algorithm.

L/R-Reg like a buffer, storage data then send data to the next calculation or output.

The bold lines represent the feedback paths, used 16 times during data processed.
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Figure 5.2: Architecture of DES Core

The pipeline techniques are designed to improve system throughput, usually at the
instruction level or functional level. The techniques depend on concurrent execution of
different functional units of a computation process. For the implementation of the
encryption DES algorithm using this technique, the process is divided into three phases:

¢ Input-data

e DES-computing

e QOutput-data

The sequence of the three phases is shown at the top of Figure 5.3. Three processes are in
the pipeline. In the first time period, input-data processing is performed. In the second
time period, DES-computation and the next input-data are both processing data. In the
third time period, the output processing, second DES-computation processing, and third

input processing are performed simultaneously until the Reset signal is set to “0”.
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There are two clocks in the pipeline: CLK 64 signal is used for data input and output,
each cycle inputs or outputs a bit data. CLK 32 signal which is half the frequency of
CLK 64 signal is used for DES computation, which takes 16-cycles. The other 16 cycles
of CLK 32 signal are used to insert 16 wait states. Sample waveforms of the control

signals from the control signal unit are shown at the bottom of Figure 5.3.
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Input DES Output

Input DES Output

Input DES Output
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Reset
—1CLK 64
64 cycle
| | | | | |
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Figure 5.3: Clock and Control Signal for Pipelining Data Processing
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A top-down VHDL coding method was used to create the models. The VHDL description

of the behavioural design is hierarchical. Figure 5.4 shows the partitioning of the design

into VHDL modules.

TOP

Reg S-P DES-Core Reg P-S

:
I

Control-signal

!

<«
<_._.
‘_
‘_—_
<—
<—...

INSA

[-T-XNN [€

I-91-XNW
Jodunl-y
Jaduinf-y

X0q-S
840X
3oy-1
Soy-d

7e-40X

Figure 5.4: Diagram for the Coding of DES Algorithm with VHDL

5.3 Software-Based Logic Verification

The goal of the verification strategy is to efficiently find out any unknown bugs in the
design. These bugs may exist anywhere in the process flow. This section focuses on logic
verification without time verification.

To precisely verify the logic relationship of the output data from a DES block, a
software-based method for automatic verification is used (Figure 5.5). It is based on
comparing the result from the software and the hardware. The random key file is a C++
file which generate random 64-bit key by C++ function. The tester program is similar to

an Exclusive-OR (XOR) gate. If the input data from the software file and a file generated
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by the hardware are the same, then the output of the tester program is 0; otherwise the

output is 1. The goal of this testing method is to reduce errors due to the viewing the

waveforms by person (Appendix E for further details).

Test Bench lF{ﬁsul])tS
VHDL Codes e
Random
Key
—

File

Result

C++ Module File.text

Tester

Program with C+

Figure 5.5: Software-Based Method for Automatic Verification

5.4 Prototyping Design for DES Algorithm using an FPGA

The Xilinx XC4000 series devices offer on-chip, edge-triggered, and dual-port RAM

clock enables on the I/O flip-flops, and wide-input decoders. These devices provide

versatility for many applications, especially those involving RAMs. Design cycles are

faster due to a combination of increased routing resources and the use of more

sophisticated software tools and techniques.

Xilinx user-programmable gate arrays include two major configurable elements:

e Configurable Logic Blocks (CLBs): These blocks provide the functional elements for

constructing the user's logic.
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e Input/output Blocks (IOBs): These blocks provide the interface between the package
pins and internal signal lines.

Programmable interconnect resources provide routing paths to connect the inputs and
outputs of these configurable elements to the appropriate networks. The functionality of
each block is customized during configuration by programming internal static memory
cell within the block. The values stored in these memory cells determine the logic
functions and interconnections implemented in the FPGA.

The XC4000 series is an SRAM-based FPGA that contains logic blocks based on a
combination of memory look-up tables and dedicated registers. Considering our design,
192 CLBs registers are required to implement the L-register, the R-register and the serial-
to-parallel transfer function. Additional CLBs are needed for the K-jumper, R-jumpér, S-
box, some counters and the FSM. The XC4028EX provided sufficient resources to meet

these requirements.

5.4.1 FPGA Design Flow and Report

Our design intended to be prototyped in Xilinx FPGA is divided into four parts [10, 40].
Part I deals with the VHDL simulation using the Synopsys VHDL System Simulator
(VSS). Part II focuses on the logic synthesis using the Synopsys Design Compiler and
Design Analyzer tools. Design Compiler shell scripts are used rather than the alternative
Design Analyzer Graphical User Interface method of synthesizing a design. This decision
is based on the convenience of shell scripts: they may be executed from the command

line (negating the need for a graphics workstation terminal) and they may be readily
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modified for other designs. Part III concerns the system implementation using the Xilinx
Design Manager. In this section, the netlist file obtained as a result of the synthesis step
(performed in Part II) is converted into physical hardware. During the last part (Part IV),
the netlist file is downloaded into the Xilinx FPGA Demonstration Board. The FPGA

Design Flow is depicted in Figure 5.6.

Synopsys
VHDL Simulation VHDL System Simulation (VSS)

VHDL codes

v

Synopsys

Logic Synthesis Design Compiler & Design Analyzer

XNF file
v Xilinx Netlist Format

Implementation Design Xilinx Design Manager

Bit file

A 4

Downloading Design

Figure 5.6: The FPGA Design Flow
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CHAPTER 6
RESULTS

In this chapter, three sets of test results are described and explained. The first set of tests
verifies the operation of the Multiple-High-Frequency SCG using Synopsys and Cadence
simulation tools. The second set of tests verifies the ICDPMLIU chip (Multiple-High-
Frequency SCG). Also, the simulation results and chip testing results are analysed and
compared. Finally, the third set of tests verifies the implementation of the DES
encryption algorithm on an FPGA using Mentor Graphics and Xilinx’s Design Manager

Simulation tools.

6.1 Simulation Result of the Multiple-High-Frequency SCG

The design of the Multiple-High-Frequency SCG is divided into two levels. The top level
design includes coding the design in VHDL from the RTL to the gate level and the
schematic design at gate level. The second level is the layout design, which includes both
auto-layout and custom-layout. In each level, simulation tests are performed. A summary
of design and the simulation tools used at each level are described in Table 6.1.

Two different methods were used to perform the simulation. In the first method the load
value is set to “1” on Q6 or Q4 which is not centred on Q5 in USR block. During the
simulation of the Multiple-High-Frequency SCG, the load value “1” is moved to Q5 step
by step. For example, signal Q6 set “1”, the other signals Qx(x=1,2,3,4,5,7, 8, 9) set

“0” when simulation start, then signal Q6 changes to “0” and signal Q5 changes to”1”
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after 50 ns (Figure 6.1). This means that the load value “1” is moving toward Q5, when

the D_CLK signal is not locked with S CLK signal.
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Figuyré 6.1: Simulation of the Activity of Signals Q4~Q8
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Another method is to set the simulation temperature so it is not equal to a normal 27C°.

The temperature changes range between -10C°to 50C°. To see the simulation results of

the Multiple-High-Frequency SCG, a load value of “1” in USR block is moved to Qx

(wherex =1, 2,3 or 7, 8, 9) step by step.

Table 6.1: Summary of Design Level and Simulation Tools for chip ICDPMLIU

Design Level

Block Simulation

System Simulation

Results in Appendices

Function | RTL to Gate Level | USR Simulation at Cadence D-1: Simulation of
(Synopsys) RTL level (VSS), (Spectre) SCG with Cadence
Synthesis (DC), Spectre
Simulation at gate
level (Verilog-
XL)
Schematic Design DL, PD and FM
(Cadence) simulation
(Spectre)
Layout Customer Inverter for Fixed Cadence C-1: Whole chip
Layout DL (Spectre) layout for Multiple-
(Cadence) (Spectre) High-Frequency
Auto layout Whole Chip Synchronous Clock
(Cadence) Generator (SCG)
C-2: Layout for SCG
core

C-3: Manual layout
for bigger size inverter

The input frequency of ICDPMLIU chip is 19.44 MHz, the output frequency on stage-1

is 38.88MHz when input signal is made one time multiplication; the output frequency on

stage-2 is 77.67 MHz when input signal is made two times multiplication; the output

frequency on stage-3 is 155.52 MHz when input signal is made three times multiplication.

In short, one cycle is on the input of MF, two cycles are on the output stage-1, four cycles

are on the output stage-2, eight cycles are on the output of MF (stage-3). The simulation

result by Cadence Spectre is shown in Figure 6.2.
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6.2 Testing of the Fabricated ICDPMLIU Chip
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The Multiple-High-Frequency Synchronous Clock Generator (SCG) is fabricated on a

chip (ICDPMLIU) using a CMOS 0.35-um process by TSMC (Taiwan Semiconductor

Manufacturing Company). As shown in Figure 6.3, the chip testing environment consists

of the following equipments:

e DC Power Supply: Model PC-3030, with 5V fixed voltage.

e Signal Generator: 8111 A Pulse / Function Generator, max frequency 20 MHz.

e Oscilloscope: 54616B 2Gsample/s 500 MHz.
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ICDPMLIU
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Figure 6.3: The Chip Testing Environment
The chip test results are shown in Figure 6.4 (Input and Output signals on stage-1) and

Figure 6.5 (Input and Output signals on stage-3).
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Figure 6.4: Input and Output Signals on Stage-1
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Figure 6.5: Input and Output Signals on Stage-3

A breadboard is used for testing the chip. The waveform pictures of Figure 6.4 and 6.5
show some noise interference in both the input and the output. This noise is probably
caused by long connection wires, poor ground connection and low quality of the used
power supply. Also a printed circuit board was not available to improve these
measurements. However there is no extra pulse at the chip output, there is one cycle in
the input of chip and there are eight cycles in the third stage output of chip. This result is
correct when considering the limits of testing conditions. Thus, the operation of the
ICDPMLIU chip meets our expectation. More accurate results could be obtained if more

attention can be paid to the measurement which necessitates larger testing periods.
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6.3 Verification of the Implementation of the DES Algorithm

To verify the implementation of the DES algorithm, three aspects of the design are
considered.

First, a logic checker module is coded using C++. The function of the logic testing is
described in chapter 5 (Software-Based Logic Verification). Two types of data are used: a
randomly selected input key, K, of 64 bits and the payload data. These data are passed
through the DES algorithm’s VHDL module and C++ module individually. The results
for each set of output are then compared. For the implementation of the encrypted DES
algorithm coded with VHDL created for this thesis, the logic testing produced correct
results as explained in Appendix A-4: DES algorithm’s VHDL module and Appendix E-1:
DES algorithm’s C++ module.

Second, a real time simulation at the RTL level using Mentor Graphic simulation tool is
performed. This test focuses on the verification of the VHDL module of the DES
encryption algorithm. This result confirms the proper operation within the pipeline
structure (Figure 6-6: Simulation of DES implementation with Mentor Graphic). The
signal “start enc sig” uses three frames: input data, computation data and output data.
The input data stream passes through these three frames of the DES algorithm module.
When the first 64-bit data is in the output frame, the second 64-bit data is in the

computation frame and the third 64-bit data is in the input frame.
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Finally, a prototype of the DES algorithm module is implemented using Xilinx XC4028-
EX device. The script file for the DES algorithm block synthesis design on an XC4028-
EX device is in appendix A-6. The timing report and mapping report are in the appendix
D-3 and D-4. There is a message report “Slack (MET)” in the timing report in appendix
D-3. This positive number indicates that the longest signal path in the multiplier satisfies
the clock period constraints. This FPGA mapping uses 707 out of 1024 CLBs which is
69% of the total CLBs and uses 58 out of 256 bonded I0Bs which is 23% of the total
IOBs. In general, the number of CLBs should not be more than 75% of all bonded IOBs,
so the XC4028-EX device is an excellent choice for mapping this design.

Only the work on Part I through Part I1I is finished in this thesis. Satisfactory results were
obtained with the design utilizing, 69% of CLBs and 8% of IOB pads in the XC4028EX

FPGA [40]. For more information, see Appendix D-3 and D-4.
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CHAPTER 7
CONCLUSION AND FUTURE WORKS

This thesis demonstrates an interface functional block to convert MPEG-2 encrypted data
for transport over an ATM/SONET network. The basic ideas, the key technical issues,
and future work on this topic are discussed in this chapter.

The design and test reported in this master thesis prove that new circuit technique based
on an ADDLL and an MDA to support multiple-stage synchronization on a system are
realizable. The sample chip, Multiple-High-Frequency Synchronous Clock Generator,
and its whole development process from design, fabrication, and testing, was successful.
These results prove that using an ADDLL technique and an MDA to replace the PLL
technique for multiple-stage synchronous system on-chip is a promising design option.
The benefits include the ability to use purely digital components for locking the
transmission clock and the ability to achieve timing recovery in the receiving section.
This solution not only overcomes the problem inherent with analog components (passive
capacitors and resistors), but also uses a simple process for the design and fabrication of
complex synchronous circuits.

Concerning the architecture of the data transport over ATM/SONET, the design of an
interface to encrypt MPEG-2 streams to ATM cells was presented in this master thesis.
The dual-port RAM-based FIFO is the key part of this interface. The main feature of this
FIFO is that its control is simple because the read and write controls are non-correlated.
Therefore, read and write data to or from the FIFO can occur simultaneously without

introducing wait states. This development makes the FSM’s operation in this interface a
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practical solution. The implementation of this interface is an important development, only
the sample FIFO coding is completed for this thesis work due to time and facility
limitations.

On the other hand, the implementation of a DES encryption algorithm on an FPGA is
proposed, as well as the functional verification and timing testing during this master
thesis research. The data is processed into encrypted data by streamlining the data
without impacting the operation or speed of any network transport mechanism. The
circuit architecture consists of one instantaneous stage and the data is processed through
this state 16 times. The whole process for data input, computing, and data output uses a
pipelined technique. The performance of the VHDL model for a DES encryption
algorithm is verified using the Xilinx Design Manager Tool (XC4028EX). A Xilinx
FPGA Demonstration board was not used due to time limitation. However, this master
thesis work proved that this proposed design is cost effective and hardware-efficient.
Finally, our recommendation for future works can be summarized as follow:

In order to apply the ADDLL method for timing recovery, a related diagram on this topic
is discussed on chapter 4. However, some detailed structures and functions, such as the
control of Delay Chain Oscillator using a Shift Register, the sampling of incoming data
when the data patterns change (exchanging “0” and “1”), and comparing two signals in
an Alexander Phase Detector and so on, requires more research.

Next, to provide more flexibility for the user, a PCI or USB interface for this system can

be added. Some reference source codes for the PCI/USB interface can be found from a
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vendor. The key task remaining would be to create the connection between this interface,
as described in chapter 2, and the PCI/USB interface.

In addition, fast technological advance in ASIC design allows the implementation of full
system-on-chip using purely digital components. A more extensive analysis is required
for a real system-level simulation, which would include the integration of the clock

generator and the function blocks together.
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A-2  VHDL codes for universal shirt register (USR)

LIBRARY ileece ;
USE ieee.std_logic_1164.all;
USE ieee.std_logic_arith.all;

ENTITY Good_USR IS

PORT( CLK
Reset
S0
S1
QA
QB
QC
QD
QE
OF
QG
QH
QI
NQA
NQB
NQC
NQD
NQE
NQF
NOG
NQH
NQI

END Good_USR;

architecture behavior of Good_USR is
begin
process ( CLK, Reset, S0, S1)

subtype TWO_BIT is std_logic_vector

begin

if Reset = '1' then
QA <= '0';
OB <= '0';
QC <= '0';
QD <= '0';
QE <= '0"';
QF <= '0°;
QG <= '1';
QH <= '0°';
QI <= '0';
NQA <= '1';
NQB <= '1';
NQC <= ‘1';
NQD <= '1';
NQE <= '1';
NQF <= '1°;
NQG <= '0';
NQH <= '1';

NQI <= '1°';

in std_logic;
in  std_logic;
in std_logic;
in std_logic;

buffer
buffer
buffer
buffer
buffer
buffer
buffer
buffer
buffer
buffer
buffer
buffer
buffer
buffer
buffer
buffer
buffer
buffer

std_logic;
std_logic;
std__logic;
std_logic;
std_logic;
std_logic;
std_logic;
std_logic;
std_logic;
std_logic;
std_logic;
std_logic;
std_logic;
std_logic;
std_logic;
std_logic;
std_logic;
std_logic);

(
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elsifl (CLK' event and CLK =
case TWO_BIT' (S0&S1) is
when "00" =>
null;
when "01" =>
QA <= QB;
OB <= QC;
QC <= QD;
QD <= QE;
QE <= QF;
QF <= QG;
QG <= QH;
QH <= QI;
QI <= QA;
NQA <= not QB;
NQOB <= not QC;
NQC <= not QD;
NQD <= not QE;
NQE <= not QF;
NQF <= not QG;
NQG <= not QH;
NQH <= not QI:
NQI <= not QA;
when "10" =>
QA <= QI;
OB <= QA;
QC <= QB;
QD <= QC;
QE <= QD;
QF <= QE;
QG <= QF;
OH <= QG;
QI <= QH;
NQA <= not QI;
NQOB <= not QA;
NQC <= not QB;
NQD <= not QC;
NQE <= not QD;
NQF <= not QE;
NQG <= not QF:
NQH <= not QG;

NQI <= not

when others =>
null;
end case;
end if;

end process;
end behavior;

QH;

“1)

thoen

Paoe ?
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100
A-3  VHDL codes for universal shirt register (USR)

LIBRARY ieee ;
USE ieee.std_logic_ll64.all;
USE ieee.std_logic_arith.all;

ENTITY Good_USR IS

PORT( CLK : in  std_logic;
Reset : in  std_logic;
S0 ; in  std_logic;
si : in  std_logic:
QA : buffer std_logic;
0B : buffer std_logic;
QC : buffer std_logic;
QD : buffer std_logic;
QB : buffer std_logic;
QF : buffer std_logic;
QG : buffer std_logic;
QH : buffer std_logic;
QI : buffer std_logic:
NQA : buffer std_logic;
NQB . buffer std_logic;
NQC . buffer std_logic:
NQD . : buffer std_logic;
NQE : buffer std_logic;
NQF . buffer std_logic;
NQG . buffer std_logic;
NQH . buffer std_logic;
NQI : buffer std_logic);

END Good_USR;

architecture behavior of Good_USR is
begin
process ( CLK, Reset, S0, S1)
subtype TWO_BIT is std_logic_vector ( 0 to 1 };

begin
if Reset = '1' then

QA <= '0';

QB <= '0°';

QC <= '0';

QD <= '0'; .
QE <= *0';

QF <= '0';

QG <= '1';

QH <= '0"';

QI <= '0°;

NQA <= '1';

NQB <= '1';

NQC <= '1';

NQD <= *1°‘;

NQE <= ‘'1"';

NQF <= '1°';

NQG <= '0';

NQH <= '1';

NQI <= '1';

Page 1



NQH
NQT
END component;

7
buffer std_logic; 1o

buffer std_logic);

begin
Ul: Good_USR PORT map (
CLK => CLK,
Reset => Reset,
s0 =» S0,
sl =» S1,
QA => QA,
QB => QB,
Qc => QC,
oD => QD,
QB => QF,
Qr => QF,
G => QG,
QH => QH,
o218 => QI,
NQA => NQA,
NOB => NOB,
NQC => NQC,
NQD => NOD,
NQE => NQE,
NQF => NQF,
NQG => NQG,
NQH => NQH,
NQT => NQI});
U2: process
begin
CLK <= *1','0' after 24 ns;
wait for 48 ns;
end process;
U3 :process
begin
Reset <= '0', '1' after 5 ns, '0' after 15 ns;
S0 <= '1', '0' after 15 ns, '1l' after 300 ns;
S1 <= '1', '0' after 15 ns, 'l' after 60 ns, '0' after 200 ns;
wait for 2000 ns; .
end process;
end;

configuration cfy_good_USR of test_USR is

for Al
end for;

end cfg_good_USR;

Pave 2.
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A-5  Script file for DES algorithm synthesis design on FPGA-based

/* ________________________________________________________________ */
/* Sample Script for Synopsys to Xilinx Using */
/* FPGA Compiler */
/* */
/* Target the Xilinx 4028ex-2 and assumes a VHDL */
/* source file by way of an eaample. */
/* */
/* For general use with XC4000E arxchitectures. */
/* */
/* ________________________________________________________________ */
TOP = TOP
designer = "Beisong Liu"
company = “"Ecole Polytechnique"
part = "xc4028exhg304-2"
/* _____________________________________________________________ */
/*-- Analyze and Elaborate the design file and specify */
/*-- the design file format. - */
/¥ e e e e */
analyze -format vhdl ./all.vhd
elaborate TOP
uniquify
set_max_area 0
/* _______________________________________________________________ */
/*-- Set the current design to the top level. */
/* _______________________________________________________________ */
current_design TOP
/* _______________________________________________________________ */
/*-- Set the synthesis design constraints. \ */
o e e e e */
remove_constraint -all
/* _______________________________________________________________ */
/*-- Apply constraints to the synthesis process */
/* _______________________________________________________________ */
4
create_clock Clock -period 50
/* _______________________________________________________________ */
/*-~- Indicate those ports on the top-level module that */
/*-~ should become chip-level I/O pads. Assign any I1/0 */
/*-- attributes or parameters and perform the I/0 synthesis. */
/* ________________________________________________________________ */
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set_port_is_pad "*"

set_pad_type -no_clock all_inputs( )
set_pad_type -clock Clock

set_pad_type -slewrate HIGH all_Outputs({ )
insert_pads -verify -verify effort low

/* ___________________________________________________________________ */
/*-- Synthesize and optinmize the design */
/* _________________________________________________________________ */
uniquify

/* ________________________________________________________________ */
/*-~ Write olt the design to a DB file. (before replace_fpga)
/* ________________________________________________________________ */

/* _________________________________________________________________ */
/*-- Write the design report files */
/* _________________________________________________________________ */

report_fpga > TOP + ".fpga"
report_timing > TOP + “.timing"

/* _________________________________________________________________ */
/*-- Replace CLBs and IOBEs with gates */
/* ________________________________________________________________ */
uniquify

replace_fpga

/* _________________________________________________________________ */
/*-- Setthe part type for the output netlist *x/
/* _________________________________________________________________ */

/* _________________________________________________________________ */
/*-~ Save design in XNF format as <design>. sxnf */
/* _________________________________________________________________ */

ungroup -all -flatten
write -format xnf -hierarchy -output TOP + “,sxnf"”

/* _________________________________________________________________ */
/*-- Write the design to a DB (Post replace_fpga) */
/* _________________________________________________________________ */

write -format db -hierarchy -output TOP + "_post_replace_fpga.db"

*/

Paor ?

‘\3\



n

e e ot et e e e e * 132
/*-- Exit the compiler : * :
X e e o e e e o 2 e o e e e e */
y exit
B /* _________________________________________________________________ */
. /*-~ Now run the Xilinx design implementation tools */
/* _________________________________________________________________ */
\\

. Paoa %
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Whole chip layout for Multi-High-Frequency Synchronous Clock Generator (SCG)
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C-3 Manual layout for bigger size inverter
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D-3 Timing report of DES implemention with Xilinx xc4028-ex device

HAAAAAKTAN KR AR AT AKT AT AARKR IR ARAKRAINA KRR Ak hdok ok ohk
Report : timing
~path full
~delay max
-max_paths 1
Design : TOP
Version: 1998.02
Date : Tue Oct 19 12:19:13 1999

LR R EEERERASRRR SRR RS R R RREE R RERERE R R R X

Operating Conditions: WCCOM Library: xprim_4028ex-2
Wire Loading Model Mode: top

Design Wire Loading Model Library

TOP 4028ex-2_avg xprim_4028ex-2

Startpoint: U_S/U204 (rising edge-triggered flip-flop clocked by Clock)
Endpoint: U_S/U210 (rising edge-triggered flip~flop clocked by Clock)
Path Group: Clock

Path Type: max

Point Incr Path

clock Clock (rise edge) 0.00 0.00

clock network delay {(ideal) 0.00 0.00

U_S/U204/K (clb_4000) 0.00 0.00 ¢

U_S5/U204/XQ (clb_4000) 7.44 7.44 ¢
U_S/U_l/gte_2486/B<2> (S_Generater_comp_le_ub_7_1) 0.00 7.44 ¢
U_S/U_l/gte_2486/u8/Z (COMP_LE_UBIN_8) 15.19 22.63 r
U_S/U_l/gte_2486/Z (S_Generater_comp_le_ub_7_1) 0.00 22.63 ¢

U_S8/U212/X (clb_4000) 4.72 27.35 £

U_S/U214/X (clb_4000) 6.84 34.19 r

U_S/U210/C4 (clb_4000) 0.00 34.19 ¢

data arrival time 34.19

clock Clock (rise edge) 50.00\ 50.00

clock network delay (ideal) 0.00 50.00

U_S/U210/K {(clb_4000) 0.00 50.00 r

library setup time -1.74 48.26

data required time 48.26

data required time 48.26

data arrival time -34.19 .
slack (MET) 14.07

-
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D-4 Mapping report of DES implemention with Xilinx xc4028-ex device

Xilinx Mapping Report File for Design "TOP"
Copyright (c¢) 1995-1998 Xilinx, Inc. All rights reserved.

Design Information

Command Line : map -p xc4028ex-2-hg304 -o map.ncd xc4000ex.ngd TOP.pc®
Target Device : x4028ex

Target Package : hg304

Target Speed : -2

Mapper Version : xc4000ex -- M1.5.29i

Mapped Date : Wed Oct 20 10:34:03 1999

Design Summary

Number of erroxs: [0}
Number of warnings: 8
Number of CLBs: 707 out of 1024 69%
CLB Flip Flops: 223
CLB Latches: 128
4 input LUTs: 1126 (11 used as route-throughs)
3 input LUTs: 242 (73 used as route-throughs)
Number of bonded IOBs: 59 out of 256 23%
IOB Flops: 1
IOB Latches: 0
Number of clock IOB pads: 1 out of 12 8%
Nunber of BUFGLSs: 1 out of 8 12%
Total equivalent gate count for design: 9812
Additional JTAG gate count for IOBs: 2832

Table of Contents

Section 1 ~ Errors

Section 2 - Warnings

Section 3 ~ Design Attributes

Section 4 ~ Removed Logic Summary

Section 5 - Removed Logic

Section 6 - Added Logic

Section 7 - Expanded Logic 3
Section 8 - Signal Cross-Reference

Section 9 - Symbol Cross-Reference
Section 10 - IOB Properties
Section 11 - RPMs

Section 12 - Guide Report
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