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RÉSUMÉ

L’intégration croissante de modèles d’apprentissage automatique dans l’ingénierie logicielle
transforme de façon significative les processus d’ingénierie logicielle. Alors que les premières
applications de tels modèles se limitaient à des outils fondés sur des règles, ciblant des tâches
spécifiques et interprétables, l’essor de l’apprentissage profond et des grands modèles de lan-
gage a conduit à des systèmes puissants mais opaques, désormais employés pour automatiser
des étapes centrales du processus d’ingénierie logicielle.

Ce passage d’un flux de travail compréhensible par l’humain et fondé sur des règles à des
modèles de type boîte noire pilotés par les données a introduit des défis en matière de trans-
parence, de fiabilité et d’auditabilité du processus d’ingénierie logicielle. Les pratiques tra-
ditionnelles telles que les tests unitaires, la relecture de code et l’analyse statique demeurent
indispensables, mais elles ont été optimisées pour un développement déterministe, dirigé par
des humains, avec des spécifications explicites et des justifications de conception traçables. À
l’inverse, les modèles d’apprentissage automatique apprennent des représentations internes à
partir des données et des objectifs, ce qui rend difficile l’interprétation, l’audit ou la garantie
de leur comportement de la même manière. Il en résulte une lacune critique : à mesure
que ces modèles sont de plus en plus déployés dans la chaîne d’ingénierie logicielle, l’absence
de transparence et de garanties de confiance risque de miner la fiabilité, la sécurité et la
confiance accordée au code généré.

Cette thèse s’attaque à ces défis dans le contexte des modèles d’apprentissage automatique
entraînés sur du code. Nous proposons trois cadres distincts, chacun conçu pour traiter un
aspect précis de la fiabilité et de la confiance : l’apprentissage de représentations, l’audit des
modèles et l’évaluation des modèles.

Nous examinons d’abord ce que les modèles d’apprentissage automatique apprennent du
code au cours de l’entraînement et la manière dont leurs représentations internes encodent
des informations syntaxiques et sémantiques. Pour permettre une analyse systématique, nous
introduisons DeepCodeProbe, un cadre d’inspection “probing” destiné à évaluer la structure
et la qualité des représentations de code apprises. Ce travail apporte des éclairages sur la
façon dont les représentations de code et la capacité des modèles influencent la rétention de
caractéristiques de code essentielles, et il favorise une ingénierie des représentations et une
conception de modèles plus interprétables et robustes.

Nous abordons ensuite le besoin d’un audit transparent des grands modèles de langage (GML)
entraînés sur du code, d’autant que les jeux de données d’entraînement croissent en taille et
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ne sont pas mis à disposition pour examen. Nous proposons TraWiC , un cadre permettant
de détecter l’inclusion de jeux de données dans des GML entraînés sur du code, sans exiger
l’accès ni aux jeux de données d’origine ni aux poids des modèles. Cette approche permet
d’identifier d’éventuelles fuites de données, des violations de propriété intellectuelle et des
phénomènes de mémorisation, contribuant ainsi à un développement et à un audit de modèles
dignes de confiance.

Enfin, nous répondons au besoin de cadres de référence pour l’étalonnage “benchmarking”
fiables, extensibles et adaptatifs pour les GML de code. Les benchmarks statiques ne parvien-
nent pas à saisir de façon précise les faiblesses ni l’évolution des capacités des GML, car ils se
concentrent uniquement sur des signaux binaires de succès/échec sur des tâches sous-jacentes,
et ils sont susceptibles d’être incorporés dans les jeux de données d’entraînement des GML, ce
qui gonfle artificiellement les résultats. Les benchmarks dynamiques existants s’appuient sou-
vent sur d’autres GML pour juger les performances du modèle évalué (“LLM-as-judge”), ce
qui introduit des biais, ou manquent d’une structure fondée sur des principes pour l’évaluation
des tâches, ce qui engendre une forte variance entre exécutions. En outre, ils cherchent à
tester plusieurs capacités à la fois (par exemple, la résolution d’un ticket), ce qui masque com-
ment le modèle tente de résoudre la tâche et dissimule ses faiblesses en regroupant plusieurs
exigences de raisonnement. Nous proposons PrismBench, une méthodologie d’évaluation dy-
namique nouvelle pour un benchmarking complet et adaptatif des capacités de génération
de code des GML, afin de pallier les limites des approches statiques et dynamiques actuelles.
PrismBench permet des diagnostics plus fiables et plus fins et soutient le développement de
modèles robustes et de haute assurance pour la génération de code en ingénierie logicielle.

Ensemble, ces cadres constituent une chaîne permettant de sonder, auditer et soumettre
à des tests de résistance systématiques les modèles d’apprentissage automatique destinés à
l’ingénierie logicielle. Notre travail fournit à la fois des fondements théoriques et des outils
pratiques pour comprendre ce que ces modèles apprennent, la manière dont leurs données
d’entraînement peuvent être auditées, et comment leurs capacités et limites en conditions
réelles peuvent être évaluées de façon rigoureuse. Ce faisant, il fait progresser l’état de l’art
des modèles d’apprentissage automatique dignes de confiance pour l’ingénierie logicielle et
propose des méthodes concrètes pour accroître la transparence et la fiabilité à mesure que
ces systèmes deviennent partie intégrante du développement logiciel.
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ABSTRACT

The growing integration of Machine Learning models into Software Engineering is reshaping
the development, testing, and maintenance of software systems. While early applications of
such models were limited to rule-based tools targeting specific, interpretable tasks, the advent
of Deep Learning and Large Language Models has led to powerful but black-box systems that
are now being employed to automate core stages of the Software Engineering process.

However, this shift from human-understandable, rule-driven workflows to black-box, data-
driven models has introduced challenges regarding transparency, trustworthiness, and au-
ditability of the Software Engineering workflow. In software development, code is expected
to be explainable and accountable: the rationale and behavior of human-written code can
be justified against explicit specifications, and quality-assurance practices such as unit test-
ing, code review, and static analysis were developed to enable that accountability. Machine
Learning models, by contrast, learn internal representations from data and objectives, mak-
ing it difficult to interpret, audit, or guarantee their behavior in the same manner. This
creates a critical gap: as these models are being increasingly deployed in the Software Engi-
neering pipeline, a lack of transparency and trustworthiness risks undermining the reliability,
security, and trust in the generated code.

This thesis aims to address the challenges described above in the context of Machine Learning
models trained on code. We provide three separate frameworks, each designed to address
a specific aspect of reliability and trustworthiness: model representation learning, model
auditing, and model evaluation.

First, we investigate what Machine Learning models learn from code during training, and
how their internal representations encode syntactic and semantic information. To enable
systematic analysis, we introduce DeepCodeProbe, a probing framework for assessing the
structure and quality of learned code representations. This work provides insights into how
code representations and model capacity influence the retention of critical code features,
supporting more interpretable and robust representation engineering and model design.

Next, we address the need for transparent auditing of LLMs trained on code, especially as
training datasets grow in size and are not made available for inspection. We propose TraWiC ,
a framework for detecting dataset inclusion in LLMs trained on code without requiring access
to original datasets or model weights. This enables the detection of potential data leakage,
intellectual property violations, and memorization, thereby supporting trustworthy model
development and audit.
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Finally, we address the need for reliable, scalable, and adaptive benchmarking frameworks
for code LLMs. Static benchmarks fail to capture LLMs’ nuanced weaknesses or evolving
capabilities by focusing only on binary success/failure signals on underlying tasks, and are
prone to being incorporated in LLMs’ training datasets, resulting in inflated benchmarking
results. Existing dynamic benchmarks often rely on other LLMs to judge the performance
of the model-under-test (i.e., LLM-as-judge), which introduces bias, or lack a principled
structure for task evaluation, which introduces high variance between benchmarking runs.
Furthermore, they attempt to test for multiple capabilities at the same time (e.g., resolving
an issue), which masks how the model attempts to solve the task and hides model weaknesses
by bundling multiple reasoning requirements into one. We propose PrismBench, a novel dy-
namic evaluation methodology for comprehensive and adaptive benchmarking of LLMs’ code
generation capabilities to address the shortcomings of current static and dynamic bench-
marking approaches. This enables more reliable, fine-grained diagnostics and supports the
development of robust, high-assurance models for code generation in Software Engineering.

Together, these frameworks form a pipeline for probing, auditing, and systematically stress-
testing Machine Learning models for Software Engineering. Our work provides both theo-
retical foundations and practical tools for understanding what these models learn, how their
training data can be audited, and how their real-world capabilities and limitations can be
rigorously evaluated. In doing so, it advances the state of the art in trustworthy Machine
Learning models for Software Engineering and offers concrete methods for increasing trans-
parency and reliability as these systems become integral to software development.
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CHAPTER 1 INTRODUCTION

Machine Learning (ML) is being increasingly integrated into nearly every stage of the Soft-
ware Engineering (SE) process. Early uses centered around rule-based tools: single-task,
interpretable systems designed for objectives such as variable type prediction or Code Clone
Detection (CCD) [9]. The rise of Deep Learning (DL) led to more capable, task-specific
ML models that significantly outperformed earlier rule-based approaches [10]. However,
this came at the cost of transparency as these models are black boxes that learn inter-
nal statistical representations directly from training data and objectives, without inherent
interpretability [11–13]. Despite this, such models are now widely used for tasks such as
identifying vulnerable functions [14, 15], recommending large-scale refactoring [16], summa-
rizing code behavior [17,18], and repairing broken functionality based on previously observed
faults [19, 20].

The advent of Large Language Models (LLMs) has further accelerated the integration of
black-box ML models in the SE pipeline. Initially, LLM-based systems such as GitHub
Copilot [21], were deployed as assistants, helping developers autocomplete multi-line func-
tions, generate documentation, or write unit tests. However, LLMs’ capabilities are rapidly
advancing [22, 23]. As such, LLMs and LLM-based systems are now used to generate entire
codebases [24,25], produce comprehensive test suites [26], and even act as autonomous agents
by diagnosing and fixing issues without direct developer supervision [27]. Currently, both
task-specific models and general-purpose LLMs are being used in the SE development and
deployment pipeline, from platform-specific assistants like Amazon Q [28] to coding agents
such as OpenAI’s Codex [29]. These systems are embedded across code editors, version
control systems, CI/CD pipelines, and infrastructure-as-code workflows [9]. Therefore, ML
models in SE are no longer limited to niche automation tasks and have become a foundational
aspect of how modern software is built, tested, and maintained.

This widespread adoption has resulted in new challenges for software trustworthiness and
reliability. Software development requires robustness as there are many points of subtle
and critical failure, ranging from functional bugs and security vulnerabilities to compliance
violations and cascading system failures [30]. Consequently, the SE field has developed a
wide array of workflows such as unit tests, type checkers, linters, formal methods, and code
reviews [31] to mitigate these risks through decades of research and experience. While these
methods continue to evolve, they are all based on the assumption that code is written and
reasoned about by humans and therefore remains understandable, traceable, and auditable.
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The integration of ML models into SE breaks this assumption as these models’ behaviors
are learned, not explicitly designed, which makes tracing, debugging, and explaining their
outputs difficult [9]. Therefore, unlike compilers or rule-based systems, current ML models
offer no guarantees about consistency, correctness, or coverage [32]. This creates a growing
mismatch: on one hand, these models offer significant boosts to developer productivity [33];
on the other, they introduce behavior that is difficult to inspect and verify as the size of the
underlying codebases grows [34].

Despite these challenges, the adoption of ML in SE continues to accelerate [9, 10, 33]. Foun-
dation models trained on massive corpora are already being deployed in production settings,
powering developer tools and automation pipelines at scale [28]. However, as the integration
of these models deepens, so does the need for a better understanding of their behaviors and
limitations to develop and deploy trustworthy systems. This emphasizes the need for com-
prehensive frameworks tailored to the ML model lifecycle from training to deployment for
SE tasks. Specifically, we need structured methods that expose what ML models learn from
their training data, what data they rely on from their training datasets, and how they are
evaluated. Building transparency across these dimensions is key to making ML for SE more
reliable and trustworthy.

1.1 Research Questions

The objective of this thesis is to address the following central question:

How can we enhance the transparency and trustworthiness of ML models trained on
code for SE tasks?

In order to address this problem, we focus on three components of the ML training and
deployment pipeline for SE:

• Model training: determining what ML models trained on code learn from their
training data and how they represent this information in their latent space.

• Model auditing: determining what ML models trained on code retain from their
training data without access to the underlying dataset or model weights, in order
to enable dataset auditing, support IP protection, and ensure trust in the model’s
development process.

• Model evaluation: designing a systematic benchmarking framework for evaluating
ML models on code in a manner that adapts to model behavior, provides a comprehen-
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sive view of model capabilities, and reveals failure modes on end-to-end SE tasks such
as code generation.

In this manner, we can decompose our central question into the following Research Questions
(RQs):

RQa: How can we inspect what ML models trained on code learn from their training data?

To address this question, Chapter 4 presents the DeepCodeProbe framework for in-
vestigating the internal representations learned by ML models trained on code. This
question aims to analyze what aspects of code structure and behavior are learned by
small and mid-sized ML models during training.

RQb: How can we audit LLMs trained on code to ensure data provenance without access to
model internals?

To address this question, Chapter 5 presents the TraWiC framework for dataset in-
clusion detection on LLMs trained on code. This question aims to provide a method
for auditing whether a given codebase (or parts of it) was used in training, without
requiring access to the original dataset or model weights.

RQc: How can we evaluate LLMs on end-to-end code generation tasks and determine their
capability ceilings?

To address this question, Chapter 6 introduces the PrismBench framework, which
dynamically evaluates LLMs on coding challenges by adapting to model performance
in real time. This approach enables systematic exploration of model capabilities, edge
cases, behavioral regressions, and performance inconsistencies and allows for a more
reliable and comprehensive assessment of model capabilities beyond simple pass/fail
metrics.

1.2 Contributions

This thesis contributes to the field of ML for SE by introducing frameworks aimed at im-
proving the trustworthiness and reliability of ML models trained on code. Each contribution
answers one of the core RQs defined above and addresses a specific gap in understanding,
auditing, and evaluating such models. The key contributions of this thesis, our proposed
frameworks, and subsequent analyses are as follows:
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Contribution 1: DeepCodeProbe, a framework for probing internal representations
learned by ML models trained on code.

While ML models achieve strong results on SE-related tasks, it remains unclear what syn-
tactic or semantic features they learn from their training data. This lack of interpretability
limits our ability to debug, improve, and deploy reliable and trustworthy ML models for SE
tasks. This contribution provides insights into how different code representations used for
training ML models, result in preserving essential code structure and syntax throughout the
training process. This work answers three RQs:

RQa1: How can we assess the quality of different code representations in preserving essential
syntactic properties for ML-based software engineering tasks?

To answer this question, we introduce DeepCodeProbe, a probing framework for eval-
uating whether models trained on structured representations derived from code retain
syntactic information. To ensure its reliability, we validate both the data represen-
tations and the extracted embeddings from the models under study, confirming that
syntactic structure is preserved and encoded in the models’ latent space.

RQa2: How do different representation choices affect the quality of learned features and task-
specific requirements in ML models?

To answer this question, we use DeepCodeProbe to compare how various code represen-
tations influence what models learn. Our analysis shows that structured representations
help models focus on task-relevant features, while less expressive formats lead to weaker,
less reliable abstractions.

RQa3: How does model capacity affect the quality of representation and the underlying down-
stream task?

To answer this question, we probe models of varying capacities trained on the same
representations to study how capacity correlates with representation quality. We find
that while scaling improves syntax retention to a point, well-chosen representations are
often more impactful than increased size, especially for maintaining generalization.

Contribution 2: TraWiC , a framework for auditing code LLMs for dataset inclusion
detection and ensuring data provenance.

LLMs are trained on extremely large datasets scraped from the web, often with little to no
transparency into what specific data was used during training. This raises concerns about
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data leakage, intellectual property violations, and unintentional memorization of sensitive
or copyrighted content. This contribution introduces a framework to audit code LLMs for
dataset inclusion without requiring access to the original training data or model weights.
This work answers three RQs:

RQb1: How can we detect dataset inclusion in LLMs without access to the training dataset
or model weights?

To answer this question, we introduce TraWiC , a framework for dataset inclusion
detection on LLMs trained on code. We evaluate TraWiC ’s performance on the dataset
inclusion detection task, where the goal is to identify whether a given codebase was
likely part of a model’s training data. We compare its effectiveness against traditional
code clone detection baselines used for this purpose and explore how different classifier
choices impact inclusion detection results.

RQb2: How robust is TraWiC against data obfuscation techniques?

To answer this question, we conduct a sensitivity analysis of TraWiC ’s performance by
testing it against various code obfuscation techniques and evaluating the importance
of each feature type in the final detection outcome. This allows for determining the
robustness of our framework under real-world conditions where data may be obfuscated
or incomplete.

RQb3: How does TraWiC fail, and what can we learn from its failures?

To answer this question, we investigate TraWiC ’s failures (i.e., misclassifications) to
understand when and why it produces false positives or false negatives. This includes
examining both the model’s behavior and the underlying properties of the code samples,
providing insight into edge cases and the limits of our proposed framework.

Contribution 3: PrismBench, a dynamic benchmarking framework for LLMs on
coding tasks.

Traditional code benchmarks rely on fixed datasets and static pass/fail metrics such as accu-
racy or pass@k. However, as LLMs grow in capability, these benchmarks increasingly fail to
capture nuanced weaknesses or failure modes, which results in incorrect assessments of the
LLM’s capabilities. Therefore, this contribution aims to provide a dynamic benchmarking
framework that adapts to model performance in real time. Rather than relying on static
datasets or using LLMs for judging the model-under-test’s outputs, PrismBench evaluates
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models based on their actual task performance across evolving challenge scenarios, grounded
in deterministic, reproducible measurements. This work answers three RQs:

RQc1: How can we design evaluation tasks that adapt to model capabilities and surface hid-
den failures?

To answer this question, we introduce PrismBench, a dynamic, multi-agent bench-
marking framework that models the evaluation process as a search problem over the
space of all possible evaluation scenarios. Furthermore, instead of selecting evaluation
scenarios blindly or from a static pool of pre-defined challenges, PrismBench dynami-
cally generates tasks in response to the model-under-test’s performance, which allows
for probing edge cases, subtle weaknesses, and regressions that are otherwise missed in
static benchmarks.

RQc2: How can we evaluate different models in a dynamically generated benchmark?

To answer this question, we ground PrismBench in Reinforcement Learning (RL) by
decoupling the benchmarking environment from the benchmarking process. We for-
malize a single, shared environment for all models and evaluate them by their traversal
trajectories in this environment. To further reduce the risk of bias arising from LLM
stochasticity, we design a multi-agent interaction sandbox that tests the models’ capa-
bility in test generation, solution generation, and program repair, separately. Further-
more, we propose a set of performance metrics that can be used to compare models
based on their performance throughout the search process. We analyze how models
perform under identical dynamic conditions, compare their behavior across multiple
failure modes, and show how PrismBench enables more fine-grained model capability
comparison than static benchmarks.

RQc3: How can dynamic benchmarks provide insights into model performance, behavior, and
failures?

To answer this question, we examine the outputs collected during the evaluation process
for each model and propose a set of diagnostic metrics that offer a comprehensive view
of model performance and help identify patterns in how and why models fail.

Together, these three contributions form a pipeline for inspecting, auditing, and stress-testing
ML models for SE tasks. The RQs developed in this thesis led to the publication/submission
of the following research papers:
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• Majdinasab, V., Nikanjam, A., & Khomh, F. (2025). DeepCodeProbe: Evaluating
Code Representation Quality in Models Trained on Code. Empirical Software Engi-
neering, 30(6), 1-53. [35]

• Majdinasab, V., Nikanjam, A., & Khomh, F. (2025). Trained without my consent:
Detecting code inclusion in language models trained on code. ACM Transactions on
Software Engineering and Methodology, 34(4), 1-46. [36]

• Majdinasab, V., Nikanjam, A., & Khomh, F. (2025). PrismBench: Dynamic and
Flexible Benchmarking of LLMs Code Generation with Monte Carlo Tree Search. Sub-
mitted to Advances in Neural Information Processing Systems (TMLR). [37]

The complete list of papers produced during the Ph.D study can be found in Annex 7.2.

1.3 Organization of the Thesis

This thesis is organized into seven chapters. Chapter 2 introduces the terminology and
background knowledge necessary to understand the works presented in this thesis, namely,
an essential background on ML for SE, code representations, probing, Membership Inference
Attacks (MIA), and LLM benchmarking methodologies. Chapter 3 provides an overview
of the literature and works related to the frameworks presented in this thesis. Chapter 4
presents our probing framework, DeepCodeProbe. Chapter 5 presents our dataset inclusion
detection framework, TraWiC , followed by Chapter 6, which presents our dynamic, multi-
agent framework for benchmarking LLMs, PrismBench. Finally, in Chapter 7, we conclude
this thesis by summarizing our contributions and highlighting the limitations of the proposed
frameworks before describing the possible avenues of research in reliable and trustworthy ML
systems for SE.
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CHAPTER 2 BACKGROUND KNOWLEDGE

This Chapter presents the general knowledge necessary to understand the contributions and
the rest of the thesis. First, we will cover core concepts in ML, followed by a review of
DL, with a focus on the principal architectures used for the models in this thesis. Given
this thesis’s focus on ML models trained on code, we cover how ML is applied in SE tasks
alongside the different structured representations of code that are used for training such ML
models. Next, we will explain probing, an approach used in Natural Language Processing
(NLP) in order to understand what ML models learn from their training data. Afterwards,
we will cover MIAs, which form the basis of dataset inclusion detection. Finally, we examine
Large Language Models and how they are evaluated alongside the limitations of existing
benchmarks for LLMs.

2.1 Machine Learning

Machine Learning refers to the study and development of algorithms that improve their
performance on a task by learning from data, rather than relying on hardcoded logic [38]. The
central idea is that, through exposure to data or repeated interaction with an environment,
an ML model can identify patterns, optimize behavior, and generalize its knowledge to unseen
instances of data.

Formally, the goal of an ML algorithm is to learn a function f : X → Y , where X is the input
space and Y is the output space. This function is learned from a dataset D = {(xi, yi)}n

i=1,
where each xi ∈ X is an input, and each yi ∈ Y is the corresponding label or outcome.
A loss/error function L(y, f̂(x)) quantifies the difference between the predicted output f̂(x)
and the true output y. The learning objective then becomes finding a function f̂ from the
space of all possible functions H (i.e., the hypothesis space), such that the average loss over
the entire dataset D is minimized:

f̂ = arg min
f∈H

1
n

n∑
i=1
L(yi, f(xi)).

Depending on the nature of the task (e.g., classification, clustering, control, etc) and the
underlying data (e.g., image, sound, text, time series, etc.), ML algorithms fall into the
following three categories.
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2.1.1 Supervised Learning

Supervised Learning (SL) algorithms focus on learning a function that maps inputs to outputs
based on the labeled training data [39]. This process includes iterating over the dataset D
and learning which features in the input space X represent which label in the output space
Y . The learned function f̂ can then be used to make predictions on data that is similar to
what the model has seen during training. SL algorithms are used in applications such as
image classification, speech recognition, natural language processing, and object detection.

2.1.2 Unsupervised Learning

In contrast to SL, where the goal is to learn a function that maps inputs to outputs based
on labeled data, Unsupervised Learning (UL) algorithms are trained to find patterns and
structures in the input space X without the presence of predefined labels in the dataset
D [40] meaning that the output space Y is inferred from the features in the input space.
Such patterns and structures can then be used to group similar data points or find important
features to reduce the dimensionality of the underlying data. UL algorithms are used in
applications such as cluster analysis, anomaly detection, and dimensionality reduction.

2.1.3 Reinforcement Learning

Unlike SL and UL, which rely on static datasets, RL algorithms are based on interactions
between an agent and an environment. Instead of learning from a fixed set of labeled or
unlabeled examples, the agent constructs its training data by acting in the environment and
receiving feedback in the form of rewards [41]. This interaction is typically modeled as a
Markov Decision Process (MDP) [41], defined as:

M = (S,A,P ,R)

where S is the set of all environment states, and A is the set of possible actions in the
environment. P(s′ | s, a) then defines probability of transitioning from state s to state s′ by
taking action a, and R(s, a) defines the reward the agent will receive by taking action a in
state s.

The agent’s goal is to learn a policy π : S → A that maps each state to an action in a
manner that maximizes the expected cumulative reward over time. Unlike SL, the reward
signal is often sparse and delayed, meaning the outcome of an action a in a state s affects the
subsequent available states and corresponding rewards. As such, learning a good policy π
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requires balancing between exploring the environment by taking new actions at s to discover
other trajectories, and exploiting the current learned knowledge by taking actions at s which
have resulted in high cumulative rewards in previous interactions. RL is particularly effective
for sequential decision-making problems where the correct output is not available in advance,
such as game playing, robotic control, and autonomous navigation.

2.2 Deep Learning

Deep Learning is a subfield of ML that focuses on models composed of multiple layers of
parameterized transformations, which are referred to as Deep Neural Networks (DNNs) [11].
These models are capable of learning hierarchical representations of data, with each layer
capturing increasingly abstract features from the outputs of the previous layers. The success
of DL in recent years has been driven by a combination of increased computational resources,
large-scale datasets, and algorithmic advances in optimization and regularization [42]. As
such, DL models have become central to state-of-the-art performance in a wide range of
domains.

2.2.1 Deep Neural Networks

A DNN can be formally defined as a function fθ : X → Y parameterized by a set of weights
θ, and comprised of a sequence of L layers where each layer applies a linear transformation
followed by a non-linear activation function:

h(l) = σ(W (l)h(l−1) + b(l)), for l = 1, . . . , L, with h(0) = x ∈ X , fθ(x) = h(L).

where W (l) and b(l) are the weight matrix and bias vector of layer l, σ(·) is a non-linear
activation function (e.g., ReLU, sigmoid), and h(l) is the output of the lth layer.

One of the defining characteristics of DNNs is their ability to learn complex representations
from data (i.e., representation learning) during training instead of relying on manually engi-
neered features [11]. This capability resulted in high-performing models capable of learning
from raw, high-dimensional inputs such as pixels, audio waveforms, or text tokens. There
exists a variety of DNN architectures, each designed to address specific properties of the input
space X , task objectives, or inductive biases. While the general form of a DNN is a parame-
terized function fθ, the structure of this function, in how the intermediate representations h(l)

are calculated alongside the optimization objective, can differ significantly between different
architectures and tasks. For example, Convolutional Neural Networks (CNNs) process image
data by using weight sharing within layers [43], and Recurrent Neural Networks (RNNs) and
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their variants process sequential data by incorporating temporal dependencies [11].

As this thesis is focused on ML models trained on code, we will focus on RNNs and the
Transformer architecture, which are heavily used in this area.

2.2.2 Long Short-Term Memory Architecture

Recurrent Neural Networks are a class of DNNs designed to process sequential data by
maintaining a hidden state that is updated at each time step. Formally, given an input
sequence {xt}T

t=1, an RNN computes a sequence of hidden states {ht}T
t=1 where each hidden

state ht serves as a summary of the sequence up to time step t, allowing the model to make
predictions based on previous inputs. However, standard RNNs struggle to capture long-term
dependencies due to the vanishing and exploding gradients problem. In vanishing gradients,
the changes to the weights become so small that they have little to no effect in improving
the model’s performance, while in exploding gradients, the changes become so big that the
model’s parameters never converge. This makes standard RNNs ineffective for tasks where
relevant information appears far earlier in the sequence than where it is needed [11].

As such, Long Short-Term Memory (LSTM) networks were proposed to address this issue by
introducing a more structured memory mechanism. Instead of a single hidden state, LSTMs
maintain both a hidden state ht and a cell state ct, which is explicitly designed to preserve
information over long time steps. At each time step t, the LSTM updates ht and ct using a
set of “gates”:

• The forget gate ft determines what information to discard from the cell state.

• The input gate it controls what new information to add to the cell state.

• The output gate ot decides how much of the updated cell state is exposed as output.

This gating mechanism enables LSTMs to retain relevant information over longer time steps
than standard RNNs. However, training LSTMs is computationally expensive due to the
number of parameters and gating operations.

2.2.3 Transformer Architecture

While LSTMs mitigate the vanishing gradient problem present in standard RNNs to a high
degree, they still process input sequentially (i.e., each token is processed after the previous
token has been processed), which limits parallelization and makes it difficult to capture long-
range dependencies in very long sequences. Transformers were introduced to address these
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limitations by discarding sequential processing and using the attention mechanisms to model
relationships between tokens [44] instead of relying on hidden states.

Specifically, given a token sequence X = [x1, x2, . . . , xn], transformers compute the relevance
of each token xi to every other token in the sequence using pairwise attention weights. This
allows the model to capture global dependencies in the input regardless of the distance
between tokens. Unlike LSTMs, which compress past information into a single hidden state
ht at each time step, transformers operate on the entire sequence simultaneously, enabling
better understanding of the long-range context and taking advantage of parallelism during
training.

Transformers have proven to be highly effective across a wide range of domains, including
NLP and computer vision. Their scalability and ability to capture long-range dependencies
have given rise to LLMs, which are trained on massive text corpora and exhibit strong
capabilities in language understanding, generation, and reasoning, which we further discuss
in Section 2.6.

2.3 Machine Learning for Software Engineering

Software engineering covers a wide range of activities throughout the software development
life cycle, including design, implementation, testing, evolution, and maintenance [45]. Given
the increasing sophistication and size of contemporary software systems [46], ensuring their
correctness, efficiency, and long-term sustainability becomes increasingly challenging [47,48].
These challenges span multiple dimensions, ranging from identifying bugs and optimizing
performance to understanding legacy code and adapting systems to evolving requirements.
As such, numerous ML-based approaches have been proposed to support and enhance key
aspects of software engineering to address these challenges.

By training ML models on diverse software artifacts such as source code [49, 50], version
control history [51], documentation [52], and software metrics [53], these models can as-
sist developers in automating or improving performance across various software engineering
tasks [10]. Specifically, ML-based approaches have been proposed for tasks such as:

Code generation: ML models have been proposed to generate code snippets from natu-
ral language descriptions, partial implementations, or other structured inputs. These
models aim to automate routine programming tasks, accelerate development, and assist
developers in rapidly prototyping solutions [54].

Defect prediction: ML models have been proposed to help developers anticipate potential
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problems in specific areas of the codebase. This enables efficient resource allocation
and proactive issue resolution [55–57].

Automated program repair: ML models have been proposed to help with automatically
fixing common bugs. This can significantly reduce manual effort, minimize human
errors, and save resources [20,50,58].

Code clone detection: ML models have been proposed to detect clones in the codebase
by identifying duplicate or similar segments of code to facilitate refactoring efforts,
ensuring consistency and reducing redundancy [59,60].

Code summarization: Proposed ML models allow for understanding complex code logic,
easier maintainability, and collaboration by generating abstract representations of code
blocks [61, 62].

Comment generation: By producing descriptive comments, ML models allow for auto-
matically increasing the intelligibility of code, ease of knowledge transfer, and support
long-term maintenance activities [18, 63].

Code representation learning: Models trained to generate vector representations of code
capture its syntactic and semantic properties, enabling transfer learning and down-
stream tasks such as code search or classification [64,65].

Type inference: ML models can predict variable and function types in dynamically-typed
languages, aiding code completion and static analysis [66, 67].

In the rest of this section, we will first cover structured representations of code that are used
for training ML models for SE tasks. Afterwards, we present the ML-based approaches that
are proposed for SE tasks that are selected to evaluate the approaches developed in this
thesis.

2.3.1 Structured Representations of Code

Unlike natural language, source code is inherently structured, governed by strict syntactic
and semantic rules. This structure can be explicitly captured and leveraged to improve ML
models’ understanding of program behavior. These structured representations of code aim to
make these rules and relationships more explicit for ML models by encoding the underlying
structure of programs as trees or graphs [68,69].
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Tree-Based Representations

Tree-based representations model the hierarchical structure of source code, capturing how
program elements are nested within one another. Below, we go over the most common
tree-based representations used for training ML models on SE tasks:

Parse Trees (PTs) preserve all tokens and grammar rules used to parse the source code,
including elements like parentheses, commas, and formatting symbols. PTs are often
large and extremely detailed, and are mainly used in settings where full syntactic fidelity
is required, such as formatting tools or refactoring engines [70].

Abstract Syntax Trees (ASTs) model the syntactic structure of code by representing its
tokens (e.g., variables, operators, keywords) as nodes in a tree. ASTs are created from
PTs where each node corresponds to a syntactic construct (e.g., conditionals, loops,
function definitions), and the edges represent their syntactic relationships. ASTs ab-
stract away surface-level syntax details (e.g., formatting, punctuation, documentation,
etc) from PTs while preserving code’s core structure, making them widely used in tasks
which require code modeling [71].

ASTs are widely used in code analysis tasks because they abstract away surface-level syntax
while preserving program structure. In ML for SE, ASTs serve as input for models that need
structural awareness, such as code summarization, translation, and clone detection. These
representations can then be extracted by linearizing the AST, embedding node types, or
using RNNs [10].

Graph-Based Representations

Graph-based representations extend tree structures by incorporating additional semantic and
control-flow information. Below, we go over the most common graph-based representations
used for training ML models on SE tasks:

Control Flow Graphs (CFGs) are used to model the flow of execution within a program.
Nodes typically correspond to basic blocks—sequences of statements with a single entry
and exit point. Edges between nodes then indicate possible control transfers (e.g.,
loops, conditionals, function returns). CFGs are used to model execution logic and are
particularly useful in static analysis and security-focused tasks [10].
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Data Flow Graphs (DFGs) model how data moves through a program by modeling de-
pendencies between variables and operations. Nodes represent computations or vari-
ables, while edges represent data dependencies. DFGs are used in tasks like compiler
optimization or symbolic execution [72].

Program Dependence Graphs (PDGs) combine both control and data dependencies in
a single graph. PDGs are more expressive but also more complex; as such, they are
mostly used for static analysis where a holistic view of program behavior is required [73].

Unlike ASTs, CFGs emphasize program behavior rather than syntax. This makes them
useful for downstream tasks such as vulnerability detection, program analysis, and behavior
modeling. In ML pipelines, CFGs are often encoded as graphs where node features and
edge types are fed into Graph Neural Networks (GNNs) to capture control-flow sensitive
patterns [10].

2.3.2 Code Clone Detection

Code Clone Detection (CCD) is an important activity in software maintenance as a fault in
one project can also be present in other projects with similar code. Identifying and correcting
these clones is essential to ensure overall software quality. Tasks such as software refactoring,
quality analysis, and code optimization often necessitate the identification of semantically
and syntactically similar code segments [74]. In CCD literature, clones are categorized into
four types [75]:

• Type-1: Exact copies except for whitespace/comments.

• Type-2: Syntactically identical with different identifiers.

• Type-3: Similar fragments with added/removed statements.

• Type-4: Different syntax but similar semantics.

Detecting Type-1 and Type-2 clones is relatively straightforward, as they can be identified
through syntactic comparisons. However, Type-3 and Type-4 clones pose a greater challenge,
as they require capturing semantic similarities beyond surface-level syntax. Traditional ap-
proaches, such as text-based or token-based comparisons, often struggle with these more
complex clone types [76]. To address this problem, the representation learning capabilities
of DL models allow for the use of representations extracted from code such as ASTs, CFGs,
and software metrics for CCD. By utilizing such representations, DL-based approaches such
as FCCA [77], and Cclearner [78] have achieved high performance on CCD benchmarks.
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2.3.3 Code Summarization and Comment Generation

Code summarization and comment generation are closely related tasks that aim to enhance
code comprehension and maintainability. Code summarization involves generating concise
natural language descriptions that capture the functional behavior or high-level semantics of
a given code snippet [79]. On the other hand, comment generation focuses on producing com-
ments that explain the purpose and functionality of specific code segments [80]. Allamanis
et al. [17] train a CNN with an attention mechanism for code summarization. This approach
leverages the strengths of CNNs in capturing local patterns while the attention mechanism
helps in focusing on the most relevant parts of the code for generating accurate summaries.
Another work done by Hu et al. [18] uses the ASTs constructed from code snippets to train
a sequence-to-sequence model for comment generation for Java methods. By encoding the
structural information from the AST, their model can better capture the code’s semantics
and produce more relevant comments tailored to the specific code segments. Wei et al. [81]
trained two models for code generation and code summarization by initializing a sequence-
to-sequence model for each task and training them alongside each other by using the loss
of each network to improve the other. By effectively encoding the structural and semantic
information from the code, these models can generate accurate and informative summaries
and comments, facilitating code comprehension and maintainability.

2.3.4 Automated Program Repair

Automated Program Repair (APR) is aimed at reducing the manual effort required to fix
bugs. Software defects not only compromise functionality but also pose significant challenges
in terms of debugging time and maintenance costs [82]. APR techniques aim to automat-
ically generate patches that fix defective code, thereby improving developer productivity
and software reliability [45,82]. Traditional APR techniques rely on predefined templates or
search-based heuristics, which limit their generalization capability. In contrast, DL models
can learn repair patterns directly from historical bug-fix data, enabling them to generalize
to unseen code defects [20]. These models operate on various code representations (e.g.,
ASTs, token sequences, graph-based structures, etc.) to capture both syntactic and semantic
aspects of buggy code [5, 6, 83].

Among ML-based APR approaches, several methods have been proposed to improve patch
generation by leveraging code abstraction and token translation strategies. For example,
DLFix [19] uses a novel fault-localization strategy to identify a buggy line and then extracts
all associated AST nodes as a replacement subtree for patch generation. Next, it employs a
novel abstraction strategy to rename variables in order to preserve variable types and avoid
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variable name clashes by maintaining a mapping table to recover the actual variable names.
Tufano et al. [20] introduced a code abstraction method for APR by using a lexer (based on
ANTLR [84]) to tokenize the raw code. A parser is then used to determine the role of each
identifier or literal and replaces each one with a unique ID to generate an abstracted source
code version. Similarly, CoCoNut [58] applies an abstraction strategy that targets string and
number literals. By abstracting these elements except for frequently occurring values (e.g., 0
and 1, which are used for boolean variables), CoCoNut simplifies code representations while
retaining key semantic information, allowing for more effective learning of bug-fix patterns.

2.3.5 Code Representation Learning

Code representation learning approaches aim to transform source code into embeddings that
capture both its syntactic structure and semantic meaning. Such embeddings can then be
used for tasks such as code search, code summarization, and code classification [85].

For instance, CodeBERT [86] and StarCoder [87] use Masked Language Modeling (MLM) in
order to predict masked tokens within tokenized code, which results in embeddings that can
be used for downstream tasks. Other approaches incorporate additional structural informa-
tion alongside tokenizing the raw code. such as GraphCodeBERT [88] and SynCoBERT [89],
incorporate structural information by using data flow or ASTs to include explicit syntacti-
cal context into the embeddings. Additionally, contrastive learning methods [90] improve
representation quality by either pairing different augmented views of the same code snippet
(e.g., using dropout or token masking) in unimodal setups [65,91], or by leveraging naturally
aligned function-docstring pairs (similar to code translation and summarization) in bimodal
setups [92].

2.3.6 Type Inference Prediction

Type inference is particularly useful for dynamically typed languages such as Python or
JavaScript, where explicit type annotations are either missing or only partially documented.
Automatically predicting the types of variables, function arguments, or return values can
improve static analysis, code completion, and overall software reliability. Traditional rule-
based approaches often struggle to handle context-sensitive or user-defined types, which
limits their effectiveness. As such, multiple ML-based approaches have been proposed for
this task. Raychev et al. [93] proposed JSNice, which predicts JavaScript types by modeling
variable dependencies and learning probabilistic correlations across large codebases. Xu
et al. [94] propose a probabilistic framework for Python that incorporates contextual cues
such as attribute access patterns and identifier naming conventions. On the other hand, by
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formulating type inference as a translation task from untyped to typed code, DeepTyper [95]
uses a recurrent neural network in order to capture long-range dependencies and accurately
predict variable types.

2.4 Probing in Natural Language Processing

Probing is used in NLP as a methodology for assessing the linguistic capabilities learned by
ML models [96]. In general, probing involves evaluating how well the model embeddings cap-
ture syntactic [97], semantic [98], or other types of linguistic properties inherent in language
data [99,100]. Probes are classifiers trained to predict specific linguistic properties (features)
from embeddings extracted from a model given an input. These properties can include
a word’s part-of-speech (POS), its syntactic parent in a dependency tree, or whether two
words refer to the same entity (coreference). Since these features are not explicitly provided
to the model during training, the ability of a probe to recover them from the embeddings
suggests that such information is implicitly encoded. Therefore, high classification accuracy
indicates that the model has sufficiently captured the target linguistic property during its
training [101]. NLP probes can be categorized into several types, each focusing on different
linguistic aspects [102,103]:

Syntactic probes: These probes assess whether the model representations capture syn-
tactic properties of language, such as part-of-speech tags, constituent or dependency
parsing structures, and word order information.

Semantic probes: These probes aim to evaluate the model’s ability to encode semantic
information, such as semantic roles, and lexical relations.

Coreference probes: Coreference resolution is the task of identifying and linking mentions
that refer to the same entity within a text [104]. Probing for coreference capabilities
helps in understanding if the model can capture long-range dependencies and resolve
ambiguities.

By systematically probing for these different linguistic properties, researchers can gain in-
sights into the strengths and weaknesses of various model architectures and investigate the
specific representations learned by the models, increasing interpretability and reliability [102].



19

2.5 Membership Inference Attacks

One of the long-standing problems in ML is the tendency of models, especially large and
overparameterized ones, to memorize portions of their training data rather than learn to
generalize [105]. This behavior can pose significant privacy risks, particularly when the
training data contains sensitive or proprietary information.

Membership Inference Attacks (MIAs) [106] have been shown to be effective in extracting
information from ML models regarding their underlying training data. In an MIA, an adver-
sary is given access to query a model M and attempts to determine whether a specific data
record DR was included in M ’s training set. An MIA is considered successful if the attacker
can correctly identify whether DR was included in M ’s training dataset D or not. MIAs ex-
ploit the memorization problem, which often results in models behaving differently on data
they have seen during training compared to unseen data. For example, a model may produce
lower loss [106, 107], higher confidence predictions [108, 109], more consistent outputs for
training data [110,111], or completely return an instance from its training dataset [112,113].

2.6 Large Language Models

One of the highly active fields of research in ML is NLP. Here, research is focused on designing
approaches that are capable of understanding natural language and generating responses that
are contextually relevant, accurate, and coherent.

2.6.1 Neural Language Models and Large Language Models

Neural Language Models (NLMs) are trained to predict the probability of the next word
(i.e., token) in a sequence by considering the previous tokens [114]. Early models such as
ELMo [115] used stacked bidirectional LSTMs to generate context-aware word embeddings.
Later, models like BERT [116] introduced the use of the Transformer encoder architecture
to learn bidirectional representations based on the entire input sequence. These models were
trained on large unlabeled corpora to learn word representations based on context (i.e., other
tokens in the sequence) without any labeled data.

This process is known as pre-training in which a model is trained on an unlabeled dataset to
learn word representations, language structure, syntax, and semantics [117,118]. Pre-trained
models can then be fine-tuned for specific downstream tasks by continuing their training on
a labeled dataset designed for the task at hand. As such, by incorporating the Transformer
architecture and self-attention mechanism [44], models such as GPT-2 [119] were trained using
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the pre-training/fine-tuning paradigm alongside new architectures. Afterwards, models such
as GPT-3 [120] were trained by mainly using similar architectures but scaling the size of the
model alongside its training data. As the number of these models’ parameters is extremely
large, they are called Large Language Models.

While pre-training allows LLMs to learn general-purpose representations from large-scale
corpora, these models often require further fine-tuning to perform well on specific downstream
tasks. This process involves continued training on a smaller, labeled dataset tailored to a
particular task or domain [121]. By doing so, model behavior is refined to better meet the
requirements of the target use case, such as question answering, sentiment analysis, machine
translation, or code generation [122]. Beyond performance improvements, fine-tuning is
important for aligning models with user expectations, mitigating harmful behaviors, and
integrating domain-specific knowledge [123].

2.6.2 Large Language Models for Code

In addition to natural language, code is often included in the training datasets of LLMs, even
when the models are not specifically trained for code-related tasks, as it has been shown that
including code in the model’s training dataset improves its reasoning capabilities [21, 124].

LLMs fine-tuned on large datasets of code have demonstrated strong performance on SE
tasks. Early LLMs for SE tasks were specifically focused on code generation. Models such as
Codex [21], SantaCoder [125], and CodeLlama [126] were trained on massive code datasets
and have shown high performance in code generation. In addition to code generation, many
LLMs were specifically fine-tuned for other SE tasks. For instance, models like CodeT5 [127]
and PLBART [128] were proposed for program repair, code clone detection, and code trans-
lation.

Regardless of the downstream task, all these models require a large corpus of high-quality
code for pre-training and, even more importantly, fine-tuning [126, 129, 130]. High-quality
code is typically defined as code with documentation that explains its structure and function-
ality, and studies have shown that the quality of the underlying training data can massively
impact the performance of the LLM in downstream tasks [131–133]. The primary sources
for collecting such data are GitHub and StackOverflow. Most open-source datasets, such as
TheStack [134], are large aggregations of data collected from these platforms.
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2.7 Benchmarking Large Language Models

To evaluate LLMs’ performance, a wide range of metrics are used depending on the down-
stream task at hand. We cover the most commonly used metrics below.

Token-level Metrics measure the model’s ability to predict the next token in a sequence
or generate exact answers based on structured input-output tasks.

• Perplexity: Measures the likelihood of a sequence of tokens under the model. It is
typically used in language modeling tasks to assess the model’s ability to predict
the next token in a sequence [119,120].

• Exact Match and F1: Widely used in question answering benchmarks such as
SQuAD [135] and Natural Questions [136]. Exact Match checks whether the pre-
dicted answer exactly matches the reference, while F1 measures the token-level
overlap between them.

N-gram Overlap Metrics are used to compare the generated text to one or more reference
texts based on surface-level overlap of n-grams or sequences.

• BLEU: Originally proposed as a metric for measuring models’ performance in ma-
chine translation [137], BLEU evaluates n-gram precision between the generated
and reference texts. It is also used in tasks such as summarization [138] and code
generation [21].

• ROUGE: Is commonly used as a metric for measuring performance in text sum-
marization tasks [139]. It is used to measure n-gram and sequence overlap.

• METEOR: Is another metric commonly used for measuring a model’s performance
in machine translation and text summarization. It measures alignment between
generated and reference texts using stemming, synonym matching, and n-gram
overlap. It has been used in translation and summarization tasks [140].

Task-Specific and Preference-Based Metrics are specifically designed for specialized
evaluation settings such as code generation, alignment with human preferences, and
factual correctness.

• Pass@k: Used in code generation tasks such as HumanEval [21], pass@k measures
the probability that at least one of k generated solutions passes all provided test
cases.
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• Human Preference Ratings: Used in alignment-focused evaluations such as Ope-
nAI’s helpfulness and honesty benchmarks [141], where human annotators compare
model responses based on quality, relevance, or other criteria.

• Multiple-Choice Accuracy: Used in knowledge and reasoning benchmarks such
as MMLU [142], where models are evaluated based on their ability to answer
multiple-choice questions across a wide range of domains.

• Truthfulness QA: Evaluates factual accuracy by asking models to answer questions
that probe for misconceptions or false beliefs [143].

However, as LLMs continue to grow in scale and general-purpose capability (i.e., they are
trained to handle many tasks such as translation, code generation, question answering, etc),
reliably evaluating their performance has become increasingly difficult. Unlike models trained
for specific tasks with well-defined inputs and outputs, general-purpose LLMs are designed to
handle a large set of tasks (from single-word completions to multi-paragraph instructions) and
can generate responses of arbitrary length and structure [144, 145]. This unbounded input
and output space makes it difficult to define consistent evaluation criteria. Furthermore,
LLM outputs vary in length, are sensitive to context, and subjective, with a single prompt
potentially resulting in multiple potential completions depending on phrasing, temperature,
or sampling strategy [146].

Alongside the challenges mentioned above, benchmarking recent LLMs is becoming more
challenging. Leading LLMs are beginning to saturate widely-used benchmarks, achiev-
ing near-perfect scores that leave little room for meaningful comparison between different
LLMs [22, 23, 147, 148]. Furthermore, as LLMs are trained on massive corpora scraped from
a wide range of sources, many benchmarks risk being included in the training data, which
undermines the benchmark’s validity and the reported performance metrics [149]. General-
ization is another challenge: as even when models perform well by standard metrics, these
scores do not necessarily reflect deeper qualities such as reasoning, factual accuracy, or robust-
ness to prompt variation [150,151]. Small changes in phrasing or formatting can significantly
affect model outputs, making evaluation highly sensitive to the underlying context [152].

2.8 Chapter Summary

This chapter provided the foundational knowledge required to understand the contributions
and methodologies that will be presented throughout this thesis. We covered core ML con-
cepts, covering supervised, unsupervised, and reinforcement learning paradigms, followed by
an examination of DL architectures, with particular focus on LSTMs and Transformers that
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form the backbone of modern code-related ML models. Afterwards, we discussed the ML
applications in SE, exploring how structured code representations such as ASTs and CFGs
enable effective model training for tasks including code clone detection, summarization, au-
tomated program repair, and type inference prediction. Next, we examined probing method-
ologies from NLP that allow us to understand what linguistic properties ML models learn
during training, and discussed MIAs that exploit model memorization to recreate instances
from their training datasets. We further analyzed LLMs, their application to SE-related
tasks, and the significant challenges in benchmarking these models, including benchmark
saturation, data contamination, and the difficulty of evaluating general-purpose capabilities.

These concepts establish the theoretical and practical foundation necessary for understanding
the novel approaches to model probing, auditing, and evaluation methodologies that will be
presented in subsequent chapters.
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CHAPTER 3 LITERATURE REVIEW

This Chapter provides an overview of the works related to the frameworks presented in
this thesis. First, we will discuss the proposed approaches for probing ML models (see
Chapter 2.4). We then discuss the approaches used for MIAs (see Chapter 2.5) and dataset
inclusion detection. Afterwards, we discuss the most used approaches for benchmarking
LLMs (see Chapter 2.7). Finally, we conclude with an overview of how each of the frameworks
presented in this thesis contributes to tackling the limitations of the works discussed below.

3.1 Probing ML Models Trained on Code

Given the success of BERT [116], researchers have conducted numerous studies on how BERT
and BERT-based models learn and represent data for downstream tasks [153]. Although these
studies primarily focus on general linguistic features rather than syntax-specific to code, the
methodologies developed have been extensively applied to probe larger transformer-based
models on how they learn and how they represent data in their latent space. Liu et al. [154]
investigated the linguistic capabilities of pretrained models like ELMo, OpenAI’s transformer,
and BERT through seventeen probing tasks. They found that while these models perform
well on most tasks, they struggle with complex linguistic challenges. Hewitt and Manning [97]
introduced a structural probe to assess whether complete syntax trees are embedded within
the linear transformations of neural network word representations (i.e., embeddings). They
showed that models like ELMo and BERT encode syntax trees within their vector geome-
tries. Miaschi et al. [155] compared the linguistic knowledge in the BERT’s embeddings
and Word2Vec. They used probing tasks targeting various sentence-level features and found
that BERT’s aggregated sentence representations hold comparable linguistic knowledge to
Word2Vec.

With the advent of LLMs and their emerging capabilities, there is increasing interest in
understanding how these models process information and make decisions based on their
inputs. In the context of software engineering, researchers have adapted probing techniques
originally used to understand the linguistic features that models learn from their training
data to examine what models trained on code learn from their respective datasets. This has
led to the creation of novel probing tasks specifically for large models trained on code. Wan
et al. [156] have probed pre-trained language models trained on code to investigate if they
learn meaningful abstractions related to programming constructs, control structures, and
data types. They conducted structural analyses from three distinct perspectives: attention
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analysis, probing on the word embeddings, and syntax tree induction. Their findings indicate
that attention strongly aligns with the syntax structure of code, and that pre-trained models
can preserve this syntax structure in their intermediate representations. Similarly, Troshin
et al. [157] evaluated the capability of pre-trained code models, such as CodeBERT [86]
and CodeT5 [127], in understanding source code, through diagnostic probing tasks, moving
beyond task-specific models for code processing such as code generation and summarization.
They introduced a variety of probing tasks to assess models’ understanding of both syntactic
structures and semantic properties of code, including namespaces, data flow, and semantic
equivalence.

Karmakar et al. [158], investigated the extent to which pre-trained code models encode vari-
ous characteristics of source code by designing and employing four diagnostic probes focusing
on surface-level, syntactic, structural, and semantic information of code. Their methodology
involves probing BERT [116], CodeBERT [86], CodeBERTa [159], and GraphCodeBERT [88]
with tasks aimed at understanding the extent to which these models capture code-specific
properties. Their findings show that these models can indeed capture the syntactic and se-
mantic layers of code with varying effectiveness. However, all the models studied struggle
to accurately comprehend the structural complexity of code, particularly the interconnected
paths within it. Ma et al. [160] conducted a systematic probing of pre-trained code models
(CodeBERT [86], CodeT5 [127], GraphCodeBERT [88], and UnixCoder [91]) alongside LLMs
(CodeLlama [126], StarCoder [87], and CodeT5+ [161]) on their ability to learn code syntax
and semantics. They investigate this through four probing tasks: (1) syntax node pair predic-
tion, (2) token-level syntax role tagging, (3) semantic relation prediction (e.g., control/data
dependencies), and (4) semantic propagation to reconstruct code structures such as ASTs,
CFGs, and DFGs from the embeddings extracted from each model. They show that while
these models are capable of representing code syntax well, their capabilities in representing
code semantics (control and data flow) vary between different architectures and sizes. On
the other hand, Karmakar et al. [162] evaluate code transformers by defining 15 probing
tasks to assess how well these models capture token-level, structural, and semantic features
of code. In contrast to [160], where the probing tasks are carried out on syntactic structures,
their approach is designed for probing the models using token-based representations. Their
results show that code-specific models like CodeBERT [86] and GraphCodeBERT [88] con-
sistently outperform baseline BERT [116] on capturing token-level and structural features,
yet struggle with semantic tasks, such as detecting subtle keyword misuse in code. Their
results indicate that current pre-training methods require further refinement to effectively
encode deeper semantic properties of code.
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3.2 Membership Inference Attacks

Shokri et al. [106] studied how an attacker can identify the presence of a record in a model’s
training dataset by analyzing the model’s output probabilities. Based on Shokri et al.’s work,
many approaches have been proposed for both attacks on a model for extracting information
about its training dataset and defenses in order to prevent the model from recreating sensitive
records [106, 163–165]. Carlini et al. [166] attempted to extract the training data of GPT-2
by initializing the model with a sequence start token and having the model generate tokens
until it generates an end-of-sequence token. They generate a large number of sequences in
this fashion and remove samples that contain low likelihood. Their approach is based on the
idea that samples with high likelihood are generated either because of trivial memorization
or repeated sub-strings in their dataset. By doing so, they were able to extract information
about individuals’ contact information, news pieces, tweets, etc. In another work, Carlini
et al. [167] study the quantity of memorization in LLMs. They show that by increasing the
number of parameters of a model, the amount of memorized data increases as well. Chang
et al. [168] attempt to probe ChatGPT and GPT-4 by using “name cloze” membership
inference queries. In their approach, they query ChatGPT/GPT-4 by giving it a context
(which in their work are texts extracted from novels), mask the token which contains a
name, and inspect the output’s similarity to the original token. The underlying idea is that
without the model seeing the input during its training, the name should be impossible to
predict. “Counterfactual Memorization” [169] is another approach proposed for studying the
memorization issue in LLMs. Here, the changes in a model’s predictions are characterized
by omitting a particular document during its training. Even though this approach shows
promise in studying a model’s degree of memorization, it is very computationally expensive.

3.3 Dataset Inclusion Detection

Dataset inclusion detection approaches are built upon the principles of MIAs. Here, the
goal is determining whether a data record of interest was included in the model’s training
dataset. Choi et al. [170] proposes an approach for verifying whether a particular model was
trained on a particular dataset. Their approach consists of investigating multiple checkpoints
produced during a model’s training procedure. They show that if a model was trained on
a dataset as reported by the model’s creators, then the model’s weights would “overfit” on
the training dataset in the next checkpoint compared to a dataset that was not included in
the training data. Even though their approach shows promising results, it requires having
access to the model’s architecture, weights, hyperparameters, and training data which is not
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always available particularly for closed source models.

Zhang et al. [171] proposed a framework for dataset inclusion detection on Code Pre-trained
Language Models (CLPMs). In this work, the authors consider multiple levels of access to a
CLPM, namely:

• White-box access: complete access to the model and a large fraction of its training
dataset.

• Gray-box access: complete access to the model’s architecture and a small fraction of
its training dataset.

• Black-box access: no access to either the model or the training dataset.

For dataset inclusion detection given only black-box access to the model, the authors provide
two methods, namely, unimodal and bimodal calibration. In unimodal calibration, the code
is perturbed and the differences in the model’s output representations for different versions
(e.g., uppercase vs lowercase) of the code snippet are observed. A calibration model, based on
these differences, is used to infer the membership status of the code. In bimodal calibration,
the calibration model’s outputs are compared to the CPLM’s outputs for the same input.
This comparison is focused on identifying disparities between the two outputs, which are
indicative of whether a given code snippet was used in training the CPLM or not. This
method relies on the unique interaction between the natural language and programming
language aspects of CPLMs, to make inferences about membership.

Finally, Yang et al. [172] examined the risk of membership leakage in LLMs trained on code.
In their approach, they assume that a fraction of the data used to train an LLM on code is
available. They train a surrogate model on both said fraction and another dataset that was
not included in the original model’s training. The surrogate model is supposed to mimic the
behavior of the original model. Afterward, they train an MIA classifier based on the outputs
of the surrogate model as an input to detect dataset inclusion. They study the results of
varying degrees of membership leakage risks depending on factors such as the attacker’s
knowledge of the victim model, the model’s training epochs, and the fraction of the training
data that is known to the attacker. In their approach, they consider that at least a part
of the training data of a model is available and it involves resource-intensive training of a
surrogate model.
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3.4 Benchmarking Large Language Models

As explained in Chapter 2.7, recent studies have demonstrated how current benchmarking
approaches fall short in evaluating current LLMs. Specifically, Xu et al. [173], Roberts et
al. [174], and Jiang et al. [175] show how even extensive attempts to control the training
dataset does not prevent data contamination, either because filtering out undesired data is
difficult given the training dataset’s size [176] or because of models’ increasing generalization
capabilities and lack of diversity in benchmarks’ challenges [177].

Crowd-sourced benchmarks such as Chatbot Arena [150] and Open LLM Leaderboard [178]
have proven to be much more effective in evaluating LLMs but suffer from 1) a limited
coverage of real-world challenges [179], and 2) user biases in preference ranking of the re-
sponses [150]. As a result, benchmarks such as ARC-AGI [180], SWE-bench [181], HELM [182],
and HLE [183] have been proposed, which include either very difficult problems or data that
the models could not have been trained on given the time of their release [184, 185]. The
majority of leading LLM providers are currently using these benchmarks. However, with
the rapid increase in LLM capabilities, these benchmarks are quickly becoming obsolete,
as models achieve increasingly higher scores, rendering the evaluation metrics ineffective in
distinguishing their performance [147,148,186].

Dynamic benchmarking approaches have been proposed to address the limitations mentioned
above. LLM-as-Judge frameworks such as JudgeLM [187], AlpacaEval [188], and Shep-
herd [189] use one or multiple LLMs (based on benchmark performance or fine-tuned for
specific evaluation criteria) to assess and rank the responses of the model under evaluation.
However, as shown by Thankur et al. [190] given the judge models’ capabilities and biases,
offloading performance assessment to an LLM introduces challenges in the reproducibility
and reliability of the evaluation. On the other hand, approaches such as Salad-bench [191],
DELI [192], and Agent-as-a-judge [193] have been proposed for leveraging LLMs to generate
novel and out-of-distribution evaluation scenarios based on existing static benchmarks.

Building on these approaches, frameworks such as TreeEval [194], DyVal [195], DyVal2 [196],
NPHardEval [197], Benchmark Self-Evolving [198], and DARG [199] extend dynamic eval-
uation to provide a more systematic assessment of a model’s capabilities. Notably, DyVal
models each evaluation scenario as a DAG-based composition of reasoning tasks, guided by a
graph generation algorithm, defined constraints, and translation into natural language. Dy-
Val2 replaces the DAG with LLM-based agents to transform existing benchmarks into new
challenges to evaluate LLMs’ performance and generalization on multiple domains. DARG
and TreeEval represent the evaluation processes as graphs or trees, analyzing how the model
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navigates these structures. However, the stochasticity of LLMs and the variability in their
performance introduce challenges in ensuring consistency and reliability in these evaluation
methodologies, as shown by Blackwell et al. [200].

3.5 Chapter Summary

In this chapter, we discussed the related works on probing ML models trained on code,
dataset inclusion detection, and benchmarking LLMs. The following chapters each present
our proposed approaches for addressing the gaps in current literature. Specifically:

• In Chapter 4, we present DeepCodeProbe, a framework for probing small to mid-sized
non-transformer-based models trained on structured representations of code. Deep-
CodeProbe addresses the gap in current literature about what such models learn from
their training data and allows practitioners to make informed decisions about data
representation and model architecture for training ML models on code.

• Chapter 5 presents our approach, TraWiC , for auditing LLMs trained on closed-source
corpora for detecting dataset inclusion detection. Unlike current approaches, TraWiC
does not require access to model weights or the underlying training dataset and has
low resource overhead compared to DL based approaches.

• In Chapter 6, we present our dynamic LLM benchmarking framework, PrismBench.
By framing LLM code generation benchmarking as an RL task, PrismBench addresses
the shortcomings of both static and dynamic benchmarks by dynamically generating
challenges based on observed model capability (therefore, reducing the risk of memo-
rization) and grounding evaluations on objective execution of generated code (thereby,
mitigating the risk of bias from LLM judgments).
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CHAPTER 4 DeepCodeProbe: Evaluating Code Representation Quality in
Models Trained on Code

The objective of this chapter is to study how the quality of syntactic representations affects
what small ML models trained on code learn, and to evaluate this quality through probing (see
Chapter 2.4). Given the increasing reliance on ML-based tools for SE tasks, understanding
how data quality, specifically, the structure and abstraction of code representations, influences
what such models learn is essential in order to establish reliable and trustworthy ML-based
workflows. As discussed in Chapter 3, current probing approaches focus on large code LMs
that are trained on token sequences for accomplishing multiple SE tasks (e.g., code generation,
code summarization, program repair, etc). However, smaller, task-specific ML models are
widely adopted given their low resource overheads for training and deployment (compared to
large models), and more studied architectures (e.g., LSTMs, GNNs, etc). As such, there exists
a gap for probing small to mid-size ML models trained on structured representations of code
(see Chapter 2.3.1). To address this gap, we introduce DeepCodeProbe, a probing framework
tailored to small and medium-sized models trained on structured code representations like
ASTs and CFGs. We use DeepCodeProbe to probe a set of ML models trained for five
different SE tasks and show that while these models often perform well, they rarely capture
full programming syntax. Instead, they rely on abstracted syntactic patterns encoded in high-
quality representations. By probing multiple layers and scaling model capacities, we analyze
the trade-offs between model complexity, data representation, and learning outcomes. We
show that when data representations are well-designed, smaller models can perform reliably
without learning the full syntax of the programming language. This chapter provides both
empirical findings and practical guidelines for designing efficient, reliable code-focused ML
systems.

4.1 Introduction

Modern software systems face increasing complexity, which poses significant challenges across
a variety of SE tasks [46]. ML models have emerged as powerful tools to address these chal-
lenges, assisting developers with tasks such as code clone detection [76], fault localization [10],
and defect prediction [51]. These models process source code using diverse representations,
ranging from simple text tokens to complex structures like ASTs and CFGs [10,51,76]. The
quality of these representations critically impacts what the models learn [12, 201], and poor
representations can introduce spurious patterns or blind spots [202,203], impacting reliability,
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interpretability, and trustworthiness in safety-critical applications [204–206].

While prior work on ML data quality has focused on label noise and dataset bias [207],
the impact of data representation quality, especially for code, is less understood. This gap
is especially important given the field’s increasing focus on large transformer-based mod-
els (see Chapter 2.6.2), which primarily operate on token-level representations and inputs.
While effective, such models are computationally expensive, prone to hallucination, and
often ill-suited for environments where interpretability, robustness, and verifiability are criti-
cal [208,209]. In contrast, as described in Chapter 2.3, smaller task-specific models based on
RNNs, GNNs, LSTMs, and tree-based architectures remain widely used due to their lower
computational cost, reduced privacy risks, and compatibility with verification workflows.
These non-transformer architectures have been the subject of interpretability research for
much longer, making their internal representations more studied and their behavior more an-
alyzable [210,211]. However, even in these settings, where a non-transformer-based model is
trained on structured representations like ASTs or CFGs, it is unclear whether these models
truly learn syntax-relevant abstractions or merely memorize compressed patterns. Without
methods to probe what these models internalize, it remains difficult to make informed deci-
sions about representation design, model capacity, or reliability, especially in SE tasks with
strict correctness requirements.

This chapter proposes a novel probing framework, DeepCodeProbe, to address these chal-
lenges for ML models trained on syntactic representations of code. By adapting and ex-
tending probing techniques originally developed in NLP, we construct a probing framework
that can assess whether models trained on structured representations actually retain syntac-
tic properties in their internal embeddings. Unlike existing probing methods that assume
transformer-based architectures or token-level input (see Chapter 3.1), DeepCodeProbe is de-
signed to work with smaller, task-specific models trained on explicit syntax structures like
ASTs or CFGs. By using DeepCodeProbe on eight ML models trained on syntactic represen-
tations of code for five different SE objectives, we demonstrate that: (1) Models can achieve
strong task performance without fully capturing programming language syntax, challenging
common assumptions about what models need to learn. (2) High-quality structured repre-
sentations like ASTs and CFGs enable reliable performance by inherently encoding important
code properties, reducing the burden on models to learn these properties independently. (3)
Well-chosen representations can be more important than model complexity for achieving re-
liable performance, highlighting new perspectives on the trade-offs in ML system design for
software engineering.

To structure the study in this chapter, we define three RQs:
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RQa1: How can we assess the quality of different code representations in preserving essential
syntactic properties for ML-based software engineering tasks?

To answer this question, we introduce DeepCodeProbe, a probing framework for evalu-
ating whether models trained on structured representations like ASTs and CFGs retain
syntactic information. To ensure its reliability, we validate both the data representa-
tions and the extracted embeddings, confirming that syntactic structure is preserved
and encoded in the models’ latent space.

RQa2: How do different representation choices affect the quality of learned features and task-
specific requirements in ML models?

To answer this question, we use DeepCodeProbe to compare how various code represen-
tations influence what models learn. Our analysis shows that structured representations
help models focus on task-relevant features, while less expressive formats lead to weaker,
less reliable abstractions.

RQa3: How does model capacity affect the quality of representation and the underlying down-
stream task?

To answer this question, we probe models of varying capacities trained on the same
representations to study how capacity correlates with representation quality. We find
that while scaling improves syntax retention to a point, well-chosen representations are
often more impactful than increased size, especially for maintaining generalization.

4.2 Methodology

In this section, we describe the methodology we followed to answer our RQs. For RQa1, we
first describe AST-Probe, which DeepCodeProbe is based on. Next, we describe our probing
approach, DeepCodeProbe, and describe our validation methodology.

4.2.1 AST-Probe

AST-Probe is designed to explore the latent space of LLMs and identify the subspace that
encapsulates the syntactic information of programming languages [212]. AST-Probe consists
of the following steps: the AST of an input code snippet is constructed and transformed into
a binary tree. Next, the binary tree is represented as a tuple of ⟨d, c, u⟩ vectors. It must
be noted that the transformation from AST to binary tree, and from binary tree to ⟨d, c, u⟩
is bi-directional, meaning that by having the ⟨d, c, u⟩ tuple, one can reconstruct the AST of
the input code. Since the AST constructed from a code snippet is syntactically valid (i.e.,
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AST can only be constructed if code is syntactically correct), predicting the ⟨d, c, u⟩ tuple
from the representations extracted from the hidden layers of the model, given a code snippet
as input, indicates that the model is capable of representing the syntax of the programming
language in its latent space.

(a) An example of a
Python script

Module

FunctionDef Expr

Expr Call

Call Name Constant Constant

AssignArguments

ArgArg Name BinOp

Store Name NameAdd NameName

Load

(b) The AST constructed for the script

Figure 4.1 An example of a Python script and its corresponding AST.

Figure 4.1b displays the AST extracted from a Python code snippet in Figure 4.1a. The
⟨d, c, u⟩ tuple is constructed by parsing the binary tree. In this tuple, d contains the structural
information of the AST while c and u encode the labeling information. Algorithm 1 describes
the construction of the ⟨d, c, u⟩tuple in detail.

After constructing the ⟨d, c, u⟩ of an input code snippet I, the embeddings of the model M

for the code are extracted from different layers. Suppose that model M has n layers: l1, ..., ln.
We denote the output of the lth layer for input I as M(I)l with l being any layer between the
second and the layer preceding the final layer (i.e., 2 < l < n−1). After extracting M(I)l for
an input code, the hidden representations are projected into a syntactic subspace S, and the
probe is tasked with predicting the ⟨d, c, u⟩ from this projection. This process is repeated for
all layers and all the code samples in the training data. If, for a given dataset of codes, the
⟨d, c, u⟩ tuples can be predicted by the probe with high accuracy, it indicates that the model
is capable of representing the syntax of the programming language in its latent space.

4.2.2 DeepCodeProbe

As described in Chapter 2.4, probing is used in NLP to gain an understanding of what the
model learns from its training data and analyze how the model makes a decision based on
each input [102]. Furthermore, probing can also be used as an interpretability approach to
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Algorithm 1 Constructing the ⟨d, c, u⟩ tuple for AST-Probe [212]
1: procedure TREE2TUPLE(node)
2: if node is leaf then
3: d← []
4: c← []
5: h← 0
6: if node has unary label then
7: u← [node.unary_label]
8: else
9: u← θ

10: end if
11: else
12: l, r ← children of node
13: dl, cl, hl ← TREE2TUPLE(l)
14: dr, cr, hr ← TREE2TUPLE(r)
15: h← max(hl, hr) + 1
16: d← d + [h] + dl + dr

17: c← c + [node.label] + cl + cr

18: u← u + ul + ur

19: end if
20: return d, c, u, h
21: end procedure

validate whether the model learns representations from the data required for solving the task
at hand [96]. As we explain in detail in Chapter 3.1, previous works [156–158,212] have used
probing in order to explore the ability of LLMs to encode syntactic patterns of programming
languages based on token-level representations within their latent spaces.

In this work, we are interested in DL models that are not as large as LLMs (i.e., language
models trained on code that do not have hundreds of millions or billions of parameters) and
focus on smaller models that are trained on explicit syntactic code structures (e.g., ASTs
or CFGs) instead of raw code tokens. Our proposed approach is probing such models on
their capability of representing the syntax of the programming languages in their latent
space. However, most existing probing approaches are designed for large models and rely on
high-dimensional embeddings derived from token-based transformer models. These methods
assume properties such as architecture and input formats that do not generalize to smaller
models trained on structured syntactic representations. Therefore, existing probing data
representations tailored to token sequences cannot be directly applied to models trained on
syntactic input. In order to address this gap, we base our approach, DeepCodeProbe, on
AST-Probe [212], as described in Section 4.2.1, and introduce a novel data representation
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tailored for probing models trained on structured syntactic inputs.

Feature Representation and Embedding Extraction

By basing our probing approach on the same principles of AST-Probe, we first extract a
syntactically valid representation from the input code and construct a corresponding ⟨d, c, u⟩
tuple from it. However, unlike AST-Probe, in our approach, we do not derive the ⟨d, c, u⟩
tuple from the binary tree and instead build it directly from either the AST or the CFG
extracted from the input code. We frame our probing approach as such since the binary
tree of an AST or CFG would be very large and therefore, a ⟨d, c, u⟩ tuple constructed from
it would be extremely high-dimensional. Since we are interested in models that are much
smaller than LLMs and trained for specific downstream tasks, probing these models for such
high-dimensional representations will result in sparse representations of vectors (e.g., deriving
a representation with 4,000+ features from an input with only 128 features). This sparsity
would make the probe extremely sensitive to noise [11]. Given that the probe’s capacity
should be kept as small as possible (i.e. the probe should have significantly fewer parameters
than the model being probed) [97,102,212], such sparse representations of vectors will result
in non-convergence because of the accumulation of small effects of noise in high dimensional
data [213,214]. Therefore, we define the ⟨d, c, u⟩ tuple construction from the AST or CFG of
a given code as follows:

• d: The position of each node in the AST/CFG in sequential order level by level
(breadth-wise) from left to right, as shown in Figure 4.2.

• c: Position of the children of each node in sequential order for ASTs and the connections
between each node in CFG.

• u: Vector representation of each node in the AST/CFG extracted from the model’s
data processing approach.

Algorithm 2 describes an overview of our probing approach. Similar to AST-Probe, ex-
tracting the ⟨d, c, u⟩ tuple from an AST/CFG is bi-directional, meaning that the ⟨d, c, u⟩
tuple extracted from the AST/CFG of a code can be used to reconstruct the corresponding
AST/CFG. As this conversion is bi-directional, we infer that if the probe can predict the
⟨d, c, u⟩ tuple from the embedding extracted from a model, then the model is capable of rep-
resenting the syntax of the programming language in its latent space. In the same manner,
we consider low performance on predicting the ⟨d, c, u⟩ tuple, as the model’s incapability to
represent the syntax of the programming language in its latent space [101,212].
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Module

FunctionDef Expr
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Figure 4.2 Annotated AST

Figure 4.2 displays the annotated AST that is used for ⟨d, c, u⟩ tuple construction (the code
snippet is shown in Figure 4.1a and the constructed AST in Figure 4.1b). The red circles
above each node indicate the assigned index with the indexing being done level by level
(breadth-wise) from left to right. Following this running example, Listing 1 displays the
constructed ⟨d, c, u⟩ tuple which will be used for probing the model.

Validating DeepCodeProbe

To ensure the reliability and accuracy of our probing task, we validate our proposed approach
through the following three stages:

• Validation of the data representation method: We validate that the ⟨d, c, u⟩ tuple con-
structed for each AST/CFG contains information on the programming language’s syn-
tax.

• Validation of the extracted embeddings: We validate that the embeddings extracted
from the model contain enough distinctive information from the input. This is crucial to
ensure that embeddings extracted from the model, for codes with dissimilar ASTs/CFGs
are distinctly different from those extracted for codes with similar ASTs/CFGs.

• Validation of the embedded information: We validate that the models under study
learn a relevant representation from their training data for the task for which they
have been trained. This is crucial to ensure that the models under study have not
simply memorized their training data.
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Algorithm 2 DeepCodeProbe
Require: Input code script SCRIPT
Ensure: Extracted DCU tuple DCU

1: procedure ExtractDCU(SCRIPT)
2: if MODEL_INPUT_TYPE = AST then
3: tree← ConstructAST(SCRIPT)
4: else if MODEL_INPUT_TYPE = CFG then
5: tree← ConstructCFG(SCRIPT)
6: end if
7: function Tree2Tuple(tree)
8: d, c, u← Extract node positions, child indices, and node features from tree
9: return (d, c, u)

10: end function
11: DCU← Tree2Tuple(tree)
12: return DCU
13: end procedure
Require: Trained model M , training data TRAINING_DATA
Ensure: Probing results PROBING_RESULTS
14: procedure ProbeModel(M , TRAINING_DATA)
15: Probe← InitializeProbe()
16: PROBING_RESULTS← Empty list
17: for code ∈ TRAINING_DATA do
18: DCU← ExtractDCU(code)
19: embeddings←M(code)
20: Predicted_DCU← Probe(embeddings)
21: (accuracyd, accuracyc, accuracyu)← Compare(DCU, Predicted_DCU)
22: Append (accuracyd, accuracyc, accuracyu) to PROBING_RESULTS
23: end for
24: return PROBING_RESULTS
25: end procedure

This three-step validation process is necessary because if the data representation approach
or the extracted embeddings do not contain the information for which the model is being
probed for, the results of the probing process will be invalid since we would be probing the
models for information that is not available in their latent space. Furthermore, if a model’s
embeddings do not change to reflect the task for which it has been trained (before and after
training), these embeddings cannot be used for probing, since they would not contain enough
information. In the following, we explain each of the aforementioned validation stages in more
detail.

Validating Data Representation

DeepCodeProbe is designed for probing models that use syntactically valid constructs derived
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d = [ 1, 2, 3, 4, 5, 6, ....., 22 ]
c = [

(2, 3) # children of node 1.
(4, 5, 6) # children of node 2,
(7) # children of node 3,
(8, 9) # children of node 4,
.......

]
u = [

1 #Label of the ''Module'' node according to the model under study,
54, #Label of the ''FunctionDef'' node according to the model under study,
32, #Label of the ''Expr'' node according to the model under study,
......

]

Listing 1: ⟨d, c, u⟩ tuple example for AST probing.

from code to accomplish their task. As detailed in Section 4.2.2, we construct a ⟨d, c, u⟩ tuple
for each code snippet with the d and c tuples being derived directly from the AST/CFG of the
code, and the u tuple being extracted from the model under study’s own internal encoding
process. Previous works have shown that AST/CFG representations of code can be used
to detect similarity between codes, as code clones of Types 1, 2, and weakly Type 3 have
similar AST/CFG structures [215–218]. Given this, and considering how ⟨d, c, u⟩ tuples are
constructed, a valid representation should preserve these similarity patterns. Specifically, the
⟨d, c, u⟩ tuples from clones should be similar to one another, while tuples from non-clones
code should be dissimilar in comparison. Given that the d and c components directly encode
syntactic information from the code’s AST/CFG, these structural differences between code
snippets should be explicitly captured as well. The u component, extracted from the model
under study’s data processing approach (as shown in Listing 1), should align with these
patterns, as it is trained on AST/CFG inputs and each u label corresponds to elements in d

and c.

Algorithm 3 details the process of constructing and validating ⟨d, c, u⟩ tuples. Specifically,
we measure the cosine similarity between ⟨d, c, u⟩ tuples of clone and non-clone pairs. If
our representation is valid, clone pairs should have significantly higher similarity scores in
comparison to non-clone pairs. Importantly, as the d and c components are derived directly
from the AST/CFG, they are invariant across models. That is, given a code snippet, its d

and c values remain fixed regardless of the model under study. Only the u component, which
captures model-specific embeddings, varies between models. This ensures that the structural
integrity of the code is consistently encoded via d and c, while u reflects how different mod-
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Algorithm 3 Creating and Validating ⟨d, c, u⟩ Tuples
Require: A set of code snippets S and a model under study M
Ensure: Similarity scores between ⟨d, c, u⟩tuples for clone and non-clone code pairs

1: procedure BuildAndValidateDCUTuples(S, M)
2: Initialize empty dictionaries: DCU_Tuples, SimilarityScores
3: function ExtractDC(code)
4: ast/cfg ← Parse code into AST/CFG
5: return Tree2Tuple(ast/cfg).{d, c} ▷ As defined in Algorithm 4 and 5 for M
6: end function
7: function ExtractU(code, M)
8: modelInput← Preprocess code as required by M
9: ULabels← Pass modelInput through M ’s embedding layer

10: return Labels for each node in AST/CFG
11: end function
12: for code ∈ S do
13: (d, c)← ExtractDC(code)
14: u← ExtractU(code, M)
15: DCU_Tuples[code]← {d : d, c : c, u : u}
16: end for
17: function CosineSimilarity(vec1, vec2)
18: return vec1·vec2

∥vec1∥∥vec2∥
19: end function
20: for all (codeA, codeB) in ClonePairs ∪ NonClonePairs do
21: (dA, cA, uA)← DCU_Tuples[codeA]
22: (dB, cB, uB)← DCU_Tuples[codeB]
23: similarityd ← CosineSimilarity(dA, dB)
24: similarityc ← CosineSimilarity(cA, cB)
25: similarityu ← CosineSimilarity(uA, uB)
26: SimilarityScores[(codeA, codeB)]← (similarityd, similarityc, similarityu)
27: end for
28: return SimilarityScores
29: end procedure

els interpret and represent these structures. Given that our ⟨d, c, u⟩ tuple conversions are
bidirectional (i.e., the original AST/CFG can be reconstructed from them), this validation
approach also ensures that our representation preserves both structural consistency through
d and c tuples and model-learned semantics through the u tuples.

Validating The Extracted Embeddings

Previous works have shown that semantic similarity between data points is reflected in em-
bedding proximity in DL models (i.e. if two inputs are similar, then their representations
in the model’s latent space are similar) [219, 220]. Therefore, in order to validate the ex-
tracted embeddings we follow a similar approach to validating the data representation. In
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this step, instead of comparing the similarity of ⟨d, c, u⟩ tuples, we compare the similarity of
the extracted embeddings. We use the same code clone pairs constructed for validating the
data representation. As such, we input code clone and non-clone pairs to each model and
extract the corresponding embeddings for each input. Afterward, we use cosine similarity to
measure the distance of the model’s embeddings between code clones and non-clones. Given
that the models under study are trained on syntactically valid representations of code, then
regardless of the task that they are trained for, we expect that the extracted embeddings
for code tuples that are syntactically similar to be similar to each other compared to code
tuples that are not. In other words, the cosine similarity for the embedding of similar codes
should be significantly higher than the cosine similarity of dissimilar codes for the extracted
embeddings to be valid.

Validating The Embedded Information

In probing literature, it is standard to show that the probe itself is incapable of learning
representations from the extracted embeddings and instead only exposes information that
already exists within the model’s latent space [97, 156, 212]. This is done by training the
probe on embeddings extracted from randomly initialized versions of the model (i.e. models
before training) and embeddings extracted from the model after it has been trained. If
there exists a significant difference in the probe’s performance in predicting the property of
interest, then it is assumed that the probe is incapable of learning representations from the
embeddings itself [101–103,212]. In our context, where we are probing small models trained
on syntactic representations of code, we need to ensure that the probe’s validity does not rely
on the models’ capacity to learn syntax. To address this, we propose an alternative validation
method focusing on the similarity of embeddings for code clones, regardless of the models’
syntax learning capacity. Given that the models are trained on syntactic representations
of code, we extract embeddings for code clone tuples from both the trained and randomly
initialized versions of the models. We then compare the cosine similarity scores for code
clones from the trained model against those from the randomly initialized model. Higher
similarity scores for the trained model would suggest that the model has learned some form
of meaningful representations, even if not explicitly syntactic. Next, we train the probe
on these embeddings and assess its performance. A significant difference in the probe’s
performance between embeddings from the trained and randomly initialized models would
indicate that the probe is uncovering the existing structure in the embeddings rather than
learning it during the probing process.

This comprehensive validation methodology ensures that our probe operates on reliable data
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representations and embeddings. By validating the data representation, we confirm that our
⟨d, c, u⟩ tuples accurately capture the syntactic structures of codes. Through validating the
extracted embeddings, we ensure that the models reflect meaningful semantic similarities.
Finally, by validating the probe, we establish that it exposes the pre-existing information
within the model’s latent space without learning representations itself. These steps collec-
tively validate the data representation and the probing approach, allowing us to analyze and
draw conclusions about the models’ capabilities in learning the syntactic properties of code.

4.3 Experimental Design

This section outlines the models included in our study and details the construction of the
probing dataset for each model. To that end, we remind our RQs and their objectives:

RQa1: How can we assess the quality of different code representations in preserving essential
syntactic properties for ML-based software engineering tasks?

To answer this question, we introduce DeepCodeProbe, a probing framework for evalu-
ating whether models trained on structured representations like ASTs and CFGs retain
syntactic information. To ensure its reliability, we validate both the data representa-
tions and the extracted embeddings, confirming that syntactic structure is preserved
and encoded in the models’ latent space.

RQa2: How do different representation choices affect the quality of learned features and task-
specific requirements in ML models?

To answer this question, we use DeepCodeProbe to compare how various code represen-
tations influence what models learn. Our analysis shows that structured representations
help models focus on task-relevant features, while less expressive formats lead to weaker,
less reliable abstractions.

RQa3: How does model capacity affect the quality of representation and the underlying down-
stream task?

To answer this question, we probe models of varying capacities trained on the same
representations to study how capacity correlates with representation quality. We find
that while scaling improves syntax retention to a point, well-chosen representations are
often more impactful than increased size, especially for maintaining generalization.

We detail the models under study in Section 4.3.1 alongside the probing dataset construction
for each model in Section 4.3.2. Next, we describe the design of the probes used in our analyses
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for RQa1 and RQa2 in Section 4.3.3. Finally, we present the methodology for scaling each
model’s capacity to support our analysis in RQa3 in Section 4.3.4.

4.3.1 Models Under Study

In this work, we are interested in models trained on code for software engineering tasks. As
such, to answer our RQs, we select five tasks in software engineering for which learning the
syntax of the programming language is considered to be important: code clone detection, code
summarization, automated program repair, code representation learning, and type inference
prediction. For each of these tasks, we select models based on the following criteria:

• They are not large models (i.e., they have below 100 million trainable parameters.)

• They are trained on syntactically valid representations of code, such as ASTs or CFGs,
rather than raw code or code artifacts as text.

• They demonstrate high performance on benchmarks specifically designed for the tasks
they have been trained for.

Considering the criteria defined above, we select the following models to assess our probing
approach, DeepCodeProbe:

AST-NN

Zhang et. al. [1] proposed AST-NN as a novel approach for representing the AST extracted
from code as inputs for DL models. In their approach, they break down the AST into
Statement Trees (ST) to address the issues of token limitations and long-term dependencies
in DL models, which arise from the large size of ASTs. This process involves a preorder
traversal of the AST to identify and separate statement nodes defined by the programming
language. For nested statements, statement headers and included statements are split to form
individual statement trees. These trees, which may have multiple children (i.e., multi-way
trees), represent the lexical and syntactical structure of individual statements, excluding sub-
statements that belong to nested structures within the statement. This process reduces an
AST into multiple smaller STs. Additionally, AST-NN employs a Word2Vec model [221], to
encode the labeling information for each node in the AST by learning vector representations
of words from their context in a corpus.

In AST-NN, the input code is broken down into STs to be used for two tasks, namely, source
code classification and CCD. In this task, the STs extracted from two pieces of code are used
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Figure 4.3 Model architecture for AST-NN [1]

as inputs for a DNN comprising an encoding layer, a recurrent layer, and a pooling layer.
Figure 4.3 provides an overview of the AST-NN model architecture. The output of the repre-
sentation layer is a binary value indicating whether two input codes are clones. The authors
of AST-NN reported state-of-the-art clone detection results on the BigCloneBench [222] and
OJClone [223] datasets for C and Java programming languages using their proposed approach.

FuncGNN

Similar to AST-NN, Nair et. al. [2] proposed FuncGNN, a graph neural network that predicts
the Graph Edit Distance (GED) between the CFGs of two code snippets to identify clone
pairs. FuncGNN, as presented in Figure 4.4, operates by extracting CFGs from input code
snippets and utilizing a statement-level tokenization approach, which distinguishes it from
the word-level tokenization used by other models under study, such as AST-NN, Summa-
rizationTF, and CodeSumDRL. The core assumption of FuncGNN is that code clone pairs
will exhibit a lower GED compared to non-clone pairs, leveraging this metric to determine
whether two code samples are clones.

FuncGNN’s methodology combines a top-down approach for embedding the global graph
information with a bottom-up one for atomic-level node comparison to catch similarities
between operations. The top-down approach generates an embedding that captures the
overall structure and control flow of a CFG by incorporating an attention mechanism to find
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Figure 4.4 Model architecture for FuncGNN [2]

nodes in the CFG that have high semantic similarity. On the other hand, the bottom-up
approach focuses on the comparison of node-level similarities within the CFGs to capture
the similarities in program operations. By incorporating both approaches, FuncGNN predicts
the GED between two input CFGs.

SummarizationTF

The approach proposed by Shido et al. [3] extends the Tree-LSTM model [224] to handle
source code summarization more effectively by introducing the Multi-way Tree-LSTM. This
extension allows the model to process ASTs that have nodes with an arbitrary number of
ordered children, which is a common feature in source code. In this approach, the AST of
an input code is extracted, and then each node in the AST is represented by a vector of
fixed dimensions. These vectors are then used as input to the Multi-way Tree-LSTM, and
an LSTM decoder is then used to generate natural language summaries. Figure 4.5 presents
an overview of SummarizationTF’s operation.

CodeSumDRL

Wan et. al. [4] proposed an approach for source code summarization based on deep rein-
forcement learning. Their proposed approach integrates the AST structure and sequential
content of code snippets as inputs to an actor-critic architecture as presented in Figure 4.6.
The actor-network suggests the next best word to summarize the code based on the current
state, providing local guidance, while the critic-network assesses the possibility of occurrence
of all possible next states. Initially, both networks are pre-trained using supervised learning
(i.e., code and documentation tuples), using cross-entropy and mean square as loss func-
tions, for the actor and the critic, respectively. Afterward, both networks are further trained
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Figure 4.5 Model architecture for SummarizationTF [3]

through policy gradient methods using the BLEU metric as the advantage reward to improve
the model’s performance.

Figure 4.6 Model architecture for CodeSumDRL [4]

To train the model, code is represented in a hybrid manner in two levels: lexical level (code
comments) and syntactic level (code ASTs) [4]. An LSTM is used to convert the natural
language comments, and a separate Tree-based-RNN is used to represent the code ASTs.
The output of these two layers is then used to represent the input code alongside its comment
for training the actor and critic.

DEAR

Li et al. [5] proposed DEAR as a novel DL-based approach for APR, in order to address the
limitations of existing models that fix only one statement at a time. DEAR targets bugs
that require dependent edits across multiple statements and code hunks. To facilitate this,
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DEAR uses a hybrid fault localization process that combines Spectrum-Based Fault Localiza-
tion (SBFL), a fine-tuned BERT model for identifying fix-together relationships among code
hunks, and data flow analysis to expand candidate statements into multi-statement buggy
hunks. DEAR leverages AST transformations learned from (bug, fix) pairs, allowing it to
model fine-grained edits at the sub-tree level. These sub-tree mappings are then used for
learning structured code transformations across distributed and dependent repair locations
throughout the code.
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Figure 4.7 Model architecture for DEAR’s tree transformation pipeline. VS and V ′
S are

summarized vectors learned during the context learning phase [5].

DEAR’s architecture uses two tree-based LSTM layers [19], an attention mechanism, and
cycle training as presented in Figure 4.7. The first layer encodes each buggy AST sub-tree
within the context of the fixed versions of surrounding buggy sub-trees, ensuring that the
model learns fixes in a semantically correct manner. The second layer then learns how to
map each buggy sub-tree to its fixed counterpart. During training, the ASTs are preprocessed
using GloVe embeddings [225] and TreeCaps summarization [226] to create vectorized repre-
sentations, while CPatMiner [227] is used to extract fine-grained sub-tree mappings between
buggy and fixed code.

Recoder

Similar to DEAR, Zhu et al. [6] proposed Recoder, a DL-based approach for APR that
introduces a syntax-guided edit decoder to generate edits to the input code rather than
generate the entire repaired patch by generating a sequence of AST-level modifications instead
of entire repair statements. Since Recoder generates modifications to the ASTs, it addresses
the challenge of generating syntactically invalid edits to the input code. Furthermore, by
defining edits as structured operations (e.g., insertions or sub-tree modifications) where each
operation conforms to the grammar of the programming language, Recoder addresses the
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problem of generating small edits. The edit generation process is conditioned on both the
faulty code and its context, allowing Recoder to make fine-grained, context-aware decisions
at each expansion step. The model architecture builds on a tree-based Transformer [228],
which allows for joint encoding of the buggy statement, its method-level context, and the
evolving edit structure as shown in Figure 4.8.
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Figure 4.8 Model architecture for Recoder [6]

InferCode

Bui et al. [7] proposed InferCode as a self-supervised approach for learning code repre-
sentations using ASTs. In order to learn code representations from ASTs, InferCode uses
an approach similar to Doc2Vec [229]. Specifically, the AST of a code snippet is treated
as a “document" and the sub-trees extracted from the AST (with roots like expr_stmt,
decl_stmt, expr, and condition) are treated as “words" for prediction. Afterwards, to gener-
ate code embeddings, InferCode uses a modified Tree-Based Convolutional Neural Network
(TBCNN) [223], by including both token and type information in node embeddings and
replacing max-pooling with an attention mechanism for node aggregation. The model then
learns to predict the presence of sub-trees given the AST encoding, effectively capturing both
syntactic and semantic patterns. Afterwards, the encoder can produce vector representations
for any syntactically valid code snippet and be used in downstream tasks such as clone de-
tection, clustering, cross-language code search, and supervised fine-tuning for tasks like code
classification and method name prediction.

Type4Py

Mir et al. [8] introduced Type4Py for type inference prediction in Python. Instead of defining
type prediction as a classification task over a fixed vocabulary, Type4Py formulates it as a
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metric learning problem. Type4py’s architecture, as presented in Figure 4.10, consists of
two LSTMs. One LSTM separately encodes identifier tokens, and the other encodes code
context. The outputs of these layers’ vector representations are then concatenated with a
sparse binary vector of visible type hints (i.e., user-defined or imported types visible in the
module) and passed through a linear layer to produce an embedding in a high-dimensional
type space. The model is trained with triplet loss to enforce that embeddings of semantically
similar types are close, while dissimilar types are distant. Once the model is trained, for
predicting the type of a variable or argument, Type4Py performs a k-nearest neighbor search
in the learned type space to predict the input’s type.
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AST

Figure 4.10 Model architecture for Type4Py [8]

For each of the models described above we use the code and data in the replication packages
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provided by the authors and train the models from scratch to replicate the results of the
original studies if the trained models were not provided [1–8]. It should be noted that for
each model, we do not modify the codes or the data in the replication packages, and in cases
where it was required (e.g., deprecated libraries, syntax errors in the code, etc.), we kept our
modifications as minimal as possible. We provide the source code of each model alongside
our probing approach in our replication package [230].

4.3.2 Dataset Construction for Each Model

After training models and replicating the results of the original studies where a trained
instance of the model was not available, we use the same data that was used in the original
works as input to the models and at the same time extract the AST/CFG from each input
and construct the ⟨d, c, u⟩ tuple which was explained in Section 4.2.2. Afterward, we extract
the intermediate outputs of the model for the given input and train the probe to predict
the constructed ⟨d, c, u⟩ tuple from the extracted embeddings. It is important to note that
the chosen models contain multiple hidden layers. Therefore, for each model, we extract the
embeddings from the layers that provide the most information-rich representations learned
by the model, as follows:

• AST-NN: The AST-NN model architecture, as shown in Figure 4.3, consists of three
main components: an encoding layer, a recurrent layer, and a pooling layer. The
encoding layer first converts the input STs as described in Section 4.3.1 into numerical
representations suitable for the model. These encoded inputs are then processed by the
recurrent layer. The outputs of the recurrent layer are subsequently passed through
the pooling layer, which aggregates the representations and produces a fixed-size vector
encoding of the entire input STs. For probing, we extract the embeddings from both
the recurrent and the pooling layers.

• FuncGNN: The FuncGNN model architecture, as illustrated in Figure 4.4, consists of
several components: a graph convolution layer, an attention mask mechanism, and a
ReLU activation function. The graph convolution layer learns representations by cap-
turing the structural information from the input CFGs. These learned representations
are then passed through the attention mask, which assigns importance weights to dif-
ferent parts of the outputs of the graph convolution layer. Finally, a ReLU activation
function is applied to the attention-weighted representations, and a sigmoid activation
yields a binary output indicating whether the two input CFGs are code clones or not.
For probing, we extract the embeddings from the output of the graph convolution layer.
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• SummarizationTF: As displayed in Figure 4.5, the SummarizationTF model follows an
encoder-decoder architecture. The encoder component processes the AST generated
from a code snippet and generates a contextualized representation from it. The outputs
of the encoder layer are used as input to the decoder layer to generate summaries from
the input AST. For probing, we extract the embeddings from the outputs of the encoder
component.

• CodeSumDRL: The CodeSumDRL model employs a dual-encoder architecture as dis-
played in Figure 4.6, where separate LSTM layers are used to encode the input code
snippet and the associated comments. The outputs of these LSTM layers are then
passed as inputs to an encoder layer. For probing, we extract the embeddings from the
outputs of the encoder layer.

• DEAR: As displayed in Figure 4.7, the DEAR model is comprised of two tree-based
LSTM layers and a fully connected dense layer. In order to generate repairs, the
processed AST and its corresponding GloVe code embeddings are used as inputs for
the first LSTM layer, the output of which is used as inputs for the second LSTM layer.
The outputs of the second LSTM layer are then fed to the dense layer in order to produce
the fixed sub-trees for the faulty inputs. For probing, we extract the embeddings from
the output of the second LSTM layer.

• Recoder: The Recoder model architecture, as displayed in Figure 4.8, is comprised of
four components. In order to generate repairs, the code reader component takes the
faulty statements and the relative context (methods connected to this statement in
the AST) as inputs to encode the information. The outputs of the code reader are
used as inputs for the AST reader component which encodes the partial ASTs that
were generated for the edits. The tree path reader takes the outputs of both of the
previous components as input in order to encode a path from the root node to a non-
terminal node. Finally, the outputs of this component are then used as input to the
edit decoder to produce a probability of each choice for expanding the non-terminal
node in the relative context used for inputs to the code reader. For probing, we extract
the embeddings from the edit decoder before the final dense layer.

• InferCode: The InferCode model architecture, as displayed in Figure 4.9, is comprised
of a TBCNN layer and a subsequent dense layer. Given that InferCode is proposed as
a code encoding approach, for probing, we extract the embeddings from InferCode’s
outputs directly.
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• Type4Py: As displayed in Figure 4.10, Type4Py’s model architecture is comprised of
two LSTMs and a single fully connected dense layer. Type4Py uses the token embed-
dings generated from the code’s AST as inputs to the identifier LSTM and the code
LSTM, the outputs of which are concatenated and then used as inputs for the dense
layer for determining the type of the input. Therefore, for probing, we extract the em-
beddings from the concatenated vector representations generated by the two LSTMs
before being used as inputs to the dense layer.

The rationale behind selecting these specific layers is that they are expected to capture
the most informative and high-level representations of the input data, as they are the final
representations before subsequent transformations or output generations. After extracting
the embeddings, the dataset used for training DeepCodeProbe for each model consists of
(embeddings, ⟨d, c, u⟩) tuples from the inputs given to each model. We outline the detailed
dataset construction for each of the models under study as follows.

AST-NN

Algorithm 4 presents how we construct the ⟨d, c, u⟩ tuples for probing AST-NN using Deep-
CodeProbe. Note that to represent the labels of each node, we use the same Word2Vec model
that is used by AST-NN to convert the labels into numerical representations (i.e., indexes)
as described in Section 4.3.1. We probe this model on its capability to represent the syntax
of both C and Java programming languages. We also adopt the same preprocessing approach
as AST-NN to convert the inputs from code to STs. Afterward, for each ST, we construct
the ⟨d, c, u⟩ tuple to be used for training the probe.

FuncGNN

Algorithm 5 presents an overview of the ⟨d, c, u⟩ tuple construction for FuncGNN in Deep-
CodeProbe. The training data for FuncGNN is already pre-processed from code into CFGs
using Soot1, a framework that is used to transform Java bytecode into an intermediate repre-
sentation for analysis, visualization, and optimization. In this format, each node represents
a line in the program, and the edges between the nodes indicate the control flow between
each node. For constructing the ⟨d, c, u⟩ tuple, we traverse the CFG and use the depth,
connections, and labels of each node to represent it in a numerical vector for training and
evaluating the probe.

1https://github.com/Sable/soot
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Algorithm 4 Generating ⟨d, c, u⟩ Tuples from STs
Require: An Abstract Syntax Tree (AST) tree
Ensure: Dictionary containing depth (D), child indices (C), and unary label (U) tuples for ST

blocks
1: procedure Tree2Tuple(tree)
2: word2V ecEmbeddings← Load appropriate Word2Vec model based on language
3: maxTokenIndex← Number of vectors in word2V ecEmbeddings
4: vocab← word2V ecEmbeddings
5: function ConvertNodeToIndex(node)
6: tokenIndex← Index of node.token in vocab or maxTokenIndex if not found
7: childIndices← Empty list
8: for child in node.children do
9: childIndices.append(ConvertNodeToIndex(child))

10: end for
11: return [tokenIndex] + childIndices
12: end function
13: function Tree2Index(rootNode)
14: blocks← Extract ST blocks from AST starting from rootNode
15: sequenceInfo← Initialize empty dictionary for block info
16: for i = 0 to length(blocks)− 1 do
17: block ← blocks[i]
18: blockTokenIndex← Index of block.token in vocab or maxTokenIndex
19: blockChildrenIndices← ConvertNodeToIndex(block)
20: sequenceInfo[i].d← i + 1
21: sequenceInfo[i].c← Flatten blockChildrenIndices excluding the first element
22: sequenceInfo[i].u← blockTokenIndex
23: end for
24: D ← Extract d values from sequenceInfo for all blocks
25: C ← Extract c values from sequenceInfo for all blocks
26: U ← Extract u values from sequenceInfo for all blocks
27: return {d : D, c : C, u : U}
28: end function
29: return Tree2Index(tree.root)
30: end procedure
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Algorithm 5 Generating ⟨d, c, u⟩ Tuples from CFGs
Require: Code graphs represented as lists of edges and node labels
Ensure: Tuples representing depth (D), connections (C), and unary label (U) for the code

graphs
1: function CFG2Tuple(codeGraphs, nodeLabelMappings)
2: for codeGraph in codeGraphs do
3: edges← codeGraph.edges
4: reverseEdges← list of edges with source and target swapped
5: edgeList← edges + reverseEdges ▷ Ensure connections in both directions
6: Convert edgeList to an appropriate data structure
7: depths← list of node depths in the graph traversal order
8: connections← edgeList
9: usages← list of node label mappings from nodeLabelMappings

10: Store (depths, connections, usages) as a tuple for the current codeGraph
11: end for
12: return list of (depths, connections, usages) tuples for all code graphs
13: end function

SummarizationTF

This model works with ASTs. Therefore, unlike AST-NN there is no need to first generate
the ASTs from code and then break them down into STs. As such, the process for generating
the ⟨d, c, u⟩ tuples is similar to that of Algorithm 4 with some modifications to the method
of parsing the trees. Algorithm 6 presents our approach in detail.

CodeSumDRL

Similar to SummarizationTF, CodeSumDRL also works with ASTs generated from code. As
such, we follow the same steps as outlined in Algorithm 6 to build the necessary ⟨d, c, u⟩
tuples for training and evaluating the probe.

DEAR

DEAR accepts ASTs as input. However, similar to AST-NN, it further breaks down ASTs
into sub-trees using CPatMiner for pre-processing. As such, to construct the ⟨d, c, u⟩ tu-
ples for DEAR, similar to AST-NN, we follow the same steps in Algorithm 4 to derive the
⟨d, c, u⟩tuples from these sub-trees, with the difference of using DEAR’s own GloVe embed-
dings instead of the Word2Vec model for extracting the u tuples.
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Algorithm 6 Generating ⟨d, c, u⟩ Tuples from ASTs
Require: Source code code
Ensure: Tuples of node positions (D), children count (C), and unary label (U) for AST processing

1: procedure Tree2Tuple(AST )
2: token2Index← Load appropriate tokenizer based on the programming language
3: maxTokenIndex← Highest index in token2Index
4: vocab← token2Index
5: function ConvertNodeToIndex(node)
6: tokenIndex← Index of node.token in vocab or maxTokenIndex if not found
7: childIndices← Empty list
8: for child in node.children do
9: childIndices.append(ConvertNodeToIndex(child))

10: end for
11: return [tokenIndex] + childIndices
12: end function
13: function AST2Index(tree)
14: nodes← Extract nodes from tree
15: sequenceInfo← Initialize empty dictionary for node info
16: for i = 0 to length(nodes)− 1 do
17: node← nodes[i]
18: nodeTokenIndex← Index of node.type in vocab or maxTokenIndex
19: nodeChildrenIndices← ConvertNodeToIndex(node)
20: sequenceInfo[i].d← Extract positions for node in AST
21: sequenceInfo[i].c← nodeChildrenIndices
22: sequenceInfo[i].u← nodeTokenIndex
23: end for
24: D ← Extract position values from sequenceInfo for all nodes
25: C ← Extract children count from sequenceInfo for all nodes
26: U ← Extract type indices from sequenceInfo for all nodes
27: return {d : D, c : C, u : U}
28: end function
29: return AST2Index(AST )
30: end procedure
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Recoder

Recoder works on ASTs generated from codes as input. As such, we follow the steps as
presented in Algorithm 6 to construct and extract the necessary ⟨d, c, u⟩ tuples used for
training and evaluating the Probe.

InferCode

As detailed in Section 4.3.1, similar to AST-NN, InferCode is proposed as a code represen-
tation learning approach with ASTs as inputs. However, in contrast to AST-NN, it works
on full ASTs. Therefore, for constructing the dataset, we follow the same steps presented in
Algorithm 6.

Type4Py

Similar to InferCode, Type4Py also works on full ASTs. As such, we use the same steps
presented in Algorithm 6 to construct and extract the ⟨d, c, u⟩ tuples for the probe’s training
and evaluation dataset.

As detailed in Section 4.2.2 and presented in Algorithm 2, our proposed approach for con-
structing the ⟨d, c, u⟩ tuples is generic and extendable to any model that is trained on syn-
tactically valid representations of code. As shown in the details of dataset construction
for each of the models under study above, the d and c tuples are directly extracted from
the AST/CFG of the input code itself, and the u tuple is extracted from the model’s em-
bedding/tokenization step during pre-processing. This makes DeepCodeProbe extendable to
other syntactically valid representations and models.

4.3.3 Probe’s Design for Each Model

As explained in Chapter 2.4, the probe should have minimal size and complexity. Following
the same conventions used in probing language models [231], the probe should not learn any
information from the data but instead, learn a transformation (i.e., projection) of the embed-
dings that exposes the information that the model learns from its training data. Therefore,
for each of the models under study, based on their capacity (i.e., number of parameters),
we experiment with probes of different sizes. To prevent the probes from learning represen-
tations from the model’s embeddings, we follow the same design approach as used in [212].
This means that each probe has a single hidden layer, and the number of units in this layer
is adjusted based on the size and architecture of the model being probed. To determine the
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number of units in the probe for each model, we use a grid search strategy with the constraint
that the number of units must not exceed the encoding size of the model under study (i.e.,
if the model’s encoding layer produces embeddings with 200 features, the probe’s number of
units must be smaller than 200). This constraint is necessary because larger probes would
have higher capacity than the model’s own encoder, potentially leading the probe to mem-
orize or overfit instead of projecting the model’s learned representations [232]. The optimal
size is selected based on the probe’s performance: probes that are too small fail to converge,
while those that are too large tend to overfit.

Probes are trained using the Adam optimizer [233] with an initial learning rate of 0.001.
If the validation loss fails to improve for 5 consecutive epochs, the learning rate is reduced
by a factor of 10 to facilitate convergence. Early stopping with a patience of 5 epochs is
applied, and the batch size for all experiments is set to 32. Probe training continues until
performance on the evaluation set fails to improve for 5 epochs or early stopping is triggered.
Using different probe sizes for each model is essential due to architectural and capacity
differences across models, as detailed in Section 4.3.1. Similarly, not fixing the number of
training epochs is important given the varying convergence speeds and dataset sizes.

Table 4.1 Probe hyperparameter search space for each model

Model Model
Hidden Dim Probe Rank Probe Hidden

Dim Range
Hidden Dim

Step Size
AST-NN 100 100 {32–100} 32
FuncGNN 512 512 {64–512} 64
SummarizationTF 512 512 {64–512} 64
CodeSumDRL 512 512 {64–512} 64
DEAR 128 128 {32–128} 32
Recoder 1024 1024 {128–1024} 128
InferCode 100 100 {32-100} 32
Type4Py 512 512 {64–512} 64

Table 4.1 presents the hyperparameter search space for each model. The “Model Hidden
Dim” column indicates the dimensionality of the original model’s learned representations.
The “Probe Rank” column specifies the size of the probe’s input projection space, which
corresponds to the extracted representation dimension. The “Probe Hidden Dim Range”
column contains the range of hidden dimensions explored during the grid search, and the
“Hidden Dim Step Size” column indicates the increment used during the sweep. We include
the code for training and evaluating the probes, alongside the full hyperparameters used for
each of the models under study, in our replication package [230].
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4.3.4 Scaling Up the Models

Kaplan et al. [234] examined the scaling laws for language models by investigating how
increasing model capacity, training data size, and training computational resources impact
training efficiency and performance. In their study, they experiment with how increasing
each and a combination of these factors affects the model’s sample efficiency, overfitting,
convergence, and overall performance on the test benchmarks. Hoffmann et al. [235] extend
their findings by highlighting a tradeoff between model capacity and dataset size under fixed
compute, showing that increasing capacity without sufficient data can harm generalization.
Furthermore, Lin et al. [236] report similar trends in models trained on code tokens with
fewer than 100 million parameters, validating that these effects persist even in smaller-scale
settings. Although these works focus on transformer-based models trained on code tokens,
we can apply the same principles to the models under study. As such, based on these scaling
principles, to address RQa3, we keep the amount of compute and the dataset size the same,
while increasing the number of models’ parameters (i.e., capacity) without changing the
models’ architecture. We have described the architecture of each of the models under study
alongside the layers from which we have extracted the embeddings in Sections 4.3.1 and 4.3.2,
respectively. To align our approach with the principles outlined by Kaplan et al. [234], we
define “scaling up” for each model in our study as increasing model capacity by expanding
the number of units within the layers responsible for generating outputs used for probing.
Specifically, our scaling strategy includes:

• AST-NN: Increasing the recurrent and pooling layers’ unit count and leaving the en-
coding layer unchanged.

• FuncGNN: We increase the number of units of the graph convolution layer without
altering the number of attention heads.

• SummarizationTF: The Multi-way Tree-LSTM’s unit count is increased, while all other
components remain the same.

• CodeSumDRL: The encoder’s unit count is increased, with no modifications to the rest
of the components.

• DEAR: The tree-based LSTM layers’ unit count is increased while leaving the dense
layer unchanged.

• InferCode: Increasing the convolution layer’s size without altering the subsequent dense
layer.



58

• Type4Py: Increasing both LSTM layers’ unit counts and leaving the dense layer un-
changed.

As described above, instead of increasing the number of units in all model components, we
only target the specific layers responsible for generating representations from the inputs.
This targeted scaling allows us to isolate the impact of increasing models’ representational
capacity on their ability to retain syntactic information. It must also be noted that even a
single increase in the size of one layer can lead to a significant increase in the total number of
the model’s learnable parameters. For example, for DEAR, increasing the hidden dimension
of the LSTM layers from 32 to 64 raises each layer’s learnable parameters from 12,416 to
33,024, more than doubling each layer’s capacity. As such, our focused scaling strategy is
both efficient and necessary for studying syntax learning behavior, given the effects of scaling
up each layer’s number of units. Furthermore, as explained in Section 4.3.1, Recoder is a
transformer-based model with already a large number of parameters (more than 90 million).
Given its results in retaining syntactic information, as we will explore in detail in Section 4.4.1,
and given that our study is focused on the effects of scale on small DL models, we do not
scale Recoder.

Finally, we do not scale models indefinitely. Instead, we increase their capacity step by step
and retrain each model until we observe clear signs of diminishing returns (i.e., validation loss
increases, or model performance degrades from the reported metrics in the original works).
At that point, further scaling is no longer required, as the model begins to diverge from its
original training objectives. This approach is consistent with prior work that investigates
the boundaries of model scaling under resource constraints. Studies by Hestness et al. [237],
Rosenfeld et al. [238], and Hernandez et al. [239] show that performance improves with model
size up to a threshold, after which further increases lead to overfitting or diminishing gains
without further increasing the amount of training data. Given that we keep the dataset
size fixed, probing such degraded models for syntactic information would be unreliable, as
their internal representations no longer reflect successful learning, and subsequent ⟨d, c, u⟩
representations would be invalid.

4.4 Results and Analysis

Before analyzing the embeddings extracted from the models to assess their capability to learn
the syntax of the programming language and answer our research question, we must first
ensure the reliability of the probing approach used to obtain those embeddings. Therefore,
to answer RQa1, we first conduct a validation of our probing approach in Section 4.4.1. Next,
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we will present the results of our analyses for RQa2 in Section 4.4.2 and RQa3 in Section 4.4.3.

4.4.1 RQa1: Assessment of Code Representations on Preserving Syntactic Prop-
erties

As described in Section 4.2.2, we evaluate DeepCodeProbe by first assessing the validity of the
⟨d, c, u⟩ tuple and the embeddings extracted from the models. As AST-NN and FuncGNN
are designed specifically for CCD, we use the same dataset provided by their authors (AST-
NN [1] and FuncGNN [2]) for the validation of DeepCodeProbe on these models. For the rest
of the models under study, the authors do not provide a CCD dataset, as these models were
proposed for different tasks. Therefore, to assess the validity of our probing approach, we
use datasets that have been used throughout the literature as CCD benchmarks, which we
detail below.

Table 4.2 presents the details of the datasets used for the validation of our data representation
approach. We use the OJClone dataset provided in [223] for validation of our ⟨d, c, u⟩ tuples
derived from C codes. It should be noted that the original dataset is mainly composed of
clones of Types 3 and 4. Given that we aim to validate the representation approach as
described in Section 4.2.2, we only select clones of Types 1 and 2 that have similar ASTs.
Similarly, we use the BigCloneBench dataset provided by [222] for our validation process
on Java. For models that are trained on Python codes, we use the CodeSearchNet dataset
provided in [240]. It should be noted that, unlike the C and Java datasets, this dataset
does not provide a fine-grained classification of clone types and instead only contains pairs
of codes that are clones of each other and pairs that are not.

Table 4.2 Breakdown of the datasets used for validation of ⟨d, c, u⟩ tuples

Dataset Programming Language Similarity Type Number of Samples Ratio of Samples (%)

OJClone C Similar 3286 39.11
Dissimilar 5114 60.87

BigCloneBench Java Similar 20809 57.23
Dissimilar 15554 42.77

CodeSearchNet Python Similar 2694311 50.0
Dissimilar 2694311 50.0

Table 4.3 presents the average cosine similarity for the ⟨d, c, u⟩ tuples for each of the models
under study. The “Programming Language” column specifies the programming language on
which the model is trained. The “Comparison criterion” denotes which subsets of the datasets
were used for the similarity comparison, with “similar” indicating comparison among code
clones and “dissimilar” indicating comparison among non-clone pairs. Finally, the “Average
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Similarity” columns show the average cosine similarity across all ⟨d, c, u⟩ tuples constructed
for each model and comparison criterion.

Table 4.3 Results of cosine similarity of ⟨d, c, u⟩ tuples for each model

Model Programming
Language

Similarity
Criterion

Average
Similarity

D (%)

Average
Similarity

C (%)

Average
Similarity

U (%)

AST-NN
C Similar 64 17 43

Dissimilar 57 12 4

Java Similar 80 50 76
Dissimilar 42 16 54

FuncGNN Java Similar 90 86 82
Dissimilar 57 36 68

SummarizationTF Java Similar 75 83 74
Dissimilar 33 60 51

CodeSumDRL Python Similar 0 28 35
Dissimilar -11 3 20

Dear Java Similar 57 11 39
Dissimilar 26 2 7

Recoder Java Similar 75 83 76
Dissimilar 33 60 48

InferCode Java Similar 75 83 67
Dissimilar 33 60 23

Type4Py Python Similar 0 28 28
Dissimilar -11 3 13

As shown by the results in Table 4.3, we can observe a significant difference in the ⟨d, c, u⟩
similarities between clone and non-clone code pairs across all models. Specifically, for AST-
NN we can observe a 7% difference in the representations of d tuples which encode node
location, a 5% difference in the representation of c tuples which encode the node’s children,
and a major difference of 39% between u tuples which encode node labeling information
which lines up with how large ASTs are broken down into smaller STs for this model [1].
For FuncGNN, we observe noticeable differences in representations constructed for CFGs,
showing a strong differentiation based on node position, connections, and labels between clone
and non-clone pairs especially across the d tuples which encode the position of each node in
the CFG and the c tuples which encode the connections between the nodes. We observe a
similar trend for SummarizationTF, especially with a difference of 43% for the d tuple, 23%
for the c tuple, and 23% for the u tuple which lines up with how ASTs of dissimilar codes
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have different structures as also described in Section 4.2.2. For CodeSumDRL, we observe
similar results as SummarizationTF in the similarities between the ⟨d, c, u⟩ tuples as well as
a similar difference of distinction between the encoded representation of the nodes’ positions
and children. For DEAR, we observe a 31% difference between the d tuples, 9% between the
c tuples, and 32% for the u tuples. As described in Section 4.3.1, similar to AST-NN, DEAR
breaks ASTs down into smaller sub-trees. The differences between these sub-trees are also
observed in our d and c tuples, with the high differences between the d tuples, which encode
each node’s positional information, and lower differences between the c tuples that encode
the node’s children information. The high difference observed in the u tuples also reflects
how DEAR encodes AST node labels using pre-trained GLoVe embeddings [5]. As detailed
in Section 4.2.2, both d and c tuples are derived directly from the ASTs. Given that we
use the same dataset to validate the data representations, and since Recoder and InferCode
work on full ASTs, their average similarity values for the d and c tuples are the same as
those observed for SummarizationTF. However, Recoder shows a 28% difference between the
u tuples of similar and dissimilar codes, while InferCode shows a 44% difference between the
same samples. Finally, for Type4Py, we observe identical similarity values for the d and c

tuples to those of CodeSumDRL, given the same underlying dataset, with a 15% difference
in the u tuples between similar and dissimilar codes.

Based on these results, we can infer that our ⟨d, c, u⟩ tuple representation, extracted from
ASTs/CFGs, holds sufficient syntactical information and can be used for probing for syntactic
information on the models under study.

With the validity of the constructed ⟨d, c, u⟩ tuples established, we proceed to assess the
validity of the information within the embeddings extracted from each model as described
in Section 4.2.2. Table 4.4 presents the results of embedding validation. Following a similar
methodology to validating the ⟨d, c, u⟩ tuples representation, we compute the average cosine
similarity across both clone and non-clone pairs. Additionally, the “Trained” column indicates
whether the embeddings were extracted from an untrained or trained instance of the model.

The analysis of data from Table 4.4 reveals a significant distinction between the embeddings
of clone and non-clone codes, regardless of the objective for which the models were trained.
Specifically, we observe that after training the models, the similarity of the extracted em-
beddings for code clones increases. Furthermore, the distance in the embeddings extracted
from the models between clone and non-clone codes changes significantly post-training, as
opposed to their randomly initialized stage. In more detail, for code clones, AST-NN shows
a significant increase from 4.81% to 28.89% in C, and from 0.42% to 36.43% in Java, post-
training. We observe an increase in the cosine similarity of non-clone codes as well, but
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Table 4.4 Results of cosine Similarity of embeddings before and after training

Model Programming
Language

Similarity
Criterion Trained

Average
Cosine

Similarity (%)

AST-NN

C
Similar Y 28.89

N 4.81

Dissimilar Y 20.38
N 1.90

Java
Similar Y 36.43

N 0.42

Dissimilar Y 20.12
N 0.51

FuncGNN Java
Similar Y 86.15

N 78.46

Dissimilar Y 72.55
N 71.05

SummarizationTF Java
Similar Y 59.33

N 52.90

Dissimilar Y 53.47
N 43.97

CodeSumDRL Python
Similar Y 19.03

N 8.71

Dissimilar Y 11.60
N 3.19

Dear Java
Similar Y 30.66

N 12.34

Dissimilar Y 15.66
N 3.74

Recoder Java
Similar Y 67.37

N 33.33

Dissimilar Y 21.82
N 25.03

InferCode Java
Similar Y 60.66

N 38.50

Dissimilar Y 23.33
N 21.50

Type4Py Python
Similar Y 37.40

N 10.09

Dissimilar Y 15.33
N 9.30
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to a lesser degree, which can be attributed to the model’s ability to identify some form of
structure in the STs which we expand more on, in RQa2 (Section 4.4.2). We observe a similar
pattern for FuncGNN, with the similarity of code clones increasing from 78.46% to 86.15%,
and just a 1.5% increase between the embedding similarity of non-clone codes, post-training.
The marginal increase for non-clone codes shows the model’s capability to recognize under-
lying structural patterns, which we will expand on when discussing the probing results in
Section 4.4.2. For SummarizationTF, we also observe the same pattern of average cosine sim-
ilarity increasing for code clones after training the model with a lower cosine similarity for
non-clone pairs. We observe a 6.4% difference between the embeddings of code clones before
and after training the model and a 9.5% increase for non-clone codes. For CodeSumDR,L
we observe that the embedding similarity increases from 8.71% to 19.03% for code clones,
and from 3.19% to 11.6% for non-clones. DEAR displays an embedding similarity of 30.66%
for clone pairs and a 15.66% for non-clone pairs once the model has been trained. We can
observe a significant difference between the embedding similarities of clones and non-clones
pre-training as well. We attribute this to how DEAR also breaks down the full ASTs to mul-
tiple subtrees similar to AST-NN. Recoder displays a significant difference of 45.55% between
the similarity of embeddings for clones (67.37%) and non-clones (21.82%) post model train-
ing. InferCode also shows a significantly high difference of 37.33% between the similarity of
the embeddings of clones (60.66%) and non-clones (23.33%). This is expected as InferCode
is trained on ASTs and is a code representation approach. Furthermore, we observe a differ-
ence of 17% between the embedding similarities of clones and non-clones before InferCode is
trained. We attribute this difference between embeddings of the randomly initialized model
to the use of TBCNNs, as convolutional architectures are known to exhibit strong induc-
tive biases toward local pattern matching even when randomly initialized [241]. Finally, for
Typ4Py, we observe that the embedding similarity increases from 10.09% to 37.40% for code
clones and from 9.30% to 15.33% for non-clones after the model is trained.

These results confirm that the extracted embeddings are suitable for probing, as they reflect
meaningful syntactic distinctions between clone and non-clone code pairs across all models.
For each model under study, we observe consistent and significant differences in embedding
similarity between clones and non-clones. Since these models are trained on syntactic code
representations (ASTs/CFGs), this suggests they retain structural information independent
of their primary training objectives (such as CCD, APR, etc.).

By cross-analyzing the data in Tables 4.3 and 4.4, we can infer the following:

• The ⟨d, c, u⟩ tuple, which is constructed for each model following the model’s data rep-
resentation approach, successfully encodes the syntactic information in the AST/CFG.
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• All models demonstrate an ability to learn some form of syntactic representations (albeit
to different degrees) as observed by the differences in embedding similarities between
clone and non-clone code pairs, even when clone detection is not part of their original
training objective.

Now, with the validity of our approach being established, in the next section, we discuss the
results of probing.

4.4.2 RQa2: Effects of Representation Choices on Quality of Features and Task-
specific Requirements

Table 4.5 presents the results of our probing as described in Sections 4.3.2 and 4.3.3. The
“Accuracy-D”, “Accuracy-C”, and “Accuracy-U” columns indicate the probe’s accuracy in
predicting the d, c, and u tuples, respectively. As we can observe from the results, all
the models under study, except for Recoder, are incapable of representing the full syntax
of the programming language in their latent space. For AST-NN trained for CCD on C
and Java, the poor accuracy scores of 8% across all syntax tuples (d, c, and u) indicate an
extremely limited ability to encode the programming language’s syntax in its latent space.
Similarly, SummarizationTF struggles with syntax learning as well, achieving low accuracies
of 13.83%, 14.79%, and 14.79% for the d, c, and u tuples, respectively. In contrast, the
CodeSumDRL model exhibits a relatively stronger syntax learning ability, with accuracies
of 41.6% for d, 33.92% for c, and 28.08% for u tuples on the code summarization task.
While not close to the results reported for LLMs in [156,157,212] (where the probes exhibit
over 80% accuracy in retrieving information related to the programming language’s syntax),
these higher scores suggest that CodeSumDRL learns some syntactic patterns from code.
We observe an accuracy of 37.40%, 13.37%, and 41.92% for recovering the ⟨d, c, u⟩ tuples
from DEAR’s embeddings. The relatively high accuracies of the d and u tuples suggest that
while DEAR is incapable of representing the full syntax of the programming language, it
is capable of retaining general information about the AST structures of code in Java. We
observe that InferCode’s probe achieves an accuracy of 12.09% for recovering the d tuple,
41.33% for recovering the c tuple, and a relatively high accuracy of 66.66% for recovering the
u tuple, which encodes the AST node types’ information. Finally, Type4Py’s probe achieves
accuracies of 24.58%, 39.04%, and 61.20% on predicting the d, c, and u tuples, respectively.
Similar to InferCode, we observe that Type4Py also shows a relatively high accuracy on
predicting the type of a node in the input code’s AST.

The most intriguing results come from FuncGNN and Recoder probes. As described in Sec-
tion 4.3.1, FuncGNN was designed for CCD on CFGs. Remarkably, it achieves 98% accuracy
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Table 4.5 Result of DeepCodeProbe’s accuracy on recovering syntactic information

Model Task Programming
Language

Accuracy
D(%)

Accuracy
C(%)

Accuracy
U(%)

AST-NN CCD C 8.65 8.63 8.65
Java 8.33 8.09 8.65

FuncGNN CCD Java 43.36 98.51 39.26
SummarizationTF Code Summarization Java 13.83 14.79 14.79
CodeSumDRL Code Summarization Python 41.60 33.92 28.08
Dear APR Java 37.40 13.37 41.92
Recoder APR Java 78.33 73.50 82.33
InferCode Code Representation Java 12.09 41.33 66.66
Type4Py Type Inference Python 24.58 39.04 61.20

in predicting the c tuple that encodes edge connection information in the code’s CFG. Thus,
we can conclude that FuncGNN particularly focuses on the edges of the CFGs (connections
between nodes) in order to detect clones between two input codes. This observation also
aligns with the results reported in [2], in which the goal of FuncGNN is to predict the GED
between the CFGs of two input codes. However, its performance of 43.36% and 39.26%
for d and u tuples indicates that the model is incapable of representing the full syntax of
the programming language. On the other hand, Recoder demonstrates the highest syntax
learning capability among all models under study, with consistently high accuracies across
all three tuple types: 78.33% on the d tuples, 73.50% on the c tuples, and 82.33% on the u

tuples. While some of the models under study exhibit relatively high accuracy on individ-
ual tuple types, such as FuncGNN’s 98.51% accuracy on the c tuples or InferCode’s 66.66%
accuracy on the u tuples, none of them maintain high performance across all three tuples
simultaneously. Recoder is the only model to achieve this level of comprehensive syntactic
representation, indicating a strong ability to capture both structural and token-level syntax
in Java code.

From the results of our probing, we can see that our probes are not capable of predicting the
⟨d, c, u⟩ tuples for their input codes for AST-NN and SummarizationTF which, as described
in Section 4.2.2, indicates that they are incapable of learning the syntax of the programming
language that they are trained on. Even though in comparison to the mentioned models,
CodeSumDRL’s probe achieves higher accuracies across the ⟨d, c, u⟩ tuples, the results show
that its syntax learning capability is limited. Additionally, the cosine similarity analysis in
Table 4.4 reveals a significant difference in the quality of embeddings before and after train-



66

ing. While models like AST-NN and CodeSumDRL show improved embedding alignment
after training, FuncGNN and SummarizationTF exhibit less consistent behavior, indicat-
ing variability in how they represent syntactic information. As mentioned above, Recoder
achieves the highest performance in predicting the ⟨d, c, u⟩ tuples for their input codes. These
results show that Recoder specifically focuses on the position of each node and its labeling
information for APR. These results also line up with those reported in [6] and how Recoder
is designed to produce repairs to programs by modifying the faulty nodes in the input ASTs.
On the other hand, probing InferCode reveals interesting insights into what it learns and how
it uses the learned patterns from the ASTs to encode a code snippet into a vector represen-
tation. Specifically, we can observe that InferCode is not capable of predicting the position
of a node in the AST, however, it is capable of retaining distinctive information about the
structure of the tree as indicated by the relative high accuracy the c tuples and the types
of nodes in the tree similarly indicated by the high accuracy of the u tuples. Furthermore,
Type4Py’s probe achieves an accuracy of 61.20% for encoding the labeling information of a
node in the AST. This lines up with how Type4Py is proposed as an approach for predicting
the type of a variable given the AST of the code as input.

Despite these limitations in syntactic learning, all models still perform well on their respec-
tive benchmarks, suggesting that they may be learning abstract patterns from their data
representations to achieve their tasks. This raises an important question: if these models are
not explicitly capturing syntax, what types of representations are they leveraging to perform
effectively?

Findings 1: By analyzing the embeddings extracted from the models under study for
clone and non-clone pairs, we can observe that the models learn some information about
the programming language’s syntax. However, our probe shows that none of the models
under study are capable of representing the complete syntax in their latent space. This
indicates that the models under study are either incapable of representing the full
syntax of the programming language in their latent space due to their limited capacity
(as opposed to LLMs) or do not require the full syntax to achieve their objectives.

Our findings in Table 4.5 indicate that while the models under study struggle to capture
the complete syntax of the programming language, they still retain some degree of syntactic
information due to being trained on syntactically valid representations. The cosine similarity
results between clone and non-clone pairs in Table 4.3 show that the extracted embeddings
from the models under study exhibit some retention of structural patterns. This suggests
that while full syntax learning is limited, these models are still capable of capturing abstract
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representations of syntactic features. Therefore, we aim to investigate these syntactic ab-
stractions. Furthermore, as our results for FuncGNN reveal what it learns and which parts
of the CFGs it pays attention to for CCD, we do not further analyze it here. As such, to in-
vestigate the representations learned by the models, we keep the probing approach the same
while changing the ⟨d, c, u⟩ tuple construction as follows, to probe the models for abstractions
of syntactic information:

• c: A binary flag for each node that indicates whether the node has a child in the AST
or not. Here, as opposed to the approach taken in RQ1, we do not include the child
information for each node to be reconstructed and instead only investigate whether the
models under study are capable of learning whether a node in the AST has children or
not.

• u: The direct label of the node extracted from the AST. As opposed to the original u

tuple, which was extracted from the vector representation used by each model.

• d: We have decided to discard this vector representation since the new C and U tuples
are insufficient for reconstructing the AST. As such, encoding the position information
is no longer helpful.

Algorithm 7 details the process of generating the ⟨c, u⟩ tuples from an AST, with Listing 2
showing the ⟨c, u⟩ tuple constructed from the running example presented in Figure 4.2. Al-
though the ⟨c, u⟩ tuples are not syntactically valid, they are direct abstractions of the ⟨d, c, u⟩
tuples. As such, we expect them to exhibit similar patterns in the validation results, albeit
with different values. Table 4.6 presents the results of validating the ⟨c, u⟩ tuples using the
same approach previously applied to the ⟨d, c, u⟩ tuples, as described in Section 4.2.2.

From Table 4.6, we observe that for all models under study, the ⟨c, u⟩ tuples for both similar
and dissimilar code show higher cosine similarities compared to the results presented in
Table 4.3. Given that we no longer encode the direct structure of the ASTs in the c tuple
and instead use raw labels from the ASTs for the u tuple, rather than relying on each model’s
own embedding scheme, such higher values are expected.

Table 4.7 presents the results of our probing using the new ⟨c, u⟩ tuples. We observe only
slight improvements for CodeSumDRL across both c and u tuples. For Type4Py, the c

tuple accuracy increases by just 3.46%, while the u tuple accuracy improves by 17.51%.
In contrast, the remaining models show significant improvements in accurately recovering
these abstract representations. These findings highlight the importance of selecting a task-
specific data representation that aligns with a model’s architecture and training objective, as
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Algorithm 7 Generating ⟨c, u⟩ Tuples from ASTs
Require: Source code code
Ensure: Tuples of binary children presence (C) and direct node label (U) for AST abstraction

probing
1: procedure Tree2CUTuple(AST )
2: function HasChildren(node)
3: return 1 if node.children ̸= ∅ else 0
4: end function
5: function AST2CUTuple(tree)
6: nodes← Extract nodes from tree
7: C ← Empty list
8: U ← Empty list
9: for node in nodes do

10: hasChild← HasChildren(node)
11: nodeLabel← Label of node.type in AST
12: C.append(hasChild)
13: U .append(nodeLabel)
14: end for
15: return {c : C, u : U}
16: end function
17: return AST2CUTuple(AST )
18: end procedure

it suggests that models do not need to fully learn the programming language’s syntax, and
an appropriate abstraction can be sufficient.

Conversely, the slight enhancement observed in CodeSumDRL’s probe results can be at-
tributed to two factors:

• Even though CodeSumDRL uses ASTs to represent code, in contrast to AST-NN and
SummarizationTF, it follows a multi-step process to encode information (an LSTM for
processing the natural language descriptions and a Tree-based-RNN for processing the
AST) as described in Section 4.3.1. As such, we will further investigate CodeSumDRL’s
syntax learning capabilities in RQa3 (Section 4.4.3).

• The complex data representation scheme, which abstracts many of the details from
the AST alongside the limited capacity of the model, results in a loss of syntactic
information.

Despite CodeSumDRL’s limited capacity to represent detailed and abstract syntactic infor-
mation, it achieves commendable results on established code summarization benchmarks [4].
The performance of CodeSumDRL on code summarization benchmarks alongside the high
level of abstract syntax representation retention on AST-NN and SummarizationTF indicates
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c = [
1 # node 1 has children.
1 # node 2 has children,
1 # node 3 has children,
.......
0 # node 8 has no children
0 # node 9 has no children
.....

]
u = ['Module', 'FunctionDef', 'Expr', 'Arguments', ....]

Listing 2: ⟨c, u⟩ tuple example for AST probing.

the importance of using explicit information encoding for small models. This observation is
particularly relevant given our choice of models to study. As described in Section 4.3.1, we
chose models that are trained not on raw code (which contains syntax information implicitly)
but on the syntactically valid representation of code (which contains the syntax explicitly).
By cross-analyzing the results of tables 4.3, 4.4, 4.5, and 4.7 we can infer the following:

• For smaller ML models, using representations that explicitly encode the syntax of the
programming language allows for some level of syntax learning capability regardless of
the task and models’ capacity.

• AST and CFG representations of code exclude redundant details such as comments,
docstrings, and variable names, resulting in a significantly reduced representation space
compared to using raw code text as input for models. This streamlined representation
space is advantageous as it allows models to learn abstractions of the programming
language’s syntax even when the models are not large (i.e., have a high number of
learnable parameters).

Findings 2: By using a more abstract data representation for probing the models, we
can observe a significant increase in the syntactic information captured in their latent
space, except for CodeSumDRL, which uses complex representations of ASTs. For
the rest of the models under study, we can observe that they are capable of retaining
information about structural information and the relationship between nodes in an
AST to accomplish their tasks without the need to learn the entire syntax of the
programming language.
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Table 4.6 Results of cosine similarity of ⟨c, u⟩ tuples for each model

Model Programming
Language

Similarity
Criterion

Average
Similarity

C (%)

Average
Similarity

U (%)

AST-NN
C Similar 44 60

Dissimilar 32 27

Java Similar 59 80
Dissimilar 22 34

SummarizationTF Java Similar 71 88
Dissimilar 39 53

CodeSumDRL Python Similar 62 49
Dissimilar 16 21

Dear Java Similar 66 53
Dissimilar 26 14

Recoder Java Similar 71 84
Dissimilar 39 46

InferCode Java Similar 71 81
Dissimilar 39 31

Type4Py Python Similar 62 69
Dissimilar 16 28

4.4.3 RQa3: Effects of Model Capacity on Representation Quality and Down-
stream Task Performance

The findings from RQa1 and RQa2 suggest that the models studied do not fully capture the
syntax of the programming language within their latent space. Instead, they tend to abstract
the syntax to some degree. To explore this further, we investigate whether increasing each
model’s capacity, specifically by increasing the number of parameters in the layers responsible
for extracting embeddings, can enhance their syntax learning capabilities. This investigation
allows us to discern whether the models’ limitation in representing full syntax stems from
insufficient capacity or from inherent architectural constraints.

Table 4.8 presents the results of our experiments. The “Scaled Hidden Size” column indi-
cates the number of hidden units used in the core representation learning layer(s) of each
model, such as the recurrent, convolutional, or LSTM layers after scaling, as described in



71

Table 4.7 Result of DeepCodeProbe’s accuracy on recovering abstract syntactic information

Model Task Programming
Language

Accuracy
C(%)

Accuracy
U(%)

AST-NN CCD C 99.17 62.11
Java 97.50 61.25

SummarizationTF Code Summarization Java 73.64 60.97
CodeSumDRL Code Summarization Python 43.21 32.03
Dear APR Java 63.11 70.66
Recoder APR Java 96.40 86.33
InferCode Code representation Java 79.20 88.51
Type4Py Type Inference Python 42.50 78.83

Section 4.3.4. These layers are responsible for generating the internal embeddings used in
our probing setup. Importantly, we keep the overall architecture, dataset, and training pro-
cedure fixed, modifying only the hidden dimensionality of these layers to isolate the effect of
model capacity on syntax learning. We use the same ⟨d, c, u⟩ tuple construction and probing
approach from RQa2 to evaluate the scaled models.

Analyzing the results presented in Table 4.8, we can observe that:

• AST-NN: For both C and Java, when we scale up from the original 128 parameters to
256, we obtain an increase in the accuracy rates for d, c, and u predictions. However, as
we expand the model beyond this point, the rate of improvement in accuracy diminishes.
This suggests that the model’s capacity to capture syntactic information does not
proportionally increase with size, given the architecture in place.

• FuncGNN: Scaling the number of parameters for FuncGNN from 512 to 1024 results in
no noticeable difference in the accuracy of retrieving the ⟨d, c, u⟩ tuples. Considering
the results obtained in RQ1, where we observed that FuncGNN focuses on the edges
of CFGs, by scaling up the model, we do not observe any differences in the model’s
capability to discern between node position and node types for clone detection. Further-
more, we observe a decrease in the model’s capability in CCD, indicating overfitting,
meaning that the model has reached its optimal capacity for the current architecture.

• SummarizationTF: Scaling the number of parameters from 512 to 1024, displays no
improvement in increasing the accuracy of retrieving the d tuple and a decrease in the
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probe’s capability to predict the c and u tuples. This suggests that the model has
reached its learning capacity within the current architectural constraints, and scaling
it up further will only result in overfitting and diminishing returns.

• CodeSumDRL: Increasing the number of parameters from 512 to 1024 shows a notice-
able improvement in the probe’s accuracy in predicting the ⟨d, c, u⟩ tuples. Further
scaling to 2048 parameters does not result in more improvement. However, no overfit-
ting is observed. By further scaling to 4096 parameters, there’s a drop in the probe’s
accuracy in predicting the ⟨d, c, u⟩tuples compared to 2048 parameters, suggesting that
the model has reached its optimal capacity for the current architecture, leading to
overfitting in learning syntactic representations.

• DEAR: Scaling the number of parameters from 128 to 256, as described in Section 4.3.4,
results in improved accuracy across all ⟨d, c, u⟩ predictions. However, the rate of im-
provement is marginal, particularly for the d and c tuples. Specifically, we observe the
highest improvement in accuracy for predicting the u tuples (6.22%), while the accura-
cies for d and c increase by only 4.1% and 3.99%, respectively. Further scaling beyond
256 parameters leads to overfitting, indicating that the model’s capacity to effectively
learn syntactic representations has reached its limit within the current architecture.

• InferCode: Scaling the number of parameters from 100 to 200 shows noticeable im-
provements in accuracy across all ⟨d, c, u⟩ tuples, especially in u tuples. Further scaling
from 200 to 400 parameters continues to improve accuracy, with the accuracy for the
u tuples seeing the most significant improvement. However, scaling beyond this point
begins to introduce overfitting. As such, the results suggest that while InferCode ben-
efits from initial scaling to capture syntactic information effectively, it quickly reaches
its syntax learning capacity.

• Type4Py: Scaling the number of parameters from 512 to 1024 results in noticeable accu-
racy improvements across all ⟨d, c, u⟩ tuples, the u tuples’ accuracy increasing to 67.9%.
However, further scaling beyond this point does not yield additional gains and instead
leads to overfitting. This indicates that Type4Py has reached its optimal capacity for
learning syntactic and semantic representations within the current architecture.

Given the results of scaling the models and given the architecture of each model as described
in Section 4.3.1, we can observe that increasing the models’ size provides diminishing returns
for each model after a certain point. Consistent with existing literature [11], each successive
layer in a DNN learns more complex representations from the previous layers’ outputs. Our
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Table 4.8 Result of DeepCodeProbe’s accuracy on recovering syntactic information on models
with higher capacity

Model Scaled
Hidden Size

Total Learnable
Parameters

Programming
Language

Accuracy
D(%)

Accuracy
C(%)

Accuracy
U(%)

AST-NN
256 247,682 C 13.11 15.02 15.40

Java 10.47 9.30 8.92

512 434,562 C 8.62 8.73 8.73
Java 8.94 8.82 8.95

FuncGNN 1024 485,632 Java 44.24 98.60 39.90

SummarizationTF 1024 3,553,537 Java 13.82 13.81 13.74
2048 14,184,961 13.79 13.60 13.44

CodeSumDRL 1024 6,816,256 Python 50.41 42.75 36.72
2048 22,545,408 50.23 42.97 36.30

Dear 256 1,395,300 Java 41.50 17.36 48.14

InferCode 200 191,500 Java 17.33 43.74 69.61
400 422,200 18.20 50.12 71.29

Type4Py 1024 9,740,288 Python 30.01 45.52 67.90

results also show that beyond a certain size and without changing the models’ architecture,
their capacity to learn syntactic information stops improving and shows a decline, indicating
potential overfitting. Moreover, the models’ effectiveness on their original tasks shows little
enhancement with increased size, suggesting that the initial parameter counts were already
optimal and beneficial for maintaining the model’s generalization capabilities. These obser-
vations, coupled with the results obtained from probing the original models on their syntax
learning ability in the previous RQs lead us to an important conclusion: if the task and data
representations are selected adequately, there is no need to employ models that learn the full
syntax of the programming language for software engineering.

Findings 3: Scaling models trained on code provides marginal returns on their syntax
learning capabilities without showing much improvement on the models’ original tasks.
Given that the models are trained on syntactical representations of code, and their
much smaller size compared to LLMs, our results show that there is no need to have
the models learn the full syntactic rules of the programming language as long as the
task and data representation are selected adequately.
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4.5 Discussion

Based on the experiments we conducted while replicating the results of the models under
study, as described in Section 4.3.1, along with the results of our probing, we derive guidelines
for software engineers to optimize data quality when training ML models on code. Our results
highlight critical insights into how syntactic representations, model capacities, and probing
techniques can enhance both model performance and reliability.

4.5.1 Leveraging Syntactic Representations for Efficient Model Training

In our experiments, we evaluated a range of models trained explicitly on ASTs/CFGs. While
the models under study vary in their underlying architectures and downstream tasks, they
commonly utilize syntactic representations rather than text tokens. Our analysis of their per-
formance, combined with comparisons reported in their original publications [1–8], indicates
that syntactically enriched representations consistently result in performance either better
or comparable to token-based approaches, especially for smaller models. A key finding is
that models leveraging AST/CFG representations effectively capture syntactic abstractions,
enabling stronger generalization on their training objectives without the requirement of fully
learning the entire programming language syntax. As such, these syntactic abstractions allow
for efficient training and inference, enabling smaller models to achieve strong performance
without the extensive resource demands of LLMs, which are known to be computationally
intensive and prone to hallucinations [10, 242, 243]. Based on these insights, we recommend
adopting AST, CFG, or syntactically derived representations when developing models in-
tended for task-specific objectives, as they offer practical efficiency and robust performance.

Recommendation 1: We recommend that practitioners training models for task-
specific software engineering objectives utilize structured syntactic representations,
such as ASTs or CFGs, rather than treating code as raw text. This enables more
efficient training and reduces the risk of performance degradation during deployment.

4.5.2 Task-Specific Data Representation: Adapting to Model Architectures

Our study reveals that tailoring data representations to the specific task and model ar-
chitecture can significantly enhance model performance. For instance, AST-NN utilizes
STs to break down complex ASTs into manageable substructures, while FuncGNN employs
statement-level tokenization within CFGs to focus on control flow details. SummarizationTF
and CodeSumDRL are both models trained to provide natural language descriptions of code.
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This can be viewed as a translation task (by looking at code as one language and the natural
language as the target language). In fact, most comment generation and code summariza-
tion approaches are conceptualized as language translation tasks in which each block of code
is systematically mapped to a corresponding natural language description [10]. However, as
described in Section 4.3.1 and Section 4.3.1, using AST extracted from code rather than treat-
ing code as text allows SummarizationTF and CodeSumDRL to achieve good performance
while being much smaller than LLMs and still capable of learning abstractions from the pro-
gramming language’s syntax. Furthermore, both DEAR and Recoder operate on ASTs for
APR. Similar to AST-NN, DEAR decomposes each AST into smaller subtrees, while Recoder
processes the full AST structure. As discussed in Section 4.4.1, although DEAR is unable
to fully capture the programming language’s syntax it still achieves relatively strong per-
formance despite having significantly fewer trainable parameters in comparison to Recoder.
This further demonstrates that aligning data representations with task requirements can lead
to effective and efficient model performance, especially in resource-constrained settings.

Recommendation 2: Practitioners should align their data representation strategies
with the target model architecture and task requirements. For instance, AST-based
representations have been shown to be particularly effective for tasks such as code
summarization, comment generation, and automated program repair, where preserv-
ing syntactic structure can aid in capturing meaningful abstractions. Even when full
syntactic coverage is not possible, task-aligned representations can enable smaller mod-
els to achieve competitive performance with significantly lower computational cost.

4.5.3 Enhancing Model Reliability through Probing

The need for interpretable models in software engineering is crucial, especially in safety-
critical applications. Our experiments using DeepCodeProbe show that probing techniques
can provide valuable insights into what models learn from their training data. Probing helps
identify whether models are capturing syntactic abstractions or merely learning superficial
patterns. Our results indicate that smaller models, although not as comprehensive as LLMs,
can effectively learn meaningful abstractions from syntactic data representations. This is es-
sential for ensuring reliability, as models with lower complexity are less prone to unpredictable
behaviors, such as hallucinations, which are common in LLMs [244].
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Recommendation 3: We recommend incorporating probing techniques, such as
DeepCodeProbe, into the model evaluation pipeline to ensure that models learn mean-
ingful abstractions rather than superficial patterns. This approach improves model
reliability and helps identify potential weaknesses during deployment.

4.5.4 Scaling Model Capacity: Impact on Data Quality and Efficiency

Our investigation into the effects of scaling model capacity (addressed in RQ3) highlights
a trade-off between increasing model size and maintaining efficient performance. While in-
creasing the number of parameters can improve syntax learning, it also risks overfitting and
increased inference times. Targeted scaling of specific components, such as the recurrent
layers in AST-NN or graph convolution layers in FuncGNN, can yield performance gains
without significantly raising computational costs.

Recommendation 4: For tasks requiring both high accuracy and resource efficiency,
practitioners should selectively scale internal model components while refining syntactic
representations. By focusing on layers that leverage structured data, models achieve
performance gains without inflating computational costs.

4.5.5 Smaller Models vs. Large Language Models: Practical Considerations

With the rise of LLMs, there is a tendency to train/fine-tune models on extensive corpora
of source code, which enables these models to implicitly learn the syntax of programming
languages. This approach has shown success, as various probing studies on LLMs report that
these models can represent programming language syntax in their latent space [156–158,212].
However, LLMs are expensive to train [245], require enormous amounts of training data [208],
are prone to hallucinations [246], and lack interpretability [244]. As shown by Tambon et
al. [209], LLMs’ lack of interpretability and hallucinations can introduce bugs or vulnera-
bilities in their generated code, making them unreliable for critical tasks. In contrast, the
models we have studied are significantly smaller and less resource-intensive. Their train-
ing is computationally inexpensive compared to LLMs, and they can be trained on readily
available data without complex pre-processing. Consequently, inference on these models is
also inexpensive. They are all based on either RNNs, encoder-decoder, or Seq2Seq architec-
tures, which are well-studied in ML and SE literature for interpretability [96]. Our study
demonstrates that smaller models, trained on syntactic representations, provide a balanced
approach by offering transparency, reduced computational costs, and reliable performance.
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Recommendation 5: For critical software engineering tasks, practitioners should
prioritize smaller, interpretable models over LLMs. This approach ensures more pre-
dictable behavior and avoids the risks associated with opaque, large-scale models.

4.6 Threats To Validity

Threats to internal validity. concern factors, internal to our study, that could have
influenced our results. Our data representation scheme for each model, which is built upon
AST-Probe, can be considered a potential threat to the validity of our research. Probing has
been used in other contexts in NLP for uncovering what the models learn, and our results
show that by extracting a syntactically valid vector representation, we can probe models for
syntactical information. Additionally, our data transformation and embedding extraction
for each of the models under study may not encompass all the required steps to understand
the internal representations of DL models. We mitigate this threat by experimenting with
multiple data representation approaches and extracting the embeddings from different layers
of the models under study to have a comprehensive understanding of the probing task and
the obtained results.

Threats to construct validity concern the relationship between theory and observation.
The primary threat to the construct validity of our study is the probing technique we propose.
This technique could potentially provide a distorted view of what models have truly learned,
thereby impacting our analysis and the conclusions drawn from it. In order to mitigate this
threat, we validate the extracted embeddings by comparing the cosine similarity of code
clone and non-clone pairs from models trained on syntactically valid code representations.
Furthermore, we establish the probe’s validity by demonstrating that it does not learn new
representations but reveals pre-existing information in the model’s latent space. Moreover,
we have conducted thorough experiments using embeddings from both trained and randomly
initialized models, ensuring our probing approach robustly reflects the underlying syntactic
learning of the models. Finally, our definition of ‘data quality’ in this study focuses on
syntactic retention and abstraction capabilities. However, it does not account for semantic
or context-dependent aspects of data quality, which may limit the scope of our findings.

Threats to conclusion validity concern the relationship between theory and outcome and
are mainly related to our analysis done on our probes’ results. To mitigate this threat, we
have conducted probing on models with the same architecture but higher capacities to ensure
that our conclusions and the suggested guidelines are based on both theoretical and empirical
evidence.
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Threats to external validity concern the generalization of our findings. We have se-
lected models for software engineering across different tasks with different data representation
schemes and trained on different programming languages, in order to have a comprehensive
analysis and mitigate this threat. Furthermore, there exists the possibility that our probing
approach produces different results than the ones reported on other models with relatively the
same capacity but different architecture and data processing approaches. Given the breadth
of existing ML models for software engineering, we selected models that reflect a diverse set of
architectures, including encoder-decoder architectures, graph-based models, seq2seq models,
and transformer-based models, to ensure our analysis spans a representative range of mod-
eling strategies. Additionally, we selected models spanning five distinct software engineering
tasks (code clone detection, code summarization, automated program repair, code represen-
tation learning, and type inference). This task diversity ensures that our findings are not
tied to a single problem formulation but instead generalize across a wide range of software
engineering objectives. Furthermore, our ability to validate and analyze model behavior re-
quired selecting models with publicly available code and data, trained on syntactically valid
representations. This ensured reliable replication and that observed behaviors, especially any
negative findings, were attributable to the models under study themselves rather than results
of replication error. Given such limitations, the models under study cover the majority of the
proposed approaches across programming languages and architectural designs. Given that
our data transformation and embedding extraction are model agnostic, we believe that our
probing approach can be used to probe other models as well.

Threats to reliability and validity concern the possibility of replicating this study. We
have provided all the necessary details needed for replication, sharing our full replication
package [230]. Additionally, since our probing approach requires re-training the models
under study, our replication package includes the code, links to data repositories, and the
configurations for re-training the models.

4.7 Chapter Summary

This chapter presents an empirical investigation into the quality of syntactic representa-
tions learned by ML models trained on code for software engineering tasks. We introduced
DeepCodeProbe, a novel probing approach tailored to analyze the representations learned by
smaller code models. By utilizing robust data representations (AST/CFG) and well-designed
probes, we assessed the reliability, abstraction capabilities, and capacity-dependent quality
of these representations. Our key findings reveal that:
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• Syntactical code representations (AST/CFG) enable structured retention of syntax in-
formation, outperforming methods that treat code as plain text. By explicitly encoding
structural relationships, these representations enhance ML models’ ability to learn and
utilize programming language syntax, offering a more reliable foundation for down-
stream tasks.

• Across models, learned representations capture meaningful syntactic abstractions, with
robustness observed even in smaller architectures. This highlights the potential for effi-
cient training of lightweight models without significant trade-offs in syntax abstraction
quality.

• Our scaling experiments show that while increasing model capacity improves syntactic
retention and consistency, it introduces diminishing returns beyond certain thresholds
and increases overfitting risks. These results underscore the importance of balancing
model size and training objectives to optimize data quality outcomes.

Our findings emphasize the critical role of data quality in training reliable and interpretable
ML models for software engineering. Specifically:

• High-quality, syntactically valid representations (e.g., AST/CFG) significantly enhance
model performance and interpretability.

• Understanding the interplay between representation quality and model architecture can
guide the selection of suitable representations for specific tasks.

• The trade-offs between model capacity and representation consistency must be carefully
managed to avoid overfitting while ensuring robust learning outcomes.

Additionally, alongside our study, we provide actionable guidelines for improving data quality
in ML pipelines for software engineering, including recommendations for representation choice
and capacity scaling. Finally, we provide a replicable framework for systematically assessing
the quality of code representations, enabling practitioners to identify potential data quality
issues early in the ML life cycle.
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CHAPTER 5 Trained Without My Consent: Detecting Code Inclusion In
Language Models Trained on Code

As detailed in Chapter 2.6.2, LLMs are increasingly integrated into the software development
life-cycle. As such, ensuring compliance of LLM-generated code with licensing and copyright
becomes both more important and difficult. Traditional code auditing approaches aim to
verify that the produced code does not contain material from protected sources. However,
the rise of LLM-based coding assistants has introduced a major challenge: LLMs are trained
on massive, undisclosed datasets scraped from public codebases, making it unclear whether
output code may inadvertently reproduce copyrighted material (see Chapter 3.3). Given the
non-disclosure of LLMs’ training datasets, traditional approaches such as code clone detection
are insufficient for detecting copyright infringement.

The objective of this chapter is to introduce an approach for detecting whether a given
codebase, or substantial parts of it, was included in the training dataset of an LLM with-
out requiring access to the LLM’s training dataset or weights. To address this, we present
TraWiC , a model-agnostic and interpretable method based on membership inference for
detecting code inclusion in an LLM’s training dataset. TraWiC operates by extracting syn-
tactic and semantic identifiers unique to each program to train a classifier for detecting likely
dataset inclusion. Furthermore, TraWiC does not require access to the model’s weights or
training data, making it suitable for auditing LLMs given a black-box level of access. Our
evaluation shows that TraWiC is capable of detecting 83.87% of codes that were used to
train an LLM. In comparison, the prevalent clone detection tool NiCad is only capable of
detecting 47.64%. In addition to its performance, TraWiC has low resource overhead in
contrast to pair-wise clone detection that is conducted during the auditing process of tools
like CodeWhisperer reference tracker, across thousands of code snippets.

5.1 Introduction

As described in Chapter 2.6, LLMs are being increasingly used in various SE tasks such as
software development, maintenance, and deployment. However, the inaccessibility of these
models’ training datasets raises the important challenge of auditing the generated code, as
these models are trained on code collected from publicly available sources such as GitHub,
which contains licensed code (see Chapter 2.6.2). CCD techniques are one of the more promi-
nent approaches used to safeguard against using copyrighted code during software develop-
ment [247, 248]. However, to do so, having access to the codes used for training the models
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(i.e., original codes) is required, which is not possible when analyzing codes generated by an
LLM, as the training datasets of these models are not made publicly available.

Previous works have shown that LLMs can re-create instances from their training data [166–
168]. This is known as the memorization problem in which ML models re-create their training
dataset instead of generalizing [105]. By exploiting memorization, MIAs [106] have been
shown to be effective at both extracting information from ML models and inferring the
presence of specific instances in a model’s training dataset (see Chapter 3.2). Inspired by
these approaches, we present TraWiC : A model-agnostic, interpretable approach that exploits
the memorization ability of LLMs trained on code to detect whether codes from a project
(collection of codes) were included in a model’s training dataset. To assess whether a given
project was included in the training dataset of a model M , TraWiC parses the codes in the
project to extract unique textual elements (variable names, comments, etc.) from each of
them. Afterwards, these elements are masked, and the model is queried to predict what the
masked element is. Finally, the generated outputs of the model M are compared with the
original masked elements to determine if the code under analysis was included in the model’s
training dataset.

To evaluate our approach, we constructed two datasets of projects that were used to train
three distinct LLMs. These datasets will act as the ground truth for inclusion detection and
are comprised of over 10,700 code files from 314 projects. Our results indicate that TraWiC
achieves an accuracy of 83.87% for dataset inclusion detection. As code clone detectors are
traditionally used for code auditing [247,249], we compare TraWiC against two of the widely
used open-source code clone detectors, NiCad [250] and JPlag [251], to have an appropriate
baseline for our evaluations. Our analysis shows that NiCad is only capable of achieving an
accuracy of 47.64% for detecting dataset inclusion in an LLM’s training dataset, while JPlag
achieves an accuracy of 55%. Furthermore, unlike code clone detection approaches, TraWiC
does not require pair-wise comparison between the codes to detect inclusion, which makes it
more computationally efficient compared to clone detection.

To structure the work in this chapter, we define the following RQs:

RQb1: How can we detect dataset inclusion in LLMs without access to the training dataset
or model weights?

In order to answer this RQ, we introduce TraWiC and analyze its effectiveness in
dataset inclusion detection. In order to structure this analysis, we define the following
sub-RQs:

RQb1-a: What is TraWiC ’s performance on the dataset inclusion detection task?
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RQb1-b: How does TraWiC compare against traditional CCD approaches for dataset
inclusion detection?

RQb1-c: What is the effect of using different classification methods on TraWiC ’s per-
formance?

RQb2: How robust is TraWiC against data obfuscation techniques?

In order to answer this RQ, we conduct a sensitivity analysis of TraWiC ’s performance
by testing it against various code obfuscation techniques to gauge the robustness of our
framework under real-world conditions where data may be obfuscated or incomplete.
Furthermore, we evaluate the importance of each feature type in the final detection
outcome. To structure our analysis, we define the following sub-RQs:

RQb2-a: How robust is TraWiC against data obfuscation techniques?

RQb2-b: What is the importance of each feature in detecting dataset inclusion?

RQb3: How does TraWiC fail, and what can we learn from its failures?

To answer this question, we investigate TraWiC ’s failures (i.e., misclassifications) to
understand when and why it produces false positives or false negatives. This includes
examining both the model’s behavior and the underlying properties of the code samples,
providing insight into edge cases and the limits of our proposed framework.

5.2 Methodology

In this section, we first define the concepts and terminology used throughout the rest of
this chapter to describe TraWiC , discuss the motivating example behind TraWiC ’s design,
and then show an example of how code is processed for dataset inclusion detection in our
approach. We will then explain TraWiC ’s dataset inclusion detection pipeline in detail.

5.2.1 Core Terminology and Definitions

As explained in Section 3.2, memorization can be leveraged in MIAs to investigate the pres-
ence of data records in a model’s training dataset. Previous works have used exact memoriza-
tion [252] and name cloze [168] approaches to analyze the outputs of a model for detecting
dataset inclusion. In both works, parts of the input (i.e., token(s)) to the model are masked,
and the model is tasked with predicting the masked tokens given the rest of the input as
context. Afterwards, the model’s outputs are compared to the original masked token. In
these approaches, the model should not be able to predict the exact token (given that it
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does not exist anywhere else in the input and is unique enough) unless it has seen the input
during its training. In our work, we follow a similar rationale with modifications for code.
We consider code as consisting of two distinct parts: syntax and documentation; with
syntax being the code itself (which follows the programming language’s structural rules) and
documentation being an explanation of the syntax for future reference. From here on, we use
the word “script” to denote a single file in a “project” (which can consist of multiple scripts)
that contains the code alongside its documentation.

We formally define masking as follows:

Definition 1 (masking): Given input I which consists of tokens [t1, t2, ..., tn], and a
chosen token T , masking T entails replacing all the tokens in I which match T with
another token named, MASK. The model M is queried to predict what MASK is,
given I as input.

We also define exact and partial matching of masked tokens as follows:

Definition 2 (exact match): Let I be an input composed of a sequence of tokens
[t1, t2, ..., tn] with a specific token T masked. An exact match is detected if the output
of model M for the masked token T is identical to the actual token T :

M(I) = T

Definition 3 (partial match): Let I be an input composed of a sequence of to-
kens [t1, t2, ..., tn] with a specific token T masked. Given a similarity function S, a
partial match is detected if the similarity score S(M(I), T ), between the output of the
model M and the masked token T surpasses a specified threshold, L.

In alignment with established coding standards, such as those described in [253], variable/-
function/class names must be selected in a manner that reflects their purpose and context
within the codebase. These identifiers, beyond the common names that are universally
used (e.g., using “set” for accessors or “get” for mutators), are unique to the script and its
corresponding project, and reflect the developers’ individual coding style. Additionally, doc-
umentation, which is an important part of the program, is closer to natural language as it is
not constrained to the programming language’s syntax and, as such, allows for a greater ex-
pression of the developers’ individual styles [254,255]. Therefore, in order to detect whether
a project was used in a model’s training dataset, we break each script in the project into 2
different identifier groups and compare the model’s generations with the inputs as follows:
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Syntactic identifiers are names or symbols used to represent various elements in program-
ming languages. These identifiers are used to name variables, functions, classes, and
other entities within the code. Excluding code reuse (i.e., using code written for one
script in another) within similar projects, these identifiers are generally unique to their
codebases. In fact, Feitelson et al. [256] have shown that there is only a 6.9% probability
that two developers choose the same name for the same variable. Therefore, given the
uniqueness of such identifiers, we look for exact matches between the masked tokens
in the original script and the model’s outputs. Specifically, we extract the following
identifiers from each script:

• Variable names: Names of the variables declared and used throughout the script.

• Function names: Names of the functions declared and used throughout the script.

• Class names: Names of the classes declared and used throughout the script.

Semantic identifiers are expressions that are either used to explain the logic of code into
human-readable, natural language terms (i.e., documentation) or contain natural lan-
guage elements (e.g., strings). Documentation serves to clarify code for future reference
or other developers, while strings are a specific data type used within the code. As
Aghajani et al. [257] show, developers have different standards for “what” to document
and “how” to convey the underlying information. They report that different developers
apply their own terminology and style based on experience, individual style, and the
codebase’s context. Therefore, these identifiers are not strictly uniform between differ-
ent projects developed by different developers. As such, we look for partial matches
between the original script’s identifiers and the model’s outputs, given the individual
and contextual nature of how developers use both documentation and strings.

• Strings: data structures that are used to handle textual data. For example, in
Listing 3, the phrase “Hello World!” is a string.

• Statement-level documentation (e.g., comments): explanation of single or multiple
statements’ functionalities.

• Method/Class-level documentation (e.g., Docstrings, Javadocs): explanations of
a method’s or class’s functionality. Some programming languages like Python or
Lisp follow specific conventions and syntax for separating method/class-level doc-
umentation from statement-level documentation [258, 259], while other languages
such as C or Java only establish a style guide for how they should be written
and do not provide a separate syntax for them. Regardless of the programming
language, established best practices require developers to thoroughly document
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the inputs, operations, and outputs of a method/class [260], and they are longer
and more detailed than statement-level documentation [261]. Therefore, we cate-
gorize method/class-level documentation in a different group than statement-level
documentation.

From here on, we use the word “element” to denote a single extracted syntactic/semantic
identifier. Outside of these two identifier groups and their constituent elements, what remains
in the code is either related to the programming language’s syntax or operations that execute
the logic of the code.

Finally, we define the prefix and suffix of an element as follows:

Definition 4 (prefix and suffix): Let S be a script composed of a sequence of tokens
[t1, t2, ..., tn] with a specific token T masked. We consider all the tokens in S that come
before T from t1 as prefix and all the tokens that immediately come after T until tn as
suffix.

To determine whether a script was included in the training data of a given model, we apply
the Fill-In-the-Middle (FIM) technique, which is commonly used in both pre-training and
fine-tuning of LLMs [262]. This technique consists of breaking a script into three parts:
prefix, masked element, and suffix. The model is then tasked to predict the masked element
given the prefix and suffix as input. In the next section, we present an example of how an
incoming script is processed for detecting dataset inclusion.

5.2.2 Motivating Example

In this section, we present how TraWiC differs from and improves the previous MIA ap-
proaches for code. Consider model M to be a model trained on code with project P that
contains the script presented in Listing 3 (C) being included in M ’s training dataset. Detect-
ing both P and C’s inclusion in M ’s training dataset using the previous approaches (exact
memorization [252], name cloze [168]) would require the following steps:

• If the task is next token prediction using exact memorization or other similar ap-
proaches, then all scripts in P would be broken down into multiple, separate parts. For
each generated part, the model would be tasked with predicting only the next token.

• If the task is name cloze detection or other similar approaches, each script in P would
be broken down into multiple prompts, and for each prompt, the model will be tasked
with predicting the masked token.
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Both approaches introduce multiple points of failure for inclusion detection and require a
large number of costly inference calls on the LLM. We further describe the details in the rest
of this section.

def print_input_string(input_string):
"""
This function prints the input string.
Args:

input_string(str): the string to be printed
"""
# store the input string in a variable
dummy_variable = input_string
# print the input string
print(input_string)

def add_variables(a, b):
"""
This function adds two variables.
Args:

a (float): first variable
b (float): second variable

Returns:
float: result of the addition

"""
# add the two variables and
# store the result in a new variable
c = a + b
# return the result
return c

print_input_string("hello World!")

result = add_variables(a=1, b=2)

Listing 3: An example of a Python script.

Next token prediction

As an example, let us consider the exact memorization approach. Here, we would be required
to break down each script in P into n different parts, with n being the number of tokens in
the script, and call the model n times in order to get the model’s predictions for each token.
After collecting the outputs of M for each input, one needs to check for exact matches for
each of the predicted tokens. While this approach might be useful for models that are only
trained on non-code textual inputs (e.g., blogs, books, forums, etc.), this would not be useful
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on code, especially on semantic elements, given how developers follow different styles for
writing them [257]. Furthermore, given the number of parameters of the LLM under study,
inference on M can become extremely costly and time-consuming. Following the running
example in Listing 3, consider the docstring for the function add_variables. If M generates
outputs that differ from the target tokens, the exact memorization approach would return a
negative response. However, M has predicted a token for a semantic identifier which is closer
to natural language, can be worded in similar ways without breaking the code, and is close
to what was included in the original script. Furthermore, employing next token prediction
results in losing all the context that comes after the token that is to be predicted by M .
Therefore, for tokens that are at the beginning and near the middle of the code, the input
to the model will not contain the entirety of the code, and therefore M will be prone to
generating tokens that are not similar to what is present in the training data and result in
false negatives.

Name cloze prediction

Using name cloze prediction, similar to exact memorization, would entail breaking down the
code into n parts, constructing n prompts, and calling the model on each prompt. While
this approach can be useful for detecting rare names in the model and provides context
about what comes after the target token prediction, it is based on an instruct prompt and,
therefore, sensitive to how the prompt is designed. As shown by Srivastava et al. [146], LLMs
are sensitive to changes in prompts. Such sensitivity may cause the model to output false
negatives or positives. Furthermore, similar to the exact memorization approach, name cloze
approaches check for exact matches between what the model predicts and the target token
and therefore face the same challenge of resulting in false negatives when M ’s outputs differ
slightly in wording compared to what was originally observed during training.

In comparison, TraWiC benefits from the best aspects of both approaches. Specifically,
TraWiC is not dependent on the prompt, similar to exact matching approaches, while pro-
viding the context of the entire code to the model, similar to name cloze approaches. Further-
more, TraWiC also introduces a new method for ensuring the minimization of false negatives
as much as possible during the checking process and performs fewer calls on the LLM, mak-
ing it more efficient. Following the running example presented in Listing 3, TraWiC requires
only 13 calls on LLMs in contrast to 82 calls of the previous approaches (one call for each
token). Specifically, by looking for exact similarities for parts of the input that are required
to be exactly the same (syntactic elements) and fuzzy matching for parts of the input that
can differ (semantic elements), we check the model’s outputs for code inclusion on 6 differ-
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ent levels. Furthermore, previous approaches rely solely on the number of matches without
employing any comparison of the obtained results with previous observations. Therefore, by
using a separate classifier trained on previous observations, we add another level of accuracy
compared to exact matching models’ outputs by identifying patterns and variations that may
not be captured through exact matching alone. As a result, TraWiC is much more efficient,
accurate, and suited for detecting code inclusion in a model’s training dataset compared to
the previously proposed approaches.

5.2.3 End-to-End Data Processing Example

In this section, we present an example of how TraWiC processes the scripts in a project for
dataset inclusion detection.

{
"Variable names": ["dummy_variable", "a", "b", "c", "result"],
"Function names": ["print_input_string", "add_variables"],
"Class names": [],
"Strings": ["'Hello World!'"],
"Statement-level documentation":

[
"store the input string in a variable", "print the input string",
"add the two variables and store the result in a new variable",
"return the result"

],
"Method/Class-level documentation":

[
"This function prints the input string.\n\nArgs:\n input_string ...",
"This function adds two variables.\n\nArgs:\n a (float): ..."

]
}

Listing 4: JSON representation of extracted identifiers from the script in Listing 3.

Listing 3 shows an example of a Python script. This script consists of 2 functions, 3 variable
declarations, and corresponding docstrings and comments inside each function. Listing 4
displays all the syntactic and semantic identifiers extracted from the script in Listing 3.
Following the example in Listing 3, Listings 5 and 6 show the constructed prefix and suffix
for the variable dummy_variable, respectively. Note that we keep all the information from the
original script and only mask the element itself. This process is repeated for every semantic
and syntactic element extracted from the input script.

By breaking each script into multiple (prefix, suffix) pairs, we aim to leverage the memoriza-
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def print_input_string(input_string):
"""
This function prints the input string.
Args:

input_string(str): the string to be printed
"""
# store the input string in a variable

Listing 5: Prefix generated for variable dummy_variable from Listing 3.

tion capability of LLMs. More specifically, as reported by Carlini et al. [167], as the capacity
(i.e., number of parameters) of a language model increases, so does its ability to memorize
its training dataset instead of generalizing. Therefore, by using a large part of the script that
was present in the model’s training dataset as input, and only masking a small piece (i.e.,
a single element) to be used with the FIM technique as defined in Section 5.2.1, the model
would likely be pushed in the direction of generating an output that is the same or highly
similar to the original masked token if the script was included in its training dataset [252].

= input_string
# print the input string
print(input_string)

def add_variables(a, b):
"""
This function adds two variables.
Args:

a (float): first variable
b (float): second variable

Returns:
float: result of the addition

"""
# add the two variables and store
# the result in a new variable
c = a + b
# return the result
return c

print_input_string("hello World!")

result = add_variables(a=1, b=2)

Listing 6: Suffix generated for variable dummy_variable from Listing 3.

Once we have collected all the model’s outputs for the extracted elements of a script, we look
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for the degree of similarity between the generated outputs and the original masked elements
to determine dataset inclusion which we will explain in detail in Section 5.2.4. After obtaining
the results of the similarity comparison, a classification model predicts whether a project was
included in a model’s training dataset, given the results of the similarity comparison as input.

5.2.4 Dataset Inclusion Detection

In this section, we will explain how TraWiC can be used for the task of dataset inclusion
detection in detail. TraWiC ’s pipeline consists of four stages: pre-processing, inference,
comparison, and classification. Figure 5.1 provides an overview of our approach.

Figure 5.1 TraWiC ’s dataset inclusion detection pipeline

Pre-processing

As stated in Section 5.2.1, we break each script into its six constituent elements (i.e., syntac-
tic/semantic identifiers). From each script, we extract the elements, and for each extracted
element, we break down the script into two parts: prefix and suffix. By creating a prefix and
suffix pair for each extracted element, we will be able to query the model to predict what
comes in between the prefix and suffix. Algorithm 8 describes this pre-processing step in
detail.

Inference

After breaking the script into (prefix, suffix, masked element) tuples as shown in Algorithm 8,
the given model is queried to predict the masked element given prefix and suffix as input.
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Algorithm 8 Pre-processing
Require: SCRIPT ▷ An entire script from a project. A project can contain many scripts.
Ensure: ProcessedScript ▷ A list containing all the (prefix, suffix) tuples generated for each

element from the input script.
1: procedure ProcessScript(SCRIPT)
2: identifiers ← ExtractIdentifiers(SCRIPT) ▷ Extract all syntactic and semantic

identifiers from SCRIPT
3: ProcessedScript ← Empty list
4: for all i ∈ identifiers do
5: (pi, si)← GeneratePrefixAndSuffix(i)
6: Append (pi, si, i) to ProcessedScript
7: end for
8: return ProcessedScript
9: end procedure

From this tuple, the prefix and suffix are used for inference on the model, while the masked
element will be used in the next step for comparing the model’s outputs to the original masked
element. This process is repeated for all of the tuples extracted from a script. Algorithm 9
describes this process. Once we have collected all the model’s predictions for each masked
element, we move to the next step in which we compare the model’s predictions with the
original elements.

Algorithm 9 Inference
Require: ProcessedScript ▷ Output of Algorithm 8.
Ensure: ModelPredictions ▷ A list containing all of the given model’s predictions for the masked

element.
1: procedure PredictMaskedElements(ProcessedScript)
2: ModelPredictions ← Empty list
3: for all (pi, si, i) ∈ ProcessedScript do
4: oi ← Predict(pi, si)
5: Append (oi, i, typei) to ModelPredictions
6: end for
7: return ModelPredictions
8: end procedure

Comparison

Given the outputs of the model for each element, we define two different comparison criteria,
given an element’s type:

Exact match (see Definition 2) For syntactic identifiers (i.e., Variable, Function, Class
names), we look for an exact match. If the model generates the exact same token(s),
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we count it as a “hit”, which is a binary flag that indicates whether the generated
output matches the desired output.

Partial match (see Definition 3) For semantic identifiers (i.e., strings, documentation),
to assess the similarity between two sequences (series of tokens), we use the Leven-
shtein distance (edit distance) score [263]. This metric measures the number of single-
character edits that are required to change one sequence to the other. These elements
are closer to natural language and do not require the syntactic restrictions required
for code (incorrect/inaccurate generations will not result in syntax errors). Therefore,
we compare the generated output with the original elements and calculate the edit
distance between the two. Here, we define a threshold, and edit distances higher than
this threshold will be considered as a hit. The final threshold was chosen empirically
to provide a balance between semantic similarity and performance gains. We present
the results with different thresholds in Section 5.4.

The other metrics that can be used for this objective are based on semantic similarity,
where a semantic score is calculated between the vector representations of two strings
(e.g., cosine similarity, TF-IDF distance, etc.) [264]. We choose the edit distance metric
as we do not aim to inspect whether the model’s output is similar to the original masked
element in meaning, but in syntactic structure. Therefore, analyzing the semantic
distance would not be helpful for this task.

After processing the model’s outputs as described above, we normalize the hit numbers
by dividing the number of hits by the total number of checks for each type of identifier.
Algorithm 10 shows the comparison process in detail.

Table 5.1 shows a sample of the dataset that is constructed for dataset inclusion detection
as an output of the comparison process for the example presented in Section 5.2.2.

Table 5.1 Data representation sample for the example presented in Section 5.2.2

Script Name Class Hits Function Hits Variable Hits String Hits Comment Hits Docstring Hits
sample_project/sample.py 0 1.0 0.08 0.4 0.66 0.0

Classification

With our extracted features, the classifier’s task is to detect whether a script was included in
the LLM’s training dataset, which makes this a binary classification problem. Any classifica-
tion method, such as decision trees or DNNs, can be used based on the desired performance.
We experiment with different classification methods as explained in Section 5.4.1
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Algorithm 10 Comparison
Require: ModelPredictions ▷ Output of Algorithm 9.
Ensure: Hits ▷ Dictionary of hit counts for each identifier type.

1: function UpdateHits(Hits, key, result)
2: Hits[key]← Hits[key] + result
3: return
4: end function
5: procedure EvaluatePredictions(ModelPredictions)
6: Hits ← {VariableHits: 0, FunctionHits: 0, ClassHits: 0, StringHits: 0, CommentHits: 0,

DocStringHits: 0}
7: for all (oi, i, typei) ∈ ModelPredictions do
8: if typei is variable/function/class name then
9: if oi = i then

10: result← 1
11: else
12: result← 0
13: end if
14: else if typei is string/comment/docstring then
15: if SemanticComparison(oi, i) ≥ SemanticThreshold then
16: result← 1
17: else
18: result← 0
19: end if
20: end if
21: UpdateHits(Hits, typei, result)
22: end for
23: return Hits
24: end procedure

Algorithm 11 Classification
Require: Hits ▷ Output of Algorithm 10.
Ensure: ClassificationResults ▷ A binary variable: 1 indicates inclusion in the dataset, 0

otherwise.
1: procedure PredictDatasetInclusion(Hits)
2: ClassificationResults ← ClassificationModel(hitType, hitCount)
3: return ClassificationResults
4: end procedure

5.3 Experimental Design

In this section, we explain our experimental design, including the construction of the dataset
used as the ground truth for validating our approach, the LLM under study, the classifier
used for detecting dataset inclusion, and details of TraWiC ’s performance comparison with
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a state-of-the-art CCD approach. To that end, we remind our RQs and their objectives:

RQb1: How can we detect dataset inclusion in LLMs without access to the training dataset
or model weights?

In order to answer this RQ, we introduce TraWiC and analyze its effectiveness in
dataset inclusion detection. In order to structure this analysis, we define the following
sub-RQs:

RQb1-a: What is TraWiC ’s performance on the dataset inclusion detection task?

RQb1-b: How does TraWiC compare against traditional CCD approaches for dataset
inclusion detection?

RQb1-c: What is the effect of using different classification methods on TraWiC ’s per-
formance?

RQb2: How robust is TraWiC against data obfuscation techniques?

In order to answer this RQ, we conduct a sensitivity analysis of TraWiC ’s performance
by testing it against various code obfuscation techniques to gauge the robustness of our
framework under real-world conditions where data may be obfuscated or incomplete.
Furthermore, we evaluate the importance of each feature type in the final detection
outcome. To structure our analysis, we define the following sub-RQs:

RQb2-a: How robust is TraWiC against data obfuscation techniques?

RQb2-b: What is the importance of each feature in detecting dataset inclusion?

RQb3: How does TraWiC fail, and what can we learn from its failures?

To answer this question, we investigate TraWiC ’s failures (i.e., misclassifications) to
understand when and why it produces false positives or false negatives. This includes
examining both the model’s behavior and the underlying properties of the code samples,
providing insight into edge cases and the limits of our proposed framework.

5.3.1 Models Under Study

For evaluating our approach, without loss of generality, we have selected three distinct LLMs.
Namely, SantaCoder [125], Mistral 7B [265], and LLaMA-2 [130]. We expand more on each
model in the following.
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SantaCoder

SantaCoder is an LLM trained by HuggingFace on TheStack for program synthesis and
supports Python, Java, and JavaScript programming languages. This model was chosen as
one of the LLMs under study for the following reasons:

• TheStack is publicly available. Therefore, we can inspect the data and confirm the
presence of a script in SantaCoder’s training dataset.

• SantaCoder’s data cleaning procedure is clearly explained and replicable with differ-
ent cleaning criteria being applied [125]. To clean the data for SantaCoder’s training
dataset, its developers have used: 1) “GitHub stars” which filters repositories based
on the number of their stars, 2) “Comment-to-code-ratio” which considers the script’s
inclusion based on the ratio of comment characters to code characters, and 3) “more
near-deduplication” which employs multiple different deduplication settings. Hence,
given that we have access to the original dataset, we can reproduce the dataset that
the model was trained on by following the same procedures.

• SantaCoder is trained for code completion, using the FIM objective. As such, it natively
supports the FIM task that is used for TraWiC .

HuggingFace has released multiple versions of SantaCoder. Each model is trained on data
that was constructed using different data-cleaning criteria. For our experiments, we chose the
comment_to_code model1 because the comment-to-code ratio for this model is calculated by
“using the ast and tokenize modules to extract docstrings and comments from Python files
” [125]; which allows us to accurately reproduce the data. Following the data cleaning steps
outlined in [125], the training dataset for this version was constructed by filtering any script
in TheStack that has a comment-to-code ratio between 1% and 80% on a character level after
the standard data cleaning steps (removing files from opt-out requests, near-deduplication,
PII-reduction, etc).

LLaMA-2

LLaMA-2 is a family of LLMs developed by Meta [130]. LLaMA-2 was pre-trained on 2 tril-
lion tokens of data, has a context length of 4096 tokens, and uses Grouped-Query Attention
(GQA) [266]. This family of LLMs comes in different sizes (7B, 13B, 34B, and 70B), and both
the pre-trained and instruct models have been released on HuggingFace2. The pre-trained

1https://huggingface.co/bigcode/santacoder
2https://huggingface.co/collections/meta-llama/llama-2-family-661da1f90a9d678b6f55773b
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base versions provide a foundation for further fine-tuning according to specific downstream
tasks while the fine-tuned versions allow for enhanced performance in conversational appli-
cations. For our experiments, we use the pre-trained version with 7 billion parameters and
fine-tune it on a dataset that we have constructed.

Mistral 7B

Mistral 7B [265] is a 7-billion-parameter LLM developed by the Mistral research group,
trained for language modeling tasks such as chat, code completion, and complex reason-
ing. This model uses GQA [266] similar to LLaMA-2 and additionally uses Sliding Window
Attention (SWA) [267], which allows for faster inference speed and reduced computational
costs. Alongside its fast inference, Mistral also outperforms LLaMA-2 13B on all evaluation
benchmarks [265]. Similar to LLaMA-2, Mistral 7B has been released in two versions: A
pre-trained base and a fine-tuned version. For our experiments, we chose the pre-trained
version3 for its flexibility and potential for fine-tuning.

Both Mistral 7B and LLaMA-2 were selected for this study due to their widespread use
as foundational models for fine-tuning [268]. Unlike models already optimized for specific
downstream tasks, these pre-trained base models allowed us to demonstrate the effectiveness
of our approach on versatile, general-purpose language models. Their selection also provided
a balanced representation of different model architectures and training processes [268]. Even
though the developers of both LLaMA-2 and Mistral provide some general descriptions about
the datasets that were used to train the models, unlike SantaCoder, the datasets that were
used to train these models are not publicly available. Moreover, unlike SantaCoder, neither
Mistral nor LLaMA-2 supports the FIM objective natively. Therefore, for our experiments,
we first construct a dataset and fine-tune both models on the constructed dataset. We explain
our dataset construction in Section 5.3.2 and our fine-tuning process in Section 5.3.3.

5.3.2 Dataset Construction

In order to assess our approach’s correctness, we need to have access to the dataset that an
LLM was trained on. By knowing which scripts/projects were used for training the model,
we can construct a ground truth for training and validating the classifier for dataset inclusion
detection. To do so, we use two datasets as follows.

3https://huggingface.co/mistralai/Mistral-7B-v0.1
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TheStack

TheStack4 is a large dataset (3 terabytes) of code collected from GitHub by HuggingFace5.
This dataset contains codes for 30 different programming languages and 137.36 million repos-
itories [134]. We focus on the Python repositories in this dataset as the data cleaning process
used for SantaCoder, which we outlined in Section 5.3.1, is accurately replicable for Python.
Given the large number of Python scripts and the data cleaning approach used for producing
the training data for the LLM, some scripts within a project might be included in the LLM’s
dataset, while others might be excluded. Therefore, we first filter the Python projects by
considering a minimum of 10 and a maximum of 50 scripts per project. We focus on projects
of such scale for the following reasons:

• Our aim is to increase the likelihood that some scripts within a project might be
included in the training dataset of the LLM, while some from the same project might
not. This will allow us to have a more diverse dataset for both script-level and project-
level dataset inclusion detection as explained in Section 5.3.5.

• As our primary objective is to detect a project’s inclusion in the training dataset of an
LLM, by not including overly large projects that contain many scripts, we will have
a larger number of projects in our dataset (e.g., instead of having a project with 200
scripts, we can have 5 projects with 40 scripts).

• As we outline in Section 5.3.1, we have chosen a data cleaning criterion based on
documentation to code ratio. Therefore, to construct a balanced dataset where projects
are not documented enough or too documented, we do not include overly small projects
in our dataset. As reported by Mamun et al. [269], there exists a correlation between the
size of a software project and the amount of documentation written for it. Therefore,
by not including overly small projects, we will increase the likelihood of having high-
quality, well-documented scripts in our dataset.

It should be noted that SantaCoder was trained on all of the Python, Java, and JavaScript
codes in TheStack after applying the data cleaning criterion. We then randomly sample
from the remaining projects for constructing the dataset for inclusion detection for TraWiC ,
NiCad, and JPlag (as explained in Sections 5.2.4 and 5.3.6).

4https://huggingface.co/datasets/bigcode/the-stack
5https://huggingface.co/huggingface
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GitHub repositories

As mentioned in Section 5.3.1, unlike SantaCoder, the datasets that were used to train
Mistral and LLaMA-2 are not publicly available, and the developers of both models do not
explicitly declare what data was used to train their models. As such, in order to evaluate
our approach on much larger and more capable models, we construct a dataset from GitHub
repositories that were published after the release of both Mistral and LLaMA-2 (September
2023). Similar to the dataset used for SantaCoder, in order to have a fixed approach and
compare the models methodologically, we focus on repositories that contain Python code. As
these repositories were published after these models’ release, we can be certain that they were
not used as the training data for the models under study. After collecting these repositories,
we fine-tune the models on the dataset. As such, we will have a ground truth for both
Mistral and LLaMA-2, which contains codes that the models have seen during their training
and codes that were not included in their training dataset. The resulting dataset contains
over 1355 Python scripts from 51 repositories, out of which 20000 data points (which we
will further explain in Section 5.3.3) were constructed. 10000 data points were used for
fine-tuning the models, and the remaining 10000 were used for evaluation of TraWiC itself
(therefore not included in the model’s fine-tuning dataset). The list of repositories that were
used to fine-tune the models is available in our replication package [270].

5.3.3 Fine-tuning

As described in Section 5.3.1, in contrast to SantaCoder, Mistral, and LLaMA-2 are not
trained to support the FIM objective natively. So, we use the dataset that we constructed
from GitHub repositories as described in Section 5.3.2, to fine-tune the models for the FIM
objective. Doing so has two benefits:

• Constructing our own dataset allows for having a ground truth for determining whether
a script/project was included in a model’s training dataset. Therefore, we can evaluate
TraWiC on more capable models without the loss of generality.

• As the pre-trained versions of Mistral and LLaMA-2 do not support the FIM objective,
using our own constructed dataset for fine-tuning the models allows these models to
support the FIM task.

In order to fine-tune the models for the FIM objective, we use the same prompt format as
the one that was used to train SantaCoder. Listing 7 displays the prompt that was used to
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fine-tune the models with prefix and suffix being constructed as explained in Section 5.2.1
and infill being the infilling objective which the model is tasked to predict.

<fim-prefix>{prefix}<fim-suffix>{suffix}<fim-middle>{infill}<endoftext>

Listing 7: The prompt format used for fine-tuning the models under study.

As an example, consider the script that was presented in Listing 3. Listing 8 presents a single
data point extracted from this script after extracting the syntactic and semantic identifiers
from this script as displayed in Listing 4.

"prefix": "def print_input_string(input_string): \"\"\" ...\"\"\""
"infill": "dummy_variable"
"suffix": " = input_string \n # print the input ...."

Listing 8: The data point format used for fine-tuning the models under study.

Following this approach, we go over the collected dataset and generate the fine-tuning dataset.
The models are only trained on Python scripts, and if codes from other languages exist in
the dataset, they are not included in the fine-tuning dataset. In order to fine-tune the
models on our dataset for the FIM objective, we use the Quantized Low-Rank Adaptation
(QLoRA) [271] approach, which is a parameter-efficient fine-tuning (PEFT) method [272].
Furthermore, in order to have comparable results for both Mistral and LLaMA, both models
were fine-tuned on the same dataset. The codes and the data that were used for training
these models are available in our replication package [270], allowing for replication of our
fine-tuned models and TraWiC ’s results.

5.3.4 Classifier for Dataset Inclusion Detection

We have chosen to use random forests as the classifier for our experiments for the following
reasons:

• We emphasize the need for our approach to maintain a high degree of interpretability.
By using multiple decision trees (which are inherently interpretable) that comprise the
random forest, this type of classifier provides interpretability alongside high classifica-
tion performance.

• Ensemble methods, such as random forests, are known for their superior performance
over single predictors due to their ability to reduce overfitting and improve generaliza-
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tion. They are also more computationally efficient compared to the intensive resource
demands of training and inference of DNN models [11].

To ensure a thorough comparative analysis of classifiers, we have also experimented with
XGBoost (XGB) and Support Vector Machine (SVM) classifiers. For optimal classifier selec-
tion, we employed the grid search methodology, which involves an exhaustive exploration of
hyperparameters [11], where for each model, we evaluated various combinations of settings
as described below. The best models were selected based on the achieved F-score on the test
dataset. All scripts for training these models are available at [270].

Random Forest

• Number of estimators: This hyperparameter is used to indicate the number of trees in
the forest. We used values of 50, 100, and 200.

• Number of features for best split: The number of features to consider when looking
for the best split. We used the values “sqrt”, indicating the square root of the number
of features in the input; and “log2”, indicating the binary logarithm of the number of
features in the input.

• Max tree depth: Maximum depth allowed for a single tree in the forest. We used the
values of 10, 20, and 30.

• Split criterion: The function to measure the quality of a split. With “gini” indicating
Gini impurity and “entropy” indicating Shannon information gain.

SVM

• C: The regularization parameter with the strength of regularization being inversely
proportional to C. We used values of 0.1, 1, 10, and 100.

• Kernel: Specifies the kernel type to be used in the algorithm. We used radial basis and
linear functions.

• Kernel Coefficient: The kernel coefficient is a parameter that determines the shape of
the kernel function used to map the input data into a higher-dimensional feature space.
We used values of 1, 0.1, 0.01, and 0.001.
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XGB

• Learning rate: Also denoted as “eta”, is the step size shrinkage used in the update. We
used values of 0.01, 0.1, and 0.5.

• Max depth: maximum depth of a tree. We used values of 3, 5, and 7.

• Number of estimators: Number of boosting rounds or trees to build. We used values
of 50, 100, and 200.

• Subsample: Subsample ratio of the training instances. For example, a subsample of 0.5
means that we randomly sample half of the training data before growing the trees. We
used values of 0.6, 0.8, and 1.0.

• Subsample ratio of columns: Subsample ratio of columns when constructing each tree.
Subsampling occurs once for every tree constructed. We used values of 0.6, 0.8, and
1.0.

5.3.5 Detecting Dataset Inclusion

Depending on the data cleaning criteria used for filtering the scripts for training the LLM
as mentioned in Section 5.3.1, some scripts in a project may not be included in the model’s
training dataset, e.g., out of 20 scripts in a project, some may not pass the data filtering
criteria. Therefore, we outline two different levels of granularity for predicting whether a
project was present in a model’s training dataset:

• File-level granularity: We determine whether a single script has been in the LLM’s
training dataset.

• Repository-level granularity: We analyze all the scripts from a repository and consider
that the repository has been included in the LLM’s training dataset if the classifier
predicts a certain amount of scripts out of the total number of scripts in the repository
as being in the training dataset.

To analyze the impact of edit distance on the classifier’s performance, we define multiple
levels of edit distance for a thorough sensitivity analysis. Our analysis for SantaCoder was
conducted on 263 repositories extracted from TheStack, totaling 9,409 scripts, with 1,866
scripts not included in SantaCoder’s training dataset. For both LLaMA-2 and Mistral, we
used the same dataset that we fine-tuned the models on, designating half as the ground
truth for scripts included in the training dataset, and the other half as scripts not included.
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This means the classifier was trained on 1,355 scripts from 51 repositories. Out of which, 25
repositories and their corresponding scripts were used for fine-tuning the models (thus seen
by the model during training), while 26 repositories and their corresponding scripts were
used as negative instances (not seen by the model during training).

5.3.6 Comparison With Other Clone Detection Approaches

In software auditing, one of the approaches for detecting copyright infringement is using
CCDs to check the code against a repository of copyrighted code [247]. CCD is an active
area of research, and different approaches are proposed for the detection of clones, especially
those of Type 3 and Type 4 [218]. This process is carried out through a pair-wise comparison
of the codes in a project against another dataset that contains copyrighted codes. As detailed
in Chapter 2.3.2, many different approaches are proposed and available for CCD [218]. Out
of the proposed approaches, we choose NiCad [250] and JPlag [273] for comparison with
TraWiC on the dataset inclusion task, for the following reasons:

• Python support: Out of the proposed, available approaches, NiCad and JPlag are
the only ones that support clone detection for Python scripts.

• Availability: A few of the proposed approaches are available for use. Furthermore,
most of them require expensive re-training on new datasets. However, both NiCad
and JPlag are open-source and do not require re-training (as opposed to the proposed
ML-based solutions).

• Syntactic errors in generated codes: Most of the proposed approaches for CCD
based on DNNs, extract information such as ASTs from the code, which can only be
done if the generated code is syntactically valid. Even though LLMs have shown a
high capability in generating correct code, limiting CCD to codes that are syntactically
valid would severely reduce the size of the dataset that can be used for this study.

NiCad employs a parser-based, language-specific approach using the TXL transformation
system to extract and normalize potential code clones. It is capable of detecting code clones
up to Type 3 [250]. JPlag [273] compares the similarity of programs in two phases: con-
verting programs into token strings and comparing these strings using the “Greedy String
Tiling” [251] algorithm. This algorithm identifies the longest common substrings between two
token strings and marks them as tiles. The similarity value is determined by the percentage
of tokens covered by these tiles. JPlag’s tokenization is language-dependent, and it prioritizes
tokens that reflect a program’s structure while ignoring superficial aspects like whitespace
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and comments. For the purpose of this study, we use the latest version of JPlag6. As NiCad
and JPlag are designed to detect clones between scripts, they operate differently compared
to our approach, where we inspect the similarity between one or multiple generated tokens.
Therefore, to determine whether a code was in a model’s training dataset with NiCad/JPlag,
we query the model to generate code snippets and compare the generated codes against each
snippet that we know exists in the model’s training dataset. Algorithm 12 shows the steps
for dataset inclusion detection using NiCad and JPlag. We generate code snippets instead
of tokens since comparing scripts to each other using NiCad and JPalg will result in positive
clone matches as a large portion of both scripts will be the same, as shown in Figure 5.2.

Figure 5.2 An example of how prefix and suffix are generated for NiCad and JPlag

Our detailed process is as follows:

Algorithm 12 Dataset Inclusion Detection Using NiCad/JPlag
Require: SCRIPT ▷ SCRIPT is an entire script from a project. A project can contain many

scripts.
Ensure: ClassificationResults ▷ A binary variable: 1 indicates inclusion in the dataset, 0

otherwise.
1: procedure DetectInclusion(SCRIPT)
2: (prefix, suffix)← ExtractPrefixAndSuffix(SCRIPT)
3: GeneratedSuffix ← Predict(prefix)
4: ClassificationResults ← Empty list
5: for all s ∈ dataset do
6: r ← NiCad(s, GeneratedSuffix)
7: Append r to ClassificationResults
8: end for
9: return ClassificationResults

10: end procedure

6https://github.com/jplag/JPlag/releases/tag/v5.0.0
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Pre-processing

We extract the functions and classes that are defined in a script by parsing its code. For
example, the script in Listing 3 has 2 functions. After doing so, we break each function/class
into two parts based on its number of lines. Figure 5.2 displays an example of how this
process is carried out. This process is repeated for every function and class that is extracted
from the script. We consider the first half as the prefix and the second half as the suffix.

Inference

After generating prefix and suffix pairs, we query the model with the prefix and have the
model generate the suffix. Note that here, we do not restrict the model to predict the masked
element by giving it the suffix. Instead, we allow the model to generate what comes after the
prefix until the model itself generates an “end-of-sequence” token.

Comparison

TheStack dataset contains 106.91 million Python scripts [134]. Therefore, comparing each
generated script by the model under study in a pair-wise manner against all the other scripts
present in the training dataset is computationally infeasible. As such, we compare each
generated script with those of multiple randomly sampled repositories from the model’s
training dataset to detect code clones across projects. Here, we aim to investigate whether
the model generates codes from its training dataset when it is given a large part of a script as
input. If NiCad/JPlag detects a clone between the generated script and another script from
the sampled projects, we consider it as a hit for detecting that the project was included in
the model’s training dataset. As we are sampling randomly, there exists the possibility that
the model generates code from its training dataset, but the generated code wasn’t compared
against the project for which it was generated. Therefore, to decrease the likelihood of such
cases, we do the following:

• We follow the same project selection criteria as described in Section 5.3.2 for both
selecting the scripts to generate code from and comparing the generated codes against.
By only sampling projects that contain a minimum of 10 and a maximum of 50 scripts,
we aim to decrease the amount of missing hits.

• As we expand upon in Section 5.4.1, we experiment with multiple random sampling
ratios in order to have a comprehensive sensitivity analysis.
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5.4 Results and Analysis

In this section, we present our experimental results. We begin by laying out our experiment
details, continue with presenting the results of our approach compared against a baseline, and
conclude this section by conducting an error, feature importance, and sensitivity analysis.
Our replication package is publicly accessible online [270].

5.4.1 RQb1: Detecting dataset inclusion in LLMs without access to the training
dataset or model weights

The results detailed in Tables 5.2, 5.3, and 5.4 showcase the performance of TraWiC ’s dataset
inclusion detection when applied with varying edit distance thresholds. The “Considering
only a single positive” criterion showcases the results on file-level granularity. We consider
multiple inclusion criteria for predicting whether a repository (i.e., project) was included in
the model’s training dataset as outlined in “Considering a threshold of 0.4/0.6”. “Precision”
measures the percentage of correctly predicted positive observations out of all predicted pos-
itives, reflecting the classifier’s accuracy in making positive predictions. “Accuracy” gives
an overall assessment, showing the ratio of correctly predicted observations to the total pre-
dictions made. The “F-score” balances precision and sensitivity (recall), offering a compre-
hensive metric, especially for uneven datasets. “Sensitivity” assesses the model’s capability
to correctly distinguish actual positive cases, while “Specificity” measures its performance
in distinguishing true negatives. We focus on the F-score as the main performance metric.
After F-score, we focus on sensitivity as our goal is to detect dataset inclusion; therefore, the
higher the classifier’s ability to detect true positives, the more suited to our purpose it is.

RQb1-a: What is TraWiC ’s performance on the dataset inclusion detection task?

We observe that the performance of our models varies based on the repository inclusion
criterion and the edit distance threshold. Specifically, for SantaCoder, the best performance
is achieved with an edit distance of 60 and a repository inclusion threshold of 0.4. In contrast,
both fine-tuned versions of Mistral and LLaMA-2 perform best with an edit distance threshold
of 20. However, there are differences in their best-performing conditions: LLaMA-2 achieves a
higher F-score with an inclusion threshold of 0.4, while Mistral performs better in detecting
the inclusion of single scripts. Nonetheless, the performance gap between LLaMA-2 and
Mistral in terms of dataset inclusion detection is not significant when using an edit distance
threshold of 20. For all 3 models under study, we can observe that precision, accuracy,
and F-score generally decrease as the edit distance threshold increases. This shows that a
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higher threshold for edit distance may lead to less strict matching criteria, which in turn
could result in more false positives and reduce TraWiC ’s performance. Additionally, we
observe that sensitivity marginally increases with the edit distance threshold for SantaCoder
but marginally decreases for Mistral and LLaMA-2 when detecting single script inclusion.
This suggests that while SantaCoder’s classifier becomes less precise, it captures more true
positives at higher thresholds. However, the performance of Mistral and LLaMA-2 degrades
as the threshold increases.

Table 5.2 Results of TraWiC ’s code inclusion detection with different edit distance thresholds
on SantaCoder

Repository Inclusion
Criterion

Edit Distance
Threshold

Precision
(%)

Accuracy
(%)

F-score
(%)

Sensitivity
(%)

Specificity
(%)

Considering only a single positive
20

88.07 83.87 88.57 89.08 71.60
Considering a threshold of 0.4 76.52 75.10 84.82 95.13 20.63
Considering a threshold of 0.6 80.46 71.26 80.31 80.15 47.08
Considering only a single positive

40
79.57 79.11 83.39 94.49 42.91

Considering a threshold of 0.4 72.96 72.40 83.80 98.43 3.62
Considering a threshold of 0.6 75.50 73.96 84.10 94.90 18.65
Considering only a single positive

60
78.09 77.46 85.46 94.36 37.70

Considering a threshold of 0.4 71.28 71.23 82.95 99.19 2.92
Considering a threshold of 0.6 73.30 72.11 82.89 95.38 15.60
Considering only a single positive

70
78.47 78.08 85.85 94.77 38.81

Considering a threshold of 0.4 73.30 72.83 84.17 98.83 2.11
Considering a threshold of 0.6 75.46 74.11 84.39 95.71 15.34
Considering only a single positive

80
77.79 77.47 85.55 95.02 36.17

Considering a threshold of 0.4 71.22 70.83 82.84 99.00 1.47
Considering a threshold of 0.6 72.42 70.98 82.41 95.60 10.30

Examining Table 5.2, we observe diverse results based on different edit distance thresholds
and repository inclusion criteria. The highest F-score, 88.57%, is achieved at an edit distance
threshold of 20 when considering a single script’s inclusion. Specificity is highest, 71.6%, with
the same criteria, indicating a decent balance in predicting when a script was not included
in the model’s training dataset. For project inclusion detection, we report a sensitivity of
99.19% and a specificity of 2.92% while considering an edit distance threshold of 60. This
means that TraWiC has a high capability in detecting whether a project was included in the
training dataset. As mentioned in Section 5.2.4, after following the data cleaning criteria as
laid out in [125], some scripts from a project may not be included in the training dataset
of the given model. For example, out of the 20 scripts in a project, 10 may not have a
comment-to-code ratio between 1% to 80% and therefore will not be used for training the
model. Therefore, even though the project itself was included in the model’s training dataset,
a specific script from it may not be. As such, it should be noted that most of the projects
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in our dataset (in contrast to scripts) were included in SantaCoder’s training dataset and a
low specificity when it comes to project inclusion detection (as opposed to script inclusion
detection) is not alarming as other scripts from the project could have been used in the
model’s training.

Table 5.3 Results of TraWiC ’s code inclusion detection with different edit distance thresholds
on LLaMA-2

Repository Inclusion
Criterion

Edit Distance
Threshold

Precision
(%)

Accuracy
(%)

F-score
(%)

Sensitivity
(%)

Specificity
(%)

Considering only a single positive
20

78.68 82.74 81.36 84.23 81.54
Considering a threshold of 0.4 80.00 86.27 82.05 84.21 87.50
Considering a threshold of 0.6 75.00 72.54 68.18 62.50 81.48
Considering only a single positive

40
75.98 80.93 79.09 82.47 79.73

Considering a threshold of 0.4 75.00 75.60 75.00 75.00 76.19
Considering a threshold of 0.6 66.66 70.00 70.00 73.68 66.66
Considering only a single positive

60
73.49 79.06 76.56 79.91 78.43

Considering a threshold of 0.4 70.00 73.17 71.79 73.68 72.72
Considering a threshold of 0.6 70.00 70.73 70.00 70.00 71.42
Considering only a single positive

70
72.58 78.50 75.78 79.29 77.92

Considering a threshold of 0.4 70.00 73.17 71.79 73.68 72.72
Considering a threshold of 0.6 65.00 70.73 68.42 72.22 69.56
Considering only a single positive

80
70.56 77.57 74.46 78.82 76.67

Considering a threshold of 0.4 75.00 68.29 69.76 65.21 72.22
Considering a threshold of 0.6 70.00 63.41 65.11 60.89 66.66

Examining Tables 5.3 and 5.4, we observe various performance metrics for TraWiC ’s perfor-
mance on fine-tuned versions of LLaMA-2 and Mistral across different edit distance thresholds
and repository inclusion criteria. For LLaMA-2 (Table 5.3), the highest F-score of 82.05% is
achieved at an edit distance threshold of 20 when considering a repository inclusion criterion
of 0.4. The highest specificity, 87.5%, is also achieved at an edit distance threshold of 20 with
a repository inclusion criterion of 0.4. This indicates a good balance in predicting an entire
project’s inclusion in the model’s training dataset. Sensitivity is highest at 84.23% with an
edit distance threshold of 20 and considering only a single positive. This shows that at this
edit distance threshold, TraWiC can detect both a single script’s and a project’s inclusion in
a model’s training dataset with high performance.

For Mistral (Table 5.4), the highest F-score, 85.37%, is achieved at an edit distance threshold
of 20 when considering a single script’s inclusion. Similarly, the highest sensitivity of 88.38%
is observed under the same conditions. The highest specificity, 85.71%, is achieved with an
edit distance threshold of 20 and a repository inclusion criterion of 0.4, indicating strong
performance in predicting the absence of scripts in the training dataset. Therefore, we can
observe that TraWiC shows high performance in code inclusion detection on LLMs trained on
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Table 5.4 Results of TraWiC ’s code inclusion detection with different edit distance thresholds
on Mistral

Repository Inclusion
Criterion

Edit Distance
Threshold

Precision
(%)

Accuracy
(%)

F-score
(%)

Sensitivity
(%)

Specificity
(%)

Considering only a single positive
20

82.55 86.45 85.37 88.38 84.89
Considering a threshold of 0.4 85.00 85.36 85.00 85.00 85.71
Considering a threshold of 0.6 84.21 82.50 82.05 80.00 85.00
Considering only a single positive

40
80.62 85.52 84.21 88.13 83.49

Considering a threshold of 0.4 85.00 85.36 85.00 85.00 85.71
Considering a threshold of 0.6 84.21 82.05 82.05 80.00 84.21
Considering only a single positive

60
77.51 83.48 81.79 86.58 81.16

Considering a threshold of 0.4 80.00 80.48 80.00 80.00 80.95
Considering a threshold of 0.6 80.00 78.04 78.04 76.19 80.00
Considering only a single positive

70
77.51 82.56 80.97 84.74 80.85

Considering a threshold of 0.4 75.00 80.48 78.94 83.33 78.26
Considering a threshold of 0.6 75.00 75.60 75.00 75.00 76.19
Considering only a single positive

80
74.74 83.11 81.31 86.46 80.64

Considering a threshold of 0.4 65.00 70.73 68.42 72.22 69.56
Considering a threshold of 0.6 65.00 63.41 63.41 61.90 65.00

code. It should also be noted that the results presented in Tables 5.3 and 5.4 are conducted
on models that were fine-tuned on the dataset for 3 epochs. However, for both LLaMA-2
and Mistral models, we can see that TraWiC ’s performance starts to degrade as we increase
the edit distance threshold. We discuss the effects of fine-tuning and the reasons behind
TraWiC ’s performance degradation on these models in RQb3.

Findings 1: When analyzing a single script’s inclusion, TraWiC shows high per-
formances in detecting both true positives and true negatives. The best balance is
achieved when we employ lower edit distance thresholds for considering semantic iden-
tifiers. This means that looking for similarity in natural language elements of code can
be used as a strong signal for detecting dataset inclusion.

Given the differences between TraWiC ’s specificity and sensitivity on file-level granularity in
comparison to repository-level granularity, we can infer two scenarios for using TraWiC . First,
if a repository contains a large number of scripts and inference on the given model is resource-
intensive, using TraWiC on less than half of the repository’s scripts can effectively indicate
dataset inclusion. Second, in scenarios where reducing false negatives is more important (e.g.,
identifying every instance of dataset inclusion), applying TraWiC on file-level granularity can
be an effective method to check for dataset inclusion.
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RQb1-b: How does TraWiC compare against traditional CCD approaches for
dataset inclusion detection?

Table 5.5 NiCad/JPlag’s Performance on detecting clones across sampled repositories

Tool Percentage of Dataset Sampled Precision
(%)

Accuracy
(%)

F-Score
(%)

Sensitivity
(%)

Specificity
(%)

NiCad
Sampling 5% (1726 projects / ≈ 34600 scripts) 84.81 43.13 53.60 38.18 63.63
Sampling 9% (3108 projects / ≈ 62280 scripts) 86.74 47.64 56.47 41.86 72.50
Sampling 10% (3452 projects / ≈ 69200 scripts) 80.24 41.22 49.24 35.51 64.44

JPlag
Sampling 5% (1726 projects / ≈ 34600 scripts) 83.53 54.49 58.92 45.51 77.26
Sampling 9% (3108 projects / ≈ 62280 scripts) 82.63 53.83 58.32 45.06 76.02
Sampling 10% (3452 projects / ≈ 69200 scripts) 81.00 55.00 59.94 47.57 73.00

Table 5.5 presents the results obtained when using NiCad and JPlag for clone detection. We
used NiCad and JPlag to detect code clones across code snippets from the scripts in the
LLM’s training dataset and code snippets generated by the LLM as outlined in Section 5.3.6.
Given that our task is a binary classification, NiCad is unable to achieve the accuracy of
a random classifier (50%), and JPlag achieves an accuracy of 55%, which is barely higher
than a random classifier indicating that code clone detection approaches are not suitable for
detecting dataset inclusion. This observation is consistent with the results reported in [274].

The highest accuracy, F-Score, and sensitivity are achieved by NiCad for clone detection
when sampling 9% of the LLM’s dataset. The highest accuracy, F-score, and sensitivity
for JPlag are achieved when sampling 10% of the dataset, while the highest precision and
specificity are achieved when sampling 5% of the dataset. As the results show, our approach
outperforms both NiCad and JPlag by a large margin in detecting whether a project was
included in the training dataset of SantaCoder, regardless of the edit distance threshold.
Moreover, using clone detection techniques for dataset inclusion detection is expensive. In
fact, before using any clone detection technique, we need to generate code snippets using the
LL,M and once a sufficient amount of scripts are generated, compare them in a pair-wise
manner with the original scripts that were used in the LLM’s training dataset. TraWiC
is much less computationally expensive compared to generating multiple snippets of code
from different repositories and using NiCad/JPlag to detect similarities between them. For
detecting dataset inclusion, TraWiC ’s main performance constraint is inference on the LLM
for generating the necessary tokens. In contrast, both NiCad and JPlag need to compare
an average of 3,000 scripts per project in a pair-wise manner for inclusion detection when
considering a 10% sample of the filtered dataset on top of generating the necessary code
from the LLM. As presented in Table 5.2, the best results are achieved when we focus on
identifying the inclusion of single scripts with an edit distance threshold of 20. Our analysis
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results presented in Table 5.5 show that increasing the number of sampled repositories has
only a marginal improvement on NiCad’s and JPlag’s performance.

Findings 2: The high cost of pair-wise clone detection alongside the LLMs’ capability
in generating code with different syntax makes code clone detection tools incapable
of detecting dataset inclusion. This is indicated by their poor performance, observed
even when increasing the amount of code to compare.

RQb1-c: What is the effect of using different classification methods on TraWiC ’s
performance?

Table 5.6 Performance comparison of different classifiers on the generated dataset

Edit Distance
Threshold

Repository Inclusion
Criterion

F-score XGB
(%)

F-score SVM
(%)

F-score RF
(%)

20
Considering only a single positive 86.04 85.53 88.57
Considering a threshold of 0.4 83.53 82.30 84.82
Considering a threshold of 0.6 80.53 77.95 80.31

40
Considering only a single positive 84.01 83.20 83.39
Considering a threshold of 0.4 82.16 81.89 83.80
Considering a threshold of 0.6 82.48 80.60 84.10

60
Considering only a single positive 82.49 82.43 85.46
Considering a threshold of 0.4 82.18 82.20 82.95
Considering a threshold of 0.6 82.02 82.37 82.89

70
Considering only a single positive 84.32 84.49 85.85
Considering a threshold of 0.4 83.56 83.78 84.17
Considering a threshold of 0.6 81.85 82.82 84.39

80
Considering only a single positive 82.78 82.22 85.55
Considering a threshold of 0.4 82.39 81.91 82.84
Considering a threshold of 0.6 81.23 81.24 82.41

Table 5.6 shows the F-scores of different classification methods for SantaCoder. As the results
show, random forests outperform both XGB and SVM across all edit distance thresholds and
repository inclusion criteria.

5.4.2 RQb2: TraWiC ’s robustness against data obfuscation techniques

In this RQ, we assess TraWiC ’s robustness to data obfuscation. Afterward, we analyze the
correlation between the extracted features in our dataset and discuss the feature importance
of the trained classifiers.
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RQb2-a: How robust is TraWiC against data obfuscation techniques?

In this section, we analyze TraWiC ’s robustness against models trained on obfuscated datasets.
Data obfuscation can be used as a defense strategy against MIAs [275]. For example, knowl-
edge distillation [276, 277] or differential privacy [278, 279] can be used for training models
that do not generate rare elements observed during their training. There also exists a myriad
of code obfuscation techniques proposed for software copyright and vulnerability protection
by making reverse-engineering the software more difficult. For example, Mixed Boolean
Arithmetic methods [280] obfuscate the code by replacing arithmetic operations in a code
with overly complex statements. Opaque Predicates approaches [281] obfuscate the code
by setting only one direction of the code to be executed and inserting dummy code in the
part that never gets executed, therefore, making the code more complex without introducing
any change to the code’s execution. Finally, other approaches alter identifiers, variables,
and string literals or remove code indentation to change the code’s semantics [282]. Ap-
proaches that use a combination of these methods [283] have been proposed for thorough
code obfuscation to protect the code as well.

As such, in this section, we examine the robustness of our approach when confronted with
models trained on obfuscated datasets. Such scenarios are also similar to detecting Type-
2/Type-3 code clones. It should be noted that for our sensitivity analysis, we assume that
the data for training the given model has already been obfuscated before training the model,
therefore making it more robust against producing textual elements similar to the original
unobfuscated codes. To simulate these scenarios, we introduce noise during the hit-count
process for syntactic identifiers. This noise emulates situations where the LLM produces a
syntactic identifier that deviates from the original, resulting in a miss. Moreover, we test the
robustness of our approach in scenarios where noise is introduced during the semantic identi-
fiers’ hit count. Finally, we simulate scenarios where both syntactic and semantic identifiers
have been changed in the training dataset by data obfuscation techniques. Therefore, we
will be able to test TraWiC ’s robustness in recognizing dataset inclusion despite deliberate
obfuscations in the training dataset.

Tables 5.7, 5.8, and 5.9 show the results of our sensitivity analysis conducted by varying the
levels of noise (with noise ratios of 0.1, 0.5, and 0.9) injected during the syntactic, semantic,
and their combination’s hit-count process as mentioned above, for SantaCoder, LLaMA-2,
and Mistral, respectively. Here, “Target” refers to the level that the noises are being applied
to, a “Noise Ratio” of 0.1 means that during the hit-count process, a hit is ignored with a
probability of 10%. Similar to the analyses done in RQb1, we consider different edit distance
thresholds (20, 60, and 80) for detecting semantic hits. It should be noted that we conduct
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our analysis on single scripts instead of projects.

Table 5.7 Results of TraWiC ’s dataset inclusion detection with noise injection across different
levels on SantaCoder

Target Edit Distance
Threshold

Noise
Ratio

Precision
(%)

Accuracy
(%)

F-score
(%)

Sensitivity
(%)

Specificity
(%)

Syntactic

20
0.1 88.00 83.09 88.13 88.27 70.30
0.5 86.41 79.26 85.23 84.08 67.34
0.9 87.80 69.04 75.11 65.62 77.49

60
0.1 79.45 78.51 86.18 94.17 39.85
0.5 79.30 74.89 83.24 87.59 43.54
0.9 81.82 59.73 66.37 55.83 69.37

80
0.1 78.92 78.03 85.94 94.32 37.82
0.5 78.43 74.95 83.55 89.39 39.30
0.9 79.11 65.69 74.38 70.18 54.24

Semantic

20
0.1 87.19 82.29 87.62 88.04 68.08
0.5 83.83 74.89 81.97 80.19 61.81
0.9 81.70 51.86 55.22 41.70 76.94

60
0.1 79.63 78.67 86.26 94.10 40.59
0.5 78.83 76.33 84.59 91.26 39.48
0.9 78.79 74.31 82.89 87.44 41.88

80
0.1 79.31 78.88 86.51 95.14 38.75
0.5 78.03 76.76 85.16 93.72 34.87
0.9 78.13 75.21 83.86 90.51 37.45

Combined

20
0.1 87.16 82.07 87.45 87.74 68.08
0.5 83.37 73.03 80.37 77.58 61.81
0.9 85.25 50.96 52.18 37.59 83.95

60
0.1 79.10 77.87 85.76 93.65 38.93
0.5 78.93 73.51 82.15 85.65 43.54
0.9 81.97 54.10 58.53 45.52 75.28

80
0.1 78.34 77.39 85.59 94.32 35.61
0.5 78.12 74.36 83.15 88.86 38.56
0.9 82.10 57.45 63.24 51.42 72.32

As expected, increasing the noise sensitivity threshold results in a decline in precision, ac-
curacy, F-score, and sensitivity across all edit distance thresholds, for all the models under
study. This is aligned with the expectation that the introduction of noise impairs the clas-
sifier’s ability to correctly identify true positives. However, the random forest’s inherent
robustness to overfitting and its ensemble nature appear to mitigate this effect to some ex-
tent, particularly at moderate levels of noise, as also reported in [284]. Finally, we observe
that TraWiC ’s performance degrades close to that of a random classifier when there exists a
lot of noise in the dataset for SantaCoder and even further for LLaMA-2 and Mistral. This
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indicates that our approach is not robust against thorough data obfuscation techniques where
nearly all semantic and syntactic identifiers are changed.

Table 5.8 Results of TraWiC ’s dataset inclusion detection with noise injection across different
levels on LLaMA-2

Target Edit Distance
Threshold

Noise
Ratio

Precision
(%)

Accuracy
(%)

F-score
(%)

Sensitivity
(%)

Specificity
(%)

Syntactic

20
0.1 76.68 82.75 81.36 84.23 81.54
0.5 68.60 71.80 69.96 71.37 72.16
0.9 57.75 61.41 58.89 60.08 62.54

60
0.1 72.29 76.26 73.92 75.63 76.77
0.5 62.50 65.92 63.01 63.52 67.93
0.9 56.22 59.25 56.22 56.22 61.99

80
0.1 69.53 74.02 70.36 74.66 73.57
0.5 60.48 66.54 62.63 64.96 67.76
0.9 51.61 55.14 51.61 51.61 58.19

Semantic

20
0.1 70.93 74.40 72.62 74.39 74.40
0.5 63.57 67.16 64.95 66.40 67.81
0.9 53.10 56.40 53.83 54.58 57.99

60
0.1 67.07 72.34 69.29 71.67 72.85
0.5 57.43 62.43 58.73 60.08 64.31
0.9 55.42 57.57 54.87 54.33 60.50

80
0.1 66.13 73.46 69.79 73.87 73.16
0.5 56.45 62.43 58.21 60.09 64.24
0.9 49.60 54.39 50.20 50.83 57.43

Combined

20
0.1 68.60 71.43 69.69 70.80 71.97
0.5 59.30 63.27 60.71 62.20 64.16
0.9 53.10 55.66 53.41 53.73 57.39

60
0.1 66.27 69.35 66.80 67.35 71.03
0.5 59.04 64.49 60.74 62.55 66.00
0.9 48.59 50.28 47.64 46.72 53.62

80
0.1 62.50 68.60 64.85 67.39 69.51
0.5 55.65 60.19 56.44 57.26 62.59
0.9 47.18 54.02 48.75 50.43 56.77

We also conduct analyses of different “Repository Inclusion Criterion” (i.e., considering a
project to be included in the model’s training dataset if a certain amount of its corresponding
scripts are detected as included in the model’s training dataset) similar to the analysis done
in Tables 5.2, 5.3, and 5.4, in Tables 5.10, 5.11, and 5.12.
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Table 5.9 Results of TraWiC ’s dataset inclusion detection with noise injection across different
levels on Mistral

Target
Edit Distance

Threshold
Noise
Ratio

Precision
(%)

Accuracy
(%)

F-score
(%)

Sensitivity
(%)

Specificity
(%)

Syntactic

20
0.1 82.56 86.48 85.37 88.38 84.95
0.5 71.32 73.15 71.73 72.16 74.04
0.9 66.15 66.85 65.24 65.37 68.20

60
0.1 77.52 83.49 81.80 86.58 81.17
0.5 67.83 71.61 69.58 71.43 71.77
0.9 55.43 61.22 57.78 60.34 61.92

80
0.1 73.26 78.66 76.67 80.43 77.30
0.5 64.34 71.24 68.17 72.49 70.32
0.9 55.42 60.75 57.02 58.72 62.37

Semantic

20
0.1 72.48 76.44 74.65 76.95 76.01
0.5 67.05 69.02 67.45 67.84 70.07
0.9 56.98 60.11 57.76 58.57 61.46

60
0.1 68.99 74.58 72.21 75.74 73.68
0.5 61.63 66.42 63.73 65.98 66.78
0.9 56.59 60.30 57.71 58.87 61.51

80
0.1 67.44 74.03 71.31 75.65 72.82
0.5 59.69 67.16 63.51 67.84 66.67
0.9 53.49 59.55 55.87 58.47 60.40

Combined

20
0.1 72.48 75.88 74.21 76.02 75.77
0.5 65.89 69.02 67.06 68.27 69.66
0.9 58.91 61.78 59.61 69.32 63.07

60
0.1 69.77 72.36 70.73 71.71 72.92
0.5 60.85 64.38 62.06 63.31 65.29
0.9 53.88 54.92 53.36 52.85 56.88

80
0.1 67.05 72.73 70.18 73.62 72.04
0.5 61.24 64.75 62.45 63.71 65.64
0.9 52.71 57.88 54.51 56.43 59.06

Cross-analyzing the results of Tables 5.7, 5.8, and 5.9 with Tables 5.2, 5.3, and 5.4, which
contain the classifier’s performance on clean data, provides the following observations:

• Semantic identifiers are important in dataset inclusion detection: We observe
sharp degradation in the classifier’s performance at higher edit distance thresholds. As
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shown in Figures 5.5 and 5.3 which display the feature importance of our trained clas-
sifiers, we can observe that at lower edit distance thresholds, the classifier gives more
weight to semantic identifiers compared to syntactic identifiers for all of the 3 models
under study. Therefore, at lower edit distance thresholds, even though we observe per-
formance degradation, the classifier has a high performance in detecting true positives
even as the amount of noise is increased. As mentioned in Chapter 2.3.2, Type-2 code
clones are similar to each other in syntax but have different variable/function/class
names. Our results on simulating data obfuscation show that TraWiC can successfully
detect dataset inclusion despite changing the syntactic identifiers.

• Considering a repository-level granularity for dataset inclusion detection
can help against data obfuscation: Comparing Tables 5.2, 5.3, and 5.4 with Ta-
bles 5.10, 5.11, and 5.12, we can observe degradation in detecting dataset inclusion in
file-level granularity on higher edit distance thresholds. This decrease in performance
is indicated by the decrease in sensitivity (correctly classified true positives) and the
increase in specificity (correctly classified true negatives). As mentioned above, as a
large number of the scripts in our constructed dataset have been included in the train-
ing dataset of the model under study, we cannot attribute the rise in specificity as
an indicator of TraWiC ’s better performance for SantaCoder, and as we can observe
from Tables 5.8 and 5.9, for both Mistral and LLaMA the performance of the classifier
degrades as the amount of noise is increased. However, even though we observe degra-
dation in performance while considering repository-level granularity as well, we observe
that analyzing all the scripts in a project can help us detect dataset inclusion even in
the presence of high levels of noise for all three models under study. Depending on the
approach used for code obfuscation, obfuscating the entire project is either too costly
or adds unnecessary performance overhead to the project’s operation [282,285,286] and
many of the proposed approaches focus on obfuscating blocks of code inside the script
as opposed to its entirety [283,287]. As such, even though the identifiers in one script in
the project may be changed, other scripts in the same project may remain unchanged or
undergo lower amounts of obfuscation, therefore aiding in dataset inclusion detection.
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Table 5.10 Results of TraWiC ’s dataset inclusion detection with noise injection across differ-
ent levels on SantaCoder - Repository level

Target Edit Distance Threshold Noise Ratio Repository Inclusion Criterion
Precision

(%)
Accuracy

(%)
F-score

(%)
Sensitivity

(%)
Specificity

(%)

Semantic Identifiers

20

0.1
Considering only a single positive 87.19 82.29 87.62 88.04 68.08
Considering a threshold of 0.4 79.56 76.82 86.17 93.97 20.00
Considering a threshold of 0.6 84.55 73.51 82.30 80.17 51.43

0.5
Considering only a single positive 83.83 74.89 81.97 80.19 61.81
Considering a threshold of 0.4 79.14 76.82 86.27 94.83 17.14
Considering a threshold of 0.6 85.32 74.17 82.67 80.17 54.29

0.9
Considering only a single positive 81.70 51.86 55.22 41.70 76.94
Considering a threshold of 0.4 80.15 75.50 85.02 90.52 25.71
Considering a threshold of 0.6 87.18 61.59 70.10 58.62 71.43

40

0.1
Considering only a single positive 80.47 79.79 86.94 94.54 43.36
Considering a threshold of 0.4 77.70 77.48 87.12 99.14 5.71
Considering a threshold of 0.6 81.29 80.79 88.63 97.41 25.71

0.5
Considering only a single positive 79.07 76.86 84.95 91.78 40.04
Considering a threshold of 0.4 77.18 76.82 86.79 99.14 2.86
Considering a threshold of 0.6 81.16 80.13 88.19 96.55 25.71

0.9
Considering only a single positive 77.96 70.27 79.53 81.17 43.36
Considering a threshold of 0.4 78.23 78.15 87.45 99.14 8.57
Considering a threshold of 0.6 81.62 80.13 88.10 95.69 28.57

80

0.1
Considering only a single positive 79.31 78.88 86.51 95.14 38.75
Considering a threshold of 0.4 77.70 77.48 87.12 99.14 5.71
Considering a threshold of 0.6 80.71 80.13 88.28 97.41 22.86

0.5
Considering only a single positive 78.03 76.76 85.16 93.72 34.87
Considering a threshold of 0.4 77.33 77.48 87.22 100.00 2.86
Considering a threshold of 0.6 80.71 80.13 88.28 97.41 22.86

0.9
Considering only a single positive 78.13 75.21 83.86 90.51 37.45
Considering a threshold of 0.4 77.85 78.15 87.55 100.00 5.71
Considering a threshold of 0.6 81.43 81.46 89.06 98.28 25.71

Syntactic Identifiers

20

0.1
Considering only a single positive 88.00 83.09 88.13 88.27 70.30
Considering a threshold of 0.4 79.56 76.82 86.17 93.97 20.00
Considering a threshold of 0.6 80.73 67.55 78.22 75.86 40.00

0.5
Considering only a single positive 86.41 79.26 85.23 84.08 67.34
Considering a threshold of 0.4 78.68 74.83 84.92 92.24 17.14
Considering a threshold of 0.6 81.13 66.89 77.48 74.14 42.86

0.9
Considering only a single positive 87.80 69.04 75.11 65.62 77.49
Considering a threshold of 0.4 78.52 74.17 84.46 91.38 17.14
Considering a threshold of 0.6 83.51 66.23 76.06 69.83 54.29

40

0.1
Considering only a single positive 80.34 79.41 86.68 94.10 43.17
Considering a threshold of 0.4 78.23 78.15 87.45 99.14 8.57
Considering a threshold of 0.6 81.16 80.13 88.19 96.55 25.71

0.5
Considering only a single positive 79.52 75.00 83.26 87.37 44.46
Considering a threshold of 0.4 77.70 77.48 87.12 99.14 5.71
Considering a threshold of 0.6 81.48 79.47 87.65 94.83 28.57

0.9
Considering only a single positive 83.74 64.15 70.97 61.58 70.48
Considering a threshold of 0.4 77.93 76.82 86.59 97.41 8.57
Considering a threshold of 0.6 83.61 77.48 85.71 87.93 42.86

80

0.1
Considering only a single positive 78.92 78.03 85.94 94.32 37.82
Considering a threshold of 0.4 77.85 78.15 87.55 100.00 5.71
Considering a threshold of 0.6 80.71 80.13 88.28 97.41 22.86

0.5
Considering only a single positive 78.43 74.95 83.55 89.39 39.30
Considering a threshold of 0.4 77.33 77.48 87.22 100.00 2.86
Considering a threshold of 0.6 82.01 82.12 89.41 98.28 28.57

0.9
Considering only a single positive 79.11 65.59 74.38 70.18 54.24
Considering a threshold of 0.4 78.38 78.81 87.88 100.00 8.57
Considering a threshold of 0.6 82.71 80.79 88.35 94.83 34.29

Combined Identifiers

20

0.1
Considering only a single positive 87.16 82.07 87.45 87.74 68.08
Considering a threshold of 0.4 79.71 77.48 86.61 94.83 20.00
Considering a threshold of 0.6 83.93 73.51 82.46 81.03 48.57

0.5
Considering only a single positive 83.37 73.03 80.37 77.58 61.81
Considering a threshold of 0.4 79.71 77.48 86.61 94.83 20.00
Considering a threshold of 0.6 85.45 74.83 83.19 81.03 54.29

0.9
Considering only a single positive 85.25 50.96 52.18 37.59 83.95
Considering a threshold of 0.4 82.11 75.50 84.52 87.07 37.14
Considering a threshold of 0.6 87.84 60.26 68.42 56.03 74.29

40

0.1
Considering only a single positive 79.51 78.30 86.00 93.65 40.41
Considering a threshold of 0.4 78.23 78.15 87.45 99.14 8.57
Considering a threshold of 0.6 80.71 80.13 88.28 97.41 22.86

0.5
Considering only a single positive 78.94 73.99 82.57 86.55 42.99
Considering a threshold of 0.4 77.70 77.48 87.12 99.14 5.71
Considering a threshold of 0.6 81.16 80.13 88.19 96.55 25.71

0.9
Considering only a single positive 84.54 55.21 59.05 45.37 79.52
Considering a threshold of 0.4 79.43 78.15 87.16 96.55 17.14
Considering a threshold of 0.6 80.95 66.23 76.92 73.28 42.86

80

0.1
Considering only a single positive 78.34 77.39 85.59 94.32 35.61
Considering a threshold of 0.4 77.70 77.48 87.12 99.14 5.71
Considering a threshold of 0.6 82.01 82.12 89.41 98.28 28.57

0.5
Considering only a single positive 78.12 74.36 83.15 88.86 38.56
Considering a threshold of 0.4 77.70 77.48 87.12 99.14 5.71
Considering a threshold of 0.6 81.29 80.79 88.63 97.41 25.71

0.9
Considering only a single positive 82.10 57.45 63.24 51.42 72.32
Considering a threshold of 0.4 79.17 78.81 87.69 98.28 14.29
Considering a threshold of 0.6 82.20 73.51 82.91 83.62 40.00
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Table 5.11 Results of TraWiC ’s dataset inclusion detection with noise injection across differ-
ent levels on LLaMA-2 - Repository level

Target Edit Distance Threshold Noise Ratio Repository Inclusion Criterion
Precision

(%)
Accuracy

(%)
F-score

(%)
Sensitivity

(%)
Specificity

(%)

Semantic Identifiers

20

0.1
Considering only a single positive 70.93 74.40 72.62 74.39 74.40
Considering a threshold of 0.4 75.00 80.49 78.95 83.33 78.26
Considering a threshold of 0.6 60.00 64.71 57.14 54.55 72.41

0.5
Considering only a single positive 63.57 67.16 64.95 66.40 67.81
Considering a threshold of 0.4 70.00 73.17 71.79 73.68 72.73
Considering a threshold of 0.6 60.00 60.78 54.55 50.00 70.37

0.9
Considering only a single positive 53.10 56.40 53.83 54.58 57.99
Considering a threshold of 0.4 70.00 60.98 63.64 58.33 64.71
Considering a threshold of 0.6 50.00 47.06 42.55 37.04 58.33

40

0.1
Considering only a single positive 69.29 72.15 70.26 71.26 72.92
Considering a threshold of 0.4 70.00 68.29 68.29 66.67 70.00
Considering a threshold of 0.6 61.90 67.50 66.67 72.22 63.64

0.5
Considering only a single positive 78.94 73.99 82.57 86.55 42.99
Considering a threshold of 0.4 75.98 80.93 79.10 82.48 79.73
Considering a threshold of 0.6 52.38 60.00 57.89 64.71 56.52

0.9
Considering only a single positive 52.76 56.07 53.28 53.82 58.04
Considering a threshold of 0.4 65.00 60.98 61.90 59.09 63.16
Considering a threshold of 0.6 42.86 52.50 48.65 56.25 50.00

80

0.1
Considering only a single positive 66.13 73.46 69.79 73.87 73.16
Considering a threshold of 0.4 70.00 63.41 65.12 60.87 66.67
Considering a threshold of 0.6 65.00 58.54 60.47 56.52 61.11

0.5
Considering only a single positive 56.45 62.43 58.21 60.09 64.24
Considering a threshold of 0.4 65.00 56.10 59.09 54.17 58.82
Considering a threshold of 0.6 55.00 48.78 51.16 47.83 50.00

0.9
Considering only a single positive 49.60 54.39 50.20 50.83 57.43
Considering a threshold of 0.4 50.00 48.78 48.78 47.62 50.00
Considering a threshold of 0.6 50.00 43.90 46.51 43.48 44.44

Syntactic Identifiers

20

0.1
Considering only a single positive 76.68 82.57 81.36 84.23 81.54
Considering a threshold of 0.4 80.00 82.93 82.05 84.21 81.82
Considering a threshold of 0.6 70.00 66.67 62.22 56.00 76.92

0.5
Considering only a single positive 68.60 71.80 69.96 71.37 72.16
Considering a threshold of 0.4 70.00 73.17 71.79 73.68 72.73
Considering a threshold of 0.6 70.00 64.71 60.87 53.85 76.00

0.9
Considering only a single positive 57.75 61.41 58.89 60.08 62.54
Considering a threshold of 0.4 60.00 60.98 60.00 60.00 61.90
Considering a threshold of 0.6 60.00 56.86 52.17 46.15 68.00

40

0.1
Considering only a single positive 73.23 77.01 75.15 77.18 76.87
Considering a threshold of 0.4 75.00 75.61 75.00 75.00 76.19
Considering a threshold of 0.6 61.90 65.00 65.00 68.42 61.90

0.5
Considering only a single positive 57.09 59.44 57.20 57.31 61.37
Considering a threshold of 0.4 75.00 75.61 75.00 75.00 76.19
Considering a threshold of 0.6 57.14 55.00 57.14 57.14 52.63

0.9
Considering only a single positive 43.31 45.05 42.80 42.31 47.64
Considering a threshold of 0.4 70.00 60.98 63.64 58.33 64.71
Considering a threshold of 0.6 47.62 57.50 54.05 62.50 54.17

80

0.1
Considering only a single positive 69.53 74.02 70.36 74.66 73.57
Considering a threshold of 0.4 75.00 65.85 68.18 62.50 70.59
Considering a threshold of 0.6 65.00 60.98 61.90 59.09 63.16

0.5
Considering only a single positive 60.48 66.54 62.63 64.96 67.76
Considering a threshold of 0.4 60.00 56.10 57.14 54.55 57.89
Considering a threshold of 0.6 65.00 60.98 61.90 59.09 63.16

0.9
Considering only a single positive 51.61 55.14 51.61 51.61 58.19
Considering a threshold of 0.4 60.00 53.66 55.81 52.17 55.56
Considering a threshold of 0.6 60.00 53.66 55.81 52.17 55.56

Combined Identifiers

20

0.1
Considering only a single positive 68.60 71.43 69.69 70.80 71.97
Considering a threshold of 0.4 75.00 75.61 75.00 75.00 76.19
Considering a threshold of 0.6 65.00 62.75 57.78 52.00 73.08

0.5
Considering only a single positive 59.30 63.27 60.71 62.20 64.16
Considering a threshold of 0.4 65.00 68.29 66.67 68.42 68.18
Considering a threshold of 0.6 55.00 56.86 50.00 45.83 66.67

0.9
Considering only a single positive 53.10 55.66 53.41 53.73 57.39
Considering a threshold of 0.4 55.00 46.34 50.00 45.83 47.06
Considering a threshold of 0.6 45.00 47.06 40.00 36.00 57.69

40

0.1
Considering only a single positive 60.24 63.74 61.20 62.20 65.05
Considering a threshold of 0.4 65.00 68.29 66.67 68.42 68.18
Considering a threshold of 0.6 61.90 60.00 61.90 61.90 57.89

0.5
Considering only a single positive 57.09 61.50 58.47 59.92 62.80
Considering a threshold of 0.4 50.00 53.66 51.28 52.63 54.55
Considering a threshold of 0.6 52.38 55.00 55.00 57.89 52.38

0.9
Considering only a single positive 54.33 58.69 55.53 56.79 60.27
Considering a threshold of 0.4 60.00 48.78 53.33 48.00 50.00
Considering a threshold of 0.6 45.00 47.06 40.00 36.00 57.69

80

0.1
Considering only a single positive 62.50 68.60 64.85 67.39 69.51
Considering a threshold of 0.4 65.00 63.41 63.41 61.90 65.00
Considering a threshold of 0.6 65.00 56.10 59.09 54.17 58.82

0.5
Considering only a single positive 55.65 60.19 56.44 57.26 62.59
Considering a threshold of 0.4 55.00 56.10 55.00 55.00 57.14
Considering a threshold of 0.6 50.00 48.78 48.78 47.62 50.00

0.9
Considering only a single positive 47.18 54.02 48.75 50.43 56.77
Considering a threshold of 0.4 45.00 43.90 43.90 42.86 45.00
Considering a threshold of 0.6 45.00 48.78 46.15 47.37 50.00
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Table 5.12 Results of TraWiC ’s dataset inclusion detection with noise injection across differ-
ent levels on Mistral - Repository level

Target Edit Distance Threshold Noise Ratio Repository Inclusion Criterion
Precision

(%)
Accuracy

(%)
F-score

(%)
Sensitivity

(%)
Specificity

(%)

Semantic Identifiers

20

0.1
Considering only a single positive 72.48 76.44 74.65 76.95 76.0‘
Considering a threshold of 0.4 75.00 78.05 76.92 78.95 77.27
Considering a threshold of 0.6 68.42 70.00 68.42 68.42 71.43

0.5
Considering only a single positive 67.05 69.02 67.45 67.84 70.07
Considering a threshold of 0.4 75.00 70.73 71.43 68.18 73.68
Considering a threshold of 0.6 68.42 65.00 65.00 61.90 68.42

0.9
Considering only a single positive 56.98 60.11 57.76 58.57 62.37
Considering a threshold of 0.4 60.00 56.10 57.14 54.55 57.89
Considering a threshold of 0.6 73.68 60.00 63.64 56.00 66.67

40

0.1
Considering only a single positive 80.25 79.77 78.44 76.71 82.59
Considering a threshold of 0.4 85.00 82.93 82.93 80.95 85.00
Considering a threshold of 0.6 68.42 71.79 70.27 72.22 71.43

0.5
Considering only a single positive 68.07 69.17 66.94 65.85 72.16
Considering a threshold of 0.4 70.00 75.61 73.68 77.78 73.91
Considering a threshold of 0.6 73.68 69.23 70.00 66.67 72.22

0.9
Considering only a single positive 58.82 60.50 57.73 56.68 63.97
Considering a threshold of 0.4 50.00 63.41 57.14 66.67 61.54
Considering a threshold of 0.6 63.16 51.28 55.81 50.00 53.33

80

0.1
Considering only a single positive 67.44 74.03 71.31 75.65 72.82
Considering a threshold of 0.4 65.00 68.29 66.67 68.42 68.18
Considering a threshold of 0.6 60.00 58.54 58.54 57.14 60.00

0.5
Considering only a single positive 59.69 67.16 63.51 67.84 66.67
Considering a threshold of 0.4 50.00 56.10 52.63 55.56 56.52
Considering a threshold of 0.6 45.00 48.78 46.15 47.37 50.00

0.9
Considering only a single positive 53.49 59.55 55.87 58.47 60.40
Considering a threshold of 0.4 50.00 60.98 55.56 62.50 60.00
Considering a threshold of 0.6 60.00 51.22 54.55 50.00 52.94

Syntactic Identifiers

20

0.1
Considering only a single positive 82.56 86.48 85.37 88.38 84.95
Considering a threshold of 0.4 85.00 82.93 82.93 80.95 85.00
Considering a threshold of 0.6 84.21 82.50 82.50 80.00 85.00

0.5
Considering only a single positive 71.32 73.15 71.73 72.16 74.04
Considering a threshold of 0.4 80.00 78.05 78.05 76.19 80.00
Considering a threshold of 0.6 73.68 72.50 71.79 70.00 75.00

0.9
Considering only a single positive 66.15 66.85 65.24 65.37 68.20
Considering a threshold of 0.4 75.00 65.85 68.18 62.50 70.59
Considering a threshold of 0.6 73.68 70.00 70.00 66.67 73.68

40

0.1
Considering only a single positive 78.29 80.71 79.53 80.80 80.62
Considering a threshold of 0.4 75.00 78.05 76.92 78.95 77.27
Considering a threshold of 0.6 73.68 71.79 71.79 70.00 73.68

0.5
Considering only a single positive 70.93 74.77 72.91 75.00 74.58
Considering a threshold of 0.4 60.00 63.41 61.54 63.16 63.64
Considering a threshold of 0.6 68.42 69.23 68.42 68.42 70.00

0.9
Considering only a single positive 63.57 65.86 64.06 64.57 67.02
Considering a threshold of 0.4 55.00 60.98 57.89 61.11 60.87
Considering a threshold of 0.6 52.63 56.41 54.05 55.56 57.14

80

0.1
Considering only a single positive 73.26 78.66 76.67 80.43 77.30
Considering a threshold of 0.4 65.00 70.73 68.42 72.22 69.57
Considering a threshold of 0.6 60.00 56.10 57.14 54.55 57.89

0.5
Considering only a single positive 64.34 71.24 68.17 72.49 70.32
Considering a threshold of 0.4 55.00 58.54 56.41 57.89 59.09
Considering a threshold of 0.6 55.00 51.22 52.38 50.00 52.63

0.9
Considering only a single positive 55.42 60.75 57.02 58.72 62.37
Considering a threshold of 0.4 50.00 48.78 48.78 47.62 50.00
Considering a threshold of 0.6 50.00 51.22 50.00 50.00 52.38

Combined Identifiers

20

0.1
Considering only a single positive 72.48 75.88 74.21 76.02 75.77
Considering a threshold of 0.4 75.00 75.61 75.00 75.00 76.19
Considering a threshold of 0.6 84.21 80.00 80.00 76.19 84.21

0.5
Considering only a single positive 65.89 69.02 67.06 68.27 69.66
Considering a threshold of 0.4 70.00 73.17 71.79 73.68 72.73
Considering a threshold of 0.6 63.16 60.00 60.00 57.14 63.16

0.9
Considering only a single positive 58.91 61.78 59.61 69.32 63.07
Considering a threshold of 0.4 55.00 53.66 53.66 52.38 55.00
Considering a threshold of 0.6 57.89 55.00 55.00 52.38 57.89

40

0.1
Considering only a single positive 69.77 73.84 71.86 74.07 73.65
Considering a threshold of 0.4 75.00 78.05 76.92 78.95 77.27
Considering a threshold of 0.6 78.95 74.36 75.00 71.43 77.78

0.5
Considering only a single positive 63.18 66.05 64.05 64.94 67.01
Considering a threshold of 0.4 70.00 70.73 70.00 70.00 71.43
Considering a threshold of 0.6 73.68 66.67 68.29 63.64 70.59

0.9
Considering only a single positive 51.55 58.63 54.40 57.58 59.42
Considering a threshold of 0.4 55.00 58.54 56.41 57.89 59.09
Considering a threshold of 0.6 73.68 66.67 68.29 63.64 70.59

80

0.1
Considering only a single positive 67.05 72.73 70.18 73.62 72.04
Considering a threshold of 0.4 65.00 65.85 65.00 65.00 66.67
Considering a threshold of 0.6 60.00 58.54 58.54 57.14 60.00

0.5
Considering only a single positive 61.24 64.75 62.45 63.71 65.64
Considering a threshold of 0.4 50.00 56.10 52.63 55.56 56.52
Considering a threshold of 0.6 55.00 53.66 53.66 52.38 55.00

0.9
Considering only a single positive 52.71 57.88 54.51 56.43 59.06
Considering a threshold of 0.4 40.00 39.02 39.02 38.10 40.00
Considering a threshold of 0.6 40.00 41.46 40.00 40.00 42.86
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Findings 3: Data obfuscation techniques can be used to prevent MIAs from detect-
ing dataset inclusion. Our results show that TraWiC is capable of detecting dataset
inclusion when a moderate level of noise is applied to the training data. Moreover, we
show that by analyzing all the scripts in a project, we can detect dataset inclusion with
an F-score of up to 83.15%, even when half of the semantic and syntactic identifiers in
code are obfuscated.

RQb2-b: What is the importance of each feature in detecting dataset inclusion?

We first analyze the constructed dataset for training the classification models using Spear-
man’s rank correlation coefficient [288] to assess the relationship between the constructed
features of the dataset. Then, we analyze the classification models’ feature importance using
the Gini importance criterion [289].

Figure 5.4 displays the correlation analysis of the extracted features with trained_on being
the dependent variable indicating a script’s inclusion in the LLM’s training dataset for each of
the models under study. We observe weak to no correlation between different features, which
indicates low dependency among features and that each feature provides unique information
for the classification task. As displayed in Tables 5.2, 5.3, and 5.4, we experiment with mul-
tiple edit distance thresholds for counting semantic hits. Even though the performances of
models for different edit distance thresholds are similar, there are variations in the classifiers’
feature importance. Figure 5.3 displays different feature importance distributions for detect-
ing dataset inclusion for SantaCoder for edit distances of 20, 40, 60, and 80, respectively. As
displayed in this figure, the lower the edit distance threshold is, the more the importance
of docstring and comment features for deciding code inclusion increases. Comments and
docstrings are specifically designed to explain the code’s functionality, as they are written to
explain pieces of code in natural language, which makes them inherently unique. Therefore,
with lower edit distances, which lowers the matching criterion between the original tokens
and what the model generates, the number of hits for semantic elements increases, and as a
result, the importance of these features increases.

Figure 5.3c displays the feature importance of the best-performing classifier (i.e., the random
forest with an edit distance of 60 and repository inclusion criterion of 0.4) for SantaCoder.
The number of variable hits is the most significant feature, followed by the number of com-
ment hits and function hits. The number of docstring hits has the least importance, which
suggests that the information within the docstrings of the code has a minimal impact on
the classifier’s decisions. It should be noted that, compared to other semantic identifiers,
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(a) Feature Importance (edit distance of 20) (b) Feature Importance (edit distance of 40)

(c) Feature Importance (edit distance of 60) (d) Feature Importance (edit distance of 80)

Figure 5.3 Feature importance of the final dataset with different edit distance thresholds on
SantaCoder
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(a) SantaCoder (b) LLaMA-2

(c) Mistral

Figure 5.4 Correlation of different features in the generated dataset across SantaCoder,
LLaMA-2, and Mistral
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docstrings are longer (as they explain the functionality of a class alongside its inputs and
outputs) and less prevalent (one per function/class). Therefore, there exists a smaller number
of hits for docstrings compared to the other semantic identifiers.

We observe different feature importance and correlations of features for the fine-tuned models
of Mistral and LLaMA compared to SantaCoder, as displayed in Figure 5.5. Figure 5.5a
shows that for an edit distance of 20 for LLaMA-2, the number of string hits is the most
significant feature, followed by variable hits and function hits. In Figure 5.5c, which presents
the feature importance for an edit distance of 60 for LLaMA-2, the number of variable hits
becomes the most significant feature, followed by comment hits and string hits. It should
be noted that the feature importance of comment, string, and function hits is relatively the
same at this edit distance. However, at both edit distances, the number of class hits has
the least importance (excluding the docstring hits for an edit distance of 60). This is due
to the relatively fewer occurrences of classes in scripts within the analyzed dataset, which is
similar to the analysis carried out for SantaCoder. Figure 5.5b and 5.5d display the feature
importance of the classifier at edit distances of 20 and 60 for Mistral, respectively. At an edit
distance of 20, the number of variable hits is the most significant feature, followed by function
hits and comment hits. The number of class hits is the least important, suggesting that the
information within class definitions has minimal impact on the classifier’s decisions, similar
to LLaMA-2 and SantaCoder. At an edit distance of 60, the number of variable hits remains
the most significant feature, followed by string hits and comment hits. The consistency across
different semantic thresholds for all three models shows that these features can be used as
strong indicators for dataset inclusion in LLMs trained on code. An important observation
across all three models is the relatively low importance of docstring hits in the classifier’s
ability to detect dataset inclusion. We observe that as we increase the edit distance threshold,
the number of docstring hits decreases, indicating that this low contribution results from low
edit distance scores associated with docstrings. We discuss the reasons behind this in RQb3.

5.4.3 RQb3: TraWiC ’s failures and lessons learned

In this RQ, we investigate how the models under study make mistakes in predicting the
masked element and how these mistakes can be used for the task of dataset inclusion detec-
tion. Here, we define a “mistake” as the model’s inability to generate the exact same token
as what was present in the script. There exists a difference between the mistakes made by
SantaCoder and our fine-tuned models; as such, we will explain each as follows.
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(a) Edit distance 20 – LLaMA-2 (b) Edit distance 20 – Mistral

(c) Edit distance 60 – LLaMA-2 (d) Edit distance 60 – Mistral

Figure 5.5 Feature importance for LLaMA-2 and Mistral across different edit distance thresh-
olds
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SantaCoder

In Python, variable/function/class names cannot contain any white spaces between them
and are considered a single token; therefore, we focus on these elements as the model’s
task is predicting a single token. We observe that in most cases, when the model makes
a mistake, it generates the correct variable/function/class name; however, it also generates
some extra tokens as well. Listing 9 shows an example of such cases for the variable name
product_to_encode. When the model makes a mistake for syntactic identifiers, it generates
an average of 23 tokens regardless of whether the underlying script was in its training dataset
or not. Therefore, to understand these mistakes better, we first remove the tokens that are
either a part of the programming language’s syntax or too frequent. To do so, we count the
repetition frequency of each token and normalize them by dividing their repetition frequency
by the total number of observed tokens. Afterward, we remove the tokens that are repeated
too many times across the scripts in the dataset from the generated mistakes.

product_to_encode = pickle.load(open('./data/product_1.pickle', 'rb'))
mock = OpenDataCubeRecordsProviderMock()
encoded_product = mock._encode_dataset_type_properties(product_to_encode)
assert 'id' in encoded_product.keys()
id = encoded_product.get('id')
assert id is not None
assert id == product_to_encode.name

def test__encode_dataset_type_properties():
product_to_encode

Listing 9: A case of the model’s predictions for scripts not in its training data

The results of this analysis are presented in Table 5.13 with the “Filtration Threshold”
column outlining the threshold for keeping a token. A filtration threshold of 0.5 means that
only tokens appearing with a frequency less than or equal to 50% of all the observed tokens
are retained, while tokens with a higher frequency are filtered out during the analysis.

A notable variance is observed in the class names generated by the model, with an approxi-
mate difference of around 6%, depending on whether a script was part of its training dataset
or not. It is important to note that classes are less recurrent than functions and variables
within code. This difference (regardless of filtration criterion) shows that MIAs, particularly
when directed at rare textual elements, can serve as a means to discern the data used in a
model’s training.
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Table 5.13 Analysis of Model’s outputs by token type for scripts that are included in its
training dataset

Token Type Filtration
Threshold

Output Contains Token
(Script in Dataset)(%)

Output Contains Token
(Script not in Dataset)(%)

Variable Names
0.5

60.71 61.00
Function Names 14.08 11.77
Class Names 11.18 5.02
Variable Names

0.3
60.89 61.38

Function Names 15.37 12.90
Class Names 11.30 5.08
Variable Names

0.1
60.89 60.00

Function Names 15.37 11.99
Class Names 11.30 5.00

Findings 4: Even in cases where the model’s output is not adhering to our exact
matching criteria, in roughly 60% of cases, its outputs contain elements from the code
that it was trained on. These results complement Finding 1 and show that MIAs
directed at parts of code that are not grammatical (syntax of the programming language
itself), can help identify dataset inclusion.

LLaMA-2 and Mistral

As described in Section 5.4.2, for both fine-tuned versions of LLaMA-2 and Mistral, we
observe that the number of docstring hits decreases as we increase the edit distance threshold.
This indicates that there is already a low similarity between the models’ generated content
for these elements and their original contents. To understand this better, we investigate the
outputs of our fine-tuned models against the original targets. When it comes to generating
long sequences such as docstrings, the models often fail to produce coherent outputs. They
either generate sequences that are close to the target but contain additional tokens, reducing
the similarity score, or they generate unrelated tokens. Listing 10 shows an example of
cases where the model generates special tokens. As described in Section 5.3.3, LLaMA-2
and Mistral do not natively support the FIM objective, requiring us to fine-tune the models
for this purpose. As shown in Listing 7, <fim_prefix> is one of the special tokens added
to the models’ tokenizers for this task. During the early stages of fine-tuning, these special
tokens appear frequently in the models’ outputs. However, as training progresses, their
occurrence decreases, suggesting that further fine-tuning on a larger dataset would minimize
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these instances. Nevertheless, as shown in Listing 10, the presence of such extra tokens can
result in higher edit distance scores, leading to more mistakes.

Target: 'SEARCH_ITERATIONS'
Model_output: '<fim-prefix> SEARCH_ITERATIONS'

Listing 10: A case of fine-tuned models generating special tokens

On the other hand, in some cases, the developers have added some comments to the code
in order to address or reference some of the maintenance activities, such as URLs linking
to related issues in the repository, as displayed in Listing 11. In such cases, both models
generated somewhat similar URLs but failed to generate the rest of the docstrings as intended.
It is important to note that the URL generated in Listing 11 is incorrect and does not exist.
However, "Surya" is one of the repositories included in our fine-tuning dataset7, and we
observe that the model generates a URL which, although invalid, includes the repository’s
name, indicating that the model has encountered this repository during training. Our findings
line up with the results reported by Carlini et al. [167], where they show that MIAs on URLs,
phone numbers, and names can aid in identifying memorization in LLMs.

Target: 'You should install the dependencies'
Model_output:

print("You probably should install the dependencies.")
print("https://github.com/surya-ai/surya/blob/master/docs/installation.md")

Listing 11: A case of fine-tuned models generating the target with extra tokens

Finally, similar to SantaCoder, we observe that in some cases, the models generate the target
we are looking for, as shown in Listing 12. However, due to the presence of additional tokens,
the edit distance score is high. Consequently, by increasing the edit distance threshold, such
cases are filtered out, resulting in few or no hits for docstrings.

The analysis of the mistakes made by TraWiC for predicting the inclusion of such occurrences
highlights some limitations of our proposed approach. Therefore, our future work aims to
design a more robust similarity objective for semantic elements. This would enable the
detection of cases such as these, ultimately improving the accuracy of dataset inclusion
detection for models trained on code.

7https://github.com/VikParuchuri/surya
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Target : 'Action {action} is illegal'
Model_output:

def step_from_state(self, action):
if self.state[action] != 0:

raise ValueError(f"Action {action} is illegal")
self.state[action] = self.turn
self.actions_stack

Listing 12: A case of fine-tuned models generating the target with high edit distance

5.5 Threats to Validity

Threats to internal validity concern factors internal to our study that could have influ-
enced our study. Our reliance on MIAs as the primary mechanism for detecting code inclusion
can be considered a potential threat to the validity of our research. MIAs have been success-
fully used in other contexts, and our results show that leveraging MIAs is also an effective
approach for detecting code inclusion. Additionally, our choice of comparison criteria for
syntactic/semantic elements might not encompass all aspects of the code inclusion detection
task. We mitigate this threat by experimenting with multiple values of edit distance and
conducting a rigorous sensitivity analysis to show the effectiveness of our approach. Finally,
the bias introduced by the randomness in sampling a small portion of the original datasets of
the LLMs under study can be considered as a potential threat. While we conducted multiple
experimental runs and fixed hyperparameters to ensure consistency and reproducibility, we
did not perform statistical significance tests given the large size of the original dataset and
the resources available to us. We mitigate this threat by conducting our study on multiple
LLMs and separate datasets. However, future work should include multiple experimental
runs and statistical tests to better account for and mitigate the effects of random bias.

Threats to construct validity concern the relationship between theory and observation.
The first threat to our construct validity involves our experimental design. To mitigate this
threat and to ensure that the results of code inclusion detection were not only valid for cer-
tain scripts and projects, we ran our approach using random sampling of both scripts and
projects from the generated dataset to validate the results. We acknowledge that the results
of detecting code inclusion using NiCad and JPlag may vary as the underlying dataset is
extremely large, and a pair-wise comparison across the entire dataset is not feasible. We
mitigate this issue by increasing the percentage of the sampled dataset to have a comprehen-
sive analysis and using two popular token-based code clone detection approaches. Finally,
there exists the threat that our fine-tuning of the models is selective based on the model
under study. We address this threat by fine-tuning two models on the same dataset until
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the training loss on both models stops improving. We include the details of our fine-tuning
regimen in Section 5.3.3.

Threats to external validity concern the generalization of our findings. We identify the
replicability of our results as the most important external threat. Given that replicating a
certain output on LLMs is difficult, we release the generated dataset, alongside TraWiC’s
code [270]. Moreover, there exists the possibility that our approach may not perform as
reported on other code models. Since SantaCoder’s introduction, many larger code models
with higher performance have been introduced. There exist larger and more capable mod-
els, such as other versions of LLaMA-2 with higher numbers of parameters and LLaMA-3.
It should be noted that the majority of these models are so large that they require com-
puting resources that are not available outside of the enterprise. Furthermore, the training
datasets of these large models are not available. Given such limitations, SantaCoder, Mistral
7B, and LLaMA-2 7B were the only feasible options for this study. Considering that as a
model’s capacity increases so does its internal ability to remember instances from its training
dataset [167], and that our approach is model-agnostic, it is very likely that our approach
would also perform well even on larger models.

5.6 Chapter Summary

This chapter presents TraWiC , a model-agnostic, interpretable approach for detecting code
inclusion. TraWiC exploits the memorization ability of LLMs trained on code to detect
whether codes from a project (collection of codes) were included in a model’s training dataset.
Evaluation results show that TraWiC can detect whether a project was included in an LLM’s
training dataset with a recall of up to 99.19%. Our results also show that TraWiC significantly
outperforms code clone detection approaches in identifying dataset inclusion and is robust
to noise. Our key findings reveal that:

• Using targeted MIAs on code identifiers (semantic/syntactic) allows for detecting whether
a single script was used in the training dataset of an LLM. Furthermore, the perfor-
mance of the detection pipeline (lower false negatives/false positives) can be signifi-
cantly increased by using MIAs on all the scripts of a codebase, as some scripts might
not be included in the LLM’s training dataset due to not meeting data cleaning criteria.

• Targeted MIAs significantly outperform traditional CCD approaches for detecting dataset
inclusion. Given the high cost of pairwise clone detection and LLMs’ capability in gen-
erating code with different syntax than what was present in their training dataset, CCD
approaches are not suitable for dataset inclusion detection.
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• Semantic identifiers (strings/comments/docstrings) show a high importance in detect-
ing dataset inclusion. This is indicated by their high relative feature importance even
in the presence of low to medium amounts of dataset obfuscation present in the LLMs’
training dataset.
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CHAPTER 6 PrismBench: Dynamic and Flexible Benchmarking of LLMs
Code Generation with Monte Carlo Tree Search

The rapid advancement of LLMs’ code generation capabilities is outpacing traditional evalu-
ation methods. Static benchmarks fail to capture the depth and breadth of LLM capabilities
and eventually become obsolete, while most dynamic approaches either rely too heavily on
LLM-based evaluation or remain constrained by predefined test sets. To address these limi-
tations, this chapter introduces PrismBench, a dynamic benchmarking framework grounded
in RL that comprehensively evaluates LLMs by framing code generation evaluation as an
RL task. We formulate the evaluation process as a Markov Decision Process over a struc-
tured tree of coding challenges, leveraging a customized Monte Carlo Tree Search algorithm
to traverse this tree and discover high-failure scenarios. Our multi-agent setup orchestrates
task generation, model response, and analysis, enabling scalable assessment across diverse
coding challenges. Additionally, we propose metrics that combine structural traversal pat-
terns with performance across different tasks and difficulty levels to enable diagnostic and
systematic comparison of LLMs’ performance. We conduct large-scale experiments on eight
state-of-the-art LLMs and analyze how model architecture and scale influence code gener-
ation performance across varying coding tasks. All code, evaluation trees, and a public
leaderboard are available at https://prismbench.github.io/Demo/

6.1 Introduction

The rapid advancement of LLMs for code generation has outpaced existing evaluation method-
ologies (see Chapter 2.7). Both static and dynamic benchmarking approaches exhibit fun-
damental limitations that hinder their ability to comprehensively assess evolving models’
capabilities. Static benchmarks, while widely used, suffer from three key weaknesses. First,
they provide a limited and often superficial assessment of an LLM’s capabilities, reducing
evaluation to pass/fail metrics that fail to capture the complexity of the model’s reason-
ing [290–292]. Second, as benchmarks gain popularity and become evaluation targets, they
are increasingly prone to be incorporated into LLMs’ training data, leading to data leak-
age and artificially inflated performance metrics [149, 293]. Third, static benchmarks lack
flexibility, preventing a targeted evaluation of specific problem-solving strategies or partic-
ular aspects of model behavior [290]. To address these limitations, dynamic benchmarking
approaches have been introduced [187–189, 194, 199]. Most dynamic approaches typically
adopt one of two strategies. The first relies on LLM-as-Judge frameworks, where another

https://prismbench.github.io/Demo/
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LLM is used to evaluate the responses [187, 294]. While this approach offers adaptability,
it is inherently unreliable, as evaluation outcomes are constrained by the limitations and
biases of the judge model. The second strategy involves dynamically selecting test cases
from predefined datasets based on model performance [199,295]. Although more structured,
these methods remain fundamentally tied to static test sets, limiting their capacity to evolve
alongside increasingly capable models (see Chapter 3.4). These issues indicate a clear need
for evaluation frameworks that can adapt to the increasing capabilities of LLMs, provide
systematic and reproducible evaluation pipelines, and reveal comprehensive insights about
the model’s performance and weaknesses.

We introduce PrismBench, a dynamic, multi-agent benchmarking framework for evaluating
LLMs’ code generation capabilities. We formalize the space of all possible evaluation scenarios
as an MDP [41], where each state represents a unique combination of programming concepts
(e.g., recursion, data structures) and difficulty levels (e.g., easy, medium, hard). Within
this formulation, the evaluation process becomes a search problem where the objective is
to search this space to discover evaluation scenarios (i.e., states) where models consistently
fail. To systematically conduct this search, we instantiate the MDP as a search tree and
use a modified MCTS [296] algorithm to traverse it, balancing exploration of new evaluation
scenarios with exploitation of discovered high-failure regions of the evaluation space. Instead
of sampling from a static dataset, we generate each evaluation scenario dynamically based on
the current state’s concepts, difficulty, and prior model performance to mitigate benchmark
memorization and data leakage. In this manner, as the search progresses deeper into the
tree, the generated evaluation scenarios become progressively more challenging and allow for
a structured and adaptive assessment of model capabilities.

Unlike prior dynamic evaluation approaches that rely on LLMs to judge each other’s outputs,
PrismBench assesses model performance by executing the generated solutions within a multi-
agent sandbox. This provides objective, reproducible signals based on functional correctness,
rather than textual similarity or the errors/preferences of the judge model [190]. Instead,
LLM agents in PrismBench are assigned analytical roles, for example, analyzing execution
traces to identify failure patterns or examining solutions to understand how models approach
specific challenges. This separation ensures that evaluation remains grounded in actual model
performance, while LLM agents assist in interpreting the results and identifying patterns in
model behavior. Additionally, in contrast, to pass/fail metrics (e.g., accuracy, precision, etc.),
which mask how models approach problems and offer little insight into their performance, we
introduce metrics that track model performance across tasks, difficulty levels, and structural
exploration paths, allowing for more fine-grained diagnostics and comprehensive assessments.
We release the code for PrismBench alongside a leaderboard and an interactive showcase for
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each of the studied models at https://prismbench.github.io/Demo.

To structure the work in this chapter, we define the following RQs:

RQc1: How can we design evaluation tasks that adapt to model capabilities and surface hid-
den failures?

To answer this question, we introduce PrismBench, a dynamic, multi-agent benchmark-
ing framework that models the evaluation process as a search problem over the space of
all possible evaluation scenarios. Furthermore, instead of selecting evaluation scenarios
blindly or from a static pool of pre-defined challenges, PrismBench dynamically gener-
ates tasks in response to the model under the benchmark’s performance, which allows
for probing edge cases, subtle weaknesses, and regressions that are otherwise missed in
static benchmarks.

RQc2: How can we evaluate different models in a dynamically generated benchmark?

To answer this question, we ground PrismBench in Reinforcement Learning (RL) by
decoupling the benchmarking environment from the benchmarking process. We for-
malize a single, shared environment for all models and evaluate them by their traversal
trajectories in this environment. To further reduce the risk of bias arising from LLM
stochasticity, we design a multi-agent interaction sandbox that tests the models’ capa-
bility in test generation, solution generation, and program repair, separately. Further-
more, we propose a set of performance metrics that can be used to compare models
based on their performance throughout the search process. We analyze how models
perform under identical dynamic conditions, compare their behavior across multiple
failure modes, and show how PrismBench enables more fine-grained model capability
comparison than static benchmarks.

RQc3: How can dynamic benchmarks provide insights into model performance, behavior, and
failures?

To answer this question, we examine the outputs collected during the evaluation process
for each model and propose a set of diagnostic metrics that offer a richer view of model
performance and help identify patterns in how and why models fail.

6.2 Motivating Example

In this section, we discuss how current static and dynamic benchmarking approaches evaluate
LLMs alongside their shortcomings. Regardless of the underlying evaluation methodology

https://prismbench.github.io/Demo
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(static or dynamic), all benchmarking approaches face a bias/variance trade-off. Here, bias
is a property of the evaluation dataset which contains tasks that consistently over/under-
estimate a model’s true capability (e.g., task overlap with pretraining data, coarse aggregate
pass/fail metrics, uneven task distributions, etc.) [173–175]. On the other hand, variance
is a property of the sampling process and is a result of instability in evaluation estimates
between different runs arising from small sampling pools from the underlying dataset or too
few per-task trials (e.g., one extra attempt flips a failure to a pass) [150, 177, 179]. Given
the high cost of querying LLMs and finite evaluation budgets (either in time, compute, or
both), to comprehensively evaluate a model, each benchmarking methodology must focus
on a specific aspect of this trade-off: either increase coverage on task variety and decrease
sampling per task which results in increasing variance between evaluation runs or increase
resampling or per-task trials and instead focus on a narrow subset of tasks which results in
high bias of evaluation results between different evaluation subsets.

Consider two LLMs, MA and MB, and a bank of four coding tasks, T1, ..., T4 from an evalua-
tion dataset (e.g., HumanEval [297], MBPP [124], ARC-AGI [180], etc.). In a standard static
benchmark, both MA and MB are evaluated on each task, independently (i.e., performance on
T1 has no effect on T2), and their overall performance is summarized with aggregate metrics
(e.g., pass@k, binary pass/fail over each task, etc.). Suppose MA solves T1, T2, T3 but fails
T4, while MB solves T1, T3, T4 but fails T2. Under this setting, both models received a 3/4
score even though their failures were on different tasks. Such aggregate pass/fail metrics hide
where and how each model fails, and compress different behaviors into the same score. While
exhaustive per-task trials and normalization of scores over the number of attempts average
out stochasticity and allow for fairer comparison between models, two problems remain:

• If MA consistently fails T4 and MB consistently fails T2, both models will still receive
the same score; however, each model has failed on a different task. Here, the same
score is an artifact of coarse-grained metrics, not evidence of equal capability.

• Given the scale of pretraining corpora and the unavailability of training data, some tasks
may have been included in the models’ training dataset. Therefore, the subsequent
successes might be a result of memorization, not generalization [176].

Moreover, as the set of underlying tasks grows, multiple samples per each task in the dataset
become infeasible (e.g., for a dataset of 1k tasks and 10 trials per task, 10k queries to the
model are required), forcing the bias/variance trade-off mentioned above: either the number
of distinct tasks must be reduced (lower variance but higher bias from reduced coverage and
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selection effects) or fewer trials per each task need to be carried out (lower bias but higher
variance between runs).

Dynamic benchmarking approaches aim to address these limitations by: (1) using multi-
step task bundles by decomposing a task into sequential subtasks that the model must pass
end-to-end (e.g., SWE-bench [181], Benchmark Self-Evolving [198]), (2) adaptively select-
ing challenges from a fixed bank by picking the next task conditioned on prior evaluation
results (e.g., DARG [199], DyVal2 [195]), or (3) generating tasks at test time to mitigate
memorization (e.g. DyVal [196], TreeEval [194]). However, each approach comes with its
own bias/variance trade-off. Specifically:

• Testing each model on multi-step task bundles lowers the chances of memorization
and superficial success, but introduces a fairness problem in how models are evaluated
against each other. MA and MB will be tested on a different distribution of sub-tasks
and aggregate scoring (only end-to-end success being counted) introduces variance in
evaluation results. As such, results depend heavily on the specific bundle graph and
scoring rule, not just underlying capability.

• Conditioning the next task on past outcomes allows for more informative exploration of
the evaluation space, but comparability issues between models’ evaluation results still
remain. MA and MB are now evaluated on different task distributions, as incidental
failures can result in different evaluation trajectories. Stabilizing estimates still requires
multiple samples per task, and given fixed evaluation budgets, variance stays high unless
task coverage is narrowed, which reintroduces bias via selection effects.

• Testing each model on a problem generated at test time from a fixed distribution
addresses the memorization problem and aligns the underlying task distribution across
models. However, comparable estimates of models’ performance still require many
samples per task to control for variance, which is costly under finite budgets.

As such, both static and dynamic benchmarking approaches suffer from two main shortcom-
ings: (1) high bias of evaluation results due to different evaluation task distributions and
(2) high variance of evaluation results due to LLMs’ stochasticity and limited sampling bud-
gets [200]. In the next section, we will first describe PrismBench’s RL framing, which allows
for defining a fixed task distribution for all models-under-test. Afterward, we establish our
search methodology, which allows for adaptive sampling budget allocation through MCTS-
guided exploration and enables efficient use of limited benchmarking resources by focusing
on informative regions of the evaluation space.
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6.3 Methodology

In this section, we first provide an end-to-end overview of PrismBench’s evaluation pipeline
in Section 6.3.1. Next, we detail how we formalize the search space as an MDP and model
it as a tree in Section 6.3.2. Afterward, we explain the details of our agents, our multi-
agent orchestration approach, and the evaluation workflow at each node in Section 6.3.3. In
Section 6.3.4, we explain the rationale behind a multi-phase evaluation pipeline, the details
of each phase’s objective, and how they integrate with the overall evaluation process. Finally,
we detail our proposed metrics for evaluating models’ performance in Section 6.3.6.

6.3.1 PrismBench Overview

As mentioned in Section 6.2, evaluating models against a large bank of tasks under a finite
evaluation budget forces a bias/variance trade-off. Conditioning the choice of the next evalu-
ation task on prior observations mitigates this by directing trials towards informative regions
of the evaluation space (i.e., evaluation tasks that maximize information gain regarding
models’ capability). To formalize this process, we model the space of all possible evaluation
scenarios as an MDP, where each state corresponds to a unique scenario defined by a (c, d)
pair, with c being a list of programming concepts (e.g., recursion, data structures) and d

being the task’s difficulty level (e.g., easy, medium, hard). We instantiate the MDP as a
search tree, where nodes represent states and edges represent transitions between scenar-
ios, corresponding to actions that either combine additional concepts or increase difficulty. A
node’s depth is defined as the number of nodes along the path to the root, and child nodes
may extend or share the same concepts as their parents.

In this manner, the search tree forms a fixed evaluation environment shared between all
models (identical state space and transition dynamics), where transitions between nodes
reflect a model’s ability to generalize and solve increasingly complex tasks. Furthermore,
this formalization forms a hierarchical dependency between evaluation tasks and reduces
variance by concentrating sampling where outcomes are uncertain or high impact, and reduces
bias by standardizing the task distribution between all models. As such, all models are
evaluated in the same environment, based on how they explore and perform within it [41].

To address the brittleness of end-to-end task bundles, where an early misstep can cascade
into a full failure and result in different trajectories, each node in the tree is evaluated
using a multi-stage, isolated pipeline. Each task is decomposed into role-based steps (e.g.,
test generation, solution generation, program repair, etc.) where each step is handled by
a dedicated LLM agent. Agents interact with each other via a shared node state, which
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allows for modularity (addition or removal of agents) and avoids information leakage. This
decoupling allows for evaluating multiple capabilities within a single node (e.g., correctly
understanding the requirements, solution/test generation, debugging, etc.) without allowing
failures/errors in one step dominating the final outcome. Importantly, we do not rely on
LLM judgments: a node’s reward is a composite weighted score derived from execution-
grounded signals (i.e., unit-test pass rates, error traces, and bounded retry/repair attempts).
As such, the reward signal reflects the specific steps responsible for success or failure instead
of collapsing everything into a binary pass/fail signal for the entire task.

Search Space Tree Structure MCTS Phase-specific Evaluation

Root

Loops
Easy

Loops
Medium

L + S
Easy

Sorting
Easy

Sorting
Medium

Node Properties
Concepts: {c1, c2, ..., cn}
Difficulty: very easy | ... | very hard 
Value: V(s)
Visit Count: n
Results History

Phase 1: Capability Mapping
Map basic capabilities
Build initial tree structure
Identify areas of proficiency

Phase 2: Challenge Discovery
Find challenging concepts
Focus on weak areas
Discover failure patterns

Phase 3: Comprehensive Analysis
Generate problem variations
Analyse solution patterns
Identify systematic issues

Selection
With probability ε: Best child (UCB1)

With probability 1-ε: Random child

Expansion
Merge concepts from parents

Scale difficulty on success

Simulation
Generate Challenge
Generate Tests
Generate Solution
Execute Program

Backpropagation

Figure 6.1 Overview of PrismBench’s search tree, agent workflow, and phased evaluation
strategy.

Given the hierarchical evaluation space and execution-grounded rewards, the remaining chal-
lenge is to allocate the evaluation budget to where it most increases our knowledge about
a model’s capabilities. As mentioned in Section 6.2, multiple samples per evaluation task
quickly become infeasible as the underlying dataset grows, and simply conditioning the next
task on prior observations can result in different task distributions. Therefore, we need a
traversal policy that balances exploration of uncertain regions with exploitation of the promis-
ing ones, while allowing for comparison between different models. As such, PrismBench uses
MCTS with ϵ-greedy state selection policies to balance exploration and exploitation over
the search tree (i.e., environment) and control for LLMs’ performance variability. After each
node’s evaluation, the observed reward is backpropagated along the sampled path, up-
dating ancestors’ estimates so that observations at each node (i.e., state) can inform beliefs
about selection of the next node.

Finally, PrismBench’s search process follows a 3-phase strategy. The 1st phase broadly ex-
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plores the tree to establish the model’s baseline performance across different coding concepts
and difficulty levels. The 2nd phase focuses on failure-prone nodes to discover systematic
weaknesses and boundary cases. The 3rd phase focuses on low-performing regions by gener-
ating multiple variations of high-failure nodes to determine the root causes of model failures.
Figure 6.1 shows an overview of our state representation and evaluation pipeline. Rather
than exhaustively evaluating the model on all possible scenarios, PrismBench’s targeted
search approach adapts evaluation to the model’s demonstrated capabilities in the environ-
ment, allowing for detailed analyses of model performance and failure modes.

6.3.2 Search and Tree Structure

In this section, we detail how we model the LLM evaluation task as an environment in order
to dynamically benchmark LLMs’ code generation capabilities and address RQc1.

MDP Formalization

The search space which contains all possible evaluation scenarios, is modeled as an MDP
defined by the tuple (S,A,P ,R), representing the state space, action space, transition prob-
abilities, and reward function, respectively. We formalize the MDP as follows:

S denotes the state space where each state s ∈ S is a unique combination of a set of
programming concepts C and a single difficulty level D:

S = {(c, d) | c ⊆ C, d ∈ D} (6.1)

For example, the state ([functions, dynamic programming], very easy) represents an
evaluation scenario designed to test the model on a programming challenge that requires
knowledge of both “functions” and “dynamic programming” to solve and is intended to be
“very easy” in terms of difficulty.

A denotes the action space, which indicates the set of actions that can be taken at each state.
We define two actions: (1) Aselect which selects a previously explored state for reevaluation
and (2) Aexpand which generates a new state based on the current one and operates by either
adding a new concept or increasing the difficulty level for generating the new state. These two
actions allow for both the exploration of existing states and the creation of new ones. For
example, expanding the state ([functions, dynamic programming], very easy) could
yield a new state such as ([functions, dynamic programming, conditionals], very
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easy), which adds a new concept, or ([functions, dynamic programming], medium),
which increases the difficulty.

P : S ×S → [0, 1] denotes the transition dynamics between states. Transition probabilities
are determined by an ϵ-greedy policy, which balances exploration and exploitation by selecting
the next state from the set of candidate states. These probabilities determine which state
is selected next, whether by transitioning to an existing state or a newly created state from
expanding the current one.

R : S × A × S → R denotes the phase-specific reward functions. The reward function
quantifies the model’s performance at each state using a composite score calculated based
on multiple factors, including success rates, error penalties, challenge difficulty, and attempt
counts. Each phase uses a different reward function according to the phase’s goal which we
will explain in detail in Section 6.3.4.

Tree Representation and Traversal Mechanism

We instantiate the MDP as a tree as described in Section 6.3.1. To do so, we consider
each state s ∈ S as a node n in the tree, and each action a ∈ A determines whether
to expand a node or continue exploring the tree as shown in Figure 6.1. Given the tree
structure, it is essential to assign a value to each node in order to guide tree traversal. To
achieve this, we use the phase-specific reward function R to determine each node’s value
based on the model’s performance at that node which is calculated based on how well the
model solves the programming challenge associated with a given node which we will detail
in Section 6.3.4. Considering the high cost of sampling and to better account for LLM’s
performance variability, we use TD(0) [41] to incrementally estimate each node’s value by
incorporating past performance:

v(n) = vprev(n) + α(r − vprev(n)) (6.2)

where v(n) is the node’s value, r is the immediate reward, and α is the hyperparameter
that controls sensitivity to new observations based on benchmarking requirements. We then
backpropagate r to n’s ancestors using a discounted update:

v(na) = vprev(na) + γd(n) · r (6.3)
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where na is an ancestor of n, d(n) is its distance from n, and γ ∈ [0, 1] is the discount factor.
This allows us to incorporate results from the evaluated nodes to the ancestors and prioritize
promising regions of the search space over time.

In order to traverse the tree, we use MCTS to determine the transition probabilities between
nodes in the tree given the node values. Transition probabilities P are calculated using MCTS
based on node visit frequency and value. We use an ϵ-greedy policy to balance exploration
and exploitation:

π(ch|n) =

uniform(children(n)) with probability ϵ

arg maxch∈children(n) UCB1(ch) with probability1− ϵ
(6.4)

Transitions between nodes (from node n to its child ch) represent changes in difficulty or
the introduction of new concepts. UCB1 [296] is used to dynamically adjust P based on the
model’s historical performance using the node’s value v(n).

Once a node’s evaluation is finished, the decision to expand it or to select another node
determines how the tree grows and how the search space is explored. Node expansion E(n)
is governed by two criteria:

E(n) =

1 if v(n) ≥ θp and d(n) ≤ dmax

0 otherwise
(6.5)

where v(n) is the node’s value, θp is the normalized value threshold of each phase, d(n) is
the node’s depth, and dmax is the maximum allowed depth for each phase. θp controls the
collective difficulty of each phase, with higher thresholds indicating harder acceptance criteria
for solution acceptance at each node. dmax defines a hard limit on how deep the tree can get
at each phase, with higher values allowing for more in-depth analysis at each phase. When
expansion is triggered, the node can be expanded in two ways:

Aexpand(n) =

combine_concepts(n, n′) with probability pe

increase_difficulty(n) with probability 1− pe

(6.6)

where n′ is another selected node for concept combination and pe is the probability of which
expansion action is selected and tuned based on the benchmark’s desired level of exploration.

The search process begins by generating foundational nodes that span the entire set of con-
cepts at the lowest difficulty level. As the search progresses, node creation and expansion are
guided by the model’s performance, allowing the tree to dynamically adapt to the model’s
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demonstrated capabilities and limitations, which allows PrismBench to adaptively prioritize
promising areas during exploration. To enable effective exploration of the search space, we
extend the tree structure to support multiple parents for each node, allowing us to represent
and evaluate combinations of programming concepts, which we explain below.

Multi-Parent Tree Structure

Programming challenges rarely involve solutions based on a single concept. Instead, they
typically require the application of multiple programming concepts to produce a correct
solution. To model this accurately, in PrismBench, each node in the search tree can have
multiple parents, with each parent representing a different concept-difficulty combination.
For example, a node with the concept set [dynamic programming, recursion] corresponds
to a challenge that requires applying both concepts. This node is therefore the child of both
the [dynamic programming] and [recursion] nodes, as shown in Figure 6.1. This setup
reflects how complex challenges are often built upon simpler, foundational ones.

Furthermore, a multi-parent structure allows us to backpropagate performance signals along
all relevant paths. If the model succeeds or fails on a node such as [dynamic programming,
recursion], the outcome is not just indicative of its proficiency in “dynamic programming”
and “recursion”. Instead, it also shows how the model is capable of handling each concept as
well. This helps determine broader patterns in the search space where the model performs
well or struggles, and not just isolated successes and failures. These signals then guide
PrismBench’s exploration toward weak areas to better determine where and why the model
succeeds or fails.

As such, to capture concept combinations effectively, we extend MCTS’s UCB1 [296] to
support multi-parent nodes:

UCB1(n) = v(n)
N(n) + C

√√√√ ln(∑
i∈parents(n) N(p))

N(n) (6.7)

with v(n) being the node n’s value, N(n) being the number of times n has been visited, C

being the exploration constant, and parents(n) being the set of n’s parents. In this manner,
a failure to solve the challenges at one node is indicative of the model showing a behavior of
interest for each concept and difficulty level in that node.
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6.3.3 Node Evaluation Workflow

As described in Section 6.3.2, each node in the tree represents a distinct evaluation scenario,
defined by a set of concepts and difficulty level. The evaluation of a node consists of gener-
ating a challenge, producing corresponding tests and solutions, and iteratively refining these
outputs based on the model’s performance. To structure this process, we employ a set of
agents where each agent has a specific role. Even though the term “agent” is well-established
in RL literature, LLM providers maintain different interpretations of what constitutes an
agent [298, 299]. In order to have a uniform definition throughout our work, we adopt the
definition from [300], which characterizes LLM-based agents as “programs where LLM out-
puts control the workflow.” In this manner, PrismBench evaluates each node in a multi-agent
sandbox where each agent handles a distinct step in the process as shown in Figure 6.2.

Challenge Description

CD Challenge Designer
Given a set of concepts and difficulty, design a challenge

TG Test Generator
Given a challenge description, generate appropriate tests

PS Problem Solver
Given a challenge description, generate code to solve it

Generated Tests

Generated Solution

Program to Run

PF Problem Fixer
Given a challenge description, generate code to solve it

Test Error Analyzer
Given a failed run results and a solution,

analyze why the solution failed

TA

EA

Test Validator
Given a challenge description and generated tests,
Analyze if the tests are correct and comprehensive

SA
Solution Pattern Analyzer

Given a challenge description and generated code,
analyze how the code solves the challenge

Run Results Analysis Results

Figure 6.2 The evaluation begins with the Challenge Designer and continues until the chal-
lenge is finished. Green arrows: inputs, red arrows: outputs, dashed lines: conditional
triggers.

As shown in Figure 6.2, for each node, evaluation starts with a coding challenge and proceeds
through solution and test suite generation, multiple attempts, repairs, and analysis. To avoid
data contamination, agents are isolated, and context is only shared through the node state.
Importantly, the same model is used for both test and solution generation. During solution
generation, the model cannot access the tests, and during test generation, it cannot access
the solution. This constraint ensures that task understanding is genuine and mirrors real
programming challenges [301]. In order to succeed, the model must interpret the challenge
correctly [34], design valid tests and solutions without access to hidden information [302,303],
and correct mistakes using execution feedback [304]. Isolating these steps within the pipeline
allows us to evaluate each capability independently, resulting in consistent and comparable
node-level evaluations across models and compare LLMs’ code generation capabilities in a
dynamic environment to address RQc2.
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Agent Roles

PrismBench is comprised of seven agents. All of our agents utilize prompting best prac-
tices [305–307]: clearly defined roles, structured output schemas, and few-shot examples.
Our agent roles are as follows:

• Challenge Designer : Generates programming challenges of specified difficulty levels
targeting particular computer science concepts, following an LC-style format with clear
input/output specifications and constraints.

• Test Generator : Generates comprehensive test suites that validate functional correct-
ness, corner cases, and performance constraints of submitted solutions while ensuring
full coverage of the challenge requirements.

• Problem Solver : Generates code to implement a solution for the programming challenge
with an emphasis on efficiency and adherence to best practices, while handling all
specified corner cases and constraints.

• Problem Fixer : Analyzes the outputs of program execution and implementation details
(solution + tests) to fix failures for the solutions and tests.

• Test Validator : Evaluates generated test suites for comprehensiveness, identifying po-
tential gaps in code coverage, missing corner cases, and opportunities for improvement.

• Test Error Analyzer : Performs detailed analysis of test execution failures, categorizing
error patterns and providing insights into the root causes of solution failures.

• Solution Pattern Analyzer : Examines implemented solutions to identify algorithmic
approaches, data structure usage, and implementation patterns, providing metrics for
solution quality and efficiency.

Listing 13 shows the system prompt for the Challenge Designer agent. The complete prompt
templates and configuration parameters for these agents are available in our replication pack-
age [308].

Multi-Agent Orchestration

Our aim in PrismBench is to design a general framework to evaluate LLMs on code-related
tasks. Therefore, given that many LLMs lack function-calling/tool-use capabilities or may
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You are an expert computer science educator specializing in creating coding challenges. Your
expertise spans various computer science concepts, and you have a knack for designing prob-
lems that are both challenging and educational. Your role is to create coding questions that
test a student’s understanding of specific CS concepts while also encouraging them to think
critically and apply their knowledge in practical scenarios.
When given a CS concept and a difficulty level, design a problem similar to LeetCode chal-
lenges. The difficulty levels are:

• Very Easy
• Easy
• Medium
• Hard
• Very Hard

Your response should include:

1. A clear and concise problem statement
2. Input format specification
3. Output format specification
4. Constraints on input values
5. At least two examples with input and expected output
6. A brief explanation of the concept’s relevance to the problem
7. The specified difficulty level

Ensure that the challenge matches the given difficulty level. Do not provide any code or
solution. Focus on creating a problem that tests understanding of the given concept at the
appropriate difficulty.
IMPORTANT: You must enclose the entire problem description within
<problem_description> and </problem_description> delimiters. This is crucial for
extracting the problem from your output.
Here’s an example of the format you should follow, based on a LeetCode-style problem:

<problem_description>
Two Sum
Difficulty: Easy
Given an array of integers nums and an integer target, return indices of the two
numbers such that they add up to target. You may assume that each input would
have exactly one solution, and you may not use the same element twice.
You can return the answer in any order.
Input:

- nums: An array of integers (2 <= nums.length <= $10^4$)
- target: An integer ($-10^9$ <= target <= $10^9$)

Output:
- An array of two integers representing the indices of the two numbers that
add up to the target

Constraints:
- 2 <= nums.length <= $10^4$
- $-10^9$ <= nums[i] <= $10^9$
- $-10^9$ <= target <= $10^9$
- Only one valid answer exists

Examples:
1. Input: nums = [2,7,11,15], target = 9
Output: [0,1]
Explanation: Because nums[0] + nums[1] == 9, we return [0, 1].
2. Input: nums = [3,2,4], target = 6
Output: [1,2]
Explanation: Because nums[1] + nums[2] == 6, we return [1, 2].

Relevance to Array Manipulation and Hash Tables:
This problem tests understanding of array traversal and efficient lookup. While
it can be solved with nested loops, an optimal solution uses a hash table to
achieve O(n) time complexity, demonstrating the power of hash tables for quick
lookups in coding interviews.
</problem_description>

Design your problem in a similar format, focusing on the CS concept and difficulty level
provided.

Listing 13: System prompt for the Challenge Designer agent.
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not consistently adhere to preset output formats, we designed a controlled sandbox envi-
ronment that enables structured agent interactions while maintaining evaluation integrity.
The evaluation for each node in the search tree is presented in Algorithm 13 and proceeds
through the following steps:

Challenge and Test Generation Building a comprehensive dataset of diverse, high-
quality challenges for every possible node is infeasible. To address this, the interaction
cycle at each node begins with the Challenge Designer agent, which generates LeetCode-
style programming challenges based on specified concepts and difficulty levels as shown in
Listing 14. This ensures diverse evaluations per concept-difficulty pair, capturing true gen-
eralization rather than memorization or performance variation. The Test Generator agent
is then tasked with generating a comprehensive test suite based on the generated challenge
description. We further discuss the risks of dynamic challenge generation in the evaluation
process’s validity and how we mitigate those risks in Section 6.3.5.

Initial Solution Attempt The Problem Solver generates a solution based on the challenge
description, which is then executed against the test suite generated by the Test Generator.
Both agents operate independently, with access limited to the challenge description to prevent
cross-contamination of their outputs. The sandbox environment then executes the generated
solution against the generated test suite, capturing detailed metrics including passed tests
count, failure types/counts, error types/counts, and execution traces as shown in Listing 15.
Upon successful completion of all tests, the node is marked as resolved, and control returns
to the search algorithm. However, if test failures occur, PrismBench initiates an iterative
feedback process.

Retry via Feedback If the execution fails, a feedback phase is initialized. In the feedback
phase, the Problem Solver agent receives execution results and error details, attempting to
correct the solution. This approach serves two purposes: it accounts for the stochasticity
in LLM performance which we will further describe in Section 6.3.4 (if the model fails, it is
provided with context to revise its response) while also evaluating the model’s capability to
learn from feedback.

Fallback to Repair If multiple solution attempts fail to resolve the issues within a pre-
determined limit, a final attempt to fix the failing solution using the Problem Fixer agent
is made. The Problem Fixer, which can be set as either the model under benchmark itself
or a separate model depending on evaluation requirements, receives comprehensive context



145

title: "Even or Odd"
concepts:

- "conditionals"
- "functions"

difficulty: "very easy"
description: "## Even or Odd

Write a function that takes an integer as input and determines whether the
number is even or odd. The function should return the string \"Even\" if
the number is even, and \"Odd\" if the number is odd.

↪→

↪→

### Input:
- n: An integer (-10^9 <= n <= 10^9)

### Output:
- A string \"Even\" or \"Odd\" based on the parity of the input integer.

### Constraints:
- -10^9 <= n <= 10^9

### Examples:
1. Input: n = 4

Output: \"Even\"
Explanation: The number 4 is divisible by 2, hence it is even.

2. Input: n = 7
Output: \"Odd\"
Explanation: The number 7 is not divisible by 2, hence it is odd.

### Relevance to Conditionals and Functions:
This problem tests the understanding of basic conditionals, as the solution

requires checking the remainder when the number is divided by 2. It also
reinforces the use of functions for encapsulating logic, demonstrating how
to structure a simple program."

↪→

↪→

↪→

Listing 14: Challenge Designer output for a set of concepts and difficulty level
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problem_statement: "## Even or Odd..."
success: True
tests_passed: 10
tests_failed: 2
tests_errored: 0
fixed_by_problem_fixer: False
data_trail:

attempt_1:
test_cases: "import unittest\n\n..."
solution_code: "def solution(...)"
output: "'Tests failed. Output:\n\n....F.....\n=.."

attempt_2:
test_cases: "import unittest\n\n..."
solution_code: "def solution(...)"
output: "All Tests passed"

Listing 15: An example of the run results for a node

including the challenge description, implementation history, test suite, and failure results.
Allowing the model to have access to all of the previously collected information enables as-
sessment of the program repair capabilities of the model by providing it with full contextual
information. The cycle of testing and refinement continues until the resulting program to run
(p_r in Algorithm 13) executes with no errors or failures within a predetermined limit and
success is achieved. Otherwise, the node is marked as failed.

Post-Evaluation Analysis After the loop is finished, regardless of success or failure, the
Test Validator reviews whether the test suite is logically aligned with the challenge. At the
same time, the Solution Pattern Analyzer examines the final solution to extract structural
and algorithmic patterns.

Metric Aggregation All run results, retries, error traces, and analysis outputs are logged
in the node’s state, which are then transformed into scalar reward signals using the phase-
specific reward function and backpropagated to parent nodes.

In this manner, our multi-agent system integrates with the search tree and MCTS through
an orchestrated feedback mechanism: nodes are selected for evaluation using MCTS based
on their values. Once a node is selected for evaluation, the model’s performance on a gener-
ated challenge determines the node’s value; the updated value, in turn, influences the next
round of node selection and expansion. Furthermore, the model under benchmark can be
configured to any of the specified agent roles, enabling fine-grained and targeted capability
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Algorithm 13 Agent Interaction at Each Node
Require: Input: C: List of concepts, D: Difficulty level
Ensure: Output: S: Node score, M : Collected metrics

1: challenge_description← ChallengeDesigner(C, D)
2: g_t← TestDesigner(challenge_description) ▷ Generated tests
3: g_s← ProblemSolver(challenge_description) ▷ Generated solution
4: p_r ← g_s⊕ g_t ▷ Combine solution and tests
5: (Success, Run_results)← Run(p_r)
6: if Success then
7: Tvalidation ← TestValidator(g_t) ▷ Analyze the tests
8: Psolution ← SolutionPatternAnalyzer(g_s) ▷ Analyze the solution
9: else

10: for i = 1 to num_attempts do
11: e_f ← errors during run ▷ Collected errors
12: f_s← ProblemSolver(g_s, e_f) ▷ Generate fixed solution
13: Eanalysis ← TestErrorAnalyzer(g_s, g_t, e_f) ▷ Analyze the errors
14: p_r ← f_s⊕ g_t
15: (Success, Run_results)← Run(p_r)
16: if Success then
17: break
18: end if
19: end for
20: if not Success then
21: fixed_p_r ← ProblemFixer(p_r) ▷ Use Problem Fixer agent
22: (Success, Run_results)← Run(fixed_p_r)
23: end if
24: end if
25: M ← (Tvalidation, Psolution, Eanalysis, Run_results) ▷ Store all run results
26: return S, M
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assessment. This flexibility makes PrismBench adaptable to diverse evaluation requirements
(e.g., focusing solely on program repair or test suite generation capabilities).

6.3.4 Evaluation Phases

Our 3-phase approach guides MCTS to explore the search space using phase-specific reward
functions based on each phase’s evaluation strategy, as shown in Figure 6.3. To further
account for LLM performance variability and sampling stochasticity, we define a node value
threshold, ∆(v), per phase, and only proceed to the next phase when changes in sampled
nodes’ values remain within this threshold across 5 consecutive value convergence checks.
We define our phases as follows:

Agents

Phase 1: Capability Mapping

Tree Exploration
MCTS-based exploration

Challenge Generation
Create problems from concepts

Solution Generation
Generate solutions and tests

Evaluation
Performance scoring

Phase 2: Challenge Discovery

Tree Exploration
Challenge-focused exploration

Challenge Generation
Create targeted challenges

Solution Generation
Generate solutions and tests

Validation
Error analysis

Phase 3: Comprehensive Evaluation

Problem Variation
Generate diverse variants

Solution Generation
With comprehensive testing

Multi-Analysis
Pattern, Test & Error Analysis

Final Report
Comprehensive insights

CD Challenge Designer
Given a set of concepts and difficulty, design a challenge

TG Test Generator
Given a challenge description, generate appropriate tests

PS Problem Solver
Given a challenge description, generate code to solve it

EA
Error Analyzer

Given a failed run results and a solution,
analyze why the solution failed

TA
Test Analyzer

Given a challenge description and generated tests,
Analyze if the tests are correct and comprehensive

SA
Solution Analyzer

Given a challenge description and generated code,
analyze how the code solves the challenge

CD

TG

PS

CD

TG

PS

EA

CD

TG

PS

TA

EA
SA

Figure 6.3 Overview of PrismBench’s evaluation pipeline and multi-phase assessment. Arrows
indicate information flow and agent roles across each phase.

Phase 1: Capability Mapping This phase establishes a baseline assessment of the
model’s strengths and weaknesses across the concepts-difficulty space. Here, the node scoring
mechanism is based on challenge success:

R1(s) = b · w(d) + p(s) (6.8)

with b being the base score for success, w(d) being the difficulty weight, and harder difficulties
assigned higher weights, and p(s) being the penalty for failures. In this manner, higher
successes result in higher rewards, which increase the node’s value, which in turn encourages
MCTS to further explore the search space to find challenging areas and map the model’s
baseline capabilities.
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Phase 2: Challenge Discovery By focusing on Phase 1’s low-value nodes, the search
objective changes to finding challenging combinations of concepts and difficulties where the
model consistently fails. Node scoring in this phase is based on failure rate and repeated
attempts:

R2(s) = λ(1− rsuccess) + η · nattempts + β · Ifixer (6.9)

with rsuccess being the ratio of successfully passed tests, nattempts being the number of attempts
to fix a failed/errored solution, and Ifixer indicating whether Problem Fixer was used. The
hyperparameters (λ, η, β) weight each term according to benchmarking needs. Using the
complement of success ratio assigns higher rewards to nodes with lower success rates, resulting
in higher values. This produces a set of nodes where the model consistently fails and indicates
the challenging areas of the search space for the model.

Phase 3: Comprehensive Evaluation The objective of this phase is to reveal not just
where but why the model struggles and provide insights into failures’ root causes. Therefore,
the underperforming nodes from Phase 2 are revisited. However, for each node in this phase,
we create multiple variations (same concept and difficulty but different challenge descriptions)
to distinguish between incidental failures (scenario-specific) and systematic limitations (con-
sistent failures across variations). By analyzing the results across these variants, we collect
failure traces to identify core capability gaps, whether from incorrect syntax, incorrect logic
patterns, or incorrect concept implementation.

As explained above, each phase has a distinct objective, which allows us to break down the
benchmarking process into smaller, focused tasks. By first mapping the model’s general
capabilities and then systematically narrowing in on regions of consistent failure, we can
iteratively refine the search space and ultimately pinpoint the root causes of these failures.
As mentioned in Section 6.3.2, each phase’s objective is defined through phase-specific state
selection policies and reward functions that guide the tree traversal and expansion process,
which we explain in detail below.

State Selection Policies

Studies have shown that controlling LLMs’ stochasticity through low-temperature settings
(e.g., T ≈ 0) systematically reduces the diversity of their outputs [309, 310]. Although this
performance degradation may be minor in some contexts, it becomes crucial when the ob-
jective is to comprehensively benchmark a model’s capabilities. As shown by [311, 312], for
code generation, at higher temperatures, LLMs explore novel solutions more effectively, while
at near-zero temperatures, outputs become repetitive and risk underestimating true perfor-
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mance boundaries. In PrismBench, while we provide temperature as a tunable parameter,
we preserve recommended temperature ranges rather than enforcing low-temperature values.
This ensures thorough exploration of the search space but also introduces the problem of
stochasticity in LLMs’ responses and subsequent performance variations as a result. These
performance variations are especially problematic in dynamic benchmarks that rely on LLMs
as judges, where even small changes in output can lead to different assessment results. As
such, we need to consider that the score for a node might not be representative of the LLM’s
true capability due to performance variations. To address this problem without the risk of
underestimating LLMs’ performance by setting low-temperature values, we define ϵ-greedy
state selection policies to traverse the tree as described in Equation 6.4. These policies miti-
gate the drawbacks of purely deterministic approaches (e.g., solely using UCB1 for traversal
or setting the temperature to zero) by balancing exploration and exploitation and ensuring
comprehensive capability assessment while mitigating performance variations. We detail the
policies for each phase below.

Phase 1: Capability Mapping At the very beginning of the evaluation, the root gen-
erates multiple nodes as starting points for the search process. However, since the search
requires the nodes to be evaluated first, the policy for evaluating the root’s children (initial
nodes) is defined as:

πroot
1 (n) =


v(n)∑

n′∈N
v(n′) if ∀n′ ∈ N, v(n′) > 0

1
|N | otherwise

(6.10)

This policy encourages early exploration of less-visited nodes and allows for the exploration
of the initial nodes to establish a starting point for the search.

Once initial evaluations are complete, we use an ϵ-greedy policy for traversing the tree:

πtraverse
1 (ch|n) =

uniform(children(n)) with probability ϵ1

arg maxch∈children(n) UCB1(ch) with probability 1− ϵ1

(6.11)

This policy accounts for the stochasticity of LLMs’ responses by using a uniform exploration
component with a probability of ϵ1, which can be tuned based on benchmarking requirements
(0.2 in our study), to mitigate the impact of occasional LLM performance variations. This
ensures a thorough exploration of the LLM’s capability while still focusing on promising
directions using MCTS.
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Phase 2: Challenge Discovery Similar to Phase 1, Phase 2 uses an ϵ-greedy policy
that focuses on challenging scenarios while maintaining exploration to mitigate LLMs’ per-
formance variations. Therefore, even though our search is guided by UCB1, we consider a
small probability of selecting another state in our policy:

π2(ch|n) =

uniform(children(n)) with probability ϵ2

arg maxch∈children(n) UCB1(ch) with probability 1− ϵ2

(6.12)

Similar to Phase 1, ϵ2 can be tuned based on the benchmarking requirements (0.1 in our
study), with higher values resulting in more stochastic state selections and enabling more
exploration of the search space regardless of how the model under benchmark performs.

Phase 3: Comprehensive Evaluation In Phase 3, state selection becomes deterministic
based on node value thresholds (i.e., which nodes to select from Phase 2), which can be tuned
depending on the benchmark’s desired difficulty level:

π3(ch|n) =

1 if v(n) > θ

0 otherwise
(6.13)

with θ ∈ [0, 1] being the normalized node value threshold. Tuning θ allows for determining
the benchmark’s overall analysis granularity. Lower thresholds result in the selection of more
nodes from Phase 2 for analysis in this phase.

Phase-Specific Reward Functions

As mentioned in Section 6.3.2, in each phase we employ different mechanisms to calculate
the immediate received reward. We describe the details of each phase’s reward calculation
in the following.

Phase 1: Capability Mapping In Phase 1, the goal is to thoroughly map the capabilities
of the model under study. Therefore, the reward function is focused on task success: the
better the model is at successfully passing a challenge at a node, the higher the reward that
it will receive. For this phase, the reward function for each state s is defined in Equation 6.8:

R1(s) = b · w(d) + p(s)
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with b representing the base reward given to the model if it can pass the challenge regardless
of the challenge’s complexity or the number of attempts it took the model to solve it. d

is the state’s difficulty level, and w(d) is the weight assigned to each difficulty level, with
higher difficulty levels having a higher weight. This way, the more challenging the problem
the model has solved, the higher the reward it receives. Finally, the performance penalty,
p(s), is defined as:

p(s) = (rfailed · Pfailure) + (rerrors · Perror) + ((nattempts − 1) · Pattempt) + Pfixer · Ifixer (6.14)

with rfailed being the ratio of tests the model’s solution failed, rerrors being the ratio of errors
in the model’s solution, nattempts being the number of attempts it took for the model to solve
the challenge, and Ifixer being 1 if the Problem Fixer agent was required to fix the model’s
solution and 0 otherwise. Pfailure, Perror, Pattempt, and Pfixer are the weights assigned to each
penalty type and are set as hyperparameters. These hyperparameters allow for tuning the
penalty’s impact on the reward and therefore, provide fine-grained control of which aspects
of the model’s capabilities should be explored in-depth during the benchmarking process.
Given that the tree generated in Phase 1 is used for all subsequent phases, high weights for
errors and failures will decrease the overall reward at each node and therefore increase the
overall difficulty level of the entire benchmarking process.

In this way, Equation 6.8 allows for mapping model capabilities: the more successful the
model is at solving challenges, the higher the values for the tree’s nodes, and the more
MCTS is encouraged to continue exploring the search tree to find challenging areas.

Phase 2: Challenge Discovery Phase 2 shifts focus from broad capability mapping in
Phase 1 to systematically identifying the model’s capability boundaries. Here, the reward
function, as described in Equation 6.9, prioritizes the challenges where the model struggles.
In this phase, for each state s, the reward is calculated as:

R2(s) = λ(1− rsuccess) + η · nattempts + β · Ifixer

With rsuccess being the ratio of successfully passed tests (no errors or failures). Using the
complement of the success ratio assigns higher rewards to nodes where the success rate is low.
Therefore, nodes that consistently expose the model’s inability to generate correct solutions
receive higher rewards. The hyperparameter λ allows for controlling how aggressively the
benchmark focuses on nodes with low success rates. nattempts is the number of attempts it
took for the model to fix a solution that had failed/errored tests. Therefore, nodes requiring
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multiple attempts receive higher rewards and η adjusts the weight given to repeated failures.
Finally, Ifixer is calculated in the same way as in Phase 1, with β controlling the weight of
the penalty for dependency on the Problem Fixer agent.

Equation 6.9 allows MCTS to explore regions of the search space where the model consistently
fails (i.e., the more the model fails at each node, the higher the node’s value will be). As such,
Phase 2 generates a refined set of nodes where the model has constantly underperformed.
These nodes will be used for analysis of the underlying root causes of poor performance in
Phase 3.

Phase 3: Comprehensive Evaluation Phase 3 focuses on analyzing the root causes of
model failures while using the same reward formula as in Phase 2.

6.3.5 Ensuring Evaluation Validity

Dynamic challenge generation using the Challenge Designer (see Section 6.3.3) lowers the
risk of benchmark memorization; however, it introduces two risks in return. Specifically,
given a state’s (c, d) pair:

• Invalid challenge: A challenge is invalid when it is off-concept or incorrectly defined
relative to the selected state’s concepts c. For example, challenges that do not test
for the intended concept c (e.g., a sorting task labeled as dynamic programming), or
infeasible or contradictory constraints (e.g., ambiguous input/output specifications, or
evaluation criteria that cannot be met).

• Miscalibrated difficulty: A challenge is miscalibrated when its actual difficulty does
not match the selected state’s desired difficulty d. For example, a challenge is generated
for an easy difficulty level that is actually hard or vice versa.

Below, we describe how PrismBench’s execution-based evaluation pipeline, search and ag-
gregation mechanism with TD(0) and MCTS, alongside its multi-phase evaluation, mitigate
these risks.

Execution Based Value Estimation

As detailed in Section 6.3.2, state selection is based on past observed performance. Once
a state is selected, the Challenge Designer agent produces a challenge based on the state’s
(c, d), independent of other states. Afterwards, all rewards are derived from objective
execution signals. Once the immediate reward for a state is calculated, the state’s value
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is determined using TD(0) (see Equation 6.2), and backpropagated through its ancestor
states (see Equation 6.3). Therefore, an invalid or miscalibrated challenge will result in an
immediate reward and subsequent state values that deviate from past observed performance.
This deviation in state values informs state selection in the next iteration.

Search-time Self-correction

MCTS operates over a fixed MDP on (c, d) states, where transitions either add concepts
or increase difficulty, and at each iteration, MCTS selects a state based on its current value
estimate. As detailed above, when the observed reward is inconsistent with prior observations
for that state or its ancestors (e.g., unexpectedly high success at a “hard” state or repeated
failure at an “easy” state), the TD(0) update produces a noticeable deviation in the state’s
value. This, in turn, steers MCTS to revisit the invalid/miscalibrated state and its ancestors,
which results in re-evaluation using fresh generations (given that challenges are generated
at test time) and subsequent reward and value estimation calculations. Therefore, repeated
revisits based on value estimations isolate noisy generations:

• If the original outlier was due to a one-off bad generation, subsequent evaluations will
stabilize the value, and the branch is prioritized, resulting in MCTS exploring other
branches.

• If the signal persists (meaning that previous observations were incorrect), then the
value stabilizes at the new level and MCTS either expands adjacent states or prevents
expansion when performance is systematically poor.

Therefore, states that produce inconsistent rewards are automatically detected for further
exploration, and stable states’ values converge. This feedback loop corrects for invalid/mis-
calibrated challenges at search time by continuous and iterative re-sampling and averaging
over execution outcomes, and prevents unstable branches from affecting evaluation results.

Deterministic Challenge Selection

While the approaches described above lower the risks of evaluating models using invalid/mis-
calibrated challenges, as described in Section 6.2, there still exists the risk of the Challenge
Designer itself being miscalibrated. Meaning that the agent used as the Challenge Designer
has a different understanding of the difficulty levels in comparison to human preferences (i.e.,
the model’s definition of a “hard” task corresponds to a “medium” task according to human
preferences). In this case, the overall evaluation results become miscalibrated as the results of
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a model’s performance on “hard” tasks correspond to real-world performance on “medium”
tasks.

While this does not affect the benchmarking methodology itself (given execution based esti-
mation coupled with search time self-correction), it affects how the results are interpreted.
As such, we mitigate this risk by fixing the Challenge Designer agent throughout the entire
evaluation pipeline, regardless of the model being evaluated. In this manner, all models are
evaluated on the same distribution of task difficulty. Furthermore, PrismBench’s modular de-
sign allows integration of task evaluation frameworks, such as TaskEval [313] or DyVal [314],
to verify each challenge’s validity. Finally, dynamic challenge generation can be entirely by-
passed. Specifically, given a challenge bank with defined (c, d) properties for each challenge,
such as CodeForces1, the challenges for each node can be selected from said bank instead of
being dynamically generated by an LLM.

6.3.6 Evaluation Metrics

We define four metric categories to capture distinct aspects of LLMs’ code generation capa-
bilities. These metrics provide a structured and thorough evaluation of a model’s strengths,
weaknesses, and solution strategies:

Structural Metrics

These metrics focus on the tree and how models perform in the search space. Node counts
and depth distributions show where models struggle (persistent exploration) or succeed (rapid
convergence), and tree growth patterns demonstrate how challenge complexity impacts per-
formance. In this manner, we can provide fine-grained and detailed insights into model
performance, behavior, and failures in order to address RQc3.

We denote the total number of nodes in the tree with |N | and the depth of each node n ∈ N

with Dn. We track the distribution and connectivity of explored concepts through:

N(c) =
∑

n∈nodes
1[c∈concepts(n)] (6.15)

N(d) =
∑

n∈nodes
1[d∈difficulties(n)] (6.16)

with N(c) and N(d) being the number of times each concept and each difficulty was en-
countered throughout the entire tree. The node distribution across concepts and difficulties

1https://codeforces.com

https://codeforces.com
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provides a broad view of where the model succeeds and struggles: the greater the number
of nodes associated with each concept and difficulty level, the less successful the model has
been in addressing related challenges. Consequently, additional nodes were generated to
better identify and isolate the problematic areas.

This is complemented by the branching factor at each node:

B(n) = children(n)
|N |

(6.17)

where children(n) is the number of children of node n and |N | represents the total number of
nodes. Nodes with higher branching factors have more children compared to the other nodes
and, therefore, have been more challenging for the model.

The convergence rate C(n) measures the stability of a model’s performance at each node n

by measuring the difference between consecutive TD values:

C(n) = |vt+k − vt| < ϵ for k = 1, . . . , K (6.18)

where vt represents the node’s TD value at attempt t. The convergence rate reflects how
drastically the model’s output changes between attempts. A phase is terminated when all
nodes exhibit convergence rates below a predefined threshold ϵ for K consecutive attempts.
A lower convergence rate indicates greater stability, meaning the model’s performance has
plateaued at node n. When this condition holds across all nodes in a phase, the phase is
deemed to have been sufficiently explored, and the next phase begins.

Mastery Metrics

These metrics focus on the model’s progress in understanding and applying concepts over
the course of the benchmarking process. These metrics quantify performance stability as
challenge complexity increases and success rates on challenges with combinations of concepts
across benchmarking phases.

The primary measure of concept mastery is the success rate:

SR(c) = 1
N(c)

∑
n∈N

success(n) (6.19)

where success(n) is 1 if the model has successfully passed the challenge at node n and 0
otherwise, as shown in Listing 15.
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Similarly, we measure the model’s success rate at each difficulty level:

SR(d) = 1
N(d)

∑
n∈N

success(n) (6.20)

To understand the effort required for solving a challenge related to a concept c, we measure
the average number of attempts regardless of success or failure:

A(c) = 1
N(c)

∑
n∈N(c)

attempts(n) (6.21)

with attempts(n) representing the number of attempts made at node n as shown in Listing 15.

These three metrics alongside each other, indicate how well the model performs in solving
challenges for each specific concept/difficulty with the average number of attempts indicating
how many times the model encountered errors while solving the challenge. High success rates
and low number of attempts indicate a high capability (the challenge was solved with a low
number of errors and attempts) while lower success rates and higher number of attempts
indicate struggles in solving challenges with that specific concept/difficulty.

Performance Metrics

Performance metrics build upon the mastery metrics and assess the model’s performance
across different concepts and difficulty levels by providing a granular understanding of the
model’s capabilities using challenge success rates, the number of interventions required to fix
the model’s code, and problem-solving efficiency across concepts and difficulty levels.

The fixer intervention rate indicates when the model requires external help and is unable to
solve the challenge:

F (c) = 1
N(c)

∑
n∈N(c)

1[Ifixer(n)] (6.22)

with Ifixer being 1 if the Problem Fixer agent was used at each node n and 0 otherwise.

As shown in Algorithm 13 the Problem Fixer agent is only used when the model fails in all of
its attempts to solve the challenge. This is caused by either incorrect solutions or incorrect
tests. Therefore, we can measure the model’s program repair capabilities for each concept
by tracking whether the use of Problem Fixer resulted in success:

R(c) =
∑

n∈N(c) 1[success(n)]∑
n∈N(c) 1[Ifixer(n)]

(6.23)
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where success(n) is 1 if the model has successfully passed the challenge at node n and 0
otherwise after the Problem Fixer intervention at node n.

Diagnostic Metrics

These metrics reveal behavioral patterns through solution analysis (preferred coding pat-
terns), error categorization (common failure modes), and test set evaluation (correct tests,
testing for corner cases, etc). They capture how the model succeeds or fails in specific sce-
narios and allow for identifying and characterizing the model’s behavior (how it solves the
challenges and how it fails).

The distribution of solution patterns across concepts shows how many times the model has
used a specific solution for each concept c:

SP (p, c) = count(p, c)
N(P ) (6.24)

with N(P ) being the number of identified patterns throughout the entire tree and patterns
indicating algorithmic approaches, data structure usage, and implementation patterns.

Pattern effectiveness quantifies which solutions the model executes successfully, helping iden-
tify its preferred problem-solving strategies:

PE(p) =
∑

n∈N(p) 1[success(n)]

N(P ) (6.25)

Conversely, using failure rate (1− success(n)) instead of success rate quantifies the patterns
the model struggles with the most.

Test validation scores test suite quality:

TV (v, c) = count(v, c)
N(V ) (6.26)

where N(V ) is the number of identified validation issues throughout the entire tree with
v being an identified validation issue with validation issues including analyses on missing,
incorrect, coverage, and corner case issues for each generated test suite for each concept c.

Error pattern distribution by concept shows where exactly the model has failed in solving
the challenges related to that concept c:

EP (e, c) = count(e, c)
N(E) (6.27)
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where N(E) is the number of identified errors throughout the entire tree with e being an
error that was raised during the execution of the program.

6.4 Experimental Design

To show PrismBench’s effectiveness, we evaluate 8 LLMs on their code generation, test suite
creation, and program repair capabilities: GPT4o (4o), GPT4o-mini (4o-M) [315], GPT-
OSS-20b (GPT-OSS) [316], Llama3.1-8b (L-8b), Llama3.1-70b (L-70b), Llama3.1-
405b (L-405b) [317], Llama4-Scout (L4S) [318], and DeepSeekV3 (DS3) [148]. For our
experiments, we use LeetCode (LC) [319] style programming challenges and 4o-M as the
Challenge Designer to create problems based on each node’s concepts and difficulty levels
for all models under evaluation. The test generation, code generation, and repair tasks are
performed by the models under evaluation, while 4o is used for analyzer agents in Phase 3.
All reported results are averaged over 3 independent benchmarking runs for all models under
study.

For all LLMs under study, the concepts are chosen similarly to the fundamental concepts of
computer science in LC, with difficulty levels of “very easy”, “easy”, “medium”, “hard”, and
“very hard”, the same as the difficulties of LC challenges, which we describe in detail below.

6.4.1 Concepts

Here, we provide a concise explanation of each concept and what we expect the models to
achieve in tasks involving these concepts.

• Loops: A loop is a control structure that repeatedly executes a block of code as long
as a specified condition is true. Examples include for, while, and do-while loops. As
such the models should:

– Correctly implement loops to traverse data structures or repeat operations.

– Optimize loop usage for efficiency and avoid common pitfalls such as infinite loops.

• Conditionals: Conditionals are control structures that execute specific code blocks
based on boolean conditions. Examples include if, else, and else if statements.
We expect the model to:

– Accurately implement conditionals to manage decision-making logic.

– Handle edge cases and ensure logical correctness when combining multiple condi-
tions.
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• Functions: Functions are reusable blocks of code that perform a specific task, defined
by a name, parameters, and a return value. The models should:

– Design modular and reusable functions.

– Handle parameter passing and scope effectively.

• Data Structures: Data structures organize and store data to facilitate efficient access
and modification. Examples include arrays, linked lists, stacks, queues, and trees. The
models should:

– Choose appropriate data structures for given problems.

– Implement and manipulate data structures accurately and handle edge cases.

• Algorithms (logic): Step-by-step procedures for solving problems or performing com-
putations. As such, the models should:

– Devise efficient algorithms to address specified problems.

– Optimize time and space complexity, demonstrating an understanding of compu-
tational trade-offs.

• Error Handling: Error handling involves detecting, managing, and responding to
runtime errors. As such, the models should:

– Implement robust error-handling mechanisms, including exception handling and
validation.

• Recursion: Recursion is a technique where a function calls itself to solve a problem
by breaking it into smaller sub-problems. As such, the models should:

– Correctly implement recursive functions, ensuring termination through base cases.

– Optimize recursion to avoid excessive memory usage and stack overflow issues.

• Sorting: Sorting involves arranging data in a specific order, such as ascending or
descending, such as quicksort, mergesort, and bubble sort. As such, the models should:

– Implement sorting algorithms correctly and select appropriate algorithms for the
given data size and constraints.

• Searching: Searching involves finding specific elements in a dataset, such as linear
search, binary search, and hash-based lookups. As such, the models should:
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– Apply efficient search techniques suited to the dataset’s structure.

– Ensure correctness and handle cases where the element is not present.

• Dynamic Programming: Dynamic programming is a technique for solving complex
problems by breaking them into overlapping sub-problems and solving each sub-problem
only once. We expect the models to:

– Develop dynamic programming solutions to problems requiring optimization.

– Demonstrate the ability to use memoization or tabulation correctly.

These concepts are foundational to CS and cover the essential problem-solving skills required
to implement solutions and tests for a problem. By benchmarking models on these concepts,
we aim to assess their ability to generalize to unseen tasks based on single concepts and
concept combinations critical for coding and reasoning. The concepts for benchmarking are
modifiable, meaning that they can be changed to any desired topic, allowing PrismBench
to be used in more specific scenarios and subjects (e.g., instead of foundational concepts,
implementation patterns and challenges closer to LC challenges such as “Two Sum”, “Valid
Sudoku”, etc. can be chosen).

6.4.2 Combination of Concepts

As we detailed in Section 6.3.2, in real-world programming scenarios, the implementation
of solutions rarely requires implementing isolated, single concepts. Instead, they require
the integration of multiple concepts to address complex problems effectively. For example,
developing a functional application often involves combining loops for iteration, conditionals
for decision making, and data structures to organize information. In addition, advanced
challenges frequently require recursion, algorithms for processing logic, and error handling to
ensure that the program does not fail when it encounters unexpected inputs or conditions.

Therefore, to simulate real-world programming scenarios, PrismBench generates challenges
that combine these core concepts into unified problems. This allows us to evaluate a model’s
capabilities to synthesize knowledge across programming concepts. For example, a single
problem might require using dynamic programming alongside data structures for optimal so-
lutions or using sorting and searching techniques to manage/query datasets. This approach
ensures that the model can demonstrate competency in scenarios requiring cross-concept in-
tegration. As such, failure to solve problems involving multiple concepts is an indicator of
deficiencies in one or more of the constituent concepts. Such failures signal areas where the
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model struggles to integrate distinct methodologies or lacks a deep understanding of spe-
cific concepts. For instance, if a model fails a task combining functions and error handling,
it might reflect difficulties in managing exceptions within modularized code. In this man-
ner, PrismBench can investigate these failures further by identifying the exact concepts or
combinations responsible for failures.

Alongside combining concepts, we also use a range of difficulty levels: very easy, easy,
medium, hard, and very hard in order to perform fine-grained analysis of the model’s capabili-
ties. This enables us to assess performance not only on single concepts and their combinations
but also on different complexities of these problems. For example, a model might perform
well on easier problems related to a concept or group of concepts but fail on medium or hard
ones, revealing limitations in its ability to scale solutions to more challenging scenarios.

By probing models across a variety of concept combinations and difficulty levels, we gain a
comprehensive understanding of their strengths and weaknesses and gain valuable insights
into their overall code generation capabilities by pinpointing root causes and systematically
evaluating a model’s limitations.

6.4.3 Experiment Settings and Reproducibility

In this section, we report the configuration values for all global and phase-specific parameters
used throughout PrismBench’s multi-phase evaluation pipeline for the experiments reported
in our study. These values were kept fixed across experiments on all models to ensure
comparability and reproducibility of the results.

Benchmarking parameters Table 6.1 lists all the parameters used in our study. We
organize PrismBench’s tunable parameters into a set of global settings that control the overall
search and value-estimation behavior, alongside phase-specific parameters that control the
reward functions and exploration policies at each stage of the evaluation. All values listed
below were held constant across the experiments reported in our work.

Agent configurations Table 6.2 shows the agent configurations used during each model’s
evaluation. As outlined in Section 6.4, we use 4o-M as the Challenge Designer across all
experiments. For each model being benchmarked, we use that model as the Test Generator,
Problem Solver, and Problem Fixer agents. To avoid bias in error analysis, we use 4o as the
Test Validator, Test Error Analyzer, and Solution Pattern Analyzer for all models except
when benchmarking 4o itself. In that case, we use L-405b as the analyzer agent to prevent
bias.
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Table 6.1 Tunable parameters

Description Parameter Value
General
Discount factor (Eq. 6.3) γ 0.9
Learning rate (Eq. 6.2) α 0.9
Exploration constant (Eq. 6.7) C 1.414
Number of convergence checks – 5
Phase 1
Node value threshold (Eq. 6.5) θp 0.4
Value delta threshold (Sec. 6.3.4) ∆(v) 0.3
Random exploration probability (Eq. 6.11) ϵ1 0.2
Penalty per failure (Eq. 6.14) Pfailure 2
Penalty per error (Eq. 6.14) Perror 3
Penalty per attempt (Eq. 6.14) Pattempt 1
Penalty for using Problem Fixer (Eq. 6.14) Pfixer 5
Max depth (Eq. 6.5) dmax 5
Phase 2
Node value threshold (Eq. 6.5) θp 0.6
Value delta threshold (Sec. 6.3.4) ∆(v) 0.1
Random exploration probability (Eq. 6.12) ϵ2 0.1
Max depth (Eq. 6.5) dmax 10
Phase 3
Number of variations for each node – 5
Node value threshold (Eq. 6.5) θp 0.5

6.4.4 Benchmarking cost

Evaluating each node in the search tree requires independent calls to each agent, with the
process being dependent on the model’s performance. For every node, we use one query for
the Challenge Designer to generate the challenge, one for the Test Generator, and one for
the Problem Solver. If the model succeeds on the first attempt, the evaluation ends with
these three queries. However, if the solution fails, up to three additional queries are used for
the Problem Solver for iterative repair attempts. If still unsolved, one additional query is
used for Problem Fixer to repair the solution. As detailed in Section 6.3.4, nodes may also
be revisited up to five times if their children consistently receive low rewards (convergence
checks up to 5 times). Finally, for each node generated in Phase 3, three more queries are
used for the Test Validator, Test Error Analyzer, and Solution Pattern Analyzer agents.
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Table 6.2 Experiments configurations

Agent 4o 4o-M L-8b L-70b L-405b L4S DS3 GPT-OSS
Challenge Designer 4o-M 4o-M 4o-M 4o-M 4o-M 4o-M 4o-M 4o-M
Test Generator 4o 4o-M L-8b L-70b L-405b L4S DS3 GPT-OSS
Problem Solver 4o 4o-M L-8b L-70b L-405b L4S DS3 GPT-OSS
Problem Fixer 4o 4o-M L-8b L-70b L-405b L4S DS3 GPT-OSS
Test Validator L-405b 4o 4o 4o 4o 4o 4o 4o
Test Error Analyzer L-405b 4o 4o 4o 4o 4o 4o 4o
Solution Pattern Analyzer L-405b 4o 4o 4o 4o 4o 4o 4o

Therefore, the per-node benchmarking cost in our framework ranges from a minimum of 3
queries (one-shot success, no retries) to a maximum of 38 queries (persistent failures, repeated
convergence checks, and full diagnostic analysis). On average, throughout all the trees in our
experiments, a single node has triggered 6 queries.

The total query count for a full benchmarking run is dependent on the model’s capabilities
and provider costs(if using APIs). For the experiments conducted in this study, the number
of queries and cost per model, averaged over 3 independent runs, are as follows:

• For 4o, a full run triggered 1,153 queries with each run costing approximately US$20.

• For 4o-M, a full run triggered 961 queries, with each run costing approximately US$10.

• For GPT-OSS, a full run triggered 1363 queries, with each run costing approximately
US$16.

• For L-405b, a full run triggered 1,094 queries, with each run costing approximately
US$24.

• For L-70b, a full run triggered 454 queries, with each run costing approximately US$14.

• For L-8b, a full run triggered 183 queries, with each run costing approximately US$8.

• For L4S, a full run triggered 480 queries, with each run costing approximately US$10.

• For DS3, a full run triggered 884 queries, with each run costing approximately US$13.

Reducing Benchmarking Costs

As mentioned above, evaluating each node in the search tree requires 35 calls in the worst-
case scenario. While PrismBench significantly lowers the sampling requirements for com-
prehensive evaluation of LLM capabilities, the workflow of using all 7 agents for each node



165

can become computationally and financially expensive. As such, PrismBench allows for a
lightweight version of the benchmarking process by using challenges generated from previous
runs and skipping diagnostic metric calculation. Specifically:

• By using a bank of generated challenges from previous runs, the Challenge Designer
agent can be turned off.

• The 3 analyzer agents (Test Validator, Test Error Analyzer, and Solution Pattern An-
alyzer) are only used for analysis of the benchmarking results in order to compute the
diagnostic metrics described in Section 6.3.6 and other metrics are not dependent on
LLM analysis. Therefore, they can be turned off in case diagnostic metrics are not
required.

The combination of these two solutions reduces the number of LLM calls per node in the
worst-case scenario from 38 to 15, and reduces computational and financial costs of the
benchmarking process by up to 50%.

6.5 Results and Analysis

In this section, we present the experimental results and analysis of our dynamic benchmarking
approach, as described in Section 6.3. We begin with a comparative analysis of the eight
LLMs introduced in Section 6.4 by evaluating their code generation performance using the
metrics defined in Section 6.3.6. Afterwards, we provide a fine-grained breakdown of how
each model performed across different dimensions in Section 6.5.2. Finally, in Section 6.5.3,
we analyze the effects of model scale (i.e., number of parameters) and how it impacts code
generation capabilities.

6.5.1 Comparative Analysis

In this section, we provide a comparative analysis of evaluation results across the four metric
categories discussed in Section 6.3.6 for the models under study.

Structural Metrics

Figure 6.4 compares the tree growth per depth in Phase 1. At the very beginning of the
search, the tree is populated with initial nodes in order to provide the same starting point
for all models and allow comparison between their performance as the evaluation process
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Figure 6.4 Tree growth across models throughout Phase 1 The bars represent node
counts by tree depth, and the shaded bars represent the cumulative number of nodes per
depth across the tree in Phase 1.

continues (see Section 6.3.4). Phase 1’s reward function prioritizes task success and difficulty-
weighted exploration (see Section 6.3.4). Therefore, the shaded bars for each model quantify
how effectively they sustain problem-solving capability as challenges become more complex
(i.e., we go deeper in the tree): higher number of nodes indicates broader exploration and
lower failures. For instance, 4o and GPT-OSS achieve more than 150 nodes in Phase 1,
demonstrating robust handling of complex challenges (e.g., multi-concept and high-difficulty
tasks), while L-8b stalls at 60 nodes, failing beyond basic concepts and easy difficulties
(depth<4).
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Tree Depth
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0.01 0.03 0.04 0.10 0.16 0.14 0.17 0.18 0.10 0.08

0.01 0.09 0.09 0.10 0.17 0.14 0.17 0.12 0.08 0.02

0.01 0.02 0.03 0.08 0.12 0.16 0.21 0.17 0.11 0.08

0.20 0.27 0.23 0.13 0.07 0.02 0.04 0.02 0.02 0.00

0.11 0.15 0.17 0.19 0.23 0.07 0.04 0.02 0.02 0.00

0.01 0.03 0.04 0.09 0.14 0.19 0.17 0.16 0.10 0.06

0.09 0.12 0.14 0.15 0.19 0.14 0.12 0.02 0.02 0.00

0.01 0.03 0.04 0.09 0.14 0.13 0.23 0.16 0.10 0.08

Phase 2: Node Ratio per Depth

Figure 6.5 Node ratio by depth across models throughout Phase 2. Each cell shows
the ratio of nodes in the tree at each depth, indicating relative search focus across the tree
in Phase 2.

Phase 2 uses low-scoring Phase 1 nodes to generate targeted challenges, prioritizing task
failure and repeated attempts. Therefore, the ratio of generated nodes per depth, as shown
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in Figure 6.5, reveals where models struggle: higher ratios at shallower depths imply diffi-
culty with simpler challenges, while increasing ratios at greater depths demonstrate stronger
problem-solving capability at complex challenges. We can observe that even though 4o-M has
a similar number of nodes than L-405b at the end of Phase 1 (142 vs 151 nodes), it struggles
with complex challenges in Phase 2, while L-405b demonstrates a more consistent explo-
ration of the tree and has a higher ratio of nodes compared to 4o-M at the end of Phase 2.
Furthermore, we can observe that GPT-OSS has a similar problem-solving capability to 4o
and L-405b despite being much smaller in scale, which we discuss in detail in Section 6.5.2.

Performance Metrics

Table 6.3 summarizes model capability analysis at the end of the benchmark, with values
showing failure rates across concepts and difficulty levels. PrismBench dynamically explores
the search space to find challenging areas for the model, then focuses on these areas to uncover
root causes of failure. The primary operational capability for each concept is determined by
the ratio of nodes (concept-difficulty pairs) explored in the search tree and their average
failure rates over 3 independent runs.

Table 6.3 Model capability analysis by concept and difficulty. Values represent failure
rates (higher = more challenging). Colors indicate performance: green (good) to red (poor).
† indicates primary operational difficulty level (most number of nodes), ✓indicates mastered
concepts (failure rate < 0.01), and ✗ indicates concepts beyond current capability (failure
rate > 0.99). 95% CI broken down by concept and difficulty reported in Tables 6.4 and 6.5

.
Very Easy/Easy Medium Hard/Very Hard

Concept 4o 4o-M GPT-OSS L405 L70 L8 L4S DS3 4o 4o-M GPT-OSS L405 L70 L8 L4S DS3 4o 4o-M GPT-OSS L405 L70 L8 L4S DS3
Algorithms ✓ ✓ ✓ 0.50 0.81† 0.78† 0.30 ✓ ✓ 0.53 0.39 ✓ 0.91† 0.92† 0.62† ✓ 0.66† 0.89† 0.40 0.73† ✗ ✗ 0.70† 0.67†
Conditionals ✓ ✓ ✓ ✓ 0.81† 0.79† ✓ ✓ 0.75† ✓ 0.33 0.85† 0.92† ✗ 0.41 0.32 0.67† 0.88† 0.44 0.64† ✗ ✗ 0.48 0.71†
Data Struct. ✓ 0.60 ✓ ✓ 0.80† 0.77† 0.29 ✓ 0.75† 0.53 0.29 0.85† 0.98† ✗ 0.50 0.48 0.67† 0.88† 0.40 0.68† ✗ ✗ 0.35 0.77†
Dyn. Prog. ✓ 0.60 0.29 0.50 0.77† 0.78† 0.62† ✓ ✓ 0.53 0.32 0.85† 0.88† ✗ 0.78† 0.53 0.67† 0.89† 0.58 0.71† ✗ ✗ 0.54 0.89†
Error Hand. ✓ ✓ 0.26 ✓ 0.82† 0.78† ✓ ✓ 0.75† 0.53 ✓ 0.85† ✗ ✗ 0.39 ✓ 0.67† 0.89† 0.38 0.71† ✗ ✗ 0.87† 0.30
Functions ✓ 0.60 ✓ ✓ 0.82† 0.79† ✓ ✓ 0.75† 0.53 ✓ 0.85† ✗ 0.92† 0.69† ✓ 0.66† 0.90† 0.44 0.70† ✗ ✗ 0.57 0.51
Loops ✓ ✓ ✓ ✓ 0.81† 0.79† 0.33 ✓ ✓ 0.53 ✓ 0.85† 0.81† 0.92† 0.70† ✓ 0.67† 0.88† 0.29 0.71† ✗ ✗ 0.38 0.86†
Recursion ✓ ✓ ✓ 0.50 0.79† 0.77† ✓ ✓ ✓ 0.53 ✓ 0.85† ✗ ✗ 0.60 ✓ 0.66† 0.89† 0.35 0.68† ✗ ✗ 0.57 0.72†
Searching ✓ ✓ ✓ 0.50 0.80† 0.78† 0.32 ✓ 0.75† 0.53 ✓ 0.85† ✗ ✗ 0.52 ✓ 0.67† 0.89† 0.28 0.70† ✗ ✗ 0.67† 0.54
Sorting ✓ 0.60 ✓ ✓ 0.79† 0.78† 0.26 ✓ ✓ 0.53 ✓ 0.85† 0.92† 0.98† 0.39 0.42 0.66† 0.89† 0.30 0.71† ✗ ✗ 0.47 0.70†

4o shows no failures on easy tasks, demonstrating strong basic programming skills. However,
performance drops at higher difficulty levels, especially for “dynamic programming” and
“data structures”, indicating limitations in handling programming challenges that require in-
depth reasoning. L-405b fails on some easy challenges, but generally has lower failure rates on
easy and medium tasks. Similar to 4o, it struggles with hard/very hard challenges that require
integration of multiple concepts, such as “dynamic programming”, “algorithms”, and “func-
tions”. 4o-M has higher failure rates overall among the top-performing models, especially for
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challenges requiring compositional reasoning, such as “loops”, “functions”, “conditionals”,
and “recursion”. These failures are more common when concepts are combined (e.g., loops
with conditionals), as shown in Figure 6.20 and discussed in detail in Section 6.5.2.

Both GPT-OSS and DS3 display higher levels of capability than 4o and L-405b, achieving
lower failure rates on medium and hard/very hard tasks. While this is indicative of better
coding capability across concepts and difficulty levels, the majority of GPT-OSS’s and DS3’s
successes, are a result of relying on Python’s built-in functions and standard libraries (e.g.,
using sort on arrays instead of implementing the sorting function, using itertools to iterate
through multiple arrays at once instead of implementing the functionality, etc.) despite
task instructions that prohibit such solutions. Therefore, while GPT-OSS and DS3 are more
capable in solving challenges in contrast to 4o and L-405b, they are less capable in instruction
following and adhering to specified requirements, which are revealed through the diagnostic
metrics (error patterns and test validations) which we discuss in detail in Section 6.5.2.

L4S’s higher success rates are a result of it reaching much fewer nodes at higher depths
compared to both 4o and L-405b as shown in Figure 6.5, which indicates L4S’s relative
search focus, and Figure 6.7, which displays the success rates weighted by the number of
node visits. On the other hand, L-70b and L-8b show different patterns: L-70b struggles even
with easy challenges and fails more as difficulty increases, indicating a limited capacity for
complex challenges. L-8b has high failure rates across all concepts and difficulties, indicating
limitations in basic code generation capability. We provide a more detailed analysis of each
model’s performance and the effects of model scale in Sections 6.5.2 and 6.5.3.

Mastery Metrics

Figures 6.6 and 6.7 present success rates by concept and difficulty for the top models across
Phases 1 and 2 weighted by the number of node visits for each concept at each difficulty
level (higher number indicates more success at fewer attempts). While Performance metrics
capture overall challenge outcomes (i.e., success/failure), mastery metrics highlight which
concepts each model handles well and where they struggle. By mapping success rates to each
concept-difficulty pair and weighing them by the number of visits to associated nodes, we
can pinpoint common failure modes and determine each model’s limits.

As shown in Figure 6.6, GPT-OSS outperforms all models on medium and hard/very hard
difficulty challenges, particularly in “loops”, “searching”, “sorting”, “data structures”, and
“algorithms” with a marginally lower capability in function-heavy composition and “dynamic
programming”. 4o struggles with compositional reasoning: challenges that require combin-
ing “algorithms”, “data structures”, or “dynamic programming”, especially when multiple
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Figure 6.6 Concept success rate analysis per difficulty for 4o, GPT-OSS, and L-
405b. Green: very easy/easy, Yellow: medium, Red: hard/very hard. The radial axis
represents the success rate (between 0 and 1). Each axis corresponds to a programming
concept. Higher values indicate better performance.

function calls, nested conditionals, or multiple levels of recursion are required. L-405b shows
strong performance on very easy/easy challenges and similar performance to 4o on medium
difficulty control flow and data structure tasks. However, similar to 4o, it struggles with com-
plex challenges such as “dynamic programming” or “recursion” on hard/very hard difficulty
levels.
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Figure 6.7 Concept success rate analysis per difficulty for 4o-M, DS3, and L4S.
Green: very easy/easy, Yellow: medium, Red: hard/very hard. The radial axis represents
the success rate (between 0 and 1). Each axis corresponds to a programming concept. Higher
values indicate better performance.

4o-M shows high capability on easy/very easy challenges, but its success rates degrade as
difficulty levels increase, specifically across challenges that require “recursion”, nested con-
ditionals, and “dynamic programming”. On the other hand, while DS3 shows high success
rates on easy and medium level difficulties, its performance sharply degrades on challenges
involving “dynamic programming”, “error handling”, and loop-intensive compositions. As
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mentioned in Section 6.5.1 and shown in Figure 6.7, even though L4S achieves high success
rates on hard/very hard difficulty challenges, it is incapable of solving them consistently
because it visits far fewer nodes with such levels of difficulty. As such, when weighted by
the number of node visits, L4S’s success rates are much lower compared to other top mod-
els. We include a more detailed analysis of concept combinations and their effects on model
performance in Section 6.5.2.

Diagnostic Metrics

Figures 6.8 and 6.9 show the success ratios of the top-performing models for the four highest
failure rate concepts from Table 6.3, grouped by the top three programming patterns found
in the solutions of each model.
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Figure 6.8 Success ratios for the most challenging programming patterns for 4o,
GPT-OSS, and L-405b, grouped by the 3 most challenging concepts for each model.
Stacked bars show performance by difficulty. Green: medium, orange: hard, red: very hard.
Taller bars indicate better performance.

As shown in figure 6.8, 4o struggles significantly with “dynamic programming”, even when
the concept is not explicitly in the challenge. In contrast to the other models under study, the
majority of GPT-OSS’s solutions involve multiple nested function definitions (i.e., defining
functions inside other functions), which, when combined with GPT-OSS’s over-reliance on
Python’s standard libraries to either create hash tables or search through the inputs in
intermediate steps, result in failures. L-405b shows the lowest success ratios for simple “data
structures” and “tree/graph traversal”. In contrast to the other top models, our analysis
shows that L-405b’s failures are not due to a lack of understanding of the problem itself
but from failures in instruction-following and programming syntax. L-405b’s failed solutions
are often implemented using built-in data types (set, list, dict, etc.) and while the logic
and pseudocode are often correct, L-405b frequently makes errors such as hallucinating keys
in built-in types (using incorrect attributes), misplacing code snippets (calling a variable
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before defining it), or failing to follow the system prompt’s format, which lead to immediate
rejection of solutions by the framework.
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Figure 6.9 Success ratios for the most challenging programming patterns for 4o-M,
DS3, and L4S, grouped by the 3 most challenging concepts for each model. Stacked bars
show performance by difficulty. Green: medium, orange: hard, red: very hard. Taller bars
indicate better performance.

On the other hand, 4o-M consistently fails in challenges involving composite problems (com-
binations of multiple concepts), “complex data structures”, or “dynamic programming”, re-
gardless of how it attempts to solve the challenge. Similar to GPT-OSS, DS3 relies on
Python’s standard libraries and built-in functions in order to solve the challenges; however,
the majority of DS3’s failures are a result of incorrect input type and shape estimation (e.g.,
assuming the input will be a 1D array and failing when the input is higher-dimensional).
Compared to 4o and L-405b, DS3 extrapolates requirements the most without considering
other possibilities, which is the main root cause behind its consistent failures for solving
challenges involving “error handling”. Finally, L4S struggles the most with challenges re-
quiring iterative processing of inputs or intermediate results. We provide a comprehensive
breakdown of these observations through per-model analysis and cross-model comparison in
Section 6.5.2.

6.5.2 Detailed Analysis of Results

Tables 6.4 and 6.5 show the average success rate and average intervention rate for each of
the models under study, across concepts and difficulties, respectively. The metrics presented
here are averaged from the values throughout the entire tree at the end of the benchmarking
process, for 3 independent benchmarking runs for each model, and are not phase-specific.

Looking at the performance data across all models, we observe a clear hierarchy in both
success rates and the number of interventions. Starting with the model performance by
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Table 6.4 Model performance by difficulty. Colors indicate performance: green (good)
to red (poor). Higher values for intervention rates indicate more usage of the Fixer agent.
Each cell shows the mean value over 3 runs ± margin of error, calculated at a 95% confidence
interval.

Difficulty 4o DS3 GPT-OSS L405b
Avg

Succ. Rate
Avg

Inter.
Avg

Succ. Rate
Avg

Inter.
Avg

Succ. Rate
Avg

Inter.
Avg

Succ. Rate
Avg

Inter.
Very easy 0.83 ± 0.11 4.67 ± 0.02 0.83 ± 0.01 3.33 ± 0.12 0.89 ± 0.05 1.33 ± 0.04 0.83 ± 0.04 3.67 ± 0.03
Easy 0.73 ± 0.12 2.00 ± 0.02 0.64 ± 0.11 1.00 ± 0.12 0.85 ± 0.09 3.33 ± 0.02 0.72 ± 0.10 2.33 ± 0.07
Medium 0.42 ± 0.01 1.00 ± 0.01 0.51 ± 0.02 0.33 ± 0.04 0.75 ± 0.04 4.33 ± 0.09 0.39 ± 0.10 1.33 ± 0.01
Hard 0.33 ± 0.09 2.00 ± 0.04 0.64 ± 0.12 0.33 ± 0.11 0.60 ± 0.12 2.67 ± 0.09 0.46 ± 0.07 1.00 ± 0.04
Very hard 0.29 ± 0.08 2.00 ± 0.10 0.28 ± 0.05 0.00 ± 0.01 0.49 ± 0.03 9.67 ± 0.12 0.29 ± 0.07 2.50 ± 0.06

4o-M L4S L70b L8b
Avg

Succ. Rate
Avg

Inter.
Avg

Succ. Rate
Avg

Inter.
Avg

Succ. Rate
Avg

Inter.
Avg

Succ. Rate
Avg

Inter.
Very easy 0.83 ± 0.10 1.00 ± 0.03 0.84 ± 0.02 1.12 ± 0.04 0.42 ± 0.08 3.00 ± 0.05 0.19 ± 0.11 1.67 ± 0.06
Easy 0.63 ± 0.03 1.00 ± 0.09 0.66 ± 0.03 1.00 ± 0.03 0.22 ± 0.01 0.00 ± 0.05 0.22 ± 0.11 1.00 ± 0.03
Medium 0.35 ± 0.02 1.00 ± 0.01 0.51 ± 0.08 1.33 ± 0.08 0.16 ± 0.09 0.00 ± 0.01 0.03 ± 0.06 0.00 ± 0.10
Hard 0.21 ± 0.11 1.50 ± 0.03 0.33 ± 0.12 2.33 ± 0.04 0.21 ± 0.12 1.00 ± 0.02 0.11 ± 0.06 0.00 ± 0.09
Very hard 0.24 ± 0.08 1.00 ± 0.10 0.29 ± 0.01 0.00 ± 0.10 0.20 ± 0.07 1.00 ± 0.05 0.07 ± 0.06 1.00 ± 0.06

difficulty level, there’s a consistent degradation in success rates as difficulty increases across
all models. As expected, the “very easy” difficulty level shows the highest success rates for
all models. The success rates steadily decline to much lower values at “very hard” difficulties.
The success rates of L-70b and L-8b even on the “very easy” difficulty level compared to the
other models, already indicate the limited capability of these models given the number of
their parameters, which we discuss in depth in 6.5.3.

In terms of concept mastery, we see varying performance across models. 4o performs best on
“functions” and “searching” challenges, while struggling with “dynamic programming”. 4o-
M shows more consistent performance across concepts but with lower overall success rates.
L-405b demonstrates solid capabilities on “error handling” and “searching” challenges while
also struggling with “conditionals”, and similar to 4o and 4o-M, on “dynamic programming”.
The smaller Llama models (L-70b and L-8b) show significantly lower success rates across all
concepts, with L-8b particularly struggling with success rates mostly below 0.20.

Both 4o and L-405b show notably high intervention rates, especially at the “very easy”
difficulty level (4.67 and 3.67, respectively). This is particularly interesting given that these
models also maintain high success rates. Investigating node distributions helps explain these
patterns with Figures 6.10a and 6.10b displaying the distribution of nodes in each depth per
concept and difficulty for 4o and L-405b, respectively. Both models quickly progress beyond
“very easy” difficulty challenges, as evidenced by their node distributions (15 and 14 nodes
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Table 6.5 Model performance by concept. Colors indicate performance: green (good)
to red (poor). Higher values for intervention rates indicate more usage of the Fixer agent.
Each cell shows the mean value over 3 runs ± margin of error, calculated at a 95% confidence
interval.
Concept 4o DS3 GPT-OSS L405b

Avg
Succ. Rate

Avg
Inter.

Avg
Succ. Rate

Avg
Inter.

Avg
Succ. Rate

Avg
Inter.

Avg
Succ. Rate

Avg
Inter.

Loops 0.51 ± 0.10 2.50 ± 0.03 0.47 ± 0.02 0.33 ± 0.04 0.73 ± 0.08 5.00 ± 0.05 0.48 ± 0.11 3.00 ± 0.06
Conditionals 0.42 ± 0.03 4.33 ± 0.09 0.69 ± 0.03 0.00 ± 0.03 0.65 ± 0.01 4.33 ± 0.05 0.43 ± 0.11 2.33 ± 0.03
Data Struct. 0.43 ± 0.02 4.33 ± 0.01 0.52 ± 0.08 0.00 ± 0.08 0.68 ± 0.09 5.00 ± 0.01 0.43 ± 0.06 3.33 ± 0.10
Algorithms 0.49 ± 0.11 4.50 ± 0.03 0.55 ± 0.12 1.00 ± 0.04 0.66 ± 0.12 4.67 ± 0.02 0.50 ± 0.06 3.00 ± 0.09
Dyn. Prog. 0.29 ± 0.08 2.50 ± 0.10 0.32 ± 0.01 0.00 ± 0.10 0.56 ± 0.07 4.33 ± 0.05 0.42 ± 0.06 3.33 ± 0.06
Error Hand. 0.49 ± 0.08 1.67 ± 0.01 0.74 ± 0.05 0.33 ± 0.05 0.70 ± 0.10 8.00 ± 0.07 0.55 ± 0.04 2.33 ± 0.12
Functions 0.57 ± 0.10 2.67 ± 0.05 0.65 ± 0.04 0.33 ± 0.03 0.75 ± 0.10 5.00 ± 0.12 0.50 ± 0.01 2.00 ± 0.10
Recursion 0.49 ± 0.10 2.00 ± 0.10 0.53 ± 0.04 1.00 ± 0.01 0.70 ± 0.03 5.67 ± 0.04 0.55 ± 0.03 3.33 ± 0.02
Searching 0.51 ± 0.11 1.50 ± 0.06 0.62 ± 0.08 0.00 ± 0.08 0.74 ± 0.05 5.67 ± 0.04 0.49 ± 0.06 3.33 ± 0.10
Sorting 0.45 ± 0.03 1.00 ± 0.06 0.60 ± 0.03 0.33 ± 0.07 0.70 ± 0.09 7.67 ± 0.12 0.48 ± 0.07 2.33 ± 0.06

40-M L4S L70b L8b
Avg

Succ. Rate
Avg

Inter.
Avg

Succ. Rate
Avg

Inter.
Avg

Succ. Rate
Avg

Inter.
Avg

Succ. Rate
Avg

Inter.
Loops 0.48 ± 0.11 2.00 ± 0.02 0.31 ± 0.01 2.81 ± 0.12 0.21 ± 0.05 1.00 ± 0.04 0.10 ± 0.04 1.00 ± 0.03
Conditionals 0.45 ± 0.12 2.00 ± 0.02 0.51 ± 0.11 2.25 ± 0.12 0.32 ± 0.09 3.00 ± 0.02 0.18 ± 0.10 2.00 ± 0.07
Data Struct. 0.44 ± 0.01 1.00 ± 0.01 0.46 ± 0.02 3.46 ± 0.04 0.24 ± 0.04 1.00 ± 0.09 0.11 ± 0.10 0.00 ± 0.01
Algorithms 0.48 ± 0.09 1.00 ± 0.04 0.55 ± 0.12 3.60 ± 0.11 0.33 ± 0.12 1.00 ± 0.09 0.17 ± 0.07 1.00 ± 0.04
Dyn. Prog. 0.34 ± 0.08 0.00 ± 0.10 0.19 ± 0.05 4.21 ± 0.01 0.23 ± 0.03 1.00 ± 0.12 0.08 ± 0.07 1.00 ± 0.06
Error Hand. 0.49 ± 0.05 1.00 ± 0.03 0.42 ± 0.04 2.03 ± 0.06 0.27 ± 0.02 1.50 ± 0.02 0.13 ± 0.07 1.00 ± 0.02
Functions 0.42 ± 0.06 1.50 ± 0.06 0.59 ± 0.10 2.42 ± 0.05 0.24 ± 0.01 2.00 ± 0.12 0.23 ± 0.08 2.00 ± 0.09
Recursion 0.43 ± 0.02 1.00 ± 0.07 0.13 ± 0.02 4.77 ± 0.09 0.29 ± 0.05 1.00 ± 0.11 0.20 ± 0.10 1.00 ± 0.06
Searching 0.47 ± 0.10 1.50 ± 0.04 0.67 ± 0.12 2.32 ± 0.02 0.30 ± 0.01 1.00 ± 0.11 0.20 ± 0.04 1.00 ± 0.05
Sorting 0.39 ± 0.02 0.00 ± 0.04 0.60 ± 0.02 2.28 ± 0.07 0.31 ± 0.05 1.00 ± 0.08 0.13 ± 0.11 1.00 ± 0.06

at “very easy” for 4o and L-405b, respectively). As such, the high number of interventions
at lower difficulties are due to smaller sample sizes at these levels combined with specific
challenging cases requiring multiple interventions. On the other hand, we can observe that
both 4o and L-405b have high intervention rates for challenges related to “conditionals”,
“data structures”, “algorithms”, and “dynamic programming”. Looking at the distributions
of nodes per concept as shown in Figure 6.10a and 6.10b reveals that these concepts also
have a high number of nodes in the deeper parts of the tree, meaning that PrismBench
has identified that these concepts at high complexities have shown to be challenging for the
models and has focused on these areas in order to thoroughly analyze models’ capabilities.

Since interventions in PrismBench are performed by the model itself through the Problem
Fixer, the combination of success rate and number of interventions effectively measures the
model’s program repair capabilities. 4o and L-405b demonstrate strong program repair abil-
ities with both high intervention and success rates. For example, at “very easy” difficulty, 4o
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Figure 6.10 Node distributions for 4o and L-405b averaged over 3 independent runs. The
numbers in each cell indicate the number of nodes.

shows 4.67 interventions with 0.83 success rate, L-405b shows 3.67 interventions with 0.85
success rate. As such, we can observe that when these models encounter failures, they can
effectively analyze their own code, understand test failures, and implement successful fixes.
This program repair capability persists even at higher difficulty levels, though with decreasing
effectiveness. On the other hand, L-70b and L-8b have a lower number of interventions but
significantly lower success rates as well. Furthermore, their success rates remain low despite
interventions. For example, L-8b shows minimal interventions across “very easy” and “easy”
but maintains very low success rates (0.19 for “very easy”, dropping to 0.00 after “easy”).
This indicates that even when given full context, including the original solution, test cases,
and error outputs, these models struggle to identify and fix problems in their generated code.

GPT-OSS and L4S stand out with the highest intervention rates compared to the other
models, with GPT-OSS’s solutions requiring the highest intervention rates compared to all
the other models, regardless of the concept or difficulty level of the underlying challenge.
This indicates that GPT-OSS’s first attempt at a solution often fails at first run. However,
this also indicates that GPT-OSS has the highest program repair capability: given feedback
about the failure, the original solution, and test cases, it reliably identifies root causes and
produces a correct solution. Furthermore, when coupled with the node distribution across
difficulties and concepts as shown in Figure 6.11a, we can observe that GPT-OSS quickly
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Figure 6.11 Node distributions for GPT-OSS and L4S averaged over 3 independent runs.
The numbers in each cell indicate the number of nodes.

progresses beyond “very easy” to “medium” level challenges and PrismBench focuses on
challenges with higher levels of difficulty for determining its capability. In contrast, L4S
displays inconsistent performance across the search tree. When aggregated by difficulty level,
it displays high success rates and moderate to low number of intervention calls, however, as
shown in Figure 6.11b, it visits far fewer nodes at “hard” and “very hard” difficulty levels
compared to the other top models. We can observe that as PrismBench progresses deeper
through the tree, once it reaches “hard” difficulty levels, it repeatedly falls back to “medium”
and “easy” level challenges as indicated by the node difficulty distributions across depths in
Figure 6.11b. However, despite its inability to sustain problem-solving at higher difficulties,
from table 6.5, we can observe that, similar to GPT-OSS, it has a high program repair
capability.

Figure 6.12 shows the error pattern analysis per concept for 4o and L-405b. The numbers in
each cell represent the average occurrence of each error type per concept across 3 indepen-
dent runs. 4o shows significantly higher errors in algorithm implementations, particularly in
challenges related to “dynamic programming” where algorithm implementation errors peak
at 35.8 occurrences and errors related to case sensitivity peak at 28.8. Index error rates in
generated code for challenges involving “conditional” and “data structure” concepts (29.6
and 26.7 occurrences respectively) further demonstrate 4o’s specific struggle with complex
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pointer and array manipulations. L-405b’s errors, on the other hand, are mainly in “func-
tion” implementation challenges (19.5 occurrences for case sensitivity errors, 15.3 for index
errors). We can observe that L-405b maintains consistent performance across most tested
concepts, with notably lower error rates in recursive implementation challenges (consistently
below 4.0 occurrences) compared to 4o. However, similar to 4o, L-405b also struggles with
“dynamic programming”, “sorting”, and “data structure” challenges.
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Figure 6.12 Error pattern distributions for 4o and L-405b averaged over 3 runs. The numbers
in each cell indicate the number of times each error was raised.

The most encountered error types (algorithm implementation, case sensitivity, and index
errors) are consistently related to implementation details rather than fundamental algorithmic
understanding. This observation is reinforced by the notably lower frequency of type, setup,
and corner case errors across both models and all tested programming concepts. These
patterns suggest that while both models demonstrate sound algorithmic understanding, their
primary struggle lies in generating the correct code for solutions and tests. Analyzing test
validation issues allows us to pinpoint whether the errors stem from incorrectly generated
solutions or incorrectly generated tests by the models. Figure 6.13 presents the distribution of
test validation issues for both 4o and L-405b across concept combinations. Each cell indicates
how often a specific validation problem for a test, such as incorrect condition coverage or
incorrect boundary checks, was identified. By comparing these data with the error pattern
distributions in Figure 6.12a and 6.12b, we can discover correlations between the root cause
of encountered errors and the concept areas where those errors were raised most frequently.

As mentioned in Section 6.5.1, both GPT-OSS and DS3, frequently rely on Python’s built-in
functionalities (e.g., using Python’s in-place sort function on arrays) alongside standard and
third-party libraries in their solutions (e.g., using itertools or numpy for array processing),
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Figure 6.13 Test validation issues distribution for 4o and L-405b averaged over 3 runs. The
numbers in each cell indicate the number of times each issue was identified.

particularly in challenges with high difficulty levels or multiple concept combinations. As our
aim in PrismBench is to evaluate the models’ coding capability rather than library knowl-
edge, the interactive sandbox provides only a base Python environment without additional
packages. Consequently, any dependence on third-party libraries leads to failure regardless
of solution logic. Figure 6.14, summarizes the error pattern distributions for GPT-OSS and
DS3. Similar to 4o and L-405b failures on the most challenging concepts for the model
are mostly caused by algorithm and logic errors; however, both GPT-OSS and DS3 show a
high concentration of errors clustered around “setup errors” and “unexpected input errors”.
These error types are raised when executions fail due to missing imports, incompatible pro-
gram structure, or library usage outside what is available inside the environment. Moreover,
by comparing Figures 6.12 and 6.14, we can observe that GPT-OSS has an overall higher
level of error counts compared to 4o, L-405b, and DS3, which is consistent with its higher
Problem Fixer intervention ratios as shown in Tables 6.4 and 6.5.

For 4o, the combinations of concepts that have the highest number of test validation fail-
ures are [algorithms, conditionals, data structures, error handling] and [functions, recursion,
searching, sorting]. These concepts also have the highest number of errors, as shown in
Figure 6.12a, particularly with index and case sensitivity errors. Furthermore, as shown in
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Figure 6.14 Error pattern distributions for GPT-OSS and DS3 averaged over 3 runs. The
numbers in each cell indicate the number of times each error was raised.

Figure 6.10a, PrismBench has specifically focused on these concepts by generating a high
number of nodes for thorough validation and isolation of issues. This indicates that many
of 4o’s generated tests have the same underlying root cause of its generated solutions (for
instance, mishandling pointer or array indices). Moreover, the high frequency of numeric
and string value assertions that fail in these tests suggests that 4o often struggles to produce
fully consistent test inputs or expected outputs, leading to assertion failures even when the
generated solution is correct. We can observe a correlation between test validation issues and
error types, demonstrating that these failures are not only in the generated solutions but also
in the generated tests. The highest validation issues appear in concepts requiring numeric
and string value assertions. This suggests that 4o struggles with processing such concepts
during test generation. Therefore, even when 4o produces correct solutions, its limitations
in numerical and string processing lead to incorrect test assertions, resulting in failures and
error cascades. These issues are also reflected in the success rates and visit counts of concepts
as shown in Figure 6.15, where we observe lower success rates and higher visit counts for the
combinations of concepts with high error rates and test validation issues.

L-405b on the other hand, consistently struggles with “function” and “sorting” concepts,
especially when “data structures” or “searching” are also included as shown in Figure 6.16.
The test validation issues in Figure 6.13b demonstrate that combinations like [data struc-
ture, function, searching, sorting] exhibit high incorrect coverage issues and a large number of
missing or incomplete test cases. Similarly, the error pattern distribution for L-405b in Fig-
ure 6.12b shows peaks in case sensitivity and index errors whenever function implementations
are tested. We can observe that L-405b exhibits different root causes for failures compared
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Figure 6.15 Details on the concept combination effects on 4o’s performance. The right matrix
displays the average success rates for all nodes related to each specific combination. The left
matrix displays the average number of times each concept combination was visited in the
search tree, regardless of success/failure.

to 4o, particularly in concepts combination of “data structures” and “error handling”.

By correlating test validation issues and the solution patterns shown in Figure 6.17, we can
see that L-405b’s failures primarily stem from syntax errors and hallucinations rather than
logical errors as evidenced by the high number of failures in using built-in data types (arrays,
list, dictionary, etc.). The lowest-performing nodes and their corresponding patterns show
that L-405b frequently generates non-existent syntax (e.g., non-existent built-in function
calls, incorrect syntax for using built-in data types, etc.), creating a situation where both the
generated code and its corresponding tests are incorrect. This leads to the high intervention
rates observed in Table 6.5, as the Problem Fixer repeatedly intervenes to correct both
solution and test issues.

As shown in Figure 6.18, GPT-OSS’s performance remains consistently high across most con-
cept combinations, maintaining high success rates even as challenges become more complex.
However, it demonstrates persistent weaknesses in challenges involving “dynamic program-
ming” and “error handling” relative to other concepts. Interestingly, we can observe that
nodes which combine “sorting” with “functions”, “loops”, or “recursion” are frequently revis-
ited across the search tree. This pattern is also present in GPT-OSS’s error distributions as
displayed in Figure 6.14a, where nodes with these concepts have a high rate of “setup” and
“unexpected input” errors. This is a direct result of GPT-OSS’s over-reliance on third-party
libraries, which are not available in the environment, and its tendency to define nested func-
tions. However, from Figure 6.18, we can observe that these nodes have a high overall success
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Figure 6.16 Details on the concept combination effects on L-405b’s performance. The right
matrix displays the average success rates for all nodes related to each specific combination.
The left matrix displays the average number of times each concept combination was visited
in the search tree, regardless of success/failure.
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Figure 6.17 Patterns identified in solutions distribution for L-405b averaged over 3 runs. The
numbers in each cell indicate the number of times each pattern was identified.

rate. Investigating the solutions for these nodes reveals that GPT-OSS’s first attempts at
solving challenges requiring array manipulation rely on third-party libraries instead of built-
in standard libraries and functionalities. It is only during the subsequent attempts, where
the feedback contains information about these libraries not being available, that it generates
a correct solution. As such, GPT-OSS exhibits a different coding profile compared to the
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Figure 6.18 Details on the concept combination effects on GPT-OSS’s performance. The right
matrix displays the average success rates for all nodes related to each specific combination.
The left matrix displays the average number of times each concept combination was visited
in the search tree, regardless of success/failure.

much larger 4o and L-405b, which use Python’s standard libraries.

It is important to note that these insights come from PrismBench’s automated analysis. The
search trees generated by the framework enable deeper investigation of behavioral patterns
and contain detailed analysis for each node. We only highlight the most significant behavioral
patterns observed.

6.5.3 Effects of Scale

Given the evaluation results on the GPT-4o and Llama3.1 families, in this section, we in-
vestigate the effects of model scale on code generation and problem-solving capabilities.
Importantly, we do not include GPT-OSS and L4S in our analysis in this section, as both
models have different architectures compared to the others.

GPT-4o

GPT-4o and GPT-4o Mini, developed by OpenAI, are part of the same model family but
differ in scale, performance, and application focus [315]. GPT-4o is the high-performance,
multimodal flagship model optimized for complex tasks requiring deep reasoning and nuanced
language understanding, while GPT-4o Mini is a lightweight, cost-efficient variant designed
for speed and accessibility, prioritizing rapid token generation and affordability. While both
models share core architectural features like Transformer-based design and multimodal ca-
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pabilities, GPT-4o Mini is reported to be significantly smaller than GPT-4o.
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Figure 6.19 Node distribution for 4o-M averaged over 3 runs. The numbers in each cell
indicate the number of nodes.

Figure 6.19 displays the node distribution and visit counts of 4o-M throughout the search
tree. In the previous sections, we presented performance results for 4o, with its corresponding
node distributions presented in Figure 6.10a. Comparing the distributions of 4o with 4o-M
shows us how scale impacts performance. While the majority of 4o’s nodes are distributed
in challenges with “hard/very hard” difficulty and deeper parts of the tree (as shown in
Figure 6.10a), we can observe that for 4o-M, the majority of nodes are distributed between
challenges with “medium” and “hard” difficulty and in shallower depths. This is also evident
in the search tree for 4o-M as shown in Figure 6.26.
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Figure 6.20 Details on the concept combination effects on 4o-M’s performance. The right
matrix displays the average success rates for all nodes related to each specific combination.
The left matrix displays the average number of times each concept combination was visited
in the search tree, regardless of success/failure.

Figure 6.20 shows the success rates and visit ratios for nodes corresponding to different con-
cept combinations. As discussed in Section 6.5.1, we can see that the majority of 4o-M’s
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failures occur when it encounters combinations of concepts that require compositional rea-
soning. For instance, we can observe that 4o-M has relatively low success rates for “dynamic
programming”, which fall even lower when the challenge combines another concept with
“dynamic programming”.

Llama 3

The Llama 3 herd of models, developed by Meta, is a family of LLMs designed to support mul-
timodality, coding, reasoning, and tool use. The term “herd of models” refers to the diverse
range of models within the Llama 3 family, each tailored for specific applications [317]. The
flagship model, L-405b, is a dense Transformer architecture with 405 billion parameters and
a context window of up to 128,000 tokens, enabling it to handle extensive datasets and com-
plex tasks. While these models share foundational training data and post-training processes,
they differ in architectural scale—such as the number of layers, model dimensions, attention
heads, and FFN dimensions—to optimize performance across varying use cases. This allows
us to leverage PrismBench to systematically evaluate how architectural and parametric scale
impact code-generation capabilities. While we have already presented performance results
for L-405b (the most capable variant) in prior sections, this section focuses on analyzing
performance differences across scaled-down versions of the Llama 3 family.

As shown in Figure 6.21a and 6.21b, the depth of explored nodes drops sharply for smaller
models, indicating limitations in handling more difficult problems. In particular, the node
distribution for L-8b shows that only the shallow parts of the tree (depths 2 and 3) and “easy”
challenges have been explored in depth. The inability to explore deeper nodes suggests that
the model fails to generate correct solutions when challenges are more difficult or contain
multiple programming concepts. Conversely, L-70b reaches deeper parts of the tree more
often and is capable of reaching nodes with “very hard” difficulty to an extent (even though
it fails at all of them) as shown in Table 6.4. The node distributions of the search trees
generated for L-405b, L-70b, and L-8b) clearly demonstrate how models’ scale plays an
important role in their problem-solving and code-generation capabilities. The search trees
themselves for these two models (L-70b and L-8b), as presented in Figure 6.30, further show
how these models struggle to complete challenges as they become more difficult. Figure 6.30b
shows how the majority of nodes for L-8b are generated in Phase 3 (highlighted in blue).
As explained in Section 6.3.4, Phase 3 is responsible for comprehensively inspecting areas of
failure, and as such, we can see that L-8b consistently fails with high failure rates, with the
majority of nodes being generated in Phase 3. On the other hand, L-70b shows a slightly
better performance as pictured in Figure 6.30a. In the same manner as L-8b, the majority
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Figure 6.21 Node distributions for L-70b and L-8b averaged over 3 runs. The numbers in
each cell indicate the number of nodes.

of L-70b’s nodes are generated during Phase 3, However, we can see that unlike L-8b, many
nodes were also generated in Phase 2, indicating that the model was capable of solving some
of these challenges albeit with low success rates.

Figure 6.22 and 6.23 further demonstrate performance degradation as the models get smaller.
The success rates of concept combinations decrease significantly for L-8b, particularly for
tasks requiring more advanced strategies (e.g., “dynamic programming” or multiple nested
constructs). In comparison, L-70b shows moderate success with simpler “loops” and “con-
ditionals” but similarly struggles to sustain the performance under combined, higher-level
concepts.
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Figure 6.22 Details on the concept combination effects on L-70b’s performance. The right
matrix displays the average success rates for all nodes related to each specific combination.
The left matrix displays the average number of times each concept combination was visited
in the search tree, regardless of success/failure.
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Figure 6.23 Details on the concept combination effects on L-8b’s performance. The right
matrix displays the average success rates for all nodes related to each specific combination.
The left matrix displays the average number of times each concept combination was visited
in the search tree, regardless of success/failure.
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6.5.4 Sample Trees

This section presents the minimized versions of the search trees generated for all models
examined in this study. To ensure brevity, the trees presented here focus solely on the
concepts, difficulty levels, and scores of each node, along with the phase during which they
were generated. The original trees, however, are much more detailed, but they would not fit
in the content of this paper. The original trees contain the complete challenge description,
the generated solutions, tests, attempts, and the corresponding analysis done at each node.
This information allows for a comprehensive and fine-grained evaluation of model behavior
at each node in the search tree. We have included the full original trees in our replication
package [308]. The nodes for each phase are color-coded for distinction, with yellow nodes
representing those generated in Phase 1, green nodes representing those generated in Phase 2,
and blue nodes representing those generated in Phase 3. The edges indicate parent-child
relationships, with red edges indicating a significant decrease in the child node’s TD value
compared to its parent, and green edges indicating otherwise. Each node is associated with
specific attributes: the concepts related to the node are under “Concepts,” the difficulty level
under “Difficulty,” and the number of times the node has been visited, under “Visits.”
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6.6 Threats To Validity

Threats to internal validity concern factors internal to our work that could have influenced
our study. The inherent stochasticity of LLMs which results in variability of results across
runs is the most important threat to our work’s internal validity. we aimed to address this
threat at each step of the process through using TD(0) scoring for nodes, ϵ-greedy policies
for node selection, and node value convergence checks at each evaluation phase as detailed
in Sections 6.3.2 and 6.3.4. Additionally, while our multi-phase search strategy is designed
to focus on promising areas of the search space, the stochasticity in LLM’s performance
may introduce state selection bias by underexploring edge cases. We mitigate this threat
by conducting multiple trials for each model and reporting averaged results across trials to
account for variability and reduce the impact of outlier behaviors.

Threats to construct validity concern the relationship between theory and observation.
In the context of our work, the main construct threat is whether our proposed evaluation
metrics (as we detail in Section 6.3.6) holistically capture the multiple aspects of LLMs’
code generation capabilities. We mitigate this threat by executing generated code within an
isolated sandbox environment, ensuring that our evaluation is grounded in the actual result
of the models’ outputs. Furthermore, as detailed in Section 6.3.3, we isolate the different
stages of code generation, namely solution generation, test generation, and program repair,
by using separate agents for each step. The other threat to our work’s construct validity
is that Phase 3’s pattern analyses rely on a judge model (4o in this study) and while the
judge model can be changed to any available model, there still exists the risk of the judge’s
capability ceiling and potential bias resulting in incorrect analysis results. We address this
threat by restricting the judge model’s role to post hoc analysis so that it does not influence
the overall search and benchmarking process.

Threats to external validity concern the generalizability of our findings beyond the spe-
cific setup used in this study. Our evaluations were carried out on eight LLMs and a finite
set of concepts and difficulty levels, which, although diverse, may not capture the full range
of coding tasks encountered in practice. Additionally, as the benchmarking process is compu-
tationally and financially expensive, each node’s evaluation requires multiple LLM calls via
API or local models (as detailed in Sections 6.3.3 and 6.4.4), we limited the number of tasks
and the depth of tree expansion at each phase (Section 6.4.3). These constraints may impact
the extent to which our results generalize to larger-scale or different task distributions.
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(b) Search tree generated for L-8b

Figure 6.30 Search trees generated for L-70b (a) and L-8b (b)
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6.7 Chapter Summary

In this chapter, we introduced PrismBench, a dynamic benchmarking framework that models
the evaluation space as a search tree and uses MCTS to systematically explore evaluation
scenarios. Unlike prior approaches, PrismBench dynamically analyzes how LLMs approach
problems, adapt to feedback, and handle increasing complexity using a structured multi-
phase pipeline and specialized agents to uncover systematic model weaknesses. Our key
contributions are as follows:

• We formalized the space of code generation tasks as a search tree over programming
concepts and difficulty levels, allowing for adaptive and targeted evaluation of LLM
capabilities.

• We introduce a multi-phase evaluation strategy: (1) Capability Mapping to assess
baseline strengths, (2) Challenge Discovery to identify systematic weaknesses, and (3)
Comprehensive Analysis to investigate failure patterns and root causes.

• We proposed a set of metrics in order to provide fine-grained insights into model be-
havior beyond standard pass/fail metrics.

• We conduct experiments across eight state-of-the-art LLMs and show that while larger
models demonstrate stronger general capabilities, they still struggle with compositional
reasoning, high-difficulty tasks, and consistent test generation.

Additionally, we provide PrismBench as an open-source, extensible framework [308] for con-
ducting such evaluations to allow practitioners to conduct trustworthy, targeted benchmark-
ing strategies as LLM capabilities continue to evolve.
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CHAPTER 7 CONCLUSION

This thesis presents our work for addressing the following high-level research question:

How can we enhance the transparency and trustworthiness of ML models trained on
code for SE tasks?

To address this question, we focused on three components of the ML training and deployment
pipeline, namely, model training, auditing, and evaluation. To address each aspect, we
defined the following RQs:

RQa: How can we inspect what ML models trained on code learn from their
training data?

We addressed this RQ in Chapter 4 and introduced our probing framework DeepCodeProbe.
DeepCodeProbe transforms structured representations of code used to train ML models (e.g.,
ASTs, CFGs) into a high-level, compact ⟨d, c, u⟩ tuple representation that models node order,
edge connections, and node labels. This representation is then used for training a lightweight
probe in order to recover these tuples from an ML model’s internal embeddings to investigate
the model’s syntax learning and retention capabilities. We validate the entire pipeline at
each step (AST/CFG to ⟨d, c, u⟩ conversion, ⟨d, c, u⟩ tuples encoding syntactic qualities, and
internal embeddings validity) to ensure that both the constructed ⟨d, c, u⟩ tuples and the
extracted embeddings are syntactically valid. By focusing on structured representations of
code rather than raw text tokens, DeepCodeProbe allows for probing small to mid-size ML
models (instead of models with billions of parameters), and addressing the gap left by prior
LLM-oriented approaches.

To show DeepCodeProbe’s effectiveness, we retrained and probed eight representative models
spanning five SE tasks (clone detection, code summarization, automated program repair,
code representation learning, and type inference). For each model, we extracted per-layer
embeddings, constructed a task-specific probing dataset, and ran a grid search over probe
sizes (i.e., number of parameters) in order to ensure fair comparison. Using our proposed
probing approach, we studied the effects of data representation quality (whether the provided
data transformation pipelines encode syntactic information to be used for training models)
alongside the effect of representation choices (whether training the models on the resulting
representations results in models retaining syntactic information) by quantifying how accu-
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rately the extracted embeddings from each model can be used to reconstruct the ⟨d, c, u⟩
tuples and measuring cosine similarities between clone/non-clone pairs to confirm that these
embeddings encoded programming language’s syntax rather than noise.

Our results demonstrated a clear pattern: models that are trained on explicit structured rep-
resentations internalize richer syntax. For example, Recoder trained on full ASTs for APR,
recovered every tuple component with ≥ 73% accuracy, while text-token baselines such as
SummarizationTF stayed below 15%. On the other hand, based on the downstream task,
Graph-based FuncGNN excelled at CFG edge information (98% c-accuracy) yet struggled
with node order and labels, demonstrating that representation and architecture jointly shape
what is learned. Our scaling experiments further revealed diminishing returns: after a mod-
erate size increase, most models plateaued or over-fitted, whereas selectively enlarging layers
that exploit structure offered small but reliable gains.

By using DeepCodeProbe, we demonstrated that representation quality outweighs sheer pa-
rameter count for ML models trained on code. Structured inputs (AST/CFG) enable even
lightweight architectures to capture task-relevant abstractions, and probing should be inte-
grated into evaluation pipelines to catch superficial learning early. Based on our empirical
analysis we then provided a set of guidelines for practitioners: (1) favor syntactic represen-
tations over plain text, (2) scale only the layers that leverage structure as opposed to the
entire model, and (3) deploy probing tools before deployment to ensure models encode the
syntax they need to act reliably.

Future works can build upon DeepCodeProbe in order to explore the generalizability of learned
code representations across both tasks and programming languages. Specifically, investigat-
ing whether representations trained for a particular SE task (e.g., CCD, APR, code sum-
marization, etc.) can transfer to other tasks by building and comparing the ⟨d, c, u⟩ tuples
extracted from the same model trained for different downstream tasks. Similarly, probing
models trained on one programming language and evaluating their representation quality on
another programming language could reveal how well structural representations like ASTs
and CFGs generalize across different syntactic paradigms. These studies would help clarify
the limits and strengths of structural representations in building broadly trustworthy and
lightweight ML models for SE tasks.

RQb: How can we audit LLMs trained on code to ensure data provenance without
access to model internals?

We addressed this RQ in Chapter 5 and introduced our framework for dataset inclusion detec-
tion, TraWiC . TraWiC is model-agnostic and frames inclusion detection and data provenance
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auditing as a targeted membership inference attack. We parse each source file to extract six
elements unique to code: variable, function, and class names (syntactic elements) alongside
strings, statement-level comments, and docstrings (semantic elements). Afterwards, we mask
each element at a time and query the LLM with a fill-in-the-middle prompt. Using the LLM
outputs, we count the exact matches on syntactic elements and partial matches (edit dis-
tance) on semantic ones, and use a lightweight classifier (e.g., random forest, SVM, XGB) to
detect inclusion based solely on LLM outputs. As such, TraWiC ’s entire pipeline works with-
out access to the model weights or the original training dataset and only requires a black-box
access level to the LLM, making it suitable for auditing LLMs in real-world scenarios.

TraWiC ’s detection pipeline is carried out through four stages: Extracting and masking
elements and then constructing (prefix, suffix) pairs for each extracted element, querying the
LLM to predict the masked tokens, counting the number of exact and partial match hits from
the LLM outputs to create a per-type hit vector, and detecting dataset inclusion based on the
vectors using the classifier. This design keeps the approach interpretable, generalizes across
LLM families, and is far less resource-intensive than traditional pair-wise CCD approaches
that are used for auditing data provenance.

We evaluated TraWiC on a ground-truth corpus of 10,700 source files (across 314 repositories)
for three LLMs: SantaCoder alongside fine-tuned versions of LLaMA-2 and Mistral. We show
that for detecting single-script inclusion, our approach reached 83.87% accuracy/F-score
for SantaCoder and ≥ 80% for the other models. Meanwhile, traditional CCD baselines,
NiCad, and JPlag were capable of achieving only 47.64% and 55% accuracy, respectively,
making them lag far behind TraWiC in terms of performance while requiring much more
compute at the same time. Furthermore, we conducted comprehensive sensitivity analyses
by applying varying levels of identifier obfuscation to the dataset and show that at low to
medium obfuscation, TraWiC ’s F-score drops by only 10%. Finally, we provide an in-
depth analysis of the effects of each level of obfuscation across syntactic, semantic, and their
combination on performance and feature importance of the inclusion detection pipeline.

Future works can build upon TraWiC in order to investigate what other aspects of code
can be used for conducting MIAs on a code model. Additionally, a model that can detect
dataset inclusion based on the outputs of a code model by comparing the AST representa-
tion of the generated output to the AST representation of the input can be trained using
RL. Doing so would considerably lower TraWiC ’s performance bottleneck and allow for con-
structing an end-to-end solution for dataset inclusion detection that is more robust against
code obfuscation.
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RQc: How can we evaluate LLMs on end-to-end code generation tasks and de-
termine their capability ceilings?

We addressed this RQ in Chapter 6 by introducing PrismBench, a dynamic, multi-agent
benchmarking framework to systematically evaluate LLMs’ code generation capabilities. In
contrast to static benchmarks that rely on fixed datasets and simple pass/fail metrics, with
PrismBench, we model LLM evaluation as an MDP over a structured tree of programming
challenges, with each node in the tree representing a unique combination of programming
concepts and difficulty level. Given this formulation, we use a modified MCTS algorithm
to explore and traverse this tree, which allows PrismBench to dynamically adapt evaluation
tasks based on model performance and surface subtle weaknesses and systematic failure
patterns in LLMs’ code generation.

In order to comprehensively evaluate each aspect of code generation (e.g., solution generation,
test suite creation, and program repair), PrismBench uses a multi-agent pipeline where each
agent handles a specific task and is isolated from the other agents in order to prevent data
contamination between agents. This setup ensures reproducible, feedback-driven evaluation
signals based on functional correctness rather than textual similarity. We break the evaluation
process into three phases: capability mapping (gauging the model’s baseline performance),
challenge discovery (targeting low-performing areas), and comprehensive analysis (probing
root causes of failure through challenge variations). Additionally, in order to allow for fair
comparison between LLMs of different capability levels in a dynamic evaluation process, we
propose structural, mastery, performance, and diagnostic metrics that go beyond pass/fail
metrics such as accuracy or pass@k and capture how models solve tasks, where they struggle,
and root causes behind their failures.

To show PrismBench’s effectiveness, we benchmarked eight state-of-the-art LLMs on their
code generation, test suite creation, and program repair capabilities. Our benchmarking re-
sults show that larger models such as 4o and L-405b consistently solved more complex and
difficult challenges, demonstrating strong baseline proficiency across a wide range of pro-
gramming tasks. In contrast, smaller models like L-8b failed on relatively simple challenges,
demonstrating limited capacity for general code generation. We show that despite their scale,
even the top-performing models struggled with tasks that required compositional reasoning
or deep algorithmic understanding, such as dynamic programming or recursion, with 4o-M
frequently failing on challenges involving nested logic or the integration of multiple concepts.
Furthermore, our evaluations provide insights into model-specific failure patterns: for ex-
ample, L-405b often produced logically correct solutions that failed due to syntax errors or
misunderstanding of task instructions. Finally, we provide an in-depth analysis of the code
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generation performance of each of the LLMs under study throughout the benchmarking pro-
cess and demonstrate how PrismBench’s dynamic evaluation pipeline exposes nuanced and
systematic weaknesses in how LLMs attempt to solve programming tasks.

7.1 Limitations

In this thesis, we aimed to address three major components of the ML training and de-
ployment pipeline for SE tasks: model training, auditing, and evaluation. While our works
contribute meaningfully to these aspects, the broader lifecycle of ML systems contains addi-
tional components that were not studied in this thesis. For instance, the process of collecting
and cleaning training datasets used for training a model can significantly influence its per-
formance and learned representations. Although we attempted to control for these aspects
in DeepCodeProbe, we did not do so for TraWiC and PrismBench as we do not re-train the
LLMs under study from scratch on our own curated dataset. Furthermore, the problem of
concept drift, in which a model’s behavior and performance change over time as it is re-
trained on new data, is a critical challenge in real-world deployment of ML models and was
not explored in this thesis. Beyond these general concerns, several specific limitations could
have affected our findings:

• Model diversity: while all the frameworks proposed in this thesis are model agnostic
(i.e., our frameworks are designed to work with any ML model that falls under the
purview of being trained on code), our experimental results and subsequent analyses of
these results can benefit from applying our frameworks on more models. For example,
while for DeepCodeProbe we conduct our study on multiple models across different
downstream tasks and architectures, there still exists a plethora of model architectures
and data representation approaches used for training small to mid-size models on code.
Similarly, for both TraWiC and PrismBench, our studies can be expanded by using
our frameworks for studying other non-transformer LLMs, such as diffusion language
models.

• LLMs are not trained only on code: Given the rise of LLMs and their increasing preva-
lence in SE, we aimed to provide a more trustworthy pipeline by introducing TraWiC
for dataset inclusion detection and PrismBench to provide a more comprehensive eval-
uation pipeline. However, unlike smaller code-specific models, LLMs are trained on
extremely large datasets containing a mixture of natural language and code. As such,
while TraWiC and PrismBench aim to support LLMs within the SE pipeline, they do
not fully account for the complexity introduced by this mixed training dataset. Specifi-
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cally, TraWiC focuses on semantic and syntactic identifiers extracted from code scripts
for inclusion detection; however, these identifiers might have appeared in the models’
training dataset within natural language contexts rather than code, potentially leading
to false positives. Similarly, while PrismBench dynamically generates challenges to
reduce memorization risks, the vast scale of LLM training datasets means that gen-
erated challenges may inadvertently resemble content the models encountered during
pre-training, potentially resulting in inflated evaluation results for specific challenges
and requiring multiple revisits, thereby increasing benchmarking costs.

• Cost of analyses/evaluation: Evaluating LLMs is expensive. Running large-scale exper-
iments, whether through API or local deployment, can introduce substantial computa-
tional and financial costs. For both TraWiC and PrismBench, we attempt to reduce
inference overhead by optimizing the number of necessary queries on LLMs. However,
while we reduce costs by focusing on targeted, code-specific MIAs for TraWiC (see
Chapter 5.2.4), and provide a lite-mode to reduce the number of LLM queries (see
Chapter 6.4.4) for PrismBench, further optimizations are necessary considering the
mixed training data limitations discussed above.

7.2 Future Research

The frameworks presented in this thesis form a set of complementary tools for building
trustworthy ML systems for SE. However, as described above, training and deploying ML
models is not a single, one-time process. Instead, it is continuous: models are regularly
retrained, redeployed, and evaluated as new data becomes available, downstream tasks evolve,
and system requirements shift. This necessitates continuous monitoring, deployment, and
feedback. The contributions of this thesis represent a first step in that direction, and we
hope that they can serve as a foundation for further extension and exploration by both
researchers and practitioners. Based on our findings, we outline several promising avenues
for future work:

• Representation-aware training and probing at scale: With DeepCodeProbe we demon-
strated how well-chosen representations often matter more than sheer model scale for
small and mid-size architectures. As we describe in detail in Chapters 3.1 and 4.2.1,
many probing approaches have studied whether LLMs internalize programming lan-
guages’ syntax. However, training LLMs is expensive. Future work can study whether
incorporating probe-driven regularization, such as using syntax retention metrics as
auxiliary loss, can improve training efficiency and convergence speed for code LLMs
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and potentially lead to more cost-effective and targeted model development.

• Sensitive information filtering: TraWiC enables targeted end-to-end dataset inclusion
detection regardless of the underlying LLM. An important aspect of LLM red-teaming
is preventing models from reproducing sensitive information that may have been in-
advertently included in training datasets, such as API keys, security credentials, or
access protocols. Future research could extend TraWiC ’s targeted detection approach
to identify such sensitive content during pre-training checkpoints, thereby reducing the
risk of incorporating confidential information into the model’s learned parameters.

• Evaluating LLM generalization: Future research can integrate TraWiC and Prism-
Bench to evaluate LLM’s generalization capability. Specifically, PrismBench currently
generates challenges dynamically and uses functional correctness as the evaluation ob-
jective. However, a hybrid approach could use a reference bank of pre-defined challenges
alongside their solutions as the underlying benchmarking dataset. TraWiC could then
be used to detect similarities between models’ generated solutions/tests and this refer-
ence bank, enabling the search process to identify and prioritize scenarios where models
exhibit memorization rather than genuine problem-solving capabilities.

• Task evaluation guarantees: An important aspect of PrismBench’s dynamic evaluation
process is dynamic challenge generation to reduce the risk of inflated benchmarking
results due to memorization. As detailed in Chapter 6.3.4, PrismBench’s MDP formal-
ization, alongside repeated sampling per node, mitigates the risk of invalid or misaligned
generated challenges compromising the benchmarking results. However, future research
could optimize the required number of samples per node by integrating task evaluation
frameworks such as DyVal [195] or TaskEval [313] to better validate challenge quality
and, therefore, reduce the sampling overhead while maintaining evaluation integrity.

• Self-refining training procedure: PrismBench provides a detailed breakdown of how
and why models fail at end-to-end programming challenges. Such failures across var-
ious stages of code generation (solution/test generation, program repair, instruction
following) offer a natural mechanism for dataset augmentation. Future research could
explore automated training loops in which PrismBench continuously evaluates a model,
collects failure cases, and feeds these back into the training dataset. This closed-loop
pipeline could support post-training or fine-tuning pipelines that iteratively focus on
model failures and improve model performance until convergence.

• Multi-objective evaluation: PrismBench demonstrates how dynamic benchmarking,
adaptive challenge generation, and isolating the evaluation pipelines can uncover sub-
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tle and systematic failure modes in code generation. However, our current tree search
focuses solely on functional correctness (i.e, the resulting code runs and passes tests).
As such, future work could extend this to consider additional objectives, such as run-
time performance, memory consumption, and security vulnerabilities, enabling more
comprehensive assessments of LLMs’ code generation capabilities.
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