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RÉSUMÉ

L’Internet des Objets (IoT) transforme les industries en permettant l’automatisation en temps
réel et la prise de décision intelligente dans les villes intelligentes, les systèmes de santé
et les environnements industriels. Toutefois, son expansion rapide introduit des défis de
cybersécurité majeurs, aggravés par les contraintes de ressources, la diversité des protocoles
de communication et l’évolution des menaces, telles que les attaques par déni de service
distribué (DDoS). Les systèmes de détection d’intrusion (IDS) traditionnels souffrent de taux
élevés de faux positifs, d’une adaptabilité limitée et d’une charge computationnelle excessive,
soulignant ainsi la nécessité de solutions de sécurité intelligentes et auto-adaptatives conciliant
détection des menaces et efficacité énergétique.

Cette thèse répond à ces défis en proposant trois modèles innovants d’IDS basés sur
l’apprentissage par renforcement profond (DRL) : DeepEdgeIDS, AutoDRL-IDS et EdgeShield-
DRL. Ces modèles détectent et atténuent dynamiquement les cybermenaces à grande échelle
grâce à l’utilisation de DRL supervisé et non supervisé, de la relecture d’expérience (expe-
rience replay) et de fonctions de récompense adaptatives. De plus, six modèles de sécurité
IoT largement utilisés; à savoir: Personal Zone Hub (PZH), Trusted Communication Part-
ner (TCP), Outbound-Only Connection (OOC), Blacklist (BL), Whitelist (WL) et Secure
Sensor Node (SSN), sont évalués en termes de charge CPU, d’utilisation mémoire, de con-
sommation énergétique et de robustesse en matière de sécurité. Ces analyses ont conduit
au développement d’un cadre de sélection de patrons de sécurité basé sur le DRL, capable
d’ajuster dynamiquement les configurations de sécurité en fonction des conditions en temps
réel des passerelles de périphérie (“real-time edge gateway”), améliorant ainsi l’évolutivité et
l’efficacité du système.

L’un des apports majeurs de cette recherche est SecuEdge-DRL, un cadre de cybersécurité
auto-adaptatif intégrant le DRL avec le modèle MAPE-K (“Monitor-Analyze-Plan-Execute-
Knowledge”) afin d’optimiser dynamiquement les politiques de sécurité. Cette thèse introduit
également une suite de test IDS modulaire, offrant une plateforme d’évaluation standardisée
pour les modèles IDS basés sur l’apprentissage automatique dans les environnements IoT et
Software-Defined Networking (SDN). Des expérimentations approfondies sur banc d’essai dé-
montrent que les IDS basés sur le DRL améliorent significativement la précision de détection
des menaces, réduisent le temps de réponse, diminuent le taux de faux positifs et améliorent la
consommation énergétique, surpassant ainsi les approches IDS conventionnelles. En réduisant
la charge computationnelle et la consommation énergétique tout en limitant les émissions de
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carbone, cette recherche contribue à l’essor de solutions de cybersécurité durables pour les
déploiements IoT à grande échelle.
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ABSTRACT

The Internet of Things (IoT) transforms industries by enabling real-time automation and
intelligent decision-making in smart cities, healthcare, and industrial systems. However, its
rapid expansion introduces critical cybersecurity challenges, exacerbated by resource con-
straints, diverse communication protocols, and evolving threats such as distributed Denial of
Service (DDoS) attacks. Traditional Intrusion Detection Systems (IDS) suffer from high false
positive rates, limited adaptability, and excessive computational demands, underscoring the
need for intelligent, self-adaptive security solutions that balance threat detection and energy
efficiency.

This dissertation addresses these challenges by proposing three novel Deep Reinforcement
Learning (DRL)-driven IDS models—DeepEdgeIDS, AutoDRL-IDS, and EdgeShield-DRL-
that dynamically detect and mitigate large-scale cyber threats using supervised and unsuper-
vised DRL, experience replay, and adaptive reward functions. Additionally, six widely used
IoT security patterns—Personal Zone Hub (PZH), Trusted Communication Partner (TCP),
Outbound-Only Connection (OOC), Blacklist (BL), Whitelist (WL), and Secure Sensor Node
(SSN)—are evaluated in terms of CPU load, memory usage, energy consumption, and se-
curity robustness. These insights inform the development of a DRL-driven security pattern
selection framework that autonomously adjusts security configurations based on real-time
edge gateway conditions, enhancing scalability and efficiency.

A key contribution of this research is SecuEdge-DRL, a self-adaptive cybersecurity framework
integrating DRL with the MAPE-K (Monitor-Analyze-Plan-Execute-Knowledge) model to
optimize security policies dynamically. This dissertation also introduces a plugin-based IDS
test suite, providing a standardized evaluation platform for ML-based IDS models in IoT
and Software-Defined Networking (SDN) environments. Comprehensive real-world testbed
experiments demonstrate that DRL-based IDSs significantly improve threat detection ac-
curacy, reduce response time, lower false positive rates, and optimize energy consumption,
outperforming conventional IDS approaches. By minimizing computational overhead and
energy consumption while mitigating carbon emissions, this research advances sustainable
cybersecurity solutions for large-scale IoT deployments.
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CHAPTER 1 INTRODUCTION

The Internet of Things (IoT) is revolutionizing industries by integrating billions of connected
devices into smart cities, healthcare, industrial automation, and critical infrastructure [3], [4].
By 2025, IoT adoption is projected to exceed 75 billion devices, enabling automation, real-
time data exchange, and intelligent decision-making [5] [6]. However, this rapid expansion
has introduced significant cybersecurity challenges, driven by IoT’s decentralized nature, lack
of standardized security protocols, and resource constraints [7]. Many IoT devices operate
with minimal processing power, limited memory, and constrained energy capacity, making
them highly susceptible to cyberattacks [8]. Adversaries exploit these vulnerabilities through
Distributed Denial of Service (DDoS), Denial of Service (DoS), Mirai and Gafgyt botnets,
DoS GoldenEye, DoS Hulk attacks, and Port Scanning [9] [10] [11] [12]. These attacks can
disrupt network operations, compromise sensitive data, and cause large-scale service failures,
highlighting the urgent need for advanced and adaptive security solutions.
Ensuring IoT network security is a complex and demanding task due to several critical fac-
tors [13]. Many IoT devices lack computational resources, using traditional security mecha-
nisms, e.g., encryption, firewalls, and real-time monitoring, infeasible [14] [15]. This neces-
sitates the development of lightweight, energy-efficient security solutions that do not over-
whelm device capabilities. Additionally, heterogeneous communication protocols, cloud-edge
architectures, and legacy systems introduce security gaps that attackers exploit via malware
propagation, unauthorized access, and data manipulation [16] [17]. The dynamic nature
of cyber threats, including zero-day vulnerabilities and adversarial Machine Learning (ML)
techniques, further complicates the detection and mitigation of attacks [18] [19] [20]. Tra-
ditional Intrusion Detection Systems (IDS), including signature-based and anomaly-based
models, face fundamental limitations in IoT systems. Signature-based IDS effectively detect
known threats but fail against novel and evolving attacks [21] [22]. Anomaly-based IDS can
identify unknown threats, but they suffer from high false positive rates, reducing reliability.
Centralized IDS architectures introduce latency and scalability issues, making them imprac-
tical for large-scale IoT deployments [23].
ML has emerged as a promising approach for enhancing IoT security by enabling IDS to
analyze network traffic, identify anomalies, and predict cyber threats [24] [25] [26]. Tech-
niques, e.g., Decision Trees (DT), K-nearest neighbors (KNN), and Neural Networks, have
demonstrated effectiveness in threat detection [27] [28]. However, ML-based IDSs face crit-
ical limitations, including high computational overhead, making them incompatible with
resource-limited IoT devices [29, 30]. ML models also often depend on extensive labeled
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training data, which may not always be available, and they struggle against adversarial at-
tacks, where attackers modify behaviors to evade detection [31] [32] [33].
Deep Reinforcement Learning (DRL) offers a more dynamic and adaptive approach to IoT
security [34] [35] [36]. In contrast to traditional ML models, DRL-based IDS can continu-
ously learn and update security policies [37] [38] [39]. DRL enables automatic adaptation
to evolving cyber threats, improving detection accuracy and system resilience. Moreover, it
optimizes threat detection while balancing energy efficiency, making it suitable for resource-
constrained IoT systems [40] [41]. Given the constraints of IoT devices, security solutions
must minimize computational overhead while maintaining high detection accuracy [42] [43].
DRL-based IDS models provide an intelligent, adaptive solution for securing IoT deploy-
ments against large-scale cyber threats. Balancing security with computational efficiency
aligns with global sustainability efforts, particularly the United Nations [44] Sustainable De-
velopment Goals (SDGs). Strengthening IoT security enhances digital infrastructure (SDG
9), ensures resilient and secure smart cities (SDG 11), and supports climate action by re-
ducing the energy impact of cybersecurity mechanisms (SDG 13). This research integrates
adaptive IDS models with energy-aware decision-making to improve cybersecurity resilience
and ecological sustainability in IoT systems.

1.1 Problem Statements

Although significant advancements have been made in applying ML and DRL to IDS for
the IoT, several critical challenges remain unresolved—particularly in real-world, resource-
constrained edge gateways. To begin with, most existing IDS frameworks are not optimized
for edge gateways, which are inherently limited in CPU capacity, memory, and energy. Tradi-
tional security mechanisms, such as firewalls and encryption, often impose high computational
and energy overhead, making them unsuitable for real-time operation on these devices. This
highlights the need for lightweight, energy-efficient IDS models to maintain strong detection
capabilities without overwhelming the system. In parallel, the nature of cyber threats contin-
ues to evolve rapidly. Modern adversaries exploit zero-day vulnerabilities, launch large-scale
botnet attacks (e.g., Mirai and Gafgyt), and even use adversarial ML to bypass conven-
tional defenses. Signature-based IDS are ineffective against these unknown threats, while
anomaly-based approaches often produce high false positive rates, limiting their reliability.
Additionally, many ML-based IDS models rely on offline training, static features, and fixed
datasets, making them ill-suited for adaptive threat detection and increasingly susceptible to
concept drift in dynamic environments.
Compounding this issue is the computational complexity of many existing IDS models, which
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makes them difficult to deploy on edge devices. These solutions frequently lack mechanisms
for real-time policy enforcement and dynamic response—capabilities essential for timely
threat mitigation. Although Software-Defined Networking (SDN) offers a promising foun-
dation for scalable and adaptive defense, its integration with IDS remains underexplored,
particularly regarding energy consumption, resource efficiency, and overall performance in
edge contexts. Moreover, the effectiveness of most IDS approaches is typically validated us-
ing offline datasets or simulated environments, which fail to reflect the complexity of live IoT
deployments. As a result, key operational metrics—such as CPU usage, memory demand,
energy consumption, and carbon footprint—are often overlooked, even though they are criti-
cal for designing sustainable and scalable IoT security solutions. At the same time, although
several IoT security design patterns exist (e.g., Whitelist, Blacklist, PZH), their impact on
system performance and energy efficiency remains poorly understood—especially when ap-
plied in real-time, attack-prone scenarios. There is currently a lack of intelligent frameworks
capable of dynamically selecting and adapting these patterns based on evolving network con-
ditions. Equally important, most existing IDS solutions focus narrowly on threat detection
and do not include automated or adaptive mitigation strategies. Without capabilities such
as isolating compromised devices, filtering malicious traffic, or reconfiguring policies in real
time, IDS remain passive and reactive, limiting their effectiveness in ensuring resilient and
autonomous edge security.
In response to these challenges, this thesis proposes, implements, and validates a suite of
DRL-based IDS frameworks specifically tailored for IoT edge environments. These include
DeepEdgeIDS, AutoDRL-IDS, EdgeShield-DRL, and the self-adaptive SecuEdge-DRL. To-
gether, they support real-time detection, dynamic response, intelligent security policy adap-
tation, and energy-aware operation. Through rigorous validation on real-world IoT-SDN
testbeds and under live attack scenarios, this work advances scalable, sustainable, and high-
performance IDS solutions that address the practical limitations of current systems and meet
the growing demands of modern IoT ecosystems.

1.2 Contributions

To address the challenges identified in the problem statement, this research makes the fol-
lowing key contributions:

• Development of a DRL-Based IDS for IoT Security
We propose four DRL-based IDS models (DeepEdgeIDS, AutoDRL-IDS, EdgeShield-
DRL, and SecuEdge-DRL) for real-time cyber threat detection in edge gateway. The
proposed solutions dynamically learn network behaviour, adapt to emerging attack pat-
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terns, and optimize security policies, ensuring robust and adaptive defense mechanisms.

• Evaluation and Optimization of IoT Security Patterns
We analyze six IoT security patterns (Personal Zone Hub, Trusted Communication
Partner, Outbound-Only Connection, Blacklist, Whitelist, and Secure Sensor Node)
and their effectiveness against cyber threats, e.g., DDoS, MITM, and Brute-force at-
tacks. Furthermore, we assess the impact of these patterns on energy consumption
and CPU usage, highlighting key trade-offs between security robustness and resource
efficiency.

• Development of a Dynamic Security Pattern Selection Framework Using
DRL
We introduce an intelligent security framework that dynamically selects security pat-
terns based on real-time network conditions. Using DRL, the system autonomously
adapts security strategies to optimize resource efficiency, threat detection accuracy,
and overall system resilience in the edge gateway.

• Performance Analysis of ML-Based IDS at the IoT Edge
We assess the impact of seven ML-based IDS on CPU usage, CPU load, and energy
consumption in real-time cyber threat scenarios at the edge gateway. Through ANOVA
statistical analysis, we evaluate how integrating SDN enhances IDS efficiency and scal-
ability.

• Comparative Analysis of Supervised and Unsupervised DRL-Based IDS
Models
This study systematically compares two distinct DRL-based IDS models. AutoDRL-
IDS is a supervised model leveraging Long Short-Term Memory (LSTM)-based DRL
for structured attack detection. Moreover, DeepEdgeIDS is an unsupervised model that
integrates Autoencoders (AE) with DRL for behavior-driven anomaly detection. The
evaluation provides insights into detection accuracy, adaptability, false positive rates,
computational efficiency, and real-time threat mitigation.

• Development of an IDS Test Suite
We develop a modular IDS test suite that allows researchers and practitioners to eval-
uate ML and DRL-based IDS under various IoT and SDN networks. This test suite
comprises pre-configured datasets, pre-trained IDS models, and customizable attack
scenarios for benchmarking. It facilitates comparative analysis and reproducibility.
The test suite is publicly available for future research and development.
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• Green Computing and Energy-Efficient Security Mitigation
This dissertation enhances cybersecurity resilience by integrating energy-efficient IDS
mechanisms that optimize CPU usage, memory consumption, and carbon emissions
while maintaining high detection performance.

This thesis led to the publication/submission of the following research papers:

1. S. Jamshidi, A. Nikanjam, K. W. Nafi, F. Khomh, and R. Rasta, "Application of Deep
Reinforcement Learning for Intrusion Detection in Internet of Things: A Systematic
Review," Internet of Things, vol. 31, 2025.

2. S. Jamshid, A. Nikanjam, K. W. Nafi, and F. Khomh, "Understanding the Impact of
IoT Security Patterns on CPU Usage and Energy Consumption: A Dynamic Approach
for Selecting Patterns with Deep Reinforcement Learning," International Journal of
Information Security 24.2 (2025): 1-40.

3. S. Jamshidi, A. Nikanjam, K. W. Nafi, and F. Khomh, "Comparative Analysis of
Supervised and Unsupervised DRL-Based IDS for DDoS Detection at the Edge of the
Internet of Things," IEEE Internet of Things Journal, Submitted, 2025.

4. S. Jamshidi, A. Nikanjam, K. W. Nafi, and F. Khomh, "Evaluating Machine Learning-
Driven Intrusion Detection Systems in IoT: Performance and Energy Consumption,"
Computers and Industrial Engineering, Accepted, 2025.

5. S. Jamshidi, A. Nikanjam, K. W. Nafi, and F. Khomh, "A Dynamic Security Pat-
tern Selection Framework Using Deep Reinforcement Learning," IEEE International
Conference on Software Services Engineering (SSE), Submitted, 2025.

6. S. Jamshidi, A. Amirnia, A. Nikanjam, K. W. Nafi, F. Khomh, and S. Keivanpour,
"Self-Adaptive Cyber Defense for Sustainable IoT: A DRL-Based IDS Optimizing Se-
curity and Energy Efficiency," Journal of Network and Computer Applications, 2025.

7. S. Jamshidi, A. Nikanjam, K. W. Nafi, and F. Khomh, "Deep Reinforcement Learning-
Based Intrusion Detection System: Defending Edge Gateways Against Mirai and Gafgyt,"
IEEE international conference FiCloud, Submitted, 2025.

1.3 Additional Publications

The following papers have been written during my PhD. While they all investigated ML-
based IDS, they did not fit within the specific narrative of the thesis and were therefore
excluded.
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1. S. Jamshidi, A. Nikanjam, M. A. Hamdaqa, and F. Khomh, "Attack Detection by
Using Deep Learning for Cyber-Physical Systems," Artificial Intelligence for Cyber-
Physical Systems Hardening, Cham: Springer International Publishing, 2022, pp. 155-
179.

2. S. Jamshidi, A. Amirnia, A. Nikanjam, and F. Khomh, "Enhancing Security and
Energy Efficiency of Cyber-Physical Systems Using Deep Reinforcement Learning,"
Procedia Computer Science, vol. 238, pp. 1074-1079, 2024.

3. S. Jamshidi, A. Nikanjam, and F. Khomh, "Leveraging Machine Learning Techniques
in Intrusion Detection Systems for Internet of Things," Springer Handbook of Data
Engineering, 2025.

4. S. Jamshidi, N. Shahabi, K. W. Nafi, A. Nikanjam, and F. Khomh, "The Role of Large
Language Models in IoT Security: A Systematic Review of Advances, Challenges, and
Opportunities," Internet of Things, Submitted, 2025.

1.4 Thesis Organization

This dissertation is organized into ten chapters.

Chapter 1 introduces the research problem, motivation, and objectives, emphasizing using
DRL to enhance intrusion detection capabilities in IoT edge gateways. Chapter 2 provides
the foundational background on IoT architectures, key security challenges, and the role of
IDS, along with essential concepts related to DRL and SDN. Chapter 3.1 presents a compre-
hensive literature review of existing DRL-based IDS approaches, identifying research gaps
and motivating the need for adaptive, efficient, and real-time solutions. Chapter 4 evalu-
ates the performance and energy efficiency of conventional ML-based IDS models deployed
in IoT-SDN systems under real-time attack scenarios. Chapter ?? investigates the impact
of six well-known IoT security patterns on CPU usage, energy consumption, and detection
effectiveness across various threat vectors. Chapter 6 introduces a DRL-based framework
that dynamically selects optimal security patterns at runtime, adapting to changing net-
work conditions to improve threat detection and resource efficiency. Chapter 7 presents
SecuEdge-DRL, a self-adaptive IDS framework built on the MAPE-K model, designed to
enable continuous monitoring, automated decision-making, and sustainable threat mitiga-
tion at the edge. Chapter 8 details the development and evaluation of EdgeShield-DRL, a
lightweight IDS targeting Mirai and Gafgyt malware, validated through real-world testbed
experiments focusing on resource-aware deployment. Chapter 9 concludes the dissertation by
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summarizing key findings, contributions, and limitations and outlining potential directions
for future research in sustainable, adaptive IoT security.
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CHAPTER 2 BACKGROUND AND DEFINITIONS

2.1 Chapter Overview

This chapter provides an overview of IoT edge architecture, its security challenges, and the
role of IDS. Furthermore, we discuss SDN and DRL approaches, e.g., Deep Q-Network (DQN)
and Proximal Policy Optimization (PPO), to enhance security and resource management in
IoT systems.

2.2 IoT Edge Architecture

IoT edge computing addresses latency issues by processing data closer to its point of origin.
In addition to reduced latency, the IoT edge architecture enhances security and provides
a smoother end-user experience. As shown in Figure 2.1, the architecture consists of key
components, including IoT terminal devices (e.g., smart sensors), IoT edge gateways (e.g.,
Raspberry Pi, Intel NUC), and edge servers, which serve as small-scale computing centers. In
our approach, we deploy lightweight detection models and techniques specifically customized
to address the unique security challenges associated with these components and attacks.

Figure 2.1 IoT edge architecture.

These detectors are implemented on each IoT edge gateway, enabling them to monitor and
manage the connected IoT devices for data collection and basic processing tasks. The central
computational hub’s edge server has greater processing power and memory. This allows it
to handle more complex calculations and analysis, with the findings being communicated
back to the IoT edge gateway via various network interfaces. The gateway can sense and
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drive the IoT terminal devices to collect and process data. Moreover, the edge server, being
the core processing and computing unit located at the edge of the IoT network, possesses
more powerful computing capabilities and relatively rich memory resources [45] [46] [47].
Therefore, the edge server can handle complex calculation and analysis tasks more effectively
and send the findings to the IoT edge gateway through various network interfaces. The
resource constraints typical of IoT edge devices, e.g., limited energy and processing power,
necessitate lightweight, energy-efficient solutions. Addressing these constraints is a technical
challenge and a sustainability imperative, as inefficient systems contribute to increased carbon
footprints in IoT ecosystems.

2.3 IoT Security

This section examines IoT architecture, layer-specific security challenges, IDS roles, and
mitigation strategies [48]. The IoT connects billions of devices, facilitating data exchange
and automation across industries. However, this connectivity introduces significant security
challenges, necessitating robust IDS to safeguard IoT ecosystems [49]. IDS mitigates security
breaches by analyzing network traffic, device behavior, and system events.

2.3.1 IoT Architecture, Security Challenges, and the Role of IDS

IoT systems consist of three primary layers: the Perception Layer, the Network Layer, and
the Application Layer. Each layer faces unique security threats, and IDS plays a vital role
in identifying and mitigating these risks [50] [51].

2.3.2 Perception Layer: Physical Interaction and Data Collection

The Perception Layer integrates sensors, actuators, RFID tags, and embedded systems to
collect real-world data. As IoT devices operate on limited resources (i.e., lower capacity
batteries, lower memory, etc.), they are easily vulnerable to threats, e.g., physical tamper-
ing, where attackers manipulate devices to disrupt operations [52]. Mitigation strategies,
i.e., tamper-resistant hardware to prevent unauthorized physical access and IDS with real-
time anomaly detection to identify irregular network behavior [53], provide essential defenses
against cyber threats. Data injection and spoofing, where false data misleads systems, can
destabilize infrastructures, e.g., smart grids. Anomaly-based IDS effectively detects such de-
viations. Firmware exploitation, enabling malware injection, is countered using secure boot
and signature-based IDS. Lightweight IDS solutions are crucial for monitoring data streams
and maintaining robust security without overburdening devices [54] [55].
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Network Layer: Communication Backbone

The Network Layer manages data transmission between devices, gateways, and cloud sys-
tems, exposing it to threats targeting communication protocols, traffic flows, and routing
mechanisms. MITM attacks intercept and alter data during transmission. Encryption-aware
anomaly-based IDS detects unauthorized communication attempts [56] to solve Man-in-the-
Middle attacks. The DDoS attacks, e.g., the Mirai botnet, overwhelm network resources
using compromised IoT devices, which can be mitigated through distributed IDS for edge
device monitoring and traffic filtering. Routing attacks that manipulate routing tables are
countered with signature-based IDS to detect known anomalies and anomaly-based IDS for
suspicious patterns. Replay attacks, reusing legitimate packets for unauthorized actions, are
mitigated through timestamping and IDS to flag duplicate packets. IDS functionality in-
cludes real-time ML traffic monitoring, lightweight IDS at edge nodes, and protocol-specific
IDS tuned for MQTT, CoAP, and other IoT protocols to enhance detection accuracy [57] [58].

2.3.3 Application Layer: Data Processing and Service Delivery

The Application Layer processes data for services such as predictive maintenance, remote
monitoring, and analytics, interacting with users and external systems. This exposes it to
threats, e.g., malware and ransomware, and exploits software vulnerabilities to inject mali-
cious code [59]. Different techniques are already in practice to solve these problems. Among
them, Signature-based IDS detects known malware, while behavioral IDS identifies unusual
application behavior [60]. Data privacy breaches involving sensitive information, e.g., health
or financial data, are mitigated through AES-256 encryption [61] and IDS to detect unau-
thorized access attempts. Privilege escalation, where attackers exploit weak authentication
to gain administrative control, is countered using behavioral IDS to monitor and prevent
unauthorized access patterns [62]. IDS at this layer also monitors anomalies, integrates with
firewalls and patch management systems, and detects API exploitation through behavior
analysis and rule-based monitoring [63].

2.3.4 Cross-Layer Threats and IDS Deployment

Some security threats span multiple IoT layers, requiring advanced IDS. Advanced Persistent
Threats (APTs) involve prolonged infiltration using reconnaissance and zero-day vulnerabil-
ities. AI-driven IDS detect these subtle, long-term attack patterns. Insider threats, where
authorized users misuse privileges, are addressed with behavioral analytics-based IDS to
detect deviations in user activity. Supply chain attacks from compromised hardware or soft-
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ware during manufacturing are mitigated by IDS monitoring hardware integrity and firmware
updates for abnormal behavior [64] [65] [66].

2.4 Software-Defined Networking (SDN) in IoT Security

The proliferation of IoT devices has introduced significant security challenges due to the vast
number of connected endpoints, the heterogeneous nature of IoT networks, and the increas-
ing sophistication of cyber threats [67]. Traditional network architectures, which rely on
static configurations and decentralized security management, struggle to address these chal-
lenges effectively. SDN provides a transformative solution by decoupling the control and data
planes, enabling centralized network management, dynamic security enforcement, and real-
time threat mitigation. By leveraging SDN, IoT security is significantly enhanced through
automated threat response, network segmentation, traffic visibility, and policy-driven secu-
rity enforcement [68].
A primary advantage of SDN in IoT security is its ability to provide centralized threat detec-
tion and automated response. Traditional networks rely on distributed control mechanisms
and manual configurations, making responding to emerging threats in real-time complex.
On the other hand, SDN continuously monitors network traffic and detects security anoma-
lies, such as DDoS attacks, malware propagation, and unauthorized access attempts. By
integrating with Intrusion Detection and Prevention Systems (IDPS) and AI-driven threat
intelligence, SDN controllers can automatically apply countermeasures, including blocking
malicious IP addresses, rerouting network traffic, or isolating compromised devices. This
automation significantly reduces response time and enhances the overall security posture of
IoT networks [69] [70].
Another critical aspect of SDN’s role in IoT security is its ability to enforce network segmen-
tation and attack containment. Unlike traditional segmentation methods that rely on static
VLANs or firewall rules, SDN enables dynamic micro-segmentation, which isolates devices
and applications into logically separated network zones. This approach limits an attacker’s
ability to move laterally within the network, thereby reducing the potential impact of a se-
curity breach. For instance, in industrial IoT (IIoT) networks, SDN can segment operational
technology (OT) networks from general IT networks, ensuring that critical infrastructure
remains secure even if an IoT endpoint is compromised. Similarly, in healthcare IoT, SDN
can isolate medical devices such as infusion pumps and patient monitors from administrative
systems, preventing cyber threats from affecting life-critical operations [71].
SDN also improves IoT security by providing enhanced traffic visibility and anomaly de-
tection. Traditional IoT networks often lack comprehensive monitoring capabilities, making
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detecting and preventing sophisticated cyber threats difficult. SDN, however, offers a central-
ized, real-time view of network traffic, allowing security administrators to analyze data flows
and identify suspicious behavior [72]. By integrating with big data analytics and machine
learning models, SDN can detect unusual network activities, such as unauthorized data exfil-
tration, unexpected communication patterns, and connections to blacklisted domains. This
increased visibility enhances early threat detection and enables proactive security measures
to prevent attacks before they escalate.
Another key advantage of SDN in IoT security is its ability to enforce policy-driven security
controls. In contrast to traditional networks, where security policies must be manually con-
figured across multiple devices, SDN enables centralized, automated policy enforcement [73].
Security administrators can define access control policies that dynamically adapt to changing
network conditions and emerging threats. For example, SDN can enforce context-aware ac-
cess controls, where device permissions are granted based on their security posture, location,
and role within the network. SDN integrates seamlessly with Security Information and event
management systems, enabling continuous monitoring and automatic policy updates based
on real-time threat intelligence.

2.4.1 Machine Learning in IoT Security

ML has become a powerful tool for securing IoT systems by enabling intelligent threat de-
tection, anomaly identification, and automated response mechanisms. Unlike traditional
security approaches that rely on predefined rules and static configurations, ML-driven IoT
security systems continuously learn from network behavior, making them adaptable to evolv-
ing cyber threats. ML models play a crucial role in IDS by analyzing traffic patterns and
distinguishing between normal and malicious activities. Supervised learning algorithms, e.g.,
DT and RF, classify IoT network traffic to detect anomalies. In contrast, Deep Learning
(DL) models, e.g., Convolutional Neural Networks (CNNs) and Long Short-Term Memory
(LSTM) networks, identify sophisticated attack patterns, including zero-day threats. Addi-
tionally, unsupervised learning techniques, e.g., clustering and autoencoders, enhance security
by detecting unknown attack vectors without prior labeled data. RL further strengthens IoT
security by enabling adaptive decision-making for automated attack mitigation, optimizing
firewall rules, and managing network access dynamically. Despite its advantages, ML in IoT
security faces several limitations. One of the significant challenges is the resource constraints
of IoT devices, which often lack the computational power and memory to execute complex
ML models in real-time. Deploying lightweight, edge-based ML solutions requires optimized
architectures and Federated Learning (FL) approaches. Data quality and availability are
also critical concerns, as ML models require large, diverse datasets for practical training, yet
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IoT networks often generate fragmented and imbalanced security data. The susceptibility to
adversarial attacks is another major limitation, as attackers can manipulate ML models by
injecting poisoned data, leading to false negatives in threat detection. Moreover, the lack
of interpretability in DL models raises concerns in critical IoT applications, where security
decisions must be explainable and verifiable. Addressing these challenges requires ongoing
research in lightweight ML models, adversarial defense mechanisms, and privacy-preserving
learning techniques to enhance the resilience of ML-driven IoT security solutions.

Decision Trees (DT)

In IDS, DT is a key ML method for analyzing network data. They use trees, e.g., models,
to break down network features into binary decisions, evaluating network attributes at each
node to identify effective splits. This creates a rule-based hierarchy that excels at spotting
differences between normal and suspicious network activities. DTs are valued for their clarity
and ease of interpretation, playing a vital in improving cybersecurity by identifying unusual
or unauthorized actions [74] [75].

Random Forest (RF)

The algorithm is highly valued in IDS for its precision in classifying network data. Utilizing
RF, an ML algorithm, it creates a group of DT to assess various network attributes, effectively
distinguishing between normal and malicious activities. RF excels in managing large datasets,
balancing IDS data disparities, and minimizing overfitting, making IoT and network security
crucial. It achieves accurate detection of unusual network behaviors [76] [77].

k-Nearest Neighbors (KNN)

The KNN algorithm is a key IDS tool known for its effective similarity-based classification.
It compares network traffic with existing labeled data using distance metrics to classify new
instances, with ’k’ indicating the number of neighbors considered. This method is crucial for
identifying regular versus abnormal network activities, offering a simple yet versatile solution
for real-time IDS. KNN excels in both binary and multiclass problems, providing quick,
reliable categorizations crucial for responding to threats in dynamic networks [78] [79] [80].

Long Short-Term Memory (LSTM)

LSTM networks, a type of recurrent neural network, are highly effective in analyzing sequen-
tial data for IDS. Their unique memory cells excel at identifying complex patterns in network
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traffic, making them adept at spotting advanced threats that traditional methods may miss.
LSTMs are especially valuable for maintaining context over data sequences, which is crucial
for distinguishing between normal and malicious network activities. Their application in
IDS significantly boosts cybersecurity, especially in dynamic and IoT networks, by adapting
to new threats and efficiently handling varying data lengths, offering a robust solution to
modern cybersecurity challenges [81] [82].

Convolutional Neural Network (CNN)

CNNs provide a resilient DL methodology for IDS. CNNs are widely recognized for their
ability to independently acquire hierarchical features from network traffic. This is achieved
through convolutional, pooling, and fully connected layers, which enable the discernment of
spatial patterns in the traffic data. This capacity facilitates the recognition of both well-
established and new threats. CNN in IDS is crucial in enhancing cybersecurity defenses
against a wide range of cyber threats due to their capacity to scale effectively and efficiently
handle real-time data [83] [84].

Hybrid model of LSTM and CNN

Integrating LSTM and CNN models into IDS significantly boosts network security by com-
bining the spatial analysis capabilities of CNNs with the temporal pattern recognition of
LSTMs. This hybrid approach detects complex cyber threats by analyzing network traffic
data in both spatial and temporal dimensions. CNNs effectively identify security breaches
through local pattern recognition, while LSTMs track the sequence of network events over
time, offering a detailed understanding of potential threats. This fusion results in more ac-
curate and efficient detection of sophisticated, multi-stage attacks, reducing false positives
and adapting to new threats, thereby enhancing overall anomaly detection and maintaining
network integrity without excessive alerts [85] [86].

Enhanced Intrusion Detection Deep learning Multi-class Classification Model
(EIDM)

EIDM is a cutting-edge IDS approach that expertly handles many network events. Its de-
sign combines convolutional and dense layers to tackle the challenges of class diversity and
data imbalance. The model begins with a 120-node dense layer, followed by an 80-neuron
convolutional layer with a kernel size of 20 to better distinguish between similar network
activities. It also features a Maxpooling layer for enhanced feature extraction and a dropout
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layer to avoid overfitting. EIDM can classify 15 network behaviors through six dense layers,
using ’relu’ activation and SGD and Adam optimizers for optimal accuracy and efficiency.
According to [87], EIDM’s unique structure and optimization techniques make it a standout
solution for improving network IDS.

2.5 DRL for IoT Security

DRL leverages artificial intelligence (AI) to optimize security mechanisms in complex and
dynamic IoT networks. By combining DL with RL, DRL-based security systems can con-
tinuously adapt to evolving cyber threats, making them highly effective for securing IoT
networks. A key application of DRL in IoT security is its role in IDS, where DRL models
detect anomalies by learning patterns of normal and malicious traffic.
Traditional IDS solutions rely on static rules and signature-based detection, rendering them
ineffective against zero-day attacks and sophisticated threats. DRL-based IDS, however,
continuously learns from real-time network traffic, allowing it to identify new and previously
unseen attack patterns. By interacting with the network environment and refining its de-
cisions based on feedback, a DRL agent enhances its ability to detect and mitigate threats
dynamically. Unlike static rule-based IDS, DRL models generalize across attack vectors and
adapt to evolving adversarial strategies.
Beyond detection, DRL enables automated attack mitigation and response. DRL agents can
be trained to execute real-time security decisions, such as blocking malicious traffic, isolating
compromised devices, or reconfiguring network policies to prevent further exploitation. This
autonomous defence mechanism reduces human intervention, minimizes response time, and
enhances overall security. In IoT networks, DRL-based security frameworks protect critical
infrastructure from cyber-physical attacks targeting industrial control systems (ICS) and OT
networks.
DRL enhances access control and authentication by dynamically managing security policies
based on real-time contextual data. Unlike traditional access control mechanisms that rely
on static credentials, DRL models assess user behavior, device trust levels, and network
conditions to grant or restrict access dynamically. This adaptive approach strengthens IoT
security by mitigating unauthorized access and insider threats. Additionally, DRL optimizes
IoT network traffic management and policy enforcement. Given IoT deployments’ large-
scale and heterogeneous nature, ensuring seamless network performance while maintaining
robust security is challenging. DRL-based models dynamically allocate resources, optimize
network configurations, and enforce security policies based on real-time threat analysis. This
is particularly beneficial in edge computing environments, where computational resources are



16

limited, and security decisions must be made locally without reliance on centralized cloud
processing.

2.5.1 Deep Q-Network (DQN)

In this study, we adopt the DQN architecture to model the IDS framework described in Sec-
tion 7.4, following the approach introduced by [88]. DQN, the RL model introduced by [89],
uses two distinct deep neural networks, the prediction network and the target network, both
employed to approximate Q-values. The prediction network estimates Q(s, a), representing
the Q-values for all potential actions in the current state. Meanwhile, the target network
calculates Q(s′, a′), corresponding to the next state’s Q-values. Using these dual networks
helps mitigate the instability often encountered in RL training by decoupling the updating
process.
DQN aims to converge to the optimal Q-function, as described in Equation (2.1). The opti-
mal policy π maximizes the expected cumulative future rewards by selecting an action at at
state st. The parameter γ, known as the discount factor, controls the trade-off between im-
mediate and long-term rewards. The Q-values are updated recursively based on the Bellman
equation [90], as shown in Equation (2.2), where α is the learning rate.

Q∗(s, a) = max
π

E
[
Rt + γRt+1 + γ2Rt+2 + . . . | st = s, at = a, π

]
(2.1)

Q(s, a)← Q(s, a) + α
[
R(s, a) + γ max

a′
Q(s′, a′)−Q(s, a)

]
(2.2)

DQN minimizes a loss function to optimize the learning process, as shown in Equation (2.3).
In this equation, θ represents the parameters of the prediction network, while θ− refers to the
parameters of the target network. Instead of updating the prediction network by computing
the entire summation, stochastic gradient descent (SGD) is used to adjust its parameters
iteratively. Additionally, the target network’s parameters are periodically updated from the
prediction network’s parameters after every Ttarget steps, improving the stability of training.

L(θ) =
∑

s,a,r,s′

(
r + γ max

a′
Q(s′, a′; θ−)−Q(s, a; θ)

)2
(2.3)

This loss function ensures that the prediction network minimizes the difference between its es-
timated and target Q-values, allowing it to approximate the true Q-values accurately. By pe-
riodically synchronizing the target network with the parameters from the prediction network,
the DQN stabilizes the learning process, reducing oscillations and divergence throughout the
training.
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2.5.2 Importance of Energy Consumption, CPU Usage, and CPU Load

Energy consumption is a critical factor for IoT devices [91] [92], especially those in edge
computing where power is limited. Low energy use is vital for extending the device’s lifespan
and ensuring consistent performance in energy-constrained situations. Excessive energy use
can lead to frequent downtimes and reduced reliability, which is especially problematic in
critical IoT applications.
Similarly, CPU usage and CPU load are crucial indicators of how efficiently a device operates.
High CPU usage can slow down processes and cause delays, disrupting real-time monitoring
and automated systems that depend on quick responses. On the other hand, CPU load shows
how well a device manages multiple tasks simultaneously, which is essential for maintaining
overall system stability and ensuring that security measures do not interfere with other
important functions. By closely monitoring these metrics and analyzing their impact, we
can ensure that the DRL-based IDS detects and responds to threats effectively and uses
resources efficiently. Achieving this balance is essential for deploying security solutions in the
resource-limited hardware typical of many IoT applications.

2.5.3 Proximal Policy Optimization (PPO)

PPO is a policy-based DRL method designed to improve training efficiency and stability in
IDS for IoT security. Unlike value-based methods like DQN, which rely on estimating Q-
values, PPO optimizes the policy function, making it well-suited for continuous and dynamic
IoT security challenges.
PPO enhances real-time threat detection and resource allocation by refining policy updates
through a clipped surrogate objective, preventing drastic policy changes that could destabi-
lize training. This ensures more stable convergence and prevents the oscillations commonly
encountered in other policy gradient methods. PPO achieves this by limiting the step size
in policy updates, which helps balance exploration and exploitation, improving learning effi-
ciency. The PPO objective function is defined as follows:

L(θ) = Et [min (rt(θ)At, clip(rt(θ), 1− ϵ, 1 + ϵ)At)] (2.4)

A key advantage of PPO in IDS applications is its ability to dynamically adapt to evolv-
ing attack patterns. Since IoT networks are highly heterogeneous and experience frequent
changes in traffic patterns, traditional IDS solutions struggle to generalize across different
attack types. PPO-based IDS models continuously adjust their policies based on real-time
feedback, allowing them to respond more effectively to new and unseen threats. By inter-
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acting with the environment and optimizing policy updates iteratively, PPO improves the
system’s ability to detect sophisticated cyber threats, including zero-day attacks and adver-
sarial intrusions.
Beyond IDS, PPO also plays a crucial role in resource-efficient security enforcement. IoT de-
vices operate under stringent computational and energy constraints, making it essential for
IDS solutions to balance security performance with resource utilization. PPO-based models
can dynamically allocate system resources—such as CPU cycles, memory, and energy—based
on the severity and likelihood of security threats. PPO ensures that IoT security mechanisms
remain efficient and lightweight by prioritizing critical threats while minimizing unnecessary
computations.
Another key benefit of PPO in IoT security is its scalability in edge and cloud environ-
ments. Unlike traditional IDS frameworks that rely on centralized processing, PPO can be
deployed in decentralized edge computing environments, where security decisions must be
made with minimal latency. PPO’s ability to optimize decision-making at the edge ensures
faster response times and reduces dependency on cloud-based processing, making it suitable
for real-time IoT security applications.

2.5.4 IoT patterns

This section examines the core concepts of six security patterns and their importance in secur-
ing the intracoastally and interconnectively IoT-edge gateway. Implementing the Stuttgart
patterns [1] was considered essential, as they provide a comprehensive set of IoT security
patterns [93]. Moreover, the Stuttgart patterns address critical threats with robust protec-
tion and resource efficiency tailored for IoT systems. They simplify complex implementa-
tions through abstraction and ensure adaptability in heterogeneous ecosystems with context-
specific customization. These patterns integrate seamlessly into secure development method-
ologies, providing systematic security throughout the lifecycle. Their effectiveness optimizes
security for resource-constrained devices, making them practical for diverse IoT systems.
This blend of abstraction, adaptability, and efficiency highlights their value in advancing se-
cure IoT systems [1]. Additionally, we integrated the SSN pattern [94] to ensure secure data
transmission between the server, user, and the edge gateway, along with its attached sensors.

2.5.5 Personal Zone Hub (PZH)

The growing prevalence of IoT devices has presented users with a concomitant increase in the
complexity of managing these devices’ permissions, data sharing, and control across various
gateways and cloud systems. To address these challenges, PHZs have emerged as a viable
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Figure 2.2 PZH pattern solution sketch [1].

solution. PHZs enable users to effectively manage, control, and integrate their devices, ser-
vices, applications, and workflows. Furthermore, PHZs offer the added advantage of creating
a permanently addressable hub, allowing users to selectively share access to different parts
of the data and functionality encompassed by the PHZs. As a result, PHZs represent a
promising solution to the challenges associated with managing and controlling IoT devices
in a network.

2.5.6 Trusted Communication Partner (TCP)

In a dynamic environment, a device may have multiple communication options available.
However, not all of these communication partners may be familiar or reliable. Some may even
pose a security threat; attackers may exploit these communication media to gain unauthorized
access to the device and its network. To mitigate such risks, it is recommended to configure
the device with a single trusted communication partner or a list of dependable communication
partners. This pattern enables secure incoming and outgoing communication with these
trusted partners, restricts other communication attempts, and promptly alerts the designated
person in charge for further investigation.

2.5.7 Outbound-Only Connection (OOC)

The proliferation of IoT devices has created a new avenue for malicious actors to access in-
dividuals’ personal and sensitive information. Cybercriminals often exploit vulnerabilities in
these devices by sending unsolicited communication requests that trick the device into con-
necting to a compromised network. To mitigate such risks, many IoT devices are programmed
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Figure 2.3 Trusted Communication Partner pattern solution sketch [1].

Figure 2.4 Whitelist pattern solution sketch [1].

only to allow authorized connections, thereby preventing unauthorized access attempts. This
controlled connection OOC pattern allows the devices to initiate and maintain connections
without rejecting all incoming communication requests without proper authorization.

2.5.8 Blacklist (BL)

Privileges, whether they are freely given or explicitly granted, are susceptible to abuse. Estab-
lishing measures to prevent ongoing abuse and restrict potential future abuse is imperative.
To achieve this, maintainers frequently create a BL containing records of individuals identified
as abusive users or who misused their privileges. By maintaining such a list, the maintainers
can better manage the privileges and ensure they are only granted to trustworthy individuals.
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Figure 2.5 Outbound-Only Connection pattern solution sketch [1].

Figure 2.6 Blacklist pattern solution sketch [1].

2.5.9 Whitelist (WL)

The WL functions in contrast to the BL, which blocks known abusive communication part-
ners. However, while the BL is incomplete, the WL limits the number of possible attacks
by providing an administrative interface to add communication partner identifiers. This
interface enables the checking of privileges that the WL controls. When a communication
partner on the WL requests a privilege, the system can proceed. Conversely, the system
automatically denies the request if the requester is not on the WL. Thus, the WL serves as
an effective means of limiting access to known communication partners.

2.5.10 Secure Sensor Node (SSN)

A sensor node seamlessly performs data collection and transmission tasks in a sensor net-
work. However, suppose the sensor node lacks security mechanisms. In that case, it may
be vulnerable to various security issues, such as privacy, integrity, and confidentiality. This
can compromise the data stored, transmission, and the environment it interacts with. The
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SSN pattern tells a sensor node how to securely send and store data in a WSN, regardless
of its topology. A secure sensor node can encrypt data in communications and storage while
keeping a record of events for auditing purposes. As the sensor node covers other aspects of
the node without special security considerations, it has no mechanisms or design decisions.
To deliver security features to a sensor node, it is necessary to apply additional components
to encrypt data, log events, and perform authentication and authorization processes with
other WSN nodes.

2.6 Resource Efficiency, Response Time, and Sustainability in DRL-based IDS

Several critical factors govern the performance, scalability, and sustainability of DRL-based
IDS, including carbon emissions, CPU usage, energy consumption, memory usage, and IDS
response time for detecting attacks. These factors play a pivotal role in ensuring the practical
viability of IDS implementations, particularly in resource-constrained edge gateways.
Carbon emissions, as a byproduct of energy consumption, provide a quantifiable measure
of the environmental footprint associated with the operation of the IDS. Designing energy-
efficient systems that adhere to green computing principles is imperative for promoting sus-
tainability in IoT deployments, often characterized by extensive and distributed networks.
CPU usage indicates the computational demand placed on the edge gateway by the IDS.
High CPU utilization affects the system’s real-time responsiveness and hinders scalability,
leading to potential performance bottlenecks and delayed attack detection. Maintaining low
computational overhead is essential for ensuring reliable operation in dynamic IoT settings.
Energy consumption is a particularly significant concern for resource-constrained edge
gateways, where inefficiencies can rapidly deplete power reserves, increase operational costs,
and undermine system reliability. Optimizing energy usage is critical to extending the oper-
ational lifespan of IoT devices, especially in scenarios relying on battery-powered gateways.
Memory utilization reflects the ability of the IDS to process data streams and perform
real-time threat detection without exceeding the hardware constraints of edge devices. Effi-
cient memory management is crucial for maintaining system stability and ensuring consistent
performance, even during high workloads or peak traffic conditions.
Response time and latency are fundamental metrics for assessing the effectiveness of an
IDS in detecting and mitigating threats. Response time refers to how quickly the IDS can
detect an attack and trigger mitigation actions, while latency represents the delay introduced
by the IDS in processing network traffic. Minimizing response time is critical in IoT networks
where cyberattacks, e.g., DDoS, can rapidly disrupt services and cause operational failures.
A slow IDS may allow attackers to exploit vulnerabilities before appropriate countermeasures
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are enacted, leading to severe consequences such as device takeovers, data breaches, and ser-
vice downtime.
Similarly, high latency negatively impacts real-time IoT applications, such as autonomous
vehicles, industrial automation, and healthcare monitoring systems, where even slight de-
lays in decision-making can cause catastrophic failures. Thus, an effective IDS must balance
detection accuracy and computational efficiency to ensure real-time threat mitigation while
maintaining low processing overhead [95] [67]. This is especially important for resource-
constrained edge gateways, where excessive response time or latency may degrade overall
system performance. An IDS can provide timely, efficient, and scalable security solutions
for protecting IoT networks against evolving cyber threats by optimizing response time and
latency.

2.6.1 DDoS Probability in IoT Edge Systems

DDoS probability refers to the likelihood of an IoT system experiencing a DDoS attack. This
probability depends on various factors, including network vulnerability, traffic anomalies,
and the presence of botnets. Due to their low computational resources and lack of robust
security mechanisms, IoT devices are highly likely to be targeted by attackers. Understanding
and predicting DDoS probability is crucial for developing proactive defense mechanisms and
enhancing the resilience of IoT edge systems.

2.7 Chapter Summary

This chapter provided the foundational concepts for understanding the proposed IDS frame-
work in IoT edge computing. It began by introducing the IoT edge architecture and its core
components, emphasizing the need for lightweight, energy-efficient security mechanisms due
to the constrained nature of edge gateways. A detailed analysis of IoT security challenges
was presented across the perception, network, and application layers, along with the role of
IDS in mitigating various threats such as data injection, DDoS, MITM, and insider attacks.
The chapter also explored the value of SDN in enhancing IoT security through centralized
management, real-time threat mitigation, and policy enforcement. ML techniques,e.g., su-
pervised, unsupervised, and DL methods, were discussed for their effectiveness in intrusion
detection. Specific algorithms such as Decision Trees, Random Forest, KNN, CNN, and
LSTM were introduced, along with hybrid models and advanced architectures, e.g., EIDM.
DRL was presented as a powerful solution for adaptive, autonomous IoT security. The me-
chanics of DQN and Proximal PPO were explained in detail, showcasing their capabilities in
real-time anomaly detection, policy optimization, and energy-aware threat response. Addi-
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tionally, the chapter highlighted six IoT security patterns, e.g., PZH, TCP, OOC, BL, WL,
and SSN, that support secure data handling and communication in edge systems. Finally,
critical performance considerations, e.g., CPU usage, memory consumption, response time,
energy efficiency, and sustainability, were examined in relation to DRL-based IDS. Minimiz-
ing latency and carbon footprint in real-time IoT environments was emphasized, reinforcing
the chapter’s relevance to technical performance and environmental responsibility.
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3.2 Chapter Overview

This chapter reviews previous studies on applying DRL to IDS in IoT systems. We analyze
the challenges of securing IoT networks, traditional IDS limitations, and DRL’s potential
for adaptive threat detection. Additionally, we examine benchmarking methods, dataset
utilization, and scalability concerns while identifying key research gaps.

3.2.1 Deep Q Network (DQN)

Yucheng Liu et al. [96] proposed a multi-layered defense system based on DQN to adjust the
IP blocking time in IoT systems dynamically. This system has the advantage of reducing the
false positive rate to a great extent and not disrupting the service due to the wrong threat
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identification. This study achieved an accuracy of 96% in single-layered attack scenarios and
97% in multi-layered attack scenarios. Underlying such practical utility and potential for
broader adoption in IoT security is adherence to IEEE P2668 standard, with consequences
for scalable applications in the current emerging Metaverse.
Xing Liu et al. [97] explored the application of DRL to the Industrial Internet of Things
(IIoT), presenting a system design that evaluates vulnerabilities to adversarial attacks. The
study categorized the attacks into two main types: function-based attacks that disrupt the
DRL model during training and performance-based attacks that manipulate system opera-
tions post-training. Empirical results from simulations demonstrate that these attacks sig-
nificantly impair system functionality, highlighting the need for robust security measures in
IIoT systems.
T.V. Ramana et al. [98] proposed an advanced IDS framework utilizing the RL-DQN model
for IoT systems. This dual-layer security system operates across edge and cloud layers, with
the edge network achieving a binary attack classification accuracy of 92.8% and the cloud
network performing multi-attack classification with an accuracy of 98.2% on the UNSW-NB-
15 dataset. The framework employs Markov Decision Processes (MDP) to dynamically adapt
to varying network conditions, thereby enhancing the robustness of IDS. The RL-DQN model
outperformed traditional ML models, including Random Forest (86.9% accuracy), Gradient
Boosting Machine (88.3% accuracy), and Convolutional Neural Networks (90.9% accuracy)
on similar datasets. The RL-DQN model demonstrated a recall rate of 98.7% and a preci-
sion rate of 93.2%, highlighting its superiority in detecting and classifying intrusions across
various datasets, including the IoTID20 dataset.
Sreekanth Vadigi et al. [99] introduced an innovative IDS that leverages FL combined with
DRL, specifically employing DQN across distributed agents in IoT enterprise networks. The
system incorporates a dynamic attention mechanism to enhance detection accuracy while
preserving data privacy across the network. Experimental evaluation of the proposed sys-
tem on the ISOT-CID and NSL-KDD datasets demonstrated impressive results. The system
achieved an accuracy of 99.66% on the ISOT-CID dataset and 96.7% on the NSL-KDD
dataset, coupled with very low false positive rates of 0.0017 and 0.019, respectively. These
performance metrics surpass conventional IDS approaches, such as Support Vector Machines
(SVMs) and DT, which typically exhibit lower accuracy levels, often between 85% and 90%.
Xiaoxue Ma et al. [100] proposed a decision-making framework for intrusion response in
fog computing environments, utilizing a Minimax-DQN variant. This adaptation of DQN
optimizes strategies to respond to cyber-attacks by modeling the interactions between IDS
and attackers as a Markov game. Their model significantly enhances the strategic decision-
making capabilities of fog computing environments, effectively demonstrating the practical
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application of DRL in mitigating cyber risks. The experimental results validate the model’s
efficacy, showing that the proposed algorithm substantially increases the IDS’s probability
of winning against attackers, achieving a win rate of 94.6% against random strategies and
outperforming standard DQN setups by 3.7% Zhang et al. [101] introduced a defense mech-
anism for IoT edge devices using DRL in IoT, a zero-sum game framework. They enhance
the interaction model between attackers and edge devices by integrating a modified KNN
algorithm with Dynamic Time Warping (DTW). This approach analyzes network traffic and
data interactions, crucial for identifying vulnerabilities. The strategy optimizes defensive
responses, adapting to evolving IoT challenges and improving device resilience against cyber
threats. Empirical results validate the model’s effectiveness, showing decreased attacker pay-
offs and enhanced security metrics. This leads to a notable reduction in successful attacks,
demonstrating the practical utility of their approach in real-world scenarios.
Mohammad Al-Fawa’reh et al. [102] introduced a sophisticated detection system for malware
botnets in IoT networks named MalBoT-DRL. The system leverages DRL to manage the
evolving patterns of malware dynamically. It incorporates damped incremental statistics,
specifically mean, variance, and covariance of network traffic features, along with an atten-
tion reward mechanism in IoT. This combination enhances the system’s adaptability and
generalizability, effectively addressing the issue of model drift. Performance evaluations of
MalBoT-DRL, conducted through trace-driven experiments on two representative datasets,
demonstrate its efficacy, with the system achieving an average detection accuracy of 99.80%
in the early detection phase and 99.40% in the late detection phase.
By adopting traditional DRL frameworks, Manuel Lopez-Martin et al. [103] replace the in-
teractive real-time system with a simulated environment that utilizes pre-recorded datasets
of intrusions, specifically NSL-KDD and AWID. This method generates rewards based on
detecting errors during training, effectively leveraging supervised learning techniques. The
researchers evaluated several DRL models, including DQN (96.87% accuracy), Double Deep
Q-Network (DDQN) (97.85% accuracy), Policy Gradient (PG) (94.50% accuracy), and Actor-
Critic (AC) (95.12% accuracy), with DDQN emerging as the best-performing model. The
study highlighted that DRL can significantly enhance IDS capabilities, offering improvements
in both speed and accuracy over conventional ML techniques.

3.2.2 Modified DRL (MDRL)

Almasri et al. [104] suggested a new two-phase security solution to increase the level of safety
for IoT devices in smart cities. In the first phase, the system uses a cascaded adaptive neuro-
fuzzy inference system to detect anomalies in network traffic from possibly compromised
devices, issuing an alarm to system administrators. Subsequently, the MDRL strategy isolates
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the compromised devices, cutting off their network communication to prevent further damage.
This approach achieved a very high accuracy of about 98.7%, with minimal false alarm rates,
and hence, guarantees smooth operation and effective delivery of smart city network services.

3.2.3 Deep Q-Learning DQL)

Jiushuang Wang et al. [105] introduced ReLFA, an advanced IDS specifically designed to
counteract Link Flooding Attacks (LFA) in SDN for IoT systems. ReLFA utilizes Rényi
entropy to detect anomalies in network traffic, effectively identifying the subtle and varied
patterns characteristic of LFAs. This IDS leverages DQL to adjust network routing dynami-
cally, ensuring the system maintains optimal performance even under attack conditions. By
integrating DRL into the IDS, ReLFA detects and mitigates attacks in real-time, enhanc-
ing IoT networks’ overall security and resilience. The effectiveness of ReLFA as an IDS is
demonstrated through simulation results, showing that ReLFA achieves faster rerouting and
mitigation compared to existing methods, such as LFADefender and Woodpecker. Specifi-
cally, ReLFA’s rerouting process is much quicker, reducing the time required to alleviate the
impact of LFAs and restoring normal network operations more efficiently.
Nisha Kandhoul et al. [106] proposed the Deep Q-Learning Security (DQNSec), a novel rout-
ing protocol for the Opportunistic Internet of Things (OppIoT) that leverages DQL. This
protocol conceptualizes OppIoT as a Markov decision process and employs value-based and
policy-based DQL methods to predict and mitigate threats dynamically. Their extensive
simulations, using real data traces from Kaggle’s Microsoft Malicious dataset, underscore
the robustness of DQNSec against traditional ML-based routing protocols. Specifically, the
DQNSec protocol showcased a delivery probability of 47.9%, which was significantly supe-
rior to other ML-based solutions such as RFCSec (35.4%), RLProph (33.4%), CAML (32%),
and MLProph (29.4%). Additionally, the protocol demonstrated lower average latency and
packet drop rates, with an average latency of 1874.58 seconds and 2679 packets dropped,
establishing its efficiency, accuracy, and enhanced responsiveness to network anomalies.
Jiadai Wang et al. [107] explored the enhancement of security in the SDN-enabled IIoT
through DRL. Their study highlighted that Forwarding Nodes (FNs) are vulnerable to a spec-
trum of cyber-attacks. They proposed a novel attack tolerance scheme that employs DQL
to adaptively direct traffic away from compromised FNs, thereby minimizing the impact of
these attacks. The scheme’s effectiveness is bolstered by using a Generative Adversarial Net-
work (GAN) to generate realistic network traffic data, enhancing both the training and the
evaluation of the DRL model. This methodology not only improved the success rate of IIoT
traffic reaching its destination and achieving near-optimal performance but also strengthened
the overall security framework of IIoT against diverse attack vectors.
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Kezhou Ren et al. [108] introduced MAFSIDS, a sophisticated IDS utilizing DQL to en-
hance the effectiveness of feature selection in network security systems. By incorporating
a Graph Convolutional Network (GCN), MAFSIDS selectively processes network features,
achieving high accuracies of 96.8% and 99.1% on CSE-CIC-IDS2018 and NSL-KDD datasets,
respectively. This approach significantly minimizes feature redundancy, reducing the original
feature set by approximately 80%. Integrating DQL with GCN not only refines the feature
selection process but also optimizes the overall performance of IDS, streamlining the identi-
fication and classification of network threats.
Bin Yang et al. [109] investigated the application of DRL, specifically DQL and Policy Gra-
dient methods, in their advanced network IDS operating at both packet and flow levels.
These DRL algorithms enhance the system’s ability to detect and manage cyber threats effi-
ciently across these dimensions: packet-level, which involves the analysis of individual data
packets, and flow-level, where the traffic flow in IoTthe network is examined. Utilizing the
CICDDoS2019 dataset, the research demonstrated significant improvements in detection per-
formance, achieving an accuracy rate of up to 98.78%, with a marked increase in detection
speed and adaptability to new, unseen cyber threats.

3.2.4 Soft Actor-Critic (SAC)

Yuming Feng et al. [110] explored deploying the SAC model in IoTDRL to enhance DDoS
attack detection in IoT systems. Their approach innovatively adapts the parameters of an
unsupervised classifier at IoT edge gateways, which are especially vulnerable to abrupt and
extensive variations in network conditions. In this scenario, traditional adaptive methods
falter. The effectiveness of the SAC model in this context is underscored by its ability to
respond to environmental changes dynamically across various IoT devices. This method
expedites detection and optimizes resource utilization by fostering a collaborative network
sharing data and detection insights among edge devices. This is crucial for strengthening the
overall security infrastructure of IoT networks against sophisticated and large-scale DDoS
attacks. Significantly, the implementation of this approach has yielded a detection accuracy
exceeding 95% in real-world scenarios, demonstrating its significant potential to detect even
stealthy DDoS attacks effectively.

3.2.5 Q-learning

H. Karthikeyan et al. [111] proposed advanced security frameworks of Intelligent Transporta-
tion Systems (ITS) by integrating Q-learning with DRL methodologies to effectively manage
and mitigate DDoS flooding attacks in IoTdynamic vehicular networks. This integration
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especially targets the complex network environments of Vehicle-to-Infrastructure (V2I) and
Vehicle-to-Vehicle (V2V) communications in IoTITS. The adaptability of Q-learning enables
it to effectively respond to low-rate and high-rate DDoS attacks, thus significantly enhanc-
ing the resilience of Roadside Units (RSUs) and overall network traffic management. This
approach proactively adjusts defense strategies in real-time, aligning them with evolving at-
tack patterns to safeguard critical transportation infrastructure. The dynamic adjustment is
facilitated by continuously updating the reward mechanisms and policy networks based on
real-time traffic and threat analyses, allowing immediate and effective responses to changing
threat dynamics.
Frantzy Mesadieu et al. [112] innovatively applied a DRL framework that integrates a DQN
for enhanced IDS in IoTSCADA systems. This pioneering approach exploits the synergies
between Q-learning and Deep Learning (DL) through what is designated as the ’Q-network.’
The ’Q-network’ is a specialized neural architecture that augments Q-learning with the ca-
pacity to analyze and learn from complex data patterns in network traffic, patterns that are
often overlooked by conventional detection methods. Conventional IDS, primarily signature-
based and anomaly-based systems, frequently struggle against novel and sophisticated cyber
threats due to their inherently static nature. While these traditional methods are effec-
tive against known threats, they lack the flexibility to adapt to new, evolving challenges. In
stark contrast, the Q-network dynamically processes and updates from ongoing data streams,
markedly enhancing its ability to identify anomalies that indicate potential security breaches
in real-time. The deployment of the Q-network represents a substantial shift away from
traditional methodologies by equipping the system with a continuous learning mechanism.
Moreover, this mechanism utilizes historical data and continuously adapts to new threat pat-
terns. This crucial adaptive capability significantly contributes to the system’s outstanding
detection accuracy of 99.36%.
Hafiz Husnain Raza Sherazi et al. [113] developed a sophisticated hybrid detection system
to combat DDoS attacks in IoV networks, integrating fuzzy logic and Q-learning to enhance
security measures. Fuzzy logic effectively processes ambiguous and uncertain data, allowing
dynamic responses to diverse attack patterns. Q-learning adapts defensive strategies based
on real-time attack data, improving the system’s reactivity and adaptiveness. The simu-
lations demonstrate significant improvements in buffer size efficiency, energy consumption,
response time, and network throughput, underscoring the system’s capability to maintain
operational performance even under attack conditions.
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3.2.6 Multi-Armed Bandit (MAB)

MAGPIE represents a significant advancement in IDS for smart homes, developed by Ryan
Heartfield et al. [114]. This system dynamically adjusts its anomaly classification decisions
using a non-stationary-MAB approach and updates its probabilistic cluster-based reward
functions based on silhouette scores. These adjustments are crucial as they account for the
non-stationary behaviors typical of smart home environments and the evolving interactions
of users with their devices. In this context, "valid" refers to the system’s ability to operate
effectively under realistic conditions. MAGPIE demonstrated high efficiency and accuracy,
especially in recognizing novel cyber-physical threats and adapting to new user behavior pat-
terns. Experimental evaluations show that MAGPIE achieves an anomaly detection accuracy
rate of up to 93%, underscoring its potential to enhance security in smart homes significantly.
Radoglou-Grammatikis et al. [115] presented a cutting-edge Intrusion Detection and Preven-
tion System (IDPS) designed specifically for industrial healthcare systems. By integrating
SDN with RL, this study addressed the critical vulnerabilities inherent in the IEC 60 870-
5-104 protocol, a widely used standard in such systems. The DRL component is especially
noteworthy, as it models the mitigation strategy as a stationary multi-armed bandit problem,
which is optimally solved using Thompson sampling. The detection accuracy and F1 score
achieved by the IDPS are 0.831 and 0.8258, respectively, indicating high precision in identi-
fying threats. Additionally, the mitigation accuracy reaches 0.923, showcasing the system’s
robustness in neutralizing potential cyberattacks.

3.2.7 Deep Deterministic Policy Gradient (DDPG)

Chengming Hu et al. [116] proposed a novel IDS for the smart grid, named RL-Based Adap-
tive Feature Boosting (AFB). This system leverages multiple AutoEncoders to extract critical
features from the multi-sourced, heterogeneous data generated in smart grid environments.
These features are then utilized to train a Random Forest (RF) classifier. The RL-AFB sys-
tem employs the DDPG algorithm to dynamically adjust the feature sampling probabilities
based on their contribution to classification accuracy. The application of DDPG significantly
improved classification performance, achieving a 97.28% accuracy on the Hardware-In-the-
Loop (HIL) security dataset and outperforming other methods on the WUSTIL-IIOT-2021
dataset.
Laisen Nie et al. [117] proposed a novel IDS explicitly designed for green IoT systems, utilizing
DDPG-based DRL. This IDS addresses the significant challenges associated with traditional
methods, such as slow detection speeds and high false alarm rates. By implementing DDPG,
the system efficiently predicts and schedules network traffic flows, enabling the rapid and
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accurate detection of DDoS attacks. In the evaluation, the DDPG-based IDS substantially
improved detection accuracy and speed. The system achieved a True Positive Rate (TPR) of
99.98% and 100% in two different datasets, significantly outperforming conventional methods
such as SRMF and MWM, which showed TPRs of 92.48% and 82.76%, respectively. Addi-
tionally, the system maintained a low False Positive Rate (FPR), indicating its ability to
minimize false alarms while adapting to dynamic network conditions. The dynamic thresh-
old adjustment capability of DDPG was especially effective, reducing the Time Relative Error
(TRE) to 0.2752 and 0.3721 in two datasets, compared to 0.9838 and 0.9964 for traditional
methods. This result highlighted the system’s ability to adapt in real-time to fluctuating
network conditions, thus significantly enhancing the real-time security of IoT networks.
Noora Mohammed et al. [118] proposed a novel approach to enhance the security of FL in
IoT systems by utilizing a DDPG-based reputation management mechanism. This method
addresses the dynamic nature of worker behavior in FL by continuously optimizing reputa-
tion thresholds, which is critical in identifying and mitigating the risks posed by unreliable or
malicious participants. Unlike traditional approaches such as the static reputation threshold
models, which set a fixed threshold that may not adapt well to varying worker behaviors, or
FedAvg, which lacks any built-in mechanism for evaluating the trustworthiness of workers,
the DDPG-based approach allows for more nuanced and effective decision-making. Addition-
ally, the study compares the DDPG method with DQN-based reputation models, highlighting
that while DQN can handle discrete action spaces, it struggles with the continuous and high-
dimensional action spaces often encountered in FL settings. In contrast, DDPG excels in such
scenarios, leading to a more robust selection of reliable workers and ultimately improving the
overall accuracy and stability of the FL model. The results presented in the study show that
the DDPG-based system improves model accuracy by over 30% compared to conventional
methods, including FedAvg, DQN-based reputation models, and static reputation threshold
methods.

3.2.8 Inverse Reinforcement Learning (IRL)

Juan Parras et al. [119] proposed using Inverse Reinforcement Learning (IRL) to enhance
defense mechanisms against intelligent backoff attacks in wireless networks. They introduced
two IRL-based strategies that operate under partial observability, detecting attacks by an-
alyzing deviations from normal behavior. Unlike traditional methods, these mechanisms
generalize from known attacks to predict and counteract previously unseen strategies, sig-
nificantly improving network resilience. While IRL is distinct from DRL, which focuses on
inferring reward functions rather than optimizing policies, it can be augmented with DL for
handling complex scenarios. This study’s contribution is crucial as it provides a flexible,
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adaptive defense framework that requires minimal assumptions about attack types, address-
ing the challenge of increasingly sophisticated cyber threats.

3.2.9 Proximal Policy Optimization (PPO2)

Sumegh Tharewal et al. [120] proposed IDS is sourced from the U.S. Department of Energy’s
Oak Ridge National Laboratory. This dataset is designed explicitly for IIoT systems, encom-
passing various types of network traffic data representative of real-world IIoT scenarios. The
dataset includes standard traffic data and a wide range of malicious attack data, ensuring
a robust testing ground for the IDS. Specifically, the dataset comprises 26 distinct features,
each representing different aspects of network traffic, such as packet size, protocol types, and
time-based features. These features are crucial for identifying patterns and anomalies in IoT
networks, which indicate normal operations or potential security breaches. The attack types
covered in the dataset include DoS, reconnaissance attacks, malicious command injections,
and other forms of cyber threats that are common in IIoT systems. In the study, LightGBM
filters out the least important features, reducing the feature set to those most relevant for
IDS. This process ensures that the IDS operates efficiently without compromising on detec-
tion accuracy. The dataset’s diversity and its alignment with real-world IIoT conditions make
it an ideal choice for training and validating the IDS, allowing for the demonstration of the
system’s ability to detect and respond to various types of network threats with high precision
and speed. The rigorous testing on this dataset highlights the IDS’s superior performance,
achieving a detection accuracy of 99.09% and demonstrating its practical applicability in
securing IIoT systems.

3.2.10 One-Shot Learning Techniques

Nouf Saeed Alotaibi et al. [121] introduced a dynamic IDS tailored for smart city systems,
utilizing RL techniques, specifically one-shot learning, enhanced with DRL capabilities. This
approach is specially crafted to tackle the inherent dynamic challenges associated with multi-
access edge computing architectures, e.g., managing the variability in network behavior and
the potential for increased security vulnerabilities. The model efficiently mitigates zero-
day attacks and other emergent threats in IoT-based networks. One-shot learning enables
the system to adapt to novel scenarios rapidly using minimal training data. In contrast,
the DRL component effectively uses sparse experiential data to make informed real-time
decisions. This dual functionality significantly boosts the system’s resilience, maintaining
robust security against the evolving landscape of network threats. Empirical results indicate
a detection accuracy rate of approximately 98.8% with low false positive rates, underscoring
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the model’s effectiveness in real-world applications.

3.2.11 Double Deep Q-Network (DDQN)

Shi Dong et al. [122] combine the strengths of supervised and unsupervised learning to detect
anomalous traffic in network data effectively. A key element of this approach is the DDQN,
a variant of DRL that enhances the precision and robustness of network anomaly detection.
In this method, an autoencoder is first used to reconstruct network traffic features, fed into
a deep neural network integrated into the DDQN framework for classification in IoT. This
layered approach allows the model to dynamically adjust to varying traffic patterns and ac-
curately identify known and unknown network anomalies. The implementation of K-Means
clustering further aids in detecting unknown attacks by categorizing traffic features into dis-
tinct clusters without prior labeling, thus reducing the reliance on manually labeled data.
The improvements brought about by this semi-supervised method are significant, especially
when compared to traditional ML models (e.g., DT, SVM, and RF). The SSDDQN method
achieved an accuracy of 83% in binary classification and improved the F1-Score by approxi-
mately 6% over the traditional DDQN model. In five-class classification tasks, the SSDDQN
model reached an F1-Score of 79.43% and demonstrated a 5% improvement in detection
rate (DR) compared to DDQN. These numerical results underscore the model’s capability to
reduce time complexity while enhancing critical performance metrics such as accuracy, F1-
Score, and detection rate, making it especially effective in real-time network environments.
Mohammad Alauthman et al. [123] presented a sophisticated approach to detecting peer-to-
peer (P2P) botnet traffic, which is difficult to identify due to its decentralized and evasive
characteristics. The study developed a system that integrates a refined traffic reduction
mechanism with RL techniques, specifically targeting the improvement of botnet detection
accuracy. The proposed approach was thoroughly tested on real-world network traffic, yield-
ing a high detection accuracy of 98.3% and maintaining a low false positive rate of 0.012%.
This combination of network traffic analysis with an adaptive RL framework marks a signifi-
cant advancement in the domain, as it effectively identifies bot-related activities with minimal
disruption to network performance. The RL-based method employed is carefully tailored to
the unique challenges posed by P2P botnets, offering a robust and highly adaptive solution.
Praveena et al. [124] introduced an optimal DRL approach specifically designed for an IDS
in Unmanned Aerial Vehicles (UAVs). The approach leverages DDQN combined with Black
Widow Optimization (BWO) to enhance the IDS’s performance. The model fine-tunes the
network parameters by utilizing BWO for hyperparameter tuning, significantly improving the
IDS’s capability to predict and prevent threats in UAV networks accurately. This advanced
method strengthens the learning process through DDQN. It optimizes the detection process
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to handle the complexities of high-dimensional data and intricate attack vectors commonly
encountered in UAV networks. The efficacy of this IDS was tested using the NSL-KDD
dataset, where it achieved remarkable performance metrics: a precision of 0.985, recall of
0.993, F-measure of 0.988, and accuracy of 0.989. These results affirm the model’s effective-
ness in real-world scenarios, demonstrating its potential as a robust IDS solution for UAV
networks. Integrating DDQN with BWO deepens the IDS’s learning capability and optimizes
its detection process, making it highly effective in addressing the unique security challenges
posed by UAV networks.

3.2.12 Policy Gradient-DRL (PG-DRL)

Vikas Juneja et al. [125] tackled the problem of energy-draining vampire attacks in WSNs,
which disrupt network efficiency by extending data transmission routes, leading to rapid
energy depletion in sensor nodes. The authors introduce a dual-strategy approach combin-
ing a cooperative trust calculation mechanism with a PG-DRL algorithm, demonstrating
quantifiable improvements in network performance. The cooperative trust mechanism plays
a pivotal role in detecting malicious nodes by analyzing deviations in energy consumption
patterns. The cooperative trust matrix, generated by leveraging the residual energy of con-
nected nodes, enables the detection of vampire nodes with an accuracy rate that consistently
reaches 100% in controlled scenarios. This method is especially effective in networks with
varying environmental conditions, where traditional threshold-based methods might fail. Si-
multaneously, the PG-DRL algorithm optimizes routing paths by dynamically selecting the
next-hop node, ensuring minimal energy consumption and maintaining high levels of trust
in the IoT network. The PG-DRL approach significantly reduces unnecessary energy ex-
penditure, with simulations indicating a 3% increase in network lifetime compared to the
benchmark Dynamic Source Routing (DSR) protocol. Moreover, the methodology also im-
proves the detection ratio by 20% compared to existing state-of-the-art schemes.

3.2.13 State-Action-Reward-State-Action (SARSA)

Abbasgholi Pashaei et al. [126] developed cutting-edge IDS for industrial control networks,
focusing on detecting and preventing critical threats such as Man-in-the-Middle (MITM) and
DDoS attacks. The system utilizes the SARSA algorithm, a model-free, on-policy RL method.
Unlike DRL, SARSA updates its policy based on current action dynamic adaptability in
real-time network environments. The IDS is structured with a dual-agent model: one agent
simulates the network environment to challenge the classification agent, which enhances
its ability to detect complex attacks. This adversarial setup, combined with a honeypot
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that mimics realistic network behaviors, allows the system to lure and learn from potential
attackers effectively. The system demonstrated over 99% accuracy and an F-measure of 0.98
in extensive tests, outperforming traditional IDS models.

3.2.14 Grasshopper Optimization Algorithm (GOA)

Alok Kumar Shukla et al. [127] presented an innovative approach to enhancing IDS through
advanced optimization and RL techniques. The study introduced a novel variant of the
Grasshopper Optimization Algorithm (GOA), termed the opposition self-adaptive GOA,
which incorporates mutation and perceptive strategies to improve the selection of relevant
features for anomaly detection. To further bolster the system’s detection capabilities, the
study integrated the RL method, specifically the Gain Actor-Critic (GAC) approach, into the
SVM. This hybrid model was evaluated using standard IDS datasets, including NSL-KDD,
AWID, and CICIDS 2017. The results showcased the model’s superior performance, achiev-
ing a detection accuracy of 99.71% on NSL-KDD, 99.11% on AWID, and 99.61% on CIC-IDS
2017, along with impressively low false-positive rates of 0.009, 0.091, and 0.052, respectively.

3.2.15 Multiagent Deep Deterministic Policy Gradient (MADDPG)

Delali Kwasi Dake et al. [128] introduced a DRL framework for SDN and IoT, focusing
on routing optimization and DDoS detection/prevention using the MADDPG algorithm, an
extension of DDPG for multi-agent environments. This framework allows multiple RL agents
to work cooperatively or competitively to enhance network performance metrics, e.g., delay,
jitter, and packet loss rate. These improvements contribute to better IDS capabilities by
ensuring stable network conditions, which reduce false positives and negatives, thus allowing
more accurate detection of genuine threats. Extensive simulations show that the MADDPG-
based framework outperforms traditional DDPG, especially in complex, dynamic network
scenarios, highlighting its effectiveness in improving security and performance in SDN-IoT
systems.

3.2.16 Dueling Double Deep Q-Network (D3QN)

Xuecai Feng et al. [129] developed the Security Defense Strategy Algorithm (SDSA), a novel
approach to enhancing IoT security using DRL. The SDSA leverages the D3QN, which in-
tegrates the strengths of Dueling and Double Q-learning methodologies, to optimize the al-
location and coordination of defense resources. By simulating adversarial security scenarios
involving multiple defenders and attackers, the SDSA enables the adaptive learning of strate-
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gic behaviors that enhance defense effectiveness. The efficacy of the SDSA is demonstrated
through empirical data, where the method showed an improvement in defense effectiveness
by approximately 87% and 85% compared to the MADDPG and OptGradFP models, re-
spectively, in scenarios involving a single attacker. In more complex scenarios with multiple
attackers, the SDSA outperformed the MADDPG and OptGradFP models by 65% and 60%,
respectively.

3.2.17 Neural Fitted Q-Iteration (NFQ)

Sengathir Janakiraman et al. [130] presented a sophisticated approach to combating DDoS at-
tacks in cloud environments supported by fog computing. The study introduced a novel DDoS
mitigation scheme that leverages the integration of DRL and LSTM networks to enhance the
detection and mitigation processes. The scheme employs the NFQ algorithm with LSTM to
analyze and respond to malicious traffic dynamically. This combination effectively manages
high-dimensional state spaces and temporal dependencies, improving the system’s ability to
classify and filter out infected packets while ensuring service availability. The framework
also incorporates SDN technology in IoT, the fog layer, enabling a robust defense mechanism
against DDoS attacks by efficiently managing and controlling network traffic across cloud and
fog environments. The experimental results demonstrate the proposed scheme’s effectiveness,
with the RDL-LSTM-2.2 variant achieving a classification accuracy of 98.34%, precision of
98.88%, and recall of 98.76%. Additionally, the proposed scheme reduced packet latency
by 10.42% and computational complexity by 12.96% compared to existing approaches. The
scheme also achieved a 99.59% training accuracy and a 98.98% testing accuracy, demonstrat-
ing its superior performance in mitigating DDoS attacks in a fog-assisted cloud environment.

3.2.18 Distribution of Models in Literature

Figure 3.1 provides a comprehensive view of the distribution of various DRL-based models
utilized in IDS in IoT systems. This distribution highlights the prevalence and application-
specific suitability of different models, reflecting both their strengths and the unique chal-
lenges they address in IoT contexts.
The DQN dominates with a 25.7% share, underscoring its significant role in IoT security.
DQN’s prominence is attributable to its robustness in handling large state and action spaces,
which is typical in IoT systems characterized by numerous interconnected devices and com-
plex interactions. The DQN model leverages experience replay and off-policy learning, al-
lowing it to store past experiences and learn from them effectively. This capability is crucial
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Figure 3.1 Usage Frequency of Different Models in DRL-based IDS in IoT.

in IoT scenarios requiring real-time decision-making and adaptability to dynamic conditions.
The model’s ability to optimize policies by evaluating the Q-values of actions in given states
makes it especially effective in environments where exploration and exploitation must be
balanced.
The MDRL model accounts for 11.4% of the usage, highlighting its adaptability in tailored
IoT applications. MDRL models often involve modifications to standard DRL architectures
to handle better IoT systems’ specific constraints and requirements, such as limited com-
putational resources, energy efficiency, and rapid response to threats. The modifications
typically aim to enhance the model’s ability to operate in highly variable and unpredictable
environments, which is common in IoT networks.
DQL and SAC each represent 8.6% of the applications, indicating their critical roles in spe-
cific IoT scenarios.
DQL is an extension of Q-learning that integrates DL to manage continuous action spaces
more effectively. This makes DQL highly suitable for IoT systems where decisions are not
binary but fall on a spectrum of possible actions, such as adjusting the intensity of an IoT
device’s response to an external threat. DQL’s application in high-dimensional sensory in-
put processing, especially in sensor networks and robotics in IoT, ensures that systems can
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respond more precisely and effectively to nuanced threats.
SAC is especially favored for its capacity to maintain stability and reliability in learning
processes even under dynamically changing policy conditions. This attribute is essential in
IoT applications that require long-term strategic planning (e.g., smart grids or autonomous
systems), where the environment and network conditions can vary significantly over time.
SAC’s use of stochastic policies, combined with entropy regularization, enables it to balance
exploration and exploitation more effectively, making it robust against overfitting specific
scenarios and ensuring broader applicability across varying IoT contexts.
Other models, each contributing 2.9% to the distribution, are chosen for specialized applica-
tions, reflecting their tailored utility in specific IoT systems:
PG-DRL and DDPG are especially effective in configurations with continuous action spaces.
They are employed in scenarios requiring high-dimensional decision-making processes, where
traditional discrete action models like DQN might struggle. PG-DRL, for instance, directly
optimizes the policy by following the gradient of expected rewards, making it suitable for
complex tasks where the policy space is large and continuous. DDPG extends this by incor-
porating deterministic policies, which improve efficiency in environments where exploration
noise needs to be minimized, such as in highly regulated or safety-critical IoT systems.
Q-learning and SARSA are valued for their simplicity and convergence properties, making
them reliable for applications where the action space is discrete and well-defined. Q-learning
is especially robust in environments where the agent needs to learn from an off-policy perspec-
tive, adapting to environmental changes even if they are not directly related to the actions
taken. SARSA, being an on-policy algorithm, is more suitable in environments where the
policy being evaluated is the one being improved, providing a more stable learning process
in such scenarios.
IRL is employed when the objective is to infer the underlying reward structure from observed
behavior rather than optimizing a predefined reward. This is especially useful in surveillance
and anomaly detection systems in IoT, where the goal is to understand and replicate the
decision-making processes of expert systems or humans. IRL’s ability to generalize from
observed data makes it a powerful tool for environments where the reward structure is not
explicitly known or is difficult to define.
One-shot learning techniques are critical when data is scarce, or the system must rapidly
adapt to new and unseen scenarios. In IoT systems, where gathering large amounts of la-
beled data can be challenging due to devices’ distributed and heterogeneous nature, one-shot
learning allows systems to generalize from minimal examples, ensuring quicker adaptation
and response times.
Stationary and MAB models are utilized in scenarios where the reward distributions change
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over time, which is common in IoT systems subject to fluctuating network conditions and
varying threat levels. These models are instrumental in dynamic resource allocation prob-
lems, where the system must continuously adapt its strategy to maximize the long-term
rewards.
DDQN and D3QN improve upon standard DQN by addressing the overestimation bias inher-
ent in Q-learning, which can lead to suboptimal policies. DDQN uses separate networks to
select and evaluate actions, reducing this bias. At the same time, D3QN further refines this
by decoupling the value and advantage functions, allowing the model to better distinguish
between valuable actions in similar states. These improvements make them highly effective
in complex IoT systems where fine-tuned action selection is critical.
MADDPG and NFQ are applied in more complex IoT systems that involve multiple agents
or require a nuanced understanding of time-sequential data. MADDPG is especially useful in
environments where multiple IoT devices must collaborate or compete, such as in networked
control systems or cooperative sensor networks. At the same time, NFQ excels in scenarios
where the system must learn from sequences of decisions, making it ideal for temporal anal-
ysis in IoT security.
The diversity of models employed in DRL-based IDS for IoT reflects the multifaceted chal-
lenges these systems face, from handling continuous and high-dimensional action spaces to
ensuring real-time responsiveness and adapting to evolving threats. The unique demands of
the application often dictate the selection of a specific model, the nature of the IoT envi-
ronment, and the specific objectives of the IDS, whether that is optimizing resource usage,
minimizing response times, or improving detection accuracy.

3.2.19 The existing DRL-based IDS

The application of DRL-based IDS spans various IoT contexts, each addressing distinct secu-
rity challenges, as summarized in Table 3.1. In smart homes, DRL’s adaptive threat detection
and real-time response capabilities are vital for securing complex networks of diverse devices.
In IIoT, DRL-based IDS protects critical infrastructure by optimizing decision-making and
mitigating sophisticated threats that could disrupt operations. In healthcare IoT, DRL en-
sures accuracy in threat detection and protecting sensitive patient data, a vital necessity
given the high stakes involved. Transportation systems, especially vehicular networks, bene-
fit from DRL’s ability to secure dynamic environments against advanced cyberattacks. Smart
cities, with their intricate IoT ecosystems, leverage DRL to safeguard essential services and
maintain operational efficiency. The versatility and adaptive learning capabilities of DRL
make it especially beneficial in IoT applications, where the ability to continuously learn from
evolving threats and improve detection accuracy is critical. This positions DRL as a cor-
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Table 3.1 DRL-based IDS applications in various IoT contexts.
IoT Sector Paper Reference Brief Analysis
Smart Home Security [96], [104], [105], [106], [97] Focuses on enhancing security measures in smart homes

through adaptive threat detection and real-time re-
sponse to diverse threats like DDoS and cyber-attacks.

Industrial IoT (IIoT) [110], [107], [98], [111], [130], [112], [131] Discusses complex decision-making and operational op-
timization in industrial systems, addressing high-stakes
security challenges.

Healthcare IoT Systems [115], [116], [119], [120] Applies DRL to ensure critical accuracy and privacy,
adapting to the sensitive nature of healthcare data and
operations.

Transportation Systems [111], [123], [124], [103], [101], [118] Enhances security in transportation by managing dy-
namic environments and securing high-speed vehicular
networks against sophisticated attacks.

Smart Cities [99], [121], [109], [117], [122], [100], [129], [128] Utilizes DRL to manage complex urban IoT systems,
optimizing security across dense city networks and en-
hancing city-wide communication protocols.

General IoT Security [108], [125], [126], [127], [102] Explores the broader application of DRL across various
IoT domains, emphasizing adaptive learning and secu-
rity enhancements in diverse operational contexts.

nerstone technology for enhancing security in the increasingly complex landscape of IoT,
ensuring robust protection across diverse sectors.

3.3 The datasets are used for DRL-based IDS

This section thoroughly examines the datasets used in DRL-based IDS for IoT, detailed in
Table 3.2. We classify these datasets to show their specific role and impact on IoT security,
pointing out how each contributes to the enhancement of the IDS capability in IoT.

3.3.1 Real-World Network Traffic Simulation

Datasets such as ISCXIDS2012 [132], UNSW-NB 15 [133], and CICIDS2017 [134] are crucial
for simulating realistic network environments for IDS training and evaluation. These datasets
include labeled data representing various attack scenarios commonly observed in real-world
networks, such as DDoS, brute force attacks, and infiltration attempts.

3.3.2 Specialized IoT systems Attacks

Specialized datasets such as WUSTL-IIoT-2018 [135], WUSTL-IIoT-2021 [136], and N-
BaIoT [137] focus specifically on industrial and home IoT systems, offering scenarios including
advanced persistent threats (APTs) and zero-day exploits. For example, the WUSTL-IIoT
datasets capture traffic data from industrial IoT devices under various attack scenarios,
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Table 3.2 Overview of types of attacks covered by each dataset
Dataset Name Types of Attack Covered
ISCX 2012 IDS Brute Force SSH, Brute Force FTP, Infiltration, HTTP DoS, DDoS, Botnet
Microsoft Malware Malware (Viruses, Worms, Trojans, Spyware, Adware, etc.)
N-BaIoT DDoS, DoS, Reconnaissance, MITM
UNSW-NB-15 Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode,

Worms
CICIDS2017 DoS, DDoS, Heartbleed, Bot, Infiltration, Web Attacks, PortScan, FTP-Patator,

SSH-Patator, etc.
IoTID20 Backdoor, Analysis, Fuzzing, DoS, Exploits, Generic, Reconnaissance, Shellcode,

Worms
NSL-KDD DoS, Probe, U2R, R2L, etc.
AWID Flooding, Injection, Impersonation, Miscellaneous
CSE-CIC-IDS2018 Brute Force, DoS, DDoS, SQL Injection, Heartbleed, etc.
WUSTL-IIoT-2021 APTs, MITM, Side-channel Attacks, Zero-day Exploits, etc.
WUSTL-IIoT-2018 Advanced Persistent Threats, Evasion Techniques, Side-channel Attacks
MedBIoT Early-stage malware activities (e.g., scanning, reconnaissance)
TON-IoT Dataset Botnet, Command Injection, Malware Propagation
DS20S Trace Robust Feature Extraction in Noisy and Heterogeneous IoT Systems
Hogzilla CTU-13 Botnet, Illegitimate Packets
SCADA-based Power System The famous Stuxnet worm that damaged nuclear machinery in Iran.
CIC-DDOS2019 DDoS Attacks (e.g., UDP Flood, HTTP Flood, SYN Flood)
BoT-IoT DDoS, DoS, OS and Service Scan, Keylogging, Data exfiltration attacks
ISOT-CID Various IoT-specific attacks and vulnerabilities
BoTNeTIoT-L01 Automated IoT botnet attack scenarios, traffic anomalies
IEC 60 870-5-104 Protocol-specific attacks targeting energy sector communications

including APTs, which are long-term targeted attacks aiming to steal data or disrupt opera-
tions. These datasets are critical for developing IDS that target the unique vulnerabilities of
IoT devices and networks, such as botnet attacks (e.g., Mirai botnet variants), which exploit
common IoT weaknesses like default credentials and outdated firmware.

3.3.3 Emerging and Evolving Threats

The Hogzilla [138] and IoTID20 [139] datasets are instrumental in reflecting the evolving
nature of cyber threats, especially those involving sophisticated malware and botnet configu-
rations targeting IoT devices. For example, Hogzilla includes scenarios simulating advanced
malware behaviors, such as polymorphic and metamorphic techniques, which allow malware
to change its code to evade detection. IoTID20 captures the traffic patterns associated with
emerging threats like cryptojacking and data exfiltration through botnets.

3.3.4 Protocol-Specific Security

The IEC 60870-5-104 [140] dataset tests communication protocols used in critical sectors
such as the energy industry, especially SCADA systems. This protocol is widely used for
data exchange between control centers and substations. Vulnerabilities in this protocol can
allow attackers to manipulate control signals, leading to catastrophic outcomes such as power
outages.
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3.3.5 Wireless Network Security

The AWID dataset [141] focuses on attacks in wireless IoT networks (e.g., flooding, injection,
and impersonation). This dataset is especially relevant for training IDS to protect wireless
communications in IoT systems, where security risks are heightened due to the inherent
vulnerabilities of wireless protocols like Wi-Fi. For instance, the dataset includes scenarios
of Wi-Fi flooding attacks, where an attacker overwhelms a network with traffic to cause a
denial of service.

3.3.6 Botnet and DDoS Focus

BoT-IoT [142] and CIC-DDoS2019 [143] datasets offer extensive volume data on botnet
and DDoS attacks, predominantly in the disruption of IoT operations. Therefore, these
datasets facilitate the establishment of IDS, which can identify and counter the effects of the
interruption in case of large-scale coordinated attacks started from multiple compromised
devices.

3.3.7 Sector-Specific and Critical Infrastructure

Sector-specific datasets such as TON-IoT [143], MedBIoT [144], and SCADA-based power
systems [145] address the unique security challenges in specialized IoT systems. For example,
TON-IoT focuses on teleoperated networks and includes data related to malware propagation
and command injection attacks, which are common in industrial IoT. MedBIoT is especially
important for securing medical IoT devices, where the integrity and confidentiality of patient
data are paramount. Also, the SCADA-based power system dataset simulates attacks on
critical infrastructure, including scenarios similar to the Stuxnet attack.

3.3.8 Dataset Utilization for Robust DRL-based IDS

IDS have been tested using various datasets (e.g., ISCXIDS2012 [132], UNSW-NB15 [133],
and CICIDS2017 [134]). These datasets emulate real-world attack scenarios, including DDoS,
brute force, and infiltration attacks, enabling IDS to demonstrate robust performance across
diverse operational conditions.
Specialized datasets, such as WUSTL-IIoT, N-BaIoT, and Hogzilla, are especially valuable
for enhancing IDS accuracy. They allow IDS to focus on specific threats(e.g., vulnerabili-
ties in industrial IoT or modern malware, enabling finely tuned defenses tailored to these
contexts). For instance, using the WUSTL-IIoT dataset, IDS can be trained to detect ad-
vanced persistent threats in industrial settings. In contrast, the N-BaIoT dataset helps
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identify and mitigate botnet activities specific to IoT devices. The proactive integration
of new datasets, such as IoTID20, which captures emerging threats such as cryptojacking,
and protocol-specific datasets such as IEC 60870-5-104, further strengthens IDS capabilities.
By incorporating these datasets, IDS can adapt to evolving threat landscapes and better
protect critical infrastructure from specialized attacks. Using sector-specific datasets, such
as those for SCADA systems, medical IoT devices, and teleoperated networks, is crucial for
refining IDS solutions. These datasets ensure that IDS are generally effective and capable of
addressing the unique challenges of specific environments.

3.4 Discussion

By integrating DRL into IDS, these systems gain the capability to dynamically adapt and
respond to new and evolving threats, a critical advancement given the complexity and con-
tinuous expansion of IoT networks. We present a detailed analysis of states, actions, and
rewards across selected works in our SLR to demonstrate the transformative potential of
DRL in enhancing IDS for the IoT. An overview of the specific functionalities, state descrip-
tions, actions implemented, and reward mechanisms developed in these studies is presented
in Table 3.3.
DRL empowers IDS with sophisticated decision-making and adaptability, essential for nav-
igating the intricacies of IoT systems. This adaptability is showcased through diverse state
definitions, ranging from simple network traffic patterns to complex, multi-dimensional data
vectors, as highlighted in studies, e.g., [96] and [104]. Such dynamic adaptability ensures
robust protection against a wide array of cyber threats, thus maintaining the integrity and
functionality of critical IoT infrastructure.
DRL’s flexibility in action selection allows for a broad spectrum of responses tailored to
specific network conditions and threats. This is evident from strategies ranging from basic
traffic management (e.g., blocking or allowing traffic) to more complex ones such as adjust-
ing classifier parameters [97] and managing traffic [105]. This strategic application of varied
actions helps create a more proactive and intelligent security posture, essential for promptly
pre-empting breaches and mitigating threats.
The deployment of DRL-based IDS also brings forth challenges, primarily in designing ef-
fective reward mechanisms and managing the computational demands of DRL models. Ef-
fective reward mechanisms are crucial as they must encourage desirable behaviors that lead
to successful threat mitigation, as shown across various studies [102], [112]. However, these
mechanisms must also reflect the complex realities of IoT security, where diverse factors such
as device heterogeneity, network dynamics, and threat diversity need to be considered with-
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out overwhelming IoT system resources [115]. Moreover, the computational intensity of DRL
models poses significant challenges for deployment in resource-constrained IoT systems [116],
necessitating further research for optimizing these models for practical applications.
In addition, deploying DRL-based IDS in real-world IoT networks presents additional chal-
lenges, including computational constraints, energy efficiency, scalability, and sustainabil-
ity. IoT devices often have limited processing capabilities, making it challenging to imple-
ment resource-intensive DRL models [146]. These devices typically operate on constrained
power sources, and continuous IDS operations can lead to rapid energy depletion [147].
The scalability of DRL models is also a concern, as IoT networks can consist of thousands
of interconnected devices, complicating the deployment of IDS across large-scale environ-
ments [147], [37]. Sustainability is another critical factor, as the energy consumption associ-
ated with training and deploying DRL models must align with green computing initiatives.
Several strategies have been proposed to address these challenges. Leveraging edge comput-
ing and FL can help distribute computational workloads, reducing the burden on individual
IoT devices. Implementing energy-efficient DRL techniques, such as model compression and
adaptive activation functions, can minimize power consumption [148]. Integrating renewable
energy sources into IoT devices can enhance sustainability. Scalable approaches, including
distributed and multi-agent DRL frameworks, can effectively manage large networks [149].
Developing lightweight DRL architectures tailored to the specific constraints of IoT devices
ensures that IDS deployments are both efficient and sustainable.

Table 3.3 Synthesized overview of DRL contributions to IDS in IoT
Functionality State Description Action Implemented Reward Mechanism
Traffic Management Metrics such as frequency of

packets, port utilization, traffic
distribution [105,110]

Routing decisions, traffic shap-
ing [105,110]

Maximizes efficiency, min-
imizes congestion [105]

Threat Detection Network traffic patterns,
anomaly scores from classi-
fiers [96,104]

Classify traffic as normal or ma-
licious, adjust detection param-
eters [97,107]

Positive for accurate de-
tection, negative for errors
[97]

System Control System status such as valve
states, tank levels [106]

Control actions such as open-
ing/closing valves [106]

Rewards based on system
performance and safety
criteria [106]

Security Policy Enforce-
ment

Detected threats, policy compli-
ance levels [108,121]

Enforcement actions (e.g., block,
allow, quarantine) [121]

Rewards for policy ad-
herence, penalties for
breaches [108]

Adaptive Security Varying network conditions, at-
tack signatures [125,126]

Dynamic adaptation of security
measures [126]

Rewards for reducing
breaches, adapting to new
threats [125]
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3.5 The future research opportunities in DRL-based IDS

This section identifies the current limitations and gaps in DRL-based IDS, especially in
IoT systems. By highlighting these challenges, we emphasize the need for future research to
develop innovative solutions that enhance the security and effectiveness of IDS in increasingly
complex IoT systems.

3.5.1 Dataset

Traditional datasets (e.g., ISCXIDS2012citeunb2012ids, UNSW-NB15citeunsw2015nb15, and
CICIDS2017citeunb2017ids) bring valuable insights. However, the rapid evolution of IoT
technologies and threat vectors challenges their relevance. There is a pressing need for
datasets that evolve alongside these technologies and threats, enabling DRL models to recog-
nize and mitigate novel and sophisticated attacks adeptly. The heterogeneity inherent in IoT
systems, spanning diverse devices, protocols, and applications, presents additional layers of
complexity. While datasets such as N-BaIoT [137], BoT-IoT [142], and IoTID20 [139] make
significant strides toward embracing this diversity, they may fall short of fully encapsulat-
ing the intricate dynamics of real-world IoT networks. This shortfall potentially restricts
the generalization capabilities of DRL-based IDS. Another pervasive issue in cybersecurity
datasets is class imbalance, where instances of normal traffic significantly outnumber attack
instances. This imbalance can skew model training, leading to a propensity for overlook-
ing genuine threats. However, class imbalance is a well-known issue in ML, and there are
established solutions, such as oversampling, undersampling, and synthetic data generation
techniques such as SMOTE, which can be employed to mitigate this problem and ensure the
development of models proficient in accurately identifying attacks without a predisposition
towards the majority class.
Integrating real-world data into the training and testing of DRL-based IDS models is crucial
for accurately encapsulating the complexities of network traffic and cyber-attack patterns.
For instance, the KDDCup 99 [150] dataset offers a blend of diverse network interactions
and simulated attacks, setting a benchmark for evaluating the efficacy of IDS solutions. Pre-
cise and consistent data labeling is pivotal, especially in the diverse ecosystems of IoT. The
accuracy of DRL-based IDS relies heavily on the quality of data labeling. Inaccurate or
inconsistent labels can result in models that either flag benign activities as threats due to
oversensitivity or fail to detect actual cyber-attacks due to under-sensitivity. Moreover, the
considerable computational resources required to process large and complex datasets (e.g.,
CICDDoS2019 [143]) pose substantial challenges where computational capabilities are lim-
ited. Addressing these demands is vital for harnessing the potential of DRL in IDS solutions,
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necessitating innovative strategies such as model optimization and the adoption of computa-
tionally efficient techniques.
Addressing existing datasets’ limitations necessitates exploring and including broader data
sources. Emerging datasets (e.g., TON-IoT and Edge-IoTset [151]) bring to the fore fresh
perspectives and invaluable data for refining IDS mechanisms. These datasets, with their
detailed annotations and comprehensive coverage of benign and malicious traffic flows, un-
derscore the importance of a structured approach to tackling IoT security threats. By in-
corporating such expansive and detailed datasets, the field can move towards developing
DRL-based IDS solutions that are theoretically robust and pragmatically effective in the
ever-evolving landscape of IoT security.

3.5.2 Enhancing IoT Datasets for Effective IDS

Current IoT datasets often lack the diversity and dynamism necessary to capture the evolving
threat landscape, posing challenges for developing robust IDS. For instance, the CICIoT2023
dataset addresses these limitations by providing a comprehensive collection of IoT network
traffic, including various attack scenarios, thereby enhancing the representativeness of train-
ing data [152].
Synthetic data generation techniques, such as generative Adversarial Networks (GANs), have
been employed to create realistic and varied data samples to address the gaps in dataset di-
versity [153]. Moreover, simulation tools, e.g., NS3 [154], Cooja [155], and OMNeT++ [156],
are increasingly used to generate synthetic network data for IoT networks. These tools en-
able researchers to emulate IoT scenarios with diverse devices, protocols, and attack vectors,
offering controlled environments to enrich datasets. Furthermore, integrating FL frameworks
facilitates collaborative model training across distributed IoT devices without compromising
privacy, enabling more robust IDS development [157]. These advancements, coupled with
simulation and synthetic data generation, empower IDS to adapt effectively to the complex-
ities of modern IoT ecosystems.

3.5.3 Difficult reproducibility of papers

This gap hinders the scientific community’s ability to conduct rapid and effective experi-
mental evaluations of proposed solutions, especially in real-world IoT settings, and limits
the reproducibility of research fundamental principles for scientific progress and validation
of results.
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Table 3.4 Summary of limitations, open challenges, and future work
Category Limitations Open Challenges Future Work
Distributed
IDS

Limited focus on distributed
models in IoT.

Develop distributed IDS for
resource-limited environ-
ments.

Explore lightweight, effi-
cient IDS for IoT using edge
computing.

IoT Applica-
tion Domains

Gaps in coverage of emerg-
ing IoT domains.

Expand research to under-
explored IoT areas.

Broaden DRL-based IDS for
comprehensive security in
new domains.

SDN-IoT
and DRL

Limited research on SDN in
DRL-based IDS.

Improve SDN-IoT integra-
tion for better security de-
cisions.

Develop scalable DRL mod-
els optimized for SDN-IoT.

Reward
Mechanisms

Simplistic rewards in DRL
models.

Create adaptive rewards
that reflect IoT security
complexity.

Design detailed rewards pri-
oritizing threats based on
impact.

Resource
Optimization

High computational de-
mands of DRL-based IDS.

Balance energy and com-
putational demands without
losing accuracy.

Innovate energy-efficient
DRL models for IoT con-
straints.

FL for Pri-
vacy

Privacy concerns with cen-
tralized data in DRL-IDS.

Use FL to enhance privacy
while improving models col-
laboratively.

Develop federated DRL
models for localized,
privacy-focused processing.

Dynamic
Threat De-
tection

Challenges adapting to so-
phisticated attacks with tra-
ditional DRL.

Enhance DRL to adjust to
new threats dynamically.

Use advanced DRL to learn
patterns indicating emerg-
ing threats.

Real-World
Deployment

Theoretical models not ac-
counting for real IoT con-
straints.

Address real-world deploy-
ment challenges like hard-
ware limits.

Optimize DRL for efficiency
in real IoT systems.

Ethical and
Legal Con-
siderations

Potential biases in ML algo-
rithms.

Ensure transparent, fair,
and legally compliant IDS
operations.

Implement strategies for
ethical compliance and
oversight.

Topology
Awareness

Using graph models in com-
plex IoT networks.

Leverage network topology
for better threat detection.

Apply graph learning to an-
alyze and protect complex
IoT networks.

Live En-
vironment
Testing

Lack of performance evalua-
tion in live scenarios.

Conduct real-world testing
of DRL-based IDS.

Test IDS in live IoT systems
to validate effectiveness.

Security
Policy Post-
Detection

Gap in intelligent response
after threat detection.

Enhance IDS with au-
tonomous policy implemen-
tation.

Design IDS to execute
context-aware security re-
sponses.

3.5.4 The Predilection for Value-Based DRL Approaches

Our investigation into recent advancements in DRL-based IDS for IoT highlights a significant
trend in the predominant use of value-based DRL methodologies, especially DQN frameworks,
as seen in studies, e.g., [107] and [120]. The popularity of DQN is primarily due to its
simplicity and effectiveness in environments where decisions involve discrete choices (e.g.,
categorizing network traffic as benign or malicious). This approach aligns well with the
structured nature of many IoT systems, making it a favored choice in IoT-IDS research.
However, our analysis reveals a gap in exploring more advanced DRL techniques, especially
actor-critic and policy learning frameworks. While DQN is well-suited for scenarios with
discrete actions, there are instances in IoT networks where decisions require a more nuanced
approach that cannot be easily categorized into discrete options. In these cases, methods
like proximal policy optimization or actor-critic techniques could significantly enhance the
flexibility and accuracy of IDS solutions. By leveraging the strengths of both policy-based
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and value-based approaches, IDS can become more adaptable and effective in detecting and
mitigating sophisticated cyber threats in IoT networks.

3.5.5 Transitioning from Centralized to Distributed IDS in IoT

Our investigation reveals a significant shift from traditional centralized IDS to more adapt-
able, distributed models in the IoT domain. This evolution, driven by the integration of edge
computing and a focus on resource efficiency, acknowledges the pressing need for IDS solu-
tions that are lightweight yet capable of operating in the stringent confines of IoT systems.
This trend highlights the growing demand for IDS frameworks that integrate seamlessly into
the diverse and resource-limited IoT landscape, ensuring comprehensive security without
sacrificing device efficiency or autonomy. Some studies, such as the implementation of the
DQN framework optimized for edge deployment [120] and applying of FL in a distributed
IDS architecture [107], exemplify strategic approaches to minimizing IoT devices’ computa-
tional demands. These approaches address power and computational constraints and enhance
data privacy through localized processing, demonstrating the shift towards resource-aware
and privacy-preserving distributed learning and IDS strategies. Despite these advancements,
distributed IDS approaches remain underrepresented, indicating significant room for innova-
tion in distributed IDS for IoT. The need for IDS solutions that are acutely aware of and
designed to overcome the challenges of energy consumption, CPU load, CPU usage, and
memory limitations is more critical than ever.

3.5.6 Imitations in Coverage of IoT Application Domains

The chapters’ analysis demonstrates significant gaps in the coverage of IoT application do-
mains, especially in emerging areas such as Agricultural IoT, Environmental Monitoring, and
Retail and Supply Chain IoT. Current research has predominantly focused on more estab-
lished sectors like Industrial IoT, healthcare, and smart cities, leaving these newer domains
underexplored. Addressing these gaps is crucial for providing a comprehensive understanding
of DRL-based IDS applications across the full spectrum of IoT.

3.5.7 SDN-IoT and DRL-based IDS Integration

Despite the recognized potential of integrating SDN with IoT through DRL to enhance IDS,
researchers show a considerable gap in fully leveraging SDN’s capabilities in DRL-based IDS
frameworks [107]. This underscores the need for more focused efforts to maximize the benefits
of SDN in improving the efficiency of IDS in IoT settings. Challenges in this integration
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include establishing efficient communication channels between DRL-based IDS agents and
SDN controllers for seamless data exchange and decision-making. IoT networks’ diverse and
expansive nature adds complexity, requiring scalable learning algorithms that remain effective
without compromising performance. Additionally, it is crucial to balance the use of SDN-
IoT’s network management features with the preservation of the decision-making autonomy
of DRL-based IDS agents to ensure effective and informed security actions.

3.5.8 Complex Reward Mechanisms

The complexity of IoT security, especially in scenarios ( e.g., safeguarding smart city in-
frastructures), necessitates advanced DRL-based IDS equipped with adaptive reward mech-
anisms. These mechanisms must accurately reflect cyber threats’ diverse and sophisticated
nature. For example, in protecting a smart city from a DDoS attack, a DRL-based IDS bene-
fits from a reward mechanism that considers the criticality of services, potential public safety
impacts, and the system’s resilience. Such detailed reward structures enable DRL-based IDS
to prioritize threats effectively, ensuring critical infrastructure remains protected. This ap-
proach enhances the model’s decision-making capabilities and ensures continuous adaptation
to new threats, maintaining the integrity and safety of smart city IoT ecosystems.

3.5.9 Optimizing Resource Utilization

Integrating DRL into IDS in the IoT ecosystem highlights significant resource management
challenges, including CPU load, CPU usage, and energy consumption. This underscores
the need for energy-efficient IDS solutions that manage computational demands. Innovative
approaches are needed to reduce energy and computational burdens without compromising
threat detection accuracy to enhance the scalability and efficiency of DRL-based IDS. Future
advancements may include energy-efficient deployment strategies tailored to the power con-
straints of IoT devices and the implementation of data-efficient learning mechanisms. These
efforts are crucial for ensuring robust security measures that comply with the operational
limitations of edge computing and the expansive nature of IoT networks.

3.5.10 FL for Privacy

Integrating FL into DRL-based IDS presents a strategic approach to bolstering privacy and
security in IoT networks. This method facilitates a collaborative learning environment, en-
abling devices across the network to contribute to a collective ML model without centralizing
sensitive information. Such a decentralized model is beneficial in IoT settings, addressing
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data privacy issues and managing the vast amounts of data produced. FL ensures data
remains localized, reducing risks linked to data transmission and aligning with privacy regu-
lations. For effective deployment of DRL-based IDS, navigating challenges of data diversity,
communication efficiency, and synthesizing learning from disparate sources is essential. This
technique enhances the capability of edge devices to autonomously detect threats based on
local data, contributing to a more intelligent and privacy-conscious IDS framework. In a
recent study, [118] emphasized the importance of incorporating privacy-preserving mecha-
nisms, such as differential privacy, within FL frameworks to ensure secure data exchange
while minimizing risks of exposure. Their work highlights how these mechanisms, combined
with DRL, can enhance sensitive IoT data’s reliability and ethical handling.

3.5.11 Dynamic Threat Detection

The rapidly evolving landscape of IoT security, marked by adversaries devising new attack
methods, presents a significant challenge for DRL-based IDS. These systems must recognize
known threats and adapt to detect novel, unseen attack vectors. Addressing this challenge
requires leveraging transfer learning, enhancing learning algorithms, and employing multi-
agent systems with advanced exploration strategies. Transfer learning enables DRL models
to apply knowledge from previous tasks to new problems, reducing the training time and data
needed for novel threats. Combined with sophisticated learning algorithms, this adaptabil-
ity enables the processing of complex data structures and identifying patterns indicative of
emerging threats with minimal human intervention. Furthermore, multi-agent systems fos-
ter a collaborative learning environment where agents collaborate, enhancing the detection
capabilities and robustness of the IDS against evolving threats in the IoT ecosystem.

3.5.12 Real-World Deployment

Transitioning DRL-based IDS from theoretical models and simulations to practical, real-world
applications encompasses a range of challenges. Real-world deployment must contend with
hardware limitations, network constraints, and the need for real-time processing capabilities.
DRL models that perform well in simulations may encounter issues in actual IoT systems,
where resource constraints and unpredictable network conditions can impact performance.
Addressing these challenges involves optimizing DRL algorithms for efficiency and ensuring
they operate in real IoT devices’ hardware and network limitations. This includes developing
robust models capable of processing and responding to threats in real-time.
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3.5.13 Ethical and Legal Considerations

The potential for biases in threat detection, rooted in the training data of ML algorithms,
raises serious ethical concerns. Such biases could lead to unfair or incorrect threat assess-
ments, mainly impacting healthcare applications in IoT [158]. Moreover, the automated
decision-making capability of DRL-based IDS necessitates a thorough evaluation of its im-
plications. In healthcare, where decisions can directly impact patient well-being and data
privacy, the accuracy of these systems is paramount. Errors, such as false positives or nega-
tives, could lead to unnecessary alarms or overlooked threats, each with significant implica-
tions [159].
The complexity of DRL-based IDS systems raises concerns about fairness, transparency, and
the ethical handling of sensitive data. The work by [112] highlights the necessity of inte-
grating privacy-preserving mechanisms to protect sensitive information during the training
and deployment of DRL models. Furthermore, the study emphasizes the critical role of
fairness-aware algorithms in mitigating biases inherent in datasets, which can otherwise lead
to inequality. By incorporating these approaches, DRL-based IDS enhance their trustworthi-
ness, ensure ethical data handling, and address societal demands for equity and accountability
in threat mitigation.

3.5.14 Topology Awareness and Graph Modelization

Graph representation learning and graph RL can significantly enhance IDS capabilities in
complex IoT networks, such as those in smart cities. By modeling these networks as graphs,
it is possible to leverage the inherent structure to detect anomalies and patterns that indi-
cate potential cyber threats. For instance, identifying unusual communication patterns or
critical nodes in the IoT network can help preemptively mitigate risks. Graph-based models
enable more efficient allocation of monitoring resources, thereby improving IDS performance
in complex environments. While the potential of topology awareness and graph modeling
in IDS is evident, it is essential to recognize that this area is still underexplored. Future
research should focus on integrating these techniques into DRL-based IDS to develop more
sophisticated cybersecurity measures, especially in smart city contexts and other intricate
IoT systems.

3.5.15 Evaluating DRL-Based IDS in Live Threat Environments

The lack of studies evaluating DRL-based IDS under real-time cyber threat scenarios presents
a significant gap in current research. Testing in live environments is crucial for accurately
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assessing the system’s responsiveness and adaptability to dynamic and unpredictable threats.
However, several challenges make such testing difficult. One major challenge is real-world
cyber threats’ inherent unpredictability and complexity, which vary in form, intensity, and
timing. This unpredictability makes it challenging to create controlled yet realistic testing
scenarios. Additionally, testing in live environments may expose critical systems to potential
harm, raising concerns about the safety and integrity of the IoT ecosystem during the evalua-
tion process. Addressing these challenges is essential for practically implementing DRL-based
IDS and ensuring that these systems are robust, reliable, and effective in real-world applica-
tions.

3.5.16 Implementing Security Policies

Assume that in a smart city scenario, a DRL-based IDS detects a sophisticated DDoS attack
aimed at disrupting traffic management during peak hours. While the IDS identifies the
threat, the challenge extends to the post-detection actions to mitigate the attack and preserve
the city’s infrastructure integrity. Ideally, the IDS should activate a predefined security policy
involving rerouting network traffic, isolating affected systems, or temporarily disabling certain
functions to contain the attack. In a recent study, [96] proposed a Power-Law-Based Blocking
Time Management (PL-BTM) mechanism that dynamically adjusts the blocking time of IP
addresses based on their cumulative threat levels. This approach helps defense strategies for
specific threat scenarios, ensuring minimal disruption to essential services such as traffic lights
and emergency responses while effectively containing malicious activity. However, the lack of
research on implementing these automated post-detection responses highlights a significant
gap in current IDS capabilities, emphasizing the need for comprehensive security frameworks
that include threat detection and effective countermeasures to protect IoT systems against
complex cyber threats.

3.6 Chapter Summary

This chapter highlights the significant progress in applying DRL-based IDS in IoT systems
from 2014 to 2024. DRL methodologies have proven adaptable and effective in enhancing
the security of IoT networks, offering improved accuracy and flexibility in detecting and
mitigating evolving cyber threats. However, challenges remain, including reliance on out-
dated datasets, reproducibility issues, and the need for more scalable solutions. Addressing
these challenges is essential for further advancing the field. Future research should focus
on exploring federated learning, policy learning methods, and the integration of high-level
threat intelligence into DRL models, which hold promise for improving the effectiveness and
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efficiency of IDS solutions.
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4.2 Chapter Overview

In the network security landscape, the integration of ML-based IDS represents a significant
leap forward, especially in the domains of the IoT and SDN. Such ML-based IDSs are crucial
for improving security infrastructures, and their importance is increasingly pronounced in
IoT systems. However, despite the rapid advancement of ML-based IDS, a gap remains in
understanding their impact on critical performance metrics (e.g., CPU load, energy consump-
tion, and CPU usage) in resource-constrained IoT devices. This becomes especially crucial
in scenarios involving real-time cyber threats that challenge IoT devices in both public and
private networks.
To address this gap, this chapter presents an empirical study that evaluates the impact of
state-of-the-art ML-based IDSs on performance metrics, including CPU usage, energy con-
sumption, and CPU load, in both the absence and presence of real-time cyber threats, with
a specific focus on their deployment at the edge of IoT infrastructures. We also incorporate

https://doi.org/10.1016/j.cie.2025.111103
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SDN to evaluate the comparative performance of ML-based IDSs with and without SDN.
To do so, we focus on the impact of both SDN’s centralized control and dynamic resource
management on the performance metrics of an IoT system. Finally, we analyze our findings
using statistical analysis, using the Analysis of Variance (ANOVA). Our findings demonstrate
that traditional ML-based IDS, when implemented at the edge gateway with and without
SDN architecture, significantly affects performance metrics against cyber threats compared
to DL-based ones. Also, we observed substantial increases in energy consumption, CPU
usage, and CPU load during real-time cyber threat scenarios at the edge, underscoring the
resource-intensive nature of these systems. This chapter fills the existing knowledge void and
delivers essential insights into the operational dynamics of ML-based IDS at edge gateway in
IoT systems.

4.3 Study Design

The rapid expansion of the IoT has ushered in an era where data flows seamlessly across
various sectors, driving profound changes in how devices interact [160] [58]. This intricate IoT
ecosystem, composed of countless devices, sensors, and intelligent nodes, has fundamentally
reshaped how we think about device communication, significantly minimizing the need for
human involvement [161]. The integration of SDN within the IoT landscape represents a
significant step forward, creating a unified IoT-SDN framework that offers centralized control,
improved network management, and stronger security measures [162] [55].
The rapid expansion of IoT, driven by the interconnection of millions of devices via WSNs,
presents significant challenges [163]. These challenges stem mainly from these devices’ limited
memory, power, and battery life, highlighting the need for optimized computing and advanced
data analysis techniques [164]. Deploying SDN within this framework aims to overcome these
obstacles by offering a streamlined, secure network infrastructure that facilitates effective
resource allocation and enhanced threat management.
Given the widespread security vulnerabilities in IoT networks, such as service disruptions
and unauthorized access, the importance of ML-based IDS has grown [41]. ML-based IDS
are crucial for protecting network integrity due to their ability to adapt dynamically and
effectively identify threats [165] [166] [167].
However, despite advancements in developing ML-based IDS for IoT, several critical gaps
remain, as highlighted by Tekin et al. [168]. While previous research has examined ML-
based IDS’s performance in controlled, static testbed environments, there is a significant gap
in understanding how these systems operate under the dynamic conditions of real-time cyber
threats, especially when IoT is integrated with SDN. Moreover, while the potential of SDN
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to significantly enhance resource management in IoT systems is widely acknowledged [169]
[170] [171], there is a lack of empirical evidence on how SDN interacts with ML-based IDS
during cyber threats.
In this study, we set two primary objectives designed to deepen our understanding of network
performance metrics in IoT. Firstly, we assess the impact of deploying ML-based IDS at the
edge gateway, mainly focusing on ML-based IDS performance metrics under real-time cyber
threats. Secondly, we explore the impact of integrating SDN with our testbed, again at
edge gateway, to evaluate its influence on performance metrics under similar cyber threats.
The rationale behind incorporating SDN into our testbed is its potential to improve resource
management in IoT systems significantly [172] [173]. We conduct a comparative analysis of
the performance of seven state-of-the-art ML-based IDSs in two distinct setups: firstly, at
the edge gateway, and secondly, in a similar setup augmented with SDN integration at the
edge gateway, all under real-time cyber threats. This analysis is designed to elucidate the
impact of SDN on performance metrics and resource management in IoT systems, especially
highlighting how SDN integration can optimize the operational efficiency and resilience of
IoT networks against the backdrop of evolving cyber threats. To summarize, this chapter
makes the following contributions:

• Assessing performance metrics of ML-based IDS in IoT systems under real-time cyber
threats: Our investigation revealed the significant impact of seven ML-based IDS on
the performance at the edge, specifically measuring CPU usage, CPU load, and en-
ergy consumption amidst cyber threats. Utilizing ANOVA, we clarify the operational
consequences of deploying these sophisticated IDSs on the edge.

• Evaluating the impact of ML-based IDS at edge integrated with SDN: We evaluated
seven ML-based IDS performance metrics at the edge gateway system integrated with
SDN. Utilizing ANOVA, we clarify the impact of the integrated SDN with IoT on
deploying these sophisticated IDS under real-time cyber threats.

• Proposing a plugin-based ML-based IDS test suite: This test suite comes with a group
of available datasets and available ML-based IDSs and allows the users to define their
own IoT and SDN applications and test their ML-based IDSs and models in terms of
detection accuracy and performance metrics. Researchers can efficiently perform com-
parative analyses for their algorithms and models with other available algorithms and
models. The test suite is publicly available (section 4.8) for researchers and practition-
ers to reuse.
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4.4 Designing an Empirical Study for ML-Driven Intrusion Detection in IoT
Systems

This section describes our methodology to evaluate the impact of specific ML-based IDSs
using selected performance metrics. We first mention our Research Questions (RQs), followed
by an explanation of the experimental design and the metrics used to evaluate the impact of
the ML-based IDS.

4.4.1 Research questions(RQs)

Our research aims to address the following RQs:

• RQ1: How do ML-based IDSs impact CPU usage, CPU load, and en-
ergy consumption at the edge gateway without SDN during real-time cyber
threats?
This RQ examines the impact of ML-based IDSs on crucial performance metrics, specif-
ically CPU usage, CPU load, and energy consumption, at edge gateway not integrated
with SDN. It focuses on analyzing the performance of seven state-of-the-art ML-based
IDSs and their impacts on these key metrics in the face of diverse cyber threats.

• RQ2: What are the differences in CPU usage, CPU load, and energy con-
sumption impacts of ML-based IDS at the edge gateway with SDN integra-
tion during real-time cyber threats?
This RQ explores how ML-based IDSs influence CPU usage, CPU load, and energy
consumption at the edge gateway integrated with SDN. It involves analyzing the im-
pacts of various ML-based IDSs on these essential performance metrics under various
cyber threats.

4.4.2 DataSet

In our study, we used the CICIDS2017 data set [174], a highly regarded resource organized
by the Canadian Institute for Cybersecurity. This dataset is recognized as one of the gold
standards in cybersecurity research, capturing a broad spectrum of benign network activities
and the latest cyberattacks [175]. CICIDS2017 is designed to simulate real-world network
environments, making it an essential resource for researchers to thoroughly test and validate
advanced IDS. The breadth and diversity of the asset highlight its importance, making it
necessary for those aiming to strengthen network security paradigms.
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4.4.3 The ML-based IDS

Numerous ML-based IDS have been developed by researchers [168] [176] [177] [178]. How-
ever, we had a significant challenge in reviewing these publications and selecting some for
our study. Most did not make their solutions’ applications or source code publicly available.
This lack of transparency hinders the ability to experiment with these works in real IoT
devices. This omission complicates, and may even prevent, the objective comparison of the
proposed solutions. Consequently, to initiate our study, it became necessary to indepen-
dently implement all ML-based IDS that have been previously utilized, except the ML-based
IDS proposed by [87], which shared their code ML-based IDS available to researchers. In
this section, we explore the implementation process of seven ML-based IDSs that we have
developed: DT, KNN, RF, LSTM, CNN, and a hybrid model of LSTM and CNN. Table 4.3
presents a comparative analysis of the performance metrics of ML-based IDS.

Table 4.1 Distribution of labeled IoT-SDN attacks in the dataset
IoT Attack Labels No of labeled entries
BENIGN 2271320
DoS Hulk 230124
Port Scan 158804
DDoS 128025
DoS GoldenEye 10293
FTP-Patator 7935
SSH-Patator 5897
DoS slowloris 5796
DoS Slowhttptest 5499
Bot 1956
Web Attack & Brute Force 1507
Web Attack & XSS 652
Infiltration 36
Web Attack & SQL Injection 21
Heartbleed 11

4.4.4 DT, KNN, RF

We have developed and deployed DT-based IDS, RF-based IDS, and KNN-based IDS [179],
each specifically designed to improve security policy. The foundation of these models is a
preprocessing technique applied to the selected CICIDS 2017 dataset. The dataset features
various simulated cyber-attack scenarios alongside standard traffic data. It encompasses
multiple numerical attributes, including but not limited to packet sizes, flow durations, and
bytes per flow, which are critical for analyzing network behavior and detecting anomalies. We
applied min-max normalization as our initial preprocessing step to ensure uniformity across
these diverse numerical attributes and mitigate scale discrepancies. Missing values were
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imputed to preserve the integrity of the data. The LabelEncoder [180] was utilized to convert
labels into a format suitable for ML techniques. An essential aspect of our methodology is
to divide the selected dataset into training and testing subsets. For the first RQ, we adopted
80% training and 20% testing, aligning with standard practices in ML model development.
This adjustment was made to accommodate the different requirements of each research phase.
As shown in Table 4.1, the dataset has five classes (Benign, DDoS, DoS, Brute force, and
Port scan) with significantly more entries than the remaining ten classes, which contain fewer
samples. SMOTE [181] with auto-sampling was employed to address the class imbalance issue
in the dataset. This technique effectively augmented the representation of underrepresented
classes, leading to a more balanced dataset for training purposes.

Table 4.2 Comparison of structure and accuracy of different Neural Network models in IDS
for IoT-SDN network

Dataset CICIDS2017 CICIDS2017 CICIDS2017 CICIDS2017
Categories 15 15 15 15
Model LSTM LSTM+CNN CNN EIDM
Layers 10 11 8 12
Parameters 56386 12795 3497 48735

Structure
details

Dense (64)
Dense (128)
LSTM (128)
LSTM (256)
Dense (128)
Dense (48)
Dense (15)

Dense (64)
Conv1D (64, 10)
Conv1D (64, 10)
MaxPooling1D (2)
LSTM (128)
LSTM (64)
Dense (64)
Dense (15)

Conv1D (16,30)
Conv1D (16,30)
MaxPooling1D (2)
Flatten()
Dense (32)
Dense (15)

Dense (120)
Conv1D(80, 20)
MaxPooling1D (2)
Dense (120)
Dense (100)
Dense (80)
Dense (60)
Dense (60)
Dense (40)
Dense (15)

Training
Accuracy (%) 97.72% 98.77% 97.92% 99.57%

Testing
Accuracy (%) 93.86% 95.75% 94.74% 99.56%

4.4.5 CNN

In our research, we deployed a CNN-based IDS tailored for our experimental testbed. The
configuration details of the CNN model, including its layers, parameters, and architecture
specifics, are outlined in Table 4.2.

4.4.6 LSTM

In our investigation, we implemented an LSTM-based IDS specifically for our testbeds. The
detailed architecture and parameters of the LSTM model, crucial for its operation in our
IDS, are thoroughly presented in Table 4.2.
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4.4.7 Hybrid model of LSTM and CNN

In our exploration, we implemented a hybrid LSTM and CNN architectures model to create
an advanced IDS tailored to our experimental setup. This architecture has already been
tested in various scenarios [182] [183] [86]. The intricate configuration of this hybrid LSTM
and CNN model, which leverages the strengths of both LSTM and CNN to enhance detection
capabilities, is detailed in Table 4.2.
The goal of using the hybridization of LSTM and CNN is twofold. First, CNN can drop the
non-impactful features and select only the impactful ones (feature engineering). At the same
time, it helps to learn the features in a Spatial Hierarchical manner [184]. Second, from our
dataset, we got 77 features. As it is unknown which features are impactful from the given
features, we applied a 2 1-dimensional CNN layer followed by a max-pooling layer to find the
impactful features by learning the 10 nearby features together (kernel size 10). This helps
us to create new feature representations where the impactful ones are sustained. Later, we
fed these newly derived features directly to 2 LSTM layers. This step helps to learn the
spatial and temporal features from CNN, resulting in feature representations presented in
context and awarded. Finally, we applied 2 Dense layers to regress the feature representations
generated from previous CNN and LSTM layers into 15 classes. This process helps us learn
the input features more deeply and increase the classification accuracy.

4.4.8 Experimental Design

To address RQ1, we designed a testbed incorporating two Raspberry Pi 4 Model B units as
edge gateways. Each unit is equipped with 8GB of RAM and a 1.5GHz 64-bit quad-core CPU,
providing a realistic environment for evaluating the computational impact of ML-based IDS
at the edge gateway. Our study evaluates the performance of seven ML-based IDS models:
DT, KNN, RF, LSTM, CNN, EIDM, and a hybrid of LSTM and CNN model, selected
for their established effectiveness in cybersecurity. We conducted controlled experiments
in IoT-edge networks to assess these IDS models, simulating a range of cyber threats(e.g.,
BENIGN, DDoS, DoS, Brute force attacks, and the Port scan) using Kali Linux [185]. These
experiments enabled us to analyze the IDS models’ impact on critical performance metrics,
specifically CPU usage, CPU load, and energy consumption.
To address RQ2, we extended our testbed by integrating the edge gateway with the Ryu
controller, establishing an SDN-based environment. Ryu, an open-source Python-based SDN
controller [186], provides centralized traffic management, enhancing resource allocation and
security analysis. We further utilized Mininet [187] to simulate a realistic SDN infrastructure
consisting of eighteen hosts, six switches, and a Ryu controller, mirroring real-world network
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Table 4.3 Performance Comparison of ML-based IDS

DT KNN RF LSTM LSTM+CNN CNN
Accuracy 0.9985 0.9967 0.9981 0.9386 0.9575 0.9474
Precision 0.9985 0.9966 0.9980 0.9771 0.9877 0.9792
Recall 0.9985 0.9967 0.9981 0.9524 0.9645 0.9611
F1-Score 0.9985 0.9966 0.9980 0.9646 0.9760 0.9701

conditions.

4.4.9 Metrics

We evaluated CPU usage, CPU load, and energy consumption in our test beds in the context
of ML-based IDS during cyber threat scenarios. We employed the ANOVA [188] to ensure
an objective assessment of the performance of various ML-based IDS.

4.4.10 CPU Load CPU Usage

IDS, especially at the edge and SDN environments. CPU usage measures the percentage
of the CPU’s current capacity, reflecting how much processing power is dedicated to task
execution. High CPU usage in an IDS can signal extensive computational demands, po-
tentially impacting the performance of other tasks and system responsiveness, a concern in
resource-limited IoT settings. Efficient IDS, especially those utilizing ML techniques, must
manage CPU usage carefully to balance detection accuracy with minimal resource use. Ex-
cessive CPU usage can slow IDS’s real-time network traffic processing, leading to delays or
missed attack detection. On the other hand, CPU load indicates the number of processes
waiting to be executed, providing an understanding of the CPU’s workload. An increase in
CPU load might suggest heavy network traffic or numerous attack attempts, highlighting
the risk of system overload. Monitoring CPU load allows for early identification of potential
bottlenecks, ensuring that IDS operations do not adversely impact system performance. In
SDN-enabled IoT edge systems, adept CPU load management is vital to distribute tasks
between IDS and other network-efficient functions, ensuring optimal resource allocation and
system performance. Both CPU usage and load are pivotal metrics for assessing IDS efficacy
in environments where resources are constrained, e.g., at the edge gateway [189] [190] [191].
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Figure 4.1 IoT-edge testbed topology, illustrating non-SDN and SDN-enabled setups.

4.4.11 CPU Performance Metrics

To assess the computational impact of ML-based IDS, we analyze both CPU load and CPU
usage, as these metrics provide complementary insights into system performance. CPU usage
is typically expressed as a percentage, indicating the proportion of processing power utilized
at a given moment. In contrast, CPU load is presented as a numerical value, representing the
average number of active processes waiting for CPU execution over a specific time interval.
Moreover, while CPU load can be converted into a percentage, it provides a more detailed
view of system stress, especially in multi-core environments. In a multi-core processor, a
load value of 1.0 on a single-core system indicates full utilization. In contrast, on a quad-core
system, a load of 1.0 suggests that only 25% of the total available processing capacity is used.
This distinction is crucial when interpreting our results, as high CPU load does not always
imply that the system is at risk of overutilization—it depends on the number of available
processing cores and the workload distribution.

4.4.12 Energy Consumption

Energy consumption, often measured in watt-hours or joules, quantifies the amount of energy
a device or system expended during its operation. In IoT hardware, where many devices are
battery-powered or operate in energy-constrained environments, efficient energy consumption
is desirable and necessary. Devices (e.g., sensors and actuators) and even more complex IoT
nodes must be designed to perform their tasks while consuming minimal energy, ensuring
longevity, and reducing the need for frequent battery replacements or recharges. Moreover,
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IoT devices integrated with SDN bring a new dimension to the energy conversation; SDN
centralizes network control, dynamically optimizing network resources based on real-time de-
mands. Although this centralization offers enhanced flexibility and scalability, it also means
that the network’s core components must be energy efficient. In IoT systems, where po-
tentially thousands or even millions of devices communicate and exchange data, even minor
inefficiencies in energy consumption can accumulate, leading to significant energy drains. In-
tegrating ML-based IDS into the edge gateway emphasizes the need to consider energy metrics
critically. ML-based IDS are inherently data-intensive, requiring substantial computational
resources to process large datasets for detecting and mitigating security threats. Although
these systems offer invaluable security enhancements, their operation can be energy-intensive.
Therefore, measuring and optimizing the energy consumption of ML-based IDS is crucial to
ensure they deliver effective security measures without unduly burdening the system’s energy
resources. This balance is essential for maintaining the sustainability and efficiency of the
edge gateway, where energy efficiency is often a key concern.
We employed PowerTop [192], a robust tool, to precisely gauge and examine the energy con-
sumption in two separate testbed configurations: the edge gateway integrated with SDN and
without SDN. PowerTop’s sophisticated monitoring capabilities allowed us to gain insights
into these testbeds’ energy consumption patterns and processor activity.

4.4.13 Designed cyber threats

For our research, we focused on analyzing DDoS, DoS, brute force attacks, and the port
scan. We chose these specific types of attacks since they were already categorized in the
employed dataset. These cyber threats are prevalent and pose substantial risks in the field
of cybersecurity. Below, a concise summary of each is presented:

• A Denial-of-Service (DoS): At the edge, DoS attacks are critical cybersecurity
threats that disrupt device and service operations by flooding systems with excessive
requests and consuming vital resources (e.g., bandwidth, processing power, and mem-
ory). This overload prevents the system from serving legitimate users, blocking access
to essential operations. The distributed, resource-constrained nature of the edge makes
them especially susceptible to DoS attacks. The vulnerability of these devices, coupled
with their interconnectedness, means that an attack on a single device can significantly
compromise the entire network’s functionality and security [193].

• A distributed denial-of-service (DDoS): A DDoS attack is a coordinated effort
where multiple attackers from different locations flood a specific target, such as a server
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or network at the edge, with excessive traffic. The goal is to deplete the target’s
resources, causing severe service disruptions or a complete shutdown. Unlike traditional
DoS attacks, which come from a single source, DDoS attacks are distributed across
numerous sources, making them harder to defend against. This distributed nature
makes DDoS attacks especially dangerous at the edge, where the interconnected and
resource-constrained devices can exacerbate the attack’s impact, potentially crippling
the entire network [194].

• Brute Force: A brute-force attack involves an attacker systematically attempting to
gain unauthorized access to a system by trying every possible combination, such as
trying every key until one works. With its many interconnected devices and varying
security levels, the edge is especially vulnerable to such attacks. Attackers exploit these
weaknesses by repeatedly guessing passwords, encryption keys, or access codes, which
seriously threatens the integrity and confidentiality of data at the edge gateway [195].

• Port Scan:A port scan aims to identify a target system’s open ports. By identifying
open ports and the services running on them at the edge, attackers can uncover and
exploit vulnerabilities, posing a serious threat to the security and integrity of the edge
gateway [196].

4.4.14 Analysis method for energy consumption, CPU usage, CPU load

We used ANOVA to assess our observed results. ANOVA is an indispensable statistical tool
for testing the null hypothesis that posits the equivalence of group means. Our study specif-
ically employed one-way ANOVA to examine the impact of a singular independent variable
on the evaluated systems. This method relies on several crucial assumptions, including the
necessity for the data to exhibit a normal distribution, the variances between groups being
equal (homogeneity of variance), and all observations being independent.
In addition, we conducted 15 separate tests on ML-based IDS to measure CPU load, CPU
usage, and energy consumption under various cyber threats. This rigorous approach allowed
us to leverage the F statistic, which quantifies the variance ratio between the means of dif-
ferent groups to the variance in the groups. A significant F-statistic, together with a p-value
of ≤ 0.05, denotes statistically significant differences between group means, underscoring the
efficacy of our testing methodology. By implementing this robust statistical framework, we
have thoroughly evaluated the performance of various ML-based IDS models in response to
different cyber threats. This analysis has allowed us to identify specific models that demon-
strate resilience or efficiency against multiple attacks and require increased computational
resources or energy consumption. While CPU load is a key performance metric for IDS
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evaluation, it is also crucial to consider its impact on IoT device availability and reliability.
Excessive CPU consumption by an IDS can degrade the device’s primary functions, leading
to slow response times or system failures. This is especially critical in real-time applications
such as healthcare, industrial automation, and smart home security, where device downtime
can have serious consequences. An IDS must enhance security without inadvertently causing
an attack, such as a DDoS condition due to resource exhaustion. In addition, through these
fifteen iterations of testing, ANOVA has enabled us to validate significant differences in IDS
performance metrics (e.g., detection accuracy, false positive rates), CPU load, CPU usage,
and energy consumption across diverse scenarios. This methodological approach provides
a detailed examination of how different IDS models respond to varied threats, establishing
a solid statistical foundation for assessing the efficacy of each model in a controlled envi-
ronment. By distinguishing between performance differences attributable to the models’
inherent capabilities and those due to random variation, our use of ANOVA has proven to
be critical. It aids in identifying the most resource-efficient and reliable IDS, thereby guiding
the selection process for optimal cybersecurity defenses and enhancing our management and
understanding of IDS performance under cyber threat conditions [197] [198].

4.4.15 TestSuite

To initiate the research work presented in this chapter and to facilitate the environment
for further research and testing, we introduce a versatile test suite designed to experiment
with and evaluate ML-based IDS in SDN environments. Unlike conventional experimental
testbeds, our test suite is an extensible framework equipped with predefined APIs and a
selection of pre-integrated algorithms, facilitating the seamless integration and testing of
novel IDS models. Another good contribution to our test suite is that users can execute their
experiments on it without Raspberry Pi or any other hardware support. As discussed in
the previous paragraph, the test suite is developed following the plug-in architecture feature.
This ensures that the user can easily integrate their algorithm into the test suite and test the
accuracy, energy consumption, and CPU usage with or without security threats. Users can
create their own IoT-SDN network and complexity in the network and generate any number
of security breaching attacks. This approach not only simplifies the validation process of IDS
models in a realistic network scenario but also encourages the exploration of innovative IDS
methodologies by providing a solid foundation of tools and benchmarks. We have made the
test suite available with the same configuration discussed in Section 4.4.8. We integrated the
same tools for creating an IoT-SDN network, generating security attacks, and measuring IDS
accuracy, energy consumption, CPU usage, etc. Through its design, the test suite aims to
advance the development and thorough evaluation of cutting-edge IDS solutions, significantly
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enhancing network security in the era of SDN.

4.5 Experimental Results and Analysis

This section discusses our experimental results and findings. After presenting our results,
we conducted an in-depth statistical analysis using ANOVA. This analysis aims to illumi-
nate the implications and insights that emerge from the experimental results, providing an
understanding of the efficacy and nuances of each IDS under study.

4.5.1 Experimental finding for RQ1

CPU Load:
We tested ML-based IDSs under various cyberattack scenarios to assess their impact and
strain on our testbed. The types of cyberattacks we considered include DDoS, DoS, brute
force attacks, and the port scan. Moreover, we conducted the ANOVA, focusing on CPU
load variations in our testbed. Figure 4.2 illustrates a comparative analysis of the average
CPU load among different ML-based IDS models in the presence of various types of cyber-
attacks. The DL-based IDS (CNN, LSTM, combined model of LSTM and CNN, and EIDM)
consistently maintain lower CPU loads across all attack types, demonstrating their efficiency
in resource utilization during inference. In contrast, traditional ML-based IDS, such as KNN,
DT, and RF, exhibit significantly higher CPU loads, especially under brute force and DDoS
attacks, with KNN and DT being the most resource-intensive. This is because DL mod-
els, such as CNN and LSTM, efficiently handle computations in parallel and are optimized
for inference. In contrast, traditional models (e.g., KNN and DT) require more repeated,
resource-heavy calculations, such as distance computations in KNN or recursive splitting in
DTs, especially under large-scale attacks.
Statistical Findings:

Table 4.4 ANOVA results: CPU Load for ML-based IDS under DDoS.
Source Degrees of Freedom Sum of Squares Mean Square F Statistic P-value
Between groups 6 21609.87 3601.64 60.40 < 0.05
In groups 91 5426.49 59.63
Total 97 27036.36 278.73

We conducted an ANOVA, and the results presented in Table 4.4 illuminate significant dif-
ferences in CPU load among diverse ML-based IDS under DDoS, underscored by F-statistic
of 60.40 and a p-value < 0.05. This F-statistic delineates the contrast in CPU load variance
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Figure 4.2 The Average CPU load of ML-based IDS under cyber threats.

across ML-based IDSs against the variance in, highlighting a significant influence of IDS
selection on CPU load. The remarkably low p-value corroborates this finding, conclusively
demonstrating the substantial differences in CPU load among the IDSs. Furthermore, we
observed similar p-values (< 0.05) across other attacks, including brute force, DoS, and the
port scan, so we do not report them. This reinforces the presence of marked differences in
CPU load among diverse ML-based IDS under different cyber threats.

Finding

DL-based IDS, such as CNN, LSTM, and hybrids, perform more efficiently in managing
computational demands across diverse types of cyber threats than traditional ML-based
IDS, such as KNN, DT, and RF, as they exhibit higher CPU loads at the edge. This
pattern suggests that DL-based IDS’ intrinsic efficiency is not attack-specific but rooted
in their architecture, making them especially suited for real-time applications at edge
gateway. These results are expected, as traditional ML-based IDS (e.g., KNN, DT,
RF) perform computationally expensive operations during inference, unlike DL-based
IDS, which optimizes processing through parallelization and learned feature extraction.

CPU Usage:
Figure 4.3 compares the average CPU usage of various ML-based IDS models under different

cyberattacks. The KNN model consistently exhibits the highest CPU usage across all attack
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Figure 4.3 The Average CPU usage of ML-based IDS under cyber threats.

types, indicating its high computational demand, which limits its use in resource-constrained
environments. The RF and DT models are also CPU-bound, though they are less intensive
than KNN. In contrast, the LSTM model demonstrates the lowest CPU usage, making it
the most efficient option for scenarios where minimizing resource consumption is critical.
The hybrid of the LSTM and CNN model, along with the CNN and EIDM models, offers a
balance between inference accuracy and computational efficiency, making them viable choices
for environments with moderate resource availability.
Statistical Findings:

Table 4.5 presents our ANOVA results. Our results reveal significant differences in CPU

Table 4.5 ANOVA results: CPU Usage for ML-based IDS under DDoS.

Source Degrees of Freedom Sum of Squares Mean Square F Statistic P-value
Between groups 6 21609.86 3601.64 60.39 < 0.05
In groups 91 5426.49 59.62
Total 97 27036.36 278.73

load among diverse ML-based IDS under DDoS, as evidenced by a compelling F-statistic of
60.39 and a p-value < 0.05. This F-statistic highlights the variance in CPU load across IDS
groups compared to the variance in, underscoring a significant impact of IDS selection on
CPU load. The exceedingly small p-value further supports this conclusion. Moreover, we
observed similar p-values (below 0.05) across various cyber threats, such as brute force, DoS,
and the port scan, so we do not report those results.
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Finding

Our analysis reveals that traditional ML-based IDS, such as KNN, DT, and RF, ex-
hibit increased CPU usage under various cyber threats, thus posing challenges for the
edge. Also, LSTM and other DL-based IDS exhibit lower CPU demands. This consis-
tent efficiency across various attacks highlights the benefit of adopting DL-based IDS
at the edge gateway. The increased CPU usage of KNN, DT, and RF reflects their
reliance on instance-based and tree-splitting operations, which require repeated evalu-
ations. In contrast, DL models efficiently process data in structured layers, reducing
computational strain.

Energy consumption:
Figure 4.4 shows that the LSTM and DT models are the most energy-efficient across differ-

ent types of cyberattacks, consistently exhibiting the lowest energy consumption. The CNN
model also performs efficiently, with slightly higher energy usage. The LSTM, CNN model
hybrid, and EIDM have moderate energy consumption, balancing complexity and efficiency.
In contrast, the KNN model has the highest energy consumption across all scenarios, making
it less suitable for energy-constrained environments. The RF model falls in between, with
moderate energy demands.
Statistical Findings:

We conducted the ANOVA, and the results presented in Table 4.6 reveal significant dif-

Table 4.6 ANOVA results: energy consumption for ML-based IDS under DDoS.

Source Degrees of Freedom Sum of Squares Mean Square F Statistic P-value
Between groups 6 47732.07 7955.34 57.44 < 0.05
In groups 98 13571.72 138.48
Total 104 61303.80 589.45

ferences in energy consumption among diverse ML-based IDS under DDoS, underscored by
a F-statistic of 57.44 and a p-value of < 0.05. This F-statistic delineates the contrast in
energy consumption variance across the group of IDSs against the variance in, highlighting
a significant influence of IDS selection on energy consumption. The extremely low p-value
further supports this conclusion, conclusively demonstrating the substantial differences in
energy consumption among the IDSs. In addition, we observed similar p-values (< 0.05)
for other cyber threats, such as brute force, DoS, and the port scan, so we do not report
the results. This observation demonstrates significant differences in energy consumed among
various ML-based IDS when faced with differing cyber threats.
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Figure 4.4 The Average Energy consumption of ML-based IDS under cyber threats.

Finding

Our analysis concludes a marked discrepancy in energy consumption, with traditional
ML-based IDS such as KNN, RF, and DT exhibiting significantly higher energy con-
sumption under cyber threats such as DDoS and brute force, a drawback for energy-
constrained at the edge. In contrast, DL-based IDS models, LSTM, CNN, EIDM, and
their hybrids excel in energy efficiency, making them the preferable choice for the edge.
Traditional ML models’ higher energy consumption results from their iterative com-
putations and lack of optimized inference paths, making them less viable for real-time
IoT applications where power efficiency is crucial.

4.5.2 Experimental finding for RQ2

This section presents our experimental results for IoT-edge devices with SDN integration
during real-time cyber threats.
CPU Load:
In Figure 4.5, we illustrate the CPU load of various ML-based IDS models under different

cyberattacks in an SDN-enabled at the edge gateway. The analysis shows that KNN and DT
models have the highest CPU load, especially during DDoS and DoS, indicating significant
resource demands at the edge. Conversely, the LSTM model demonstrates the lowest CPU
load, highlighting its efficiency in resource management. The CNN model also performs
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Figure 4.5 The Average CPU load of ML-based IDS under cyber threats.

efficiently but not as well as LSTM. The LSTM and CNN model hybrid, similar to EIDM,
offers balanced performance, making it suitable for scenarios where moderate CPU efficiency
is required at the edge.
Statistical Findings:
We conducted an ANOVA for the case of the DDoS attack, and the results are presented

Table 4.7 ANOVA results: CPU load for ML-based IDS in SDN under DDoS.
Source Degrees of Freedom Sum of Squares Mean Square F Statistic P-value
Between groups 6 1184.21 197.36 142.57 < 0.05
In groups 91 125.97 1.38
Total 97 1310.18 13.50

in Table 4.7. The results reveal significant differences in CPU load among diverse ML-based
IDS under DDoS attack, underscored by an impressive F-statistic of 142.57 and a p-value of
< 0.05. This F-statistic highlights the variance in CPU load across IDSs compared to the
variance in them, indicating a significant impact of IDS selection on CPU load. In addition,
consistent p-values (< 0.05) were observed across other cyber threats, including brute force,
DoS, and the port scan, and we do not report the result. This reinforces the presence of
marked differences in CPU load among diverse ML-based IDS when subjected to different
cyber threats.
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Finding

The findings demonstrate that traditional ML-based IDS, e.g., DT, exhibit elevated
loads under DDoS and DoS. In contrast, DL-based IDSs, including EIDM, LSTM,
CNN, and their hybrids, demonstrate superior energy efficiency, making them suitable
for SDN-enabled at the edge gateway. The integration of SDN helps balance network
resource allocation. Yet, traditional ML-based IDS still exhibit higher CPU load due
to their design, reinforcing the efficiency advantage of DL-based models in dynamic
network environments.

CPU Usage:
Figure 4.6 shows that CPU usage across various ML-based IDS models in an SDN-enabled

edge gateway is fairly consistent across different attack scenarios. Only minor variations
are observed, as CNN, LSTM, and hybrid versions demonstrate relatively lower CPU usage,
indicating efficient resource management. The DT, KNN, and RF models also show consistent
CPU usage across attacks. The EIDM model balances efficiency and performance well.
Statistical Findings:
We conducted an ANOVA for the results we got for ML-based IDS in SDN under the DDoS

Table 4.8 ANOVA results: CPU usage for ML-based IDS in SDN under DDoS.

Source Degrees of Freedom Sum of Squares Mean Square F Statistic P-value
Between groups 6 27.97 4.66 5.94 < 0.05
In groups 91 71.32 0.78
Total 97 99.30 1.02

attack. The results presented in Table 4.8 reveal significant differences in CPU usage among
diverse ML-based IDS under DDoS attack, underscored by an impressive F-statistic of 5.94
and a p-value of < 0.05. This F-statistic highlights the variance in CPU usage across the
group of IDSs compared to the variance in, indicating a significant impact of IDS selection
on CPU usage. In addition, we observed a consistently low p-value (< 0.05) for other
examined cyber threats (not reported in the chapter), including brute force, DoS, and port
scan, reinforcing the presence of marked differences in CPU usage among diverse ML-based
IDS when subjected to different cyber threats.
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Figure 4.6 The Average CPU usage of ML-based IDS under cyber threats.

Finding

In the context of SDN-enhanced IoT, deploying DL-based IDS with advanced models
such as CNN, LSTM, EIDM, and their hybrids demonstrates efficient energy con-
sumption. These models achieve reduced CPU usage against brute force and port
scan, benefiting from the centralized resource optimization afforded by SDN. Nonethe-
less, the complexity of DDoS and DoS presents a significant challenge, necessitating
increased computational resources. Although SDN optimizes network operations, IDS
models such as KNN and RF remain resource-intensive due to their frequent computa-
tional overhead. At the same time, DL-based IDS maintains efficiency through batch
processing and learned representations.

Energy consumption:
Figure 4.7 depicts the average energy consumption of ML-based IDS models under different

attacks in an SDN environment. The results indicate that traditional ML models consume
more energy, especially during port scans, e.g., DT, KNN, and RF. In contrast, the EIDM
model consistently shows lower energy consumption across all attack types, highlighting its
efficiency. The LSTM and CNN models, including their hybrid version, display moderate en-
ergy consumption. Compared to non-SDN environments, the increased energy consumption
in the SDN setup is attributed to the SDN controller’s active role in traffic management and
threat response, which demands more energy resources.
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Figure 4.7 The Average Energy consumption of ML-based IDS under cyber threats.

Statistical Findings:
We applied ANOVA on energy consumption data across ML-based IDSs in SDN under DDoS.
The results, presented in Table 4.9, reveal significant differences in energy consumption among
diverse ML-based IDS under DDoS, underscored by an impressive F-statistic of 18.27 and a
p-value of < 0.05. This F-statistic highlights the variance in energy consumption across a
group of IDSs compared to the variance in, indicating a significant impact of IDS selection
on energy consumption. Moreover, a consistently low p-value (< 0.05) was observed across
other cyber threats, including brute force, DoS, and port scan, so we do not report the results
here. This highlights marked differences in CPU usage among diverse ML-based IDS when
subjected to examined cyber threats.
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Table 4.9 ANOVA results: Energy consumption for ML-based IDS in SDN under DDoS.

Source Degrees of Freedom Sum of Squares Mean Square F Statistic P-value
Between groups 6 1263.26 210.54 18.27 < 0.05
In groups 91 1048.21 11.51
Total 97 2311.48 23.82

Finding

The findings accentuate the distinct energy efficiency profiles of ML-based IDSs when
exposed to various cyber threat scenarios. During brute force and the port scan, tradi-
tional ML-based IDS, such as DT, KNN, and RF, are observed to have higher energy
consumption. This indicates that these models are not energy-efficient under the exam-
ined conditions due to their complex computational frameworks. On the other hand,
DL-based IDS and the EIDM show markedly superior energy efficiency. The reduced
energy footprint of DL-based IDS is especially advantageous in the context of the SDN-
enabled at the edge, where low energy consumption is crucial due to device constraints
and the need for long-term, autonomous operation. The reduction in energy consump-
tion observed in DL-based IDS when integrated with SDN highlights the benefits of
centralized network control and optimized workload distribution, making them a more
sustainable choice for IoT security.

4.5.3 Analyzing the Impact of SDN on CPU Usage, Load, and Energy Efficiency
in ML-Based IDS

Figure 4.8 demonstrates that integrating SDN with ML-based IDS in the edge gateway
significantly improves resource efficiency, reducing energy consumption, CPU usage, and CPU
load. The most substantial improvement is in CPU usage, where DL-based IDS, e.g., LSTM
and CNN, outperform traditional ML models by efficiently handling complex computations
through parallel processing. Additionally, SDN integration reduces CPU load by balancing
workloads, essential for real-time threat detection in edge gateways. The observed reduction
in energy consumption further highlights the approach’s suitability for battery-powered edge
gateway, confirming its scalability and practicality for real-world applications.

4.6 ML-Based IDS vs. Signature-Based IDS (Snort)

This section compares our ML-based IDS models and the signature-based Snort IDS to eval-
uate the performance improvements achieved by leveraging ML-based IDS over traditional
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Figure 4.8 Reduction in energy consumption, CPU usage, and CPU load for ML-based IDS
models with SDN integration in edge gateway.

detection systems. This comparison is essential to highlight the advantages of ML-based
approaches regarding resource efficiency, scalability, and adaptability, especially in the edge
gateway.
The results presented in Table 4.10 provide a comparative analysis of our ML-based IDS
models against the signature-based Snort IDS discussed in other research.
Regarding CPU usage, Snort IDS shows high utilization under heavy traffic due to its reliance
on predefined rules and signature matching. In contrast, the ML-based IDS models demon-
strate better CPU efficiency. While traditional ML models, e.g., DT and KNN, have higher
CPU usage because of iterative computations, DL-based IDS, e.g., LSTM, CNN, and a hybrid
of LSTM and CNN, EIDM exhibits lower CPU usage. This is primarily due to the DL-based
IDS’s ability to process data in batches and leverage parallel processing for real-time threat
detection. For energy consumption, Table 4.10 shows that Snort IDS consumes more en-
ergy, especially in IoT networks requiring multiple containers. However, our ML-based IDS
models, especially DL architectures, e.g., LSTM and EIDM, demonstrate superior energy
efficiency. These models optimize resource usage and process data efficiently, making them
suitable for resource-constrained edge gateway and highlighting their scalability advantages.
Finally, in terms of CPU load, Table 4.10 indicates that earlier versions of Snort IDS suffer
from high CPU load on a single core because of their single-threaded architecture. Although
newer versions introduce multi-threading, they still encounter processing bottlenecks under
heavy traffic. Conversely, the ML-based IDS models distribute the CPU load more effectively
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across multiple cores. DL-based IDS, especially LSTM and hybrid architectures, achieve the
lowest CPU load levels due to their parallel execution capabilities and efficient handling of
sequential data.

Table 4.10 Comparative Resource Utilization of ML-Based IDS and Snort IDS Based
Metric Snort IDS ML-Based IDS (Our Findings)
CPU Usage - High Traffic Conditions: CPU usage can

reach its maximum during initialization with
many active rules [199].
- Multi-Core Systems: Snort 3.0 utilizes
a significant portion of CPU resources on a
multi-core processor [200] [201].

- Traditional ML Models (DT, KNN,
RF): Tend to exhibit higher CPU usage dur-
ing real-time cyber threats, especially those
requiring intensive computations.
- DL-Based Models (CNN, LSTM, Hy-
brid of LSTM and CNN and EIDM):
Show lower CPU usage compared to tra-
ditional ML models, with LSTM models
demonstrating the most efficient utilization
due to sequential data processing and paral-
lelization.

Energy Consump-
tion

- IoT Deployment: Deployment of Snort
on IoT gateways results in considerable en-
ergy consumption [202].

- Traditional ML-based IDS: Generally
consume more energy during inference cycles
due to repetitive computations.
- DL-Based Models: Exhibit better energy
efficiency, especially models that combine
convolutional and sequential layers, benefit-
ing from optimized processing structures.

CPU Load - Single-Core Utilization: Older Snort
versions (pre-3.0) lead to high load on a sin-
gle core under heavy traffic [203].
- Multi-Core Systems: Updated versions
distribute the load but still face processing
bottlenecks under extensive traffic [203].

- Traditional ML-based IDS: Often show
higher CPU load during complex attack sce-
narios.
- DL-Based Models: Maintain a lower
CPU load, benefiting from parallel process-
ing capabilities, with hybrid models showing
the most balanced load distribution.

4.7 Discussion

Our investigations explored the performance metrics of ML-based IDS with various mod-
els, especially in IoT-edge devices with and without SDN integration. Our study primarily
evaluated the impact of these models on CPU load, CPU usage, and energy consumption
amidst diverse cyberattack scenarios. The empirical findings revealed significant disparities
in resource utilization across different ML-based IDS, shedding light on crucial aspects of
their deployment in IoT devices integrated with SDN. The KNN, DT, and RF significantly
exhibited higher CPU load, CPU usage, and energy consumption, especially under specific
types of cyberattacks. While these models are adept at identifying threats, their resource-
intensive nature could pose challenges in the IoT context, where computational resources
are often limited. This could lead to diminished performance or instability in environments
with constrained resources. Specifically, KNN’s higher variance in CPU load and energy con-
sumption, as observed in Tables 4.4 and 4.5, stems from its lazy learning approach. Unlike
other models, KNN does not build a generalized model during training but instead stores the
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entire dataset and computes distances at query time. This results in increased processing
demands, leading to fluctuations in resource utilization. Such behavior makes KNN less suit-
able for real-time IDS applications in resource-constrained IoT networks [204] [205]. While
CPU load significantly impacts energy consumption, it is not the sole factor. Memory opera-
tions, network activity, peripheral devices, and thermal management also contribute to power
usage in IoT devices. High data transmission rates and active sensors can increase energy
demands, while sustained CPU load may trigger additional energy consumption for cooling
mechanisms. Although a strong correlation between CPU load and energy consumption is
expected, these factors introduce variations across IDS models. Optimizing IDS efficiency
can help balance security and resource constraints in IoT networks. Conversely, the CNN
and LSTM models demonstrated greater efficiency in resource utilization. While their archi-
tectures are sophisticated and adept at processing complex data structures, they appear to
optimize the computational load during inference when employed in IDS. This makes them
more suitable for scenarios where resource conservation is critical. However, the complexity
of these models introduces its own set of challenges, especially in terms of training and on-
going maintenance in the dynamic landscape of IoT devices integrated with SDN.
The balance between detection efficiency and resource consumption is especially critical at the
edge gateway, where devices often have limited processing power and energy reserves. This
balance is closely tied to several United Nations Sustainable Development Goals (SDGs),
especially SDG 9 (Industry, Innovation, and Infrastructure), SDG 11 (Sustainable Cities and
Communities), and SDG 13 (Climate Action). Optimizing IDS deployment in smart cities
strengthens cybersecurity infrastructure, directly supporting SDG 9 while fostering resilient,
sustainable urban environments in line with SDG 11. Furthermore, by prioritizing energy-
efficient IDS solutions, this research contributes to SDG 13, promoting responsible resource
consumption and mitigating the environmental impact of growing IoT networks [44].
To aid IoT developers in selecting appropriate IDS solutions, we provide detailed guidelines
in Table 4.11 and Table 4.12, outlining the performance trade-offs of seven different ML-
based IDS models for IoT devices examined in this chapter, both with and without SDN
integration. These insights enable developers to make informed decisions, ensuring the op-
timal balance between security and resource efficiency during application development. We
use graphical indicators (smiley faces) instead of numerical values to provide an intuitive,
high-level comparison of IDS performance. This visual approach simplifies decision-making
for IoT developers, aligning with similar methodologies used in prior work [206]. Moreover,
all corresponding numerical values related to CPU usage, CPU load, and energy consumption
are presented in the Figures and Tables in Section 5.
On the other hand, to the best of our knowledge, only Tekin et al. [168] have explored a sim-
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ilar direction in evaluating the performance of ML-based IDS in IoT systems. However, our
study takes a fundamentally different approach, especially in how computational resources
are classified and utilized, which plays a critical role in the effectiveness and scalability of IoT
systems. While Tekin et al. focus on energy consumption and inference times using Rasp-
berry Pi as an IoT device, our study emphasizes the advantages of processing data at the
edge, especially regarding energy efficiency, CPU load, and usage. We show how models such
as DT and RF benefit from edge processing, reducing latency, and improving responsiveness,
especially when combined with SDN, which optimizes network traffic and resource allocation.
Our findings underscore the importance of balancing computational tasks across the network
using SDN to maintain performance, unlike Tekin et al. [168], who do not explore the impact
of edge computing or SDN integration.

4.8 Threat and validity

Empirical research inevitably encounters issues related to the validity of findings. In light
of this, the present section seeks to identify and discuss possible threats to our research’s
validity, per the recommendations of Wohlin et al. [207].

4.8.1 Internal Threats

During our empirical study on ML-based IDS in the context of IoT devices with IoT devices
integrated with SDN, we recognized the existence of internal obstacles that impact the cred-
ibility of our findings. The precision of our performance measures is of utmost importance,
namely the measurement of CPU load, CPU usage, and energy consumption in these intricate
network settings. The complex characteristics of IoT devices and the adaptable structure
of SDN provide significant difficulties in guaranteeing accurate and dependable performance
evaluations. To address these concerns, we performed fifteen experiments on our testbeds.
To improve the trustworthiness of our results in the context of SDN and IoT, we utilized
average values to reduce the impact of network or hardware differences and ambient factors.
In addition, the cyber threat simulations were conducted using highly practiced cybersecu-
rity testing mechanisms in academic research and industries in IoT-edge devices integrated
with SDN. This work aims to tackle internal risks associated with the setup and precision of
ML-based IDS, improving their usefulness and significance in these fast-advancing technical
fields.
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Table 4.11 Guideline for selecting seven ML-based IDS in edge gateway.

Metric DT KNN RF CNN LSTM CNN LSTM+CNN EIDM
CPU load

CPU usage
Energy consumption

Table 4.12 Guideline for selecting seven ML-based IDS in SDN-edge gateway.

Metric DT KNN RF CNN LSTM CNN LSTM+CNN EIDM
CPU load

CPU usage
Energy consumption

The energy consumption and CPU usage in all ML-based IDS lowered during the brute
force attack and port scan.

4.8.2 External Threats:

The landscape of network security, especially in IoT-edge devices and IoT-edge devices in-
tegrated with SDN realms, is increasingly challenged by external threats. These range from
sophisticated cyberattacks such as DoS, DDoS, and brute force attacks to more subtle, yet
equally harmful, reconnaissance methods such as a port scan. These threats highlight the
urgent need for robust and adaptable IDS solutions. Integrating ML into IDS presents
promising advancements in threat detection and mitigation. However, this integration faces
challenges due to the complexity of IoT-edge devices, which are marked by numerous in-
terconnected devices, and the dynamic nature of SDN architectures. IDS solutions must
be precise in threat detection while also being resource-efficient. Our research evaluates
ML-based IDS based on CPU usage, CPU load, and energy consumption, especially under
real-time cyber threats. These metrics are vital to ensure that ML-based IDS are effective in
protecting networks against external threats and sustainable in their operation. They help
maintain a crucial balance between security and performance in the complex ecosystems of
IoT devices and IoT devices integrated with SDN. Additionally, to ensure the transparency
and reproducibility of our study, we have provided detailed information about the experi-
mental setup and made our testbed and results publicly available for further research [208].
By adopting these measures, we have attempted to provide robust validation and increase
the inability to reject our findings among practitioners and researchers.
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4.9 Chapter Summary

This chapter presents a comparative analysis of the ML-based IDS in IoT-edge devices and
IoT-edge devices integrated with SDN under different cyberattack scenarios, resulting in
comprehension. In IoT systems, conventional ML models (e.g., KNN and DT) often expe-
rience increased CPU load and CPU usage, especially when subjected to DoS and DDoS
cyber threats. This suggests that these models have limits in resource-limited situations.
In contrast, DL-based IDS (e.g., CNN and LSTM) exhibit reduced CPU usage, indicating
improved efficiency and compatibility with IoT security. A consistent energy consumption
pattern was identified across attack types in both scenarios, encompassing advanced neural
networks and conventional methods. The consistent energy efficiency of these models, inde-
pendent of their computing complexity, highlights their efficacy and long-term viability for
use in different network environments. The findings emphasize the significance of choosing
ML-based IDS according to their computational efficiency and energy consumption to achieve
optimal performance in networks with limited resources. It is imperative to thoroughly eval-
uate the scalability and robustness of ML-based IDS in future research, especially in more
significant and complex network environments. This assessment will explain their ability to
adjust to changing cyber threats. Furthermore, it is crucial to evaluate the influence of new
technologies, e.g., 5G and edge computing, on the efficacy and suitability of ML-based IDS
in advanced network infrastructures.
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5.2 Chapter Overview

IoT introduces numerous security challenges that require effective solutions. IoT security
patterns provide a practical approach to address recurring security issues, yet their impact
on edge gateway metrics (e.g., energy consumption, CPU usage, and load) remains largely
unexplored. This study empirically evaluates six IoT security patterns (PZH, TCP, OOC,
BL, WL, and SSN) in three IoT-edge applications: smart home, smart city, and healthcare.
We evaluated the patterns individually and in combination, subjecting them to cyber threats.
Subsequently, we analyzed their impact on energy consumption, CPU usage, and load.
We propose a DRL-based IDS that dynamically selects security patterns based on real-time
conditions to address observed resource trade-offs. Tested against threats (for example,
DoS Hulk, Slowloris, DDoS, and GoldenEye), this adaptive approach optimizes security and
resource efficiency, selecting the most suitable patterns for each scenario. The findings show
that pattern selection significantly impacts resource metrics and that the DRL-based system
maintains robust security while minimizing energy and CPU overheads. Based on these

https://doi.org/10.1007/s10207-025-01011-5
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findings, we provide guidelines for developers to improve IoT-edge security by optimizing
resource consumption.

5.3 Study Design

IoT is a network of interconnected physical objects embedded with hardware and software
components. IoT has found wide-ranging applications in various domains, including com-
merce, healthcare, industry, and transportation [209]. IoT devices facilitate data collection,
analysis, and communication among connected devices, enhancing automation and efficiency.
To support these processes, edge devices such as sensors, gateways, routers, and edge servers
are integral in collecting and processing data in IoT applications. Communication among
these devices relies on wired and wireless networks in IoT [210], which are inherently vul-
nerable to various attacks. The interdependence of components within IoT architectures, as
depicted in Fig. 5.1, emphasizes the susceptibility of the entire system to a single security
breach. Therefore, ensuring the safety and reliability of IoT-based applications has become
essential for their seamless operation in critical domains.
Researchers have proposed various security patterns to encapsulate solutions to recurring
challenges in IoT security. These patterns consider the secure design of IoT-based applica-
tions, accounting for their heterogeneity and complexity [93]. Examples include the PZH,
TCP, OOC, BL, WL, and SSN [1], and Secure Sensor Node patterns [94]. Despite their avail-
ability, to the best of our knowledge, no prior study has evaluated the energy consumption
and CPU usage of IoT devices configured with different security patterns. Consequently, de-
termining a trade-off between security effectiveness and resource constraints—such as energy
consumption and CPU usage—remains a pressing challenge.
However, IoT comprises low-powered devices (e.g., Raspberry Pi) with limited computational
and memory resources. Implementing security mechanisms typically demands additional pro-
cessing, communication, and computational resources, which can impact the performance of
IoT devices and networks [211]. Despite the performance overhead introduced by security
mechanisms, they remain indispensable for protecting IoT networks against cyber threats.
Striking a balance between achieving a robust level of security and accommodating the inher-
ent physical limitations of IoT devices, such as low computing power and restricted memory
capacity in battery-powered devices, is crucial.
On the other hand, while effective in mitigating some threats, existing static security mech-
anisms often lead to increased energy consumption and CPU load, degrading overall system
performance [212]. Additionally, these static configurations cannot adapt to IoT networks’
dynamic and evolving nature, reducing their effectiveness against real-time threats.
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To address these limitations, this chapter empirically investigates the impact of six IoT se-
curity patterns on CPU usage, energy consumption, and security resilience in three IoT
applications: smart home, smart city, and healthcare. Our findings show that these patterns
improve security and introduce computational overhead, affecting performance. To mitigate
this, we propose a DRL-based IDS that dynamically selects security patterns based on real-
time threats, optimizing resource efficiency while maintaining strong security defenses. To
summarize, this study makes the following contributions:

• Evaluation of IoT Security Patterns: We evaluate six IoT security patterns (PZH,
TCP, OOC, BL, WL, and SSN) against critical attacks at the edge gateways scenarios,
such as DDoS, MITM, and brute-force.

• Analysis of Resource Trade-offs: For each pattern, we analyze trade-offs between
energy consumption and CPU usage.

• A novel DRL-based IDS: We propose a DRL-based IDS that dynamically selects and
adapts security patterns, optimizing resource efficiency and ensuring real-time threat
mitigation.

5.4 Evaluation Framework for IoT Security Patterns

This section outlines our methodology for evaluating the impact of specific IoT security
patterns at the edge gateway. We first define our RQs and subsequently provide details on
the experimental design and the metrics used to assess the impact of the patterns.

5.4.1 Research Questions (RQs):

Our research aims to address the following RQs:

• RQ1: To what extent does utilizing IoT security patterns improve the se-
curity at the edge gateway?
We analyze both in-pair and combined patterns (i.e., all patterns) to assess the secu-
rity at the edge gateway. The penetration test evaluates the security, which involves
launching simulated attacks against the edge. By adopting this approach, we aim to
evaluate the effectiveness of the security patterns and identify any vulnerabilities that
need to be addressed to enhance the security at the edge for implementing applications.
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Figure 5.1 The figure illustrates the block diagram of the IoT pyramid.

• RQ2: How effective is the DRL-based IDS in dynamically selecting security
patterns for real-time threat mitigation? We assess the DRL-based IDS’s ability
to adaptively choose security patterns based on evolving threat conditions and resource
constraints. This involves evaluating its responsiveness, resource efficiency, and accu-
racy in detecting and mitigating specific cyber threats, such as DoS Hulk, DoS Slowloris,
DDoS, and DoS GoldenEye attacks, compared to static pattern configurations.

• RQ3: How does using security patterns at the edge gateway impact energy
consumption, CPU usage, and CPU load? We conduct an empirical study at
three edge gateways (IoT application) to investigate the impact of in-pair and combined
patterns on energy consumption, CPU usage, and CPU load. We measure these metrics
with/without patterns and under attacks.

5.4.2 Experimental Design

In this subsection, we present the experimental setup of our study. We empirically inves-
tigated three IoT-edge-based applications to assess six IoT security patterns: PZH, TCP,
OOC, BL, WL, and SSN. To address RQ1, we examined these patterns using multiple com-
munication frameworks and IoT devices. A testbed, consisting of three Raspberry Pis (edge
gateways) and various sensors, was created. Each device was configured to establish an
IoT-edge-based application setup alongside its respective sensor nodes. Our methodology
involved implementing the six distinct security patterns across the three applications and
conducting penetration tests using Kali Linux to evaluate their effectiveness in enhancing
security [1, 93, 94].
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For RQ3, we measure energy consumption, CPU usage, and CPU load with/without patterns
under the attacks simulated by the penetration tests. We created three IoT hubs with the
sensors. To work with each sensor’s data in each IoT hub, we developed individual applica-
tions and implemented related security patterns.
In this chapter, we targeted three IoT-edge-based applications:

• Smart Home: The first experimental setup focuses on a smart home automation
system using a Raspberry Pi as the edge gateway [213]. The system includes a mo-
tion sensor, an AC supply, a DHT22 sensor, an MQ-9 gas sensor module, and an
MCP3008 converter. The edge gateway processes data from the sensors to control
internet-connected home devices. It measures temperature and humidity, manages
lighting and gas sensors, and detects intruders. When motion is detected, the edge
processes the data and notifies the user.

• Smart City: The second experimental setup involves the deployment of a smart city
infrastructure [214] for real-time pollution monitoring. In this setup, the Raspberry Pi
acts as the edge gateway, processing data from various sensors at the local level. The
system integrates sensors such as the DHT22, MQ-9, MQ-135, a pressure air sensor,
and an MCP3008 converter to monitor air quality. The edge gateway processes data
on temperature, atmospheric pressure, humidity, carbon dioxide, carbon monoxide,
methane, and ammonium levels.

• Healthcare: The third experimental setup is the healthcare application [215, 216]
that incorporates ECG and heartbeat monitoring. The system allows remote patient
monitoring using an AD8382 ECG sensor and an Arduino ESP8266 Wi-Fi module. The
edge gateway processes data from the ECG and heartbeat sensors, and vital information
is stored for further analysis. Continuous monitoring provides real-time data to doctors,
nurses, or relatives, allowing them to assess the patient’s condition remotely.

Fig. 5.2 illustrates the topology of our configured testbed. We coded all the data collec-
tion and interaction applications in Python and C++. We developed the server side using
Flask [217] and Nginx [218], a lightweight web server. We stored sensor data in an SQLite
database and used the Google Chart API [219] to create visual representations. In contrast,
Plotly [220] handled the graphical analysis of the sensor data. The application sends the data
to the edge gateway, where only the authorized server maintainer controls it, and users can
view or manipulate it as needed. Additionally, we performed experiments on three Rasp-
berry Pi 4 Model B devices to test security patterns under real-time cyber threats, including
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Figure 5.2 Testbed topology.

Table 5.1 List of equipment for the testbed.
TestBed Name Description

Smart Home

Edge device Raspberry Pi
Node 1 DHT22 sensor
Node 2 Module M-Q9
Node 3 AC supply
Node 4 MCP3008 converter
Node 5 Motion sensor

User Connecting using Any device
Router Wireless Hub/ Connection Point
Hacker Intruder/ Cyber Attacker

Smart City

Edge device Raspberry Pi
Node 1 DHT22 sensor
Node 2 Module M-Q9
Node 3 BMP 280 (Air Pressure)
Node 4 MCP3008 converter
Node 5 Module MQ135 Sensor

User Connecting using Any device
Router Wireless Hub/ Connection Point
Hacker Intruder/ Cyber Attacker

Health Care

Edge device Raspberry Pi
Node 1 ESP32
Node 2 AD8232 ECG Sensor
Node 3 Heartbeat Sensor
Node 4 DHT22 Sensor
Node 5 Microcontroller ESP32 Module

User Connecting using Any device
Router Wireless Hub/ Connection Point
Hacker Intruder/ Cyber Attacker

DDoS, MITM, and brute force at the edge gateway. Each Raspberry Pi featured a quad-core
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Cortex-A72 CPU running at 1.5 GHz, 4 GB of LPDDR4 RAM, and a 512GB microSD card
for storage, powered by a 5000mAh power bank. Moreover, we measured CPU usage, CPU
load, and energy consumption both with/without patterns and under cyber threats.
Also, we conducted experiments with the DRL-based IDS on a Raspberry Pi 4 Model B to
dynamically manage security patterns under real-time DDoS and DoS (DoS GoldenEye, DoS
Hulk and DoS Slowloris) cyber threats. The Raspberry Pi featured a quad-core Cortex-A72
CPU running at 1.5 GHz, 4 GB of LPDDR4 RAM, and a 512GB microSD card for storage,
powered by a 5000mAh power bank to replicate typical IoT conditions. In addition, we mea-
sured CPU usage, memory usage, and energy consumption on this constrained edge gateway
for adaptive pattern selection. The tests include regular operation and simulated attacks,
with performance evaluated based on energy efficiency, resource utilization, and attack de-
tection.
Additionally, the experimental testbed initially consisted of two Raspberry Pi devices inspired
by the setup described in [110]. To further evaluate scalability, we expanded the testbed to
include additional Raspberry Pi devices configured to simulate diverse roles and communi-
cation protocols. This setup allowed us to test the patterns across edge gateway scales, from
small-scale environments, e.g., smart home, to medium-scale setups, e.g., smart city, and
larger-scale deployments, e.g., interconnected healthcare networks. By incorporating these
scenarios, the testbed evaluated the patterns’ adaptability and effectiveness in diverse and
increasingly complex edge gateways.

5.4.3 Metrics

In this research, we focused on evaluating energy consumption, CPU usage, and CPU load
as critical metrics for assessing the feasibility of IoT security implementations in resource-
constrained edge gateways (Raspberry Pi devices) [202] [221] [222]. These metrics provide a
direct reflection of the trade-offs between security and resource utilization, aligning with the
primary objective of our study. Metrics, such as network latency, data throughput, or user
experience, were not included because external factors influence them, e.g., network architec-
ture, application-layer protocols, and end-user interactions. By excluding these, we ensure
our analysis focuses on resource utilization metrics, providing a clear and in-depth under-
standing of the trade-offs in securing edge gateways. Monitoring CPU load, CPU usage, and
energy consumption is crucial at the edge gateway, which has limited processing power and
cooling capabilities. High CPU load can degrade performance, increase energy consumption,
and generate excess heat, impacting system stability and energy efficiency. These metrics
(energy consumption, CPU usage, and CPU load) [40] allow us to directly evaluate the prac-
ticality of IoT security patterns in real-world edge scenarios, where maintaining resource
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efficiency is as essential as ensuring robust security. On the security side, monitoring CPU
usage can help detect threats (e.g., DDoS) attacks by identifying unusual traffic or process-
ing spikes. We measure energy consumption and CPU usage using PowerTOP [192], which
precisely monitors both metrics.

Energy Consumption and CPU Usage Evaluation

As we mentioned, we measured energy consumption using PowerTOP on a Raspberry Pi.
PowerTOP provides power usage data over specified intervals. The total energy (E) was
calculated using the formula:

E =
n∑

i=1
Pi ·∆ti (5.1)

Where Pi is the power usage during interval i, ∆ti is the duration of interval i, and n is the
total number of intervals. This calculation allowed us to assess the energy impact of different
security patterns and attack scenarios on the Raspberry Pi. Moreover, we measured CPU
usage (%) on the Raspberry Pi using metrics from the /proc/stat file. CPU usage was
calculated as follows:

CPU Usage (%) = Active CPU Time
Total CPU Time × 100 (5.2)

Active CPU Time includes user and system times, while Total CPU Time comprises Ac-
tive and Idle times. This approach provided a detailed understanding of the computational
overhead that introduced security patterns and attack conditions.

5.4.4 Analysis method for energy consumption and CPU usage

In this study, we employ the Mann-Whitney U test, also known as the Wilcoxon rank-sum
test, as it was used in similar studies Khomh and Abtahizadeh [206]. It is used to test
whether there is a significant difference in the distribution of a continuous variable between
two independent groups. Since the findings indicate differences between several independent
groups, we use the Mann-Whitney U test [223] to examine H1

x, H2
1,3, H3

x, H4
1,3, etc. Moreover,

we used Cliff’s δ effect size to determine the importance of the differences between metric
values. Cliff’s δ is a non-parametric effect-size measure that indicates the extent to which
two sampling distributions overlap. All of our tests are performed at a 95% confidence level
(i.e., the p-value is less than 0.05). Because we conduct multiple tests of the null hypothesis,
we use a Bonferroni correction [224] to deal with the issue of multiple comparisons, which
involves dividing the threshold p-value by the number of tests.
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Table 5.2 Patterns selected for experimentation.
Pattern Abbreviation Code
Personal Zone Hub PZH P1
Trusted Communication Partner TCP P2
Outbound-Only Connection OOC P3
Blacklist BL P4
Whitelist WL P5
Secure Sensors SSN P6
Without Pattern - P0

5.4.5 Studied Attacks

In this section, we analyze the attacks we select to launch in the testbeds to assess the
efficiency and resilience of the security patterns employed. The selection of cyber threats,
including DDoS [110], brute-force [225] [195] [226], and MITM [227] attacks, was guided by
their prominence in the literature and relevance to IoT scenarios [228] [229]. DDoS attacks
are a significant concern in smart cities due to their highly interconnected systems, where
service disruptions can have widespread consequences. Brute-force and MITM attacks are
critical for protecting sensitive patient data in healthcare settings.
The penetration testing simulated realistic conditions to ensure the practical relevance of the
selected threats. While no selection can encompass all IoT risks [230] [231], these attacks
provide essential benchmarks for evaluating the efficiency and resilience of the security pat-
terns across smart homes, smart cities, and healthcare systems [232] [233] [234].
- DDoS: attacks exploit vulnerable edge gateways with limited processing power and secu-
rity. In distributed environments such as smart cities, attackers can flood the gateway with
traffic, overwhelming it and potentially disrupting the entire network [235] [11] [10] [236].
- SSH-MITM: attacks allow attackers to intercept and manipulate communication between
the edge gateway and the cloud, especially over wireless networks. This poses serious risks,
particularly in critical infrastructure systems, as attackers gain unauthorized access to sen-
sitive data [227] [237].
- Brute-Force: attacks target edge gateways with weak security by repeatedly attempting
to guess credentials. Once an attacker gains access, they can use the compromised device as
an entry point to the broader network, potentially exposing sensitive data or compromising
critical infrastructure [238] [239].

5.5 Implementation of patterns

To address RQ1, we implemented various security patterns, including OOC, PZH, WL, BL,
TCP, and SSN. Each pattern serves a distinct purpose in enhancing the security of edge
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Algorithm 1: OOC Pattern Implementation with EdgeGuard
Input: Trusted Servers (Strusted), Allowed Ports (Pallowed)
Output: Outbound traffic is allowed, inbound traffic is restricted

1 Initialization:
2 Set Strusted ← {IP1, IP2, . . . , IPn} // Initial list of trusted server IPs
3 Set Pallowed ← {P ort1, P ort2, . . . , P ortm} // Initial list of allowed ports for outbound traffic
4 Step 1: Monitor outgoing connections ;
5 foreach Device in Network do
6 DeviceIP ← Get_IP(Device);
7 DeviceP ort ← Get_Port(Device);
8 Step 2: Validate outgoing traffic ;
9 if DeviceIP ∈ Strusted and DeviceP ort ∈ Pallowed then

10 Allow Outgoing Connection;
11 else
12 Block Outgoing Connection;

13 Step 3: Block unsolicited inbound traffic ;
14 foreach Incoming Connection do
15 if Connection not initiated by internal device then
16 Block Incoming Connection;

17 Step 4: Dynamic Updates for Strusted and Pallowed ;
18 while Network Active do
19 Update Strusted using threat intelligence and network monitoring;
20 Adjust Pallowed based on application behavior;

gateways under different threat scenarios.

5.5.1 Implementation of OOC and PZH security patterns

We implemented the OOC and PZH patterns using our custom-designed EdgeGuard system.
According to their distinct concepts, we implemented these two patterns for various security
purposes.
For the OOC pattern, the "trusted servers" (Strusted) and "allowed ports" (Pallowed) are dy-
namically managed through automated updates, as detailed in Algorithm 1. Trusted servers
are updated when new safe servers are identified or existing ones are flagged as compromised
based on real-time threat intelligence. Similarly, allowed ports are adjusted dynamically
by monitoring application behavior and detecting vulnerabilities in unused or unsafe ports.
These updates occur during the dynamic update phase of the algorithm, ensuring the edge
gateway enforces strict outbound-only communication and effectively blocks unauthorized
inbound traffic.
Similarly, the PZH pattern, described in Algorithm 2, dynamically adjusts the whitelist of
recognized devices (Drecognized) and the allowed IP range (IPrange). During the dynamic up-
date phase, real-time anomaly detection identifies unauthorized devices or network changes,
such as adding new devices or subnets. Devices that do not match the whitelist or fall outside
the allowed IP range are flagged and isolated immediately. These dynamic updates enhance
the system’s ability to adapt to changing network conditions, providing robust protection
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against unauthorized access.

5.5.2 Implementation of WL, BL, and TCP

We implement WL, BL, and TCP security patterns to enhance edge security by managing
access control through user authentication and privilege management. The goal is to restrict
access to authorized users and devices while blocking unauthorized ones. We evaluated these
patterns through penetration tests, including brute-force attacks, to measure the system’s
resilience. The WL pattern allows pre-approved users and devices access, while the BL
blocks unauthorized users who attempt to violate access protocols. A dynamic access_level
attribute is introduced to control user privileges. If access rules are violated (e.g., after
exceeding login attempts), users and devices will be moved from the WL to the BL. This
setup helps mitigate brute-force attacks. Algorithm 3 details the logic for authenticating
users, managing login attempts, and monitoring network activity for unauthorized edge.

Algorithm 2: PZH Pattern Implementation with Dynamic Updates
Input: Recognized Devices (Drecognized), IP Range (IPrange)
Output: Only recognized devices are allowed to connect

1 Initialization:
2 Set IPrange ← [Defined IoT network IP range] // Initial allowed IP range
3 Set Drecognized ← {MAC1, MAC2, . . . , MACn} // Initial whitelist of recognized MAC addresses
4 Step 1: Scan the network for active devices ;
5 foreach Device in Network do
6 DeviceIP ← Get_IP(Device);
7 DeviceMAC ← Get_MAC(Device);
8 Step 2: Validate IP address ;
9 if DeviceIP /∈ IPrange then

10 Flag Device as Unrecognized;
11 Isolate Device;
12 Step 3: Validate MAC address ;
13 if DeviceMAC /∈ Drecognized then
14 Flag Device as Unrecognized;
15 Isolate Device;
16 else
17 Allow Device Access;

18 Step 4: Monitor network for new devices ;
19 while Network Active do
20 Capture Network Traffic;
21 foreach New Device detected do
22 if New Device MAC /∈ Drecognized then
23 Isolate Device;
24 else
25 Allow Device Access;

26 Step 5: Dynamic Updates for Drecognized and IPrange ;
27 Update Drecognized based on network behavior and device activity;
28 Adjust IPrange to accommodate new subnets or devices;
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5.5.3 Implementation of WL, BL and SSN security patterns

We first implemented the SSN pattern to secure data transmission over an unsecured network.
The SSN pattern employs RSA-2048 and AES-256 encryption to protect sensitive data during
transfer, ensuring data integrity and confidentiality. We tested the system against brute-force
and SSH-MITM attacks to evaluate its effectiveness. The WL pattern grants access only to
authorized users, while the BL pattern blocks unauthorized users. The WL, BL, and SSN
patterns created a robust security framework that mitigated these attacks by enforcing strict
access control and securing data transmission. The implementation details are presented in
Algorithm 4.

5.5.4 The Proposed Approach for Dynamic Pattern Selection

To address RQ2, a dynamic approach is essential for selecting security patterns based on
evolving edge conditions and resource constraints. We propose a DRL-based IDS for dynamic
pattern selection, leveraging PPO [240] [241]. PPO leverages the system’s state, represented
as St, which includes metrics, i.e., specific threat indicators(DDoS, DoS GoldenEye, DoS
Hulk, and DoS Slowloris). Based on this state, PPO calculates the most suitable action
at ∈ {OOC, PZH} to address the detected conditions:

πθ(at|St) = exp(Q(at, St))∑
a′∈{OOC,PZH} exp(Q(a′, St))

, (5.3)

Where Q(at, St) estimates the effectiveness of applying action at in state St. The selected
action then triggers a predefined security pattern (e.g., OOC for external threats or PZH for
internal anomalies) and its associated policy (e.g., IP blocking or honeypot redirection) to
mitigate the threat effectively. This approach ensures that the DRL-based IDS dynamically
adapts to real-time conditions, balancing threat mitigation and resource efficiency.
We trained the model using the CICIDS2017 [242], a well-regarded benchmark in intrusion
detection research. This dataset includes a range of attacks, such as DoS Hulk, DoS
Slowloris, DDoS, and DoS GoldenEye, which allows our model to learn to detect diverse
attack types effectively.
While we have already mentioned our test bed (Fig. 5.2), Figure 5.3 illustrates the setup
of a small-scale testbed to understand how the DRL-based IDS selects patterns against
threats. The testbed consists of the edge gateway (Raspberry Pi), where the DRL-based
IDS is deployed and connected to a router that facilitates network traffic flow. On the
right, an attacker node generates various types of malicious traffic, including DDoS, DoS
GoldenEye, DoS Hulk, and DoS Slowloris attacks sent through the router toward the
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Algorithm 3: WL, BL, and TCP Implementation
Input: User Credentials (Ucredentials), Device MAC (DMAC)
Output: Allow or Deny Access based on WL or BL status

1 Initialization:
2 Set W L← {U1, U2, . . . , Un} // List of Whitelisted Users and Devices
3 Set BL← {U1, U2, . . . , Un} // List of Blacklisted Users and Devices
4 Set Login Attempt Limit Nlimit // Limit number of login attempts
5 Step 1: User Authentication Request:
6 foreach Login Attempt by User do
7 Ucredentials ← Get_Credentials(User)
8 DMAC ← Get_MAC(Device)
9 Step 2: Validate against Whitelist:

10 if Ucredentials ∈W L and DMAC ∈W L then
11 Allow Access;

12 Step 3: Validate against Blacklist:
13 if Ucredentials ∈ BL or DMAC ∈ BL then
14 Deny Access;
15 Exit

16 Step 4: Failed Login Attempts:
17 if Login attempts > Nlimit then
18 Move User to Blacklist;
19 Deny Access;

20 Step 5: Monitor Network:
21 while System Active do
22 Capture Network Traffic;
23 Detect Unrecognized Devices;
24 if Device not in W L then
25 Flag and Isolate Device;

Algorithm 4: WL, BL, and SSN Implementation
Input: Credentials (Ucredentials), Device MAC (DMAC), Sensor Data (Sdata)
Output: Access Control and Secure Data Transmission

1 Initialization:
2 W L← {Authorized Users/Devices}, BL← {Blocked Users/Devices} ;
3 SSLkeys ← RSA_2048() // Generate keys
4 ;
5 Step 1: Authentication:
6 if Ucredentials, DMAC ∈W L then
7 Allow Access;
8 else if Ucredentials, DMAC ∈ BL then
9 Deny Access;

10 if Login attempts > Nlimit then
11 Move to BL;
12 Step 2: SSN Data Transmission:
13 foreach Sdata do
14 Encrypt with AES-256, Transmit Securely;
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DRL-enabled edge gateway.

Pattern Selection Strategy

This section outlines the DRL-based security pattern selection based on dynamic real-time
edge conditions (e.g., the type of attacks). Moreover, the proposed approach adaptively
chooses between OOC and PZH, deploying targeted policies to address cyber threats effi-
ciently.

- Dynamic Action Selection for Security Patterns:
Algorithm 5 details a DRL-based IDS to dynamically select security patterns (e.g., OOC
and PZH) based on the edge gateway conditions. The process begins with the PPO agent
detecting threats (DoS Hulk, DoS Slowloris, DDoS, or DoS GoldenEye) based on features
extracted from the current state (St). The state space (St) is dynamically adjusted depending
on the type of attack scenario [243]. For example:

• DDoS Attacks: St emphasizes features such as high packet arrival rates and traffic
anomalies.

• DoS Slowloris: St prioritizes metrics related to prolonged connection durations and
irregular headers.

These adjustments ensure the PPO agent’s decisions are optimized for specific threat con-
texts. After an attack is detected, the DRL-based IDS selects a pattern (e.g., OOC for
external threats or PZH for internal anomalies) and applies a corresponding policy to miti-
gate the threat effectively. The reward function rt is tailored to the application or scenario,
emphasizing relevant objectives [243]. For example:

• Healthcare Applications: Rewards prioritize high detection accuracy to ensure crit-
ical services remain unaffected.

Figure 5.3 The small-scale testbed demonstrates the implementation of our DRL-based IDS
model.
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Positive rewards incentivize effective threat mitigation, while penalties discourage resource
inefficiencies or inadequate responses. This structured approach enables the DRL-based
IDS to adapt dynamically to real-time conditions and optimize pattern selection and policy
application to achieve robust and efficient security.
For effective adaptive security, at each time step t, the system’s state St ∈ S provides input
to the PPO agent, which selects an action at ∈ {OOC, PZH} based on the policy πθ(a|St),
parameterized by θ. The selection is defined as:

at = arg max
a∈{OOC,PZH}

πθ(a|St) (5.4)

Where OOC is selected for outbound protection, implementing restrictions on external con-
nections for high-risk attack conditions, and PZH is chosen for internal control, enforcing
communication limits in trusted zones against internal threats.
After selecting a pattern at, the system applies a corresponding policy Pat ∈ {P1, P2, P3, P4, P5},
each chosen to maximize network protection and resilience against specific threats:

• Policy P1: IP Blocking, paired with OOC, restricts access from malicious IPs in high-
risk conditions (e.g., DDoS), directly reducing the attack surface and resource strain.

• Policy P2: Firewall Activation, compatible with both OOC and PZH, filters malicious
traffic, adding a general protective layer to safeguard against diverse threat types.

• Policy P3: Honeypot Redirection, applied with PZH, isolates and monitors attacker
activity, providing insights that bolster future defenses.

• Policy P4: Network Throttling, used with OOC to moderate traffic during DoS at-
tacks, prevents system overload by controlling incoming flow.

• Policy P5: SYN Flood Protection, deployed with PZH, protects critical handshake
processes, securing the network against SYN-based attacks.

The PPO agent’s objective is to maximize the expected cumulative reward R, given by:

R = E
[

T∑
t=0

γtrt

]
(5.5)

where rt reflects the effectiveness of the selected pattern-policy combination in mitigating
threats. Rewards are structured to reinforce the successful detection and mitigation of at-
tacks.The PPO objective function LPPO(θ) stabilizes policy updates:

LPPO(θ) = Et

[
min

(
rt(θ)Ât, clip(rt(θ), 1− ϵ, 1 + ϵ)Ât

)]
(5.6)
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where Ât represents the advantage function, showing the value of the selected pattern-policy
combination over alternatives.

Algorithm 5: PPO-Based Dynamic Pattern and Policy Selection for Threat Miti-
gation

Input: PPO agent with policy πθ(a|St), value function Vθ(St), learning rate γ, and clipping parameter ϵ
Output: Optimal action at based on the highest probability

1 Set OOC and PZH as baseline patterns for normal network conditions;
2 foreach episode do
3 Initialize state St;
4 while episode is active do
5 Calculate action probabilities πθ(a|St);
6 Select action at (OOC or PZH) with the highest probability;
7 if threat detected then
8 if at is OOC then
9 Apply OOC-relevant policies:;

• Policy 1: IP Blocking

• Policy 2: Firewall Activation

• Policy 4: Network Throttling

10 else
11 Apply PZH-relevant policies:;

• Policy 3: Honeypot Redirection

• Policy 5: SYN Flood Protection

12 else
13 Maintain OOC as the default pattern;

14 Observe reward rt, update state St+1, and compute advantage Ât;
15 if end of training period then
16 Update policy πθ with PPO objective function LPPO(θ);
17 Set St = St+1;
18 Log performance metrics and frequency of selected patterns;

5.6 Experimental Results

This section presents the findings of the experiments, followed by the analysis of the findings
by applying the six selected patterns discussed in Section 2.5.4.

5.6.1 Impact of OOC and PZH Security Patterns on CPU Load, Security, CPU
Usage, and Energy Consumption

To address RQ1, the experimental findings indicate that while the tested edge gateways were
resilient to DDoS attacks, they experienced a significant increase in CPU load. Despite the
slowdown in performance, the applications continued to function due to the OOC and PZH
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security patterns. However, the experiments uncovered a vulnerability to MITM attacks,
where attackers successfully spoofed the edge gateway’s identity to intercept data, bypass-
ing the PZH pattern’s protection. This suggests that the PZH pattern is ineffective against
MITM attacks, as it cannot prevent the forging of the gateway’s MAC address.
Figure 5.4, 5.5, and 5.6 show the impact of OOC and PZH patterns under DDoS and MITM
attacks. Without the OOC and PZH patterns, CPU load ranged from 0.5% to 2.75%. How-
ever, with these patterns, CPU load increased significantly, ranging from 1% to 16%, rep-
resenting a six-fold increase. During a DDoS attack, the load reached 16.5% to 19%, slow-
ing application performance as resources were redirected to manage the increased demand.
Overall, the OOC and PZH patterns substantially increased CPU load, even under normal
conditions, and the impact was even more pronounced during attacks.

To address RQ3, the following set of null hypotheses are defined to answer RQ3: Hx,
x ∈ {1....6}. Hypotheses are defined as follows where P0 corresponds to the version of appli-
cation that does not use patterns, P1,3 indicates the applied patterns, namely PZH and OOC
(see Table 5.2), P1,3 −DDoS and P1,3 −MITM represent the occurrence or presence of the
DDoS and the MITM attacks in P1,3, respectively:
H1

1,3: There exists no difference in the average energy consumption between P1,3 and P0.
H2

1,3: There is no difference in the average energy consumption between P1,3 and P1,3−DDoS.
H3

1,3: The average amount of energy consumed by P1,3 is not different from the energy con-
sumed by P1,3 −MITM .
H4

1,3: There is no difference between the average amount of CPU usage of P1,3 and P0.
H5

1,3: There is no difference between the average CPU usage P1,3 and the CPU usage observed
for P1,3 −DDoS.
H6

1,3: The average amount of CPU usage in P1,3 is not different from P1,3 −MITM . Table
5.3 reports the P-values of the Mann-Whitney U test and Cliff’s δ effect size for energy con-
sumption evaluation. The table compares the average energy consumption observed during
attack scenarios (MITM and DDoS) with/without security patterns.
According to the P-value in Table 5.3, we reject H1

1,3 for all applications. Based on the data,
the evidence suggests that a statistically significant disparity exists in the average energy
consumption levels across three distinct applications when comparing the utilization of OOC
and PZH patterns without them.
According to the P-value for the MITM attack, we reject H3

1,3 for the smart home application
since the data analysis reveals a statistically significant difference in the energy consumption
by P1,3 −MITM . However, we cannot reject H3

1,3 for the smart city and healthcare cases.
The data analysis reveals no statistically significant difference in the energy consumption by
P1,3 −MITM .
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Figure 5.4 The CPU load for a smart home application with OOC, PZH patterns, without
OOC, PZH patterns, and under DDoS and MITM attack.

Table 5.3 P-values, Cliff’s δ effect sizes, and Confidence Intervals (CI) for average energy
consumption under MITM and DDoS attacks.

Version SmartHome SmartCity HealthCare
P-Value Effect Size CI (95%) P-Value Effect Size CI (95%) P-Value Effect Size CI (95%)

P0 vs. P1,3 0.0001 0.1 48.13–51.87 0.0001 0.0 53.68–56.32 0.0001 0.0 57.39–62.61
P1,3 vs. P1,3 −MITM 0.0226 0.493 46.59–49.41 0.3173 0.218 51.68–54.32 0.9840 0.112 57.02–60.98
P1,3 vs. P1,3 −DDoS 0.0120 0.542 50.13–53.87 0.0238 0.428 54.01–57.99 0.0794 0.578 59.39–62.61

According to the P-value for the DDoS attack, we reject H2
1,3 for the smart home and smart

city applications. The findings indicate a statistically significant difference in the energy con-
sumption of by P1,3−DDoS. However, we cannot reject H2

1,3 for the healthcare applications,
implying that there is no significant difference from the energy consumed by P1,3 −DDoS.
According to the effect sizes and confidence intervals presented in Table 5.3, the impact of
IoT security patterns and attack scenarios on energy consumption across the edge gateways.
For smart home, the effect size for P0 vs. P1,3 is small (0.1), indicating the minimal prac-
tical significance of security patterns under normal conditions. The confidence interval
(48.13–51.87) reflects consistent energy consumption in this scenario. However, under at-
tacks, medium effect sizes (0.493 for P1,3 vs. P1,3 −MITM and 0.542 for P1,3 vs. P1,3 −
DDoS) demonstrate moderate practical significance, with confidence intervals (46.59–49.41
and 50.13–53.87, respectively) indicating slightly increased variability.
For smart city, the effect size for P0 vs. P1,3 is (0.0), suggesting no significant impact of the
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Figure 5.5 The CPU load for smart city applications with OOC, PZH patterns, without
OOC, PZH patterns, and under DDoS and MITM attacks.

Table 5.4 P-value of Mann–Whitney U test, Cliff’s δ effect size, and Confidence Intervals
(CI) for the average CPU usage under MITM and DDoS attack.

Version SmartHome SmartCity HealthCare
P-Value Effect Size CI (95%) P-Value Effect Size CI (95%) P-Value Effect Size CI (95%)

P0 vs. P1,3 0.0105 0.73 9.26–10.74 0.3320 0.213 14.24–15.76 0.0818 0.738 11.04–12.96
P1,3 vs. P1,3 −MITM 0.0004 0.165 10.79–13.21 0.0009 0.667 16.15–19.85 0.0054 0.747 12.27–15.73
P1,3 vs. P1,3 −DDoS 0.0001 1.0 18.41–21.59 0.0001 1.0 23.70–26.30 0.0001 1.0 20.49–23.51

patterns during normal operations, with a narrow confidence interval (53.68–56.32). Dur-
ing attack scenarios, the effect size increases to small (0.218 for P1,3 vs. P1,3 − MITM)
and medium (0.428 for P1,3 vs. P1,3 − DDoS), with confidence intervals (51.68–54.32 and
54.01–57.99, respectively), showing moderate variability in energy consumption.
In health care, the effect sizes for all scenarios are minimal under normal operations (P0 vs.
P1,3: 0.0) but increase to small (0.112 for P1,3 vs. P1,3−MITM) and medium (0.578 for P1,3

vs. P1,3 −DDoS) under attack conditions. The confidence intervals widen from
(57.39–62.61) under normal operations to (57.02–60.98) for MITM attacks and 59.39–62.61
for DDoS attacks, indicating increased variability.
Fig. 5.7 shows the results obtained for all the OOC and PZH pattern implementations. The
examination of energy consumption patterns reveals a discernible escalation in energy utiliza-
tion. This effect becomes more pronounced when subjecting the applications (with patterns)
to DDoS and MITM attacks, further exacerbating energy consumption levels. Nonetheless,
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Figure 5.6 The CPU load for a healthcare application with OOC, PZH patterns, without
OOC, PZH patterns, and under DDoS and MITM attacks.

a statistically noteworthy disparity in energy consumption becomes evident when comparing
the with/without patterns in all applications. Additionally, the disparity in energy consump-
tion attains statistical significance when assessing the impact of an MITM attack on a smart
home environment. Furthermore, statistical significance manifests in energy consumption
discrepancies when the smart home and city confront DDoS attack scenarios.
Table 5.4 reports the P-values of the Mann-Whitney U test and the Cliff’s δ effect size for
CPU usage evaluation. The table compares the average CPU usage levels observed during
two distinct attack scenarios (MITM and DDoS) with/without security patterns.
According to the P-value in Table 5.4, we reject H4

1,3 for smart home application. Our anal-
ysis indicates a statistically significant difference in the average CPU usage when OOC and
PZH patterns are applied in the smart home application. However, we cannot reject H4

1,3

smart city and healthcare applications. There is no statistically significant difference between
the average amount of CPU usage under different conditions with OOC and PZH patterns
and without them in the two applications.
For the MITM attack, we reject H6

1,3 for all applications. Upon conducting the statisti-
cal tests, it is evident that there is a statistically significant difference in CPU usage by
P1,3 −MITM .
In the case of the DDoS attack, we reject H6

1,3 for all applications. After conducting the
statistical tests, compelling evidence arises, indicating a statistically significant difference in
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CPU usage caused by P1,3 −DDoS.
According to the effect sizes and confidence intervals presented in Table 5.4, the analysis re-
veals significant impacts of IoT security patterns and attack scenarios on CPU usage across
the edge gateways.
For smart home, the medium to large effect sizes (e.g., 0.73 for P0 vs. P1,3 and 1.0 for P1,3 vs.
P1,3-DDoS) indicate substantial increases in CPU usage, with relatively narrow confidence in-
tervals during normal conditions (e.g., 9.26–10.74) and broader intervals under attacks (e.g.,
18.41–21.59).
Similarly, for smart city, small effect sizes (e.g., 0.213 for P0 vs. P1,3) during normal con-
ditions suggest minimal overhead, while medium (0.667) and large effect sizes (1.0) during
attacks demonstrate significant resource impacts. Confidence intervals expand notably from
14.24–15.76 under normal conditions to 23.70–26.30 during DDoS, reflecting increased vari-
ability due to attack response.
In health care, large effect sizes across all comparisons (e.g., 0.738 for P0 vs. P1,3 and 1.0 for
P1,3 vs. P1,3-DDoS) highlight the considerable CPU usage increase from both security mech-
anisms and attack scenarios. The confidence intervals, such as 11.04–12.96 during normal
conditions and 20.49–23.51 under DDoS, illustrate consistent impacts during regular opera-
tions and increased variability under severe attack conditions.
Fig. 5.8 summarizes the results obtained for all the OOC and PZH pattern implementations.
The examination of CPU usage during DDoS attacks reveals an increase when patterns are
introduced. In addition, it is imperative to emphasize that a statistically significant variance
in CPU usage is observed between scenarios for the smart home with and without patterns
unless for the smart city and healthcare case. Moreover, a statistically significant variance
in CPU usage is observed when applications are under DDoS and MITM attacks.

Finding 1:

The PZH mechanism indicates limitations in effectively countering MITM attacks.
Additionally, the pattern’s impact on energy consumption in all applications becomes
evident in diverse situations, including those involving attacks and non-attack circum-
stances, except the smart city and healthcare under MITM attack and healthcare under
DDoS attack. Furthermore, the patterns’ impact on CPU usage in all applications be-
comes evident in diverse situations, including attacks and non-attack circumstances,
except for the smart city and healthcare with/without patterns.
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Figure 5.7 Energy consumption for different applications (smart home, smart city, and health-
care) with OOC, PZH patterns, without OOC, PZH patterns, and under DDoS and MITM
attacks.

5.6.2 Impact of WL and BL Security Patterns on CPU Load, Security, CPU
Usage, and Energy Consumption

To address RQ1, we analyze the system’s behavior under the application of the WL and
BL security patterns during a brute-force attack and in a normal operational state. Figures
5.9, 5.10, and 5.11 present the CPU load variations across smart home, smart city, and
healthcare applications, respectively. Under normal conditions, CPU usage ranges from 0.5%
to 1.75% without the WL and BL patterns. However, when the WL and BL patterns are
activated to enhance access control, CPU load increases from 1% to 2.5%, indicating moderate
additional resource usage to maintain security protocols. During a brute-force attack, the
CPU load further escalates, spiking between 2% and 5.5% as the system intensifies security
measures to block unauthorized access attempts. Despite the increased CPU load, the system
remained operational and resilient under attack conditions, effectively managing resources
while blocking unauthorized users.

To address RQ3, the following set of null hypotheses are defined to answer RQ3: Hx,
x ∈ {1....6}. Hypotheses are defined as follows where P0 corresponds to the version of
applications that do not use patterns, P4,5 indicates the applied patterns, namely WL and
BL (see Table 5.2), P4,5 − BF indicates the occurrence or presence of brute-force attack in
P4,5, respectively:
H1

4,5: There is no difference between the average energy consumption of P4,5 and P0.
H2

4,5: The average amount energy consumption of P4,5 is not different from P4,5 −BF .
H3

4,5: There is no difference between the average amount of CPU usage of P4,5 and P0.
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Figure 5.8 CPU usage for different applications (smart home, smart city, and healthcare) with
OOC, PZH patterns, without OOC, PZH patterns, and under DDoS and MITM attacks.

H4
4,5: The average amount of CPU usage by P4,5 is not different from the P4,5 −BF .

Table 5.5 reports the P-values of the Mann-Whitney U test and Cliff’s δ effect size for energy
consumption evaluation. The table compares the average energy consumption levels observed
during distinct attack scenarios (brute-force), with/without security patterns.
According to the P-value in Table 5.5, we reject H1

4,5; the analysis reveals a statistically
significant difference in the average energy consumption when WL and BL patterns were
applied in all applications.
For the brute-force attack, we reject H2

4,5 for all applications. The results reveal that there
is a statistically significant difference between the average amount of energy consumed when
using WL and BL patterns for all examined applications under P4,5 −BF .
According to the effect sizes and confidence intervals presented in Table 5.5, the analysis
highlights the impact of brute-force attacks on energy consumption across the edge gate-
ways.
For smart home, the effect size for P0 vs. P4,5 is calculated as (0.0), indicating no practical
significance of the energy consumption differences under normal conditions, as confirmed by
the narrow confidence interval (48.35–51.65). However, the large effect size (0.819) for P4,5

vs. P4,5−BF demonstrates a substantial increase in energy consumption during brute-force
attacks, with a confidence interval of 53.89–56.11 reflecting moderate variability.
Similarly, in smart city, the effect size of 0.0 for P0 vs. P4,5 indicates no significant impact of
the baseline conditions on energy consumption, supported by the narrow confidence interval
(58.45–61.55). In contrast, the huge effect size (0.929) for P4,5 vs. P4,5 − BF signifies a sig-
nificant increase in energy demand during attacks, with the confidence interval (63.56–66.44)
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Figure 5.9 CPU load for a smart home application with WL, BL without WL, BL, and under
brute-force attack.

Table 5.5 P-values, Cliff’s δ effect sizes, and Confidence Intervals (CI) for average energy
consumption under brute-force attack.

Version SmartHome SmartCity HealthCare
P-Value Effect Size CI (95%) P-Value Effect Size CI (95%) P-Value Effect Size CI (95%)

P0 vs. P4,5 0.0001 0.0 48.35–51.65 0.0001 0.0 58.45–61.55 0.0001 0.867 68.61–71.39
P4,5 vs. P4,5 −BF 0.0008 0.819 53.89–56.11 0.0001 0.929 63.56–66.44 0.0018 0.809 73.56–76.44

indicating consistent but higher energy usage.
For health care, the significant effect size (0.867) for P0 vs. P4,5 already suggests a significant
baseline energy consumption difference, likely due to the higher demands in this environment,
with the confidence interval of 68.61–71.39 indicating stable usage. The considerable effect
size (0.809) for P4,5 vs. P4,5 − BF further underscores the significant impact of brute-force
attacks, with the confidence interval (73.56–76.44) reflecting higher variability under attack
conditions.
Fig. 5.12 illustrates the results obtained for all the WL and BL pattern implementations.
The analysis of energy consumption during a brute-force attack indicates an escalation when
patterns are introduced. Also, our results show a statistically significant difference in any
cases under investigation.
Table 5.6 reports the P-values of the Mann-Whitney U test and the Cliff’s δ effect size for
CPU usage evaluation. The table compares the average CPU usage observed during distinct
attack scenarios (i.e., brute-force) with/without security patterns.
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Figure 5.10 CPU load for a smart city application with WL, BL without WL, BL, and under
brute-force attack.

Table 5.6 P-values, Cliff’s δ effect sizes, and Confidence Intervals (CI) for average CPU usage
under brute-force attack.

Version SmartHome SmartCity HealthCare
P-Value Effect Size CI (95%) P-Value Effect Size CI (95%) P-Value Effect Size CI (95%)

P0 vs. P4,5 0.0028 0.782 19.26–20.74 0.0057 0.391 21.59–22.41 0.2996 0.471 23.41–24.59
P4,5 vs. P4,5 −BF 0.0001 1.0 24.26–25.74 0.0001 1.0 26.42–27.58 0.0001 0.996 29.41–30.59

According to the P-value in Table 5.6, we reject H3
4,5 in smart home and smart city appli-

cations. The analysis unequivocally demonstrates a statistically significant difference in the
average CPU usage across various cases, considering the presence of WL and BL patterns,
compared to cases without WL and BL in smart home and smart city applications. More-
over, we cannot reject H4

4,5 for healthcare applications as there is no statistically significant
difference in CPU usage with/without WL and BL patterns.
For the brute-force attack, we reject H3

4,5 in all applications. The analysis unequivocally
demonstrates a statistically significant difference in the average CPU usage across various
cases when using P4,5 −BF .
According to the effect sizes and confidence intervals presented in Table 5.6, the analysis
demonstrates the significant impacts of brute-force attacks on CPU usage across the edge
gateways.
For smart home, the effect size for P0 vs. P4,5 is large (0.782), indicating a considerable
increase in CPU usage under baseline conditions, with a confidence interval of 19.26–20.74,
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Figure 5.11 CPU load for a healthcare application with WL, BL without WL, BL, and under
brute-force attack.

reflecting relatively stable estimates. For P4,5 vs. P4,5 − BF , the effect size increases to 1.0,
signifying a substantial and consistent impact of brute-force attacks, as seen in the confidence
interval of 24.26–25.74.
In smart city, a medium effect size (0.391) for P0 vs. P4,5 suggests moderate increases in
CPU usage under baseline conditions, with the confidence interval
(21.59–22.41) showing minimal variability. Under attack scenarios (P4,5 vs. P4,5 − BF ), the
effect size rises to 1.0, indicating a significant and consistent increase in CPU usage, sup-
ported by the confidence interval of 26.42–27.58.
For health care, the effect size for P0 vs. P4,5 is moderate (0.471), reflecting perceptible
CPU overhead during baseline operations, with the confidence interval (23.41–24.59) show-
ing stable usage. Under brute-force attacks (P4,5 vs. P4,5 − BF ), the effect size approaches
perfection (0.996), highlighting a substantial impact on CPU usage, as evidenced by the con-
fidence interval of 29.41–30.59.
Fig. 5.13 shows the results obtained for all the WL and BL pattern implementations. The
analysis of CPU usage during a brute-force attack indicates an escalation when patterns are
introduced. However, our analysis identifies a statistically significant difference in any cases
under investigation, except healthcare with/without patterns.
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Finding 2:

Our experimental findings suggest the efficacy of WL and BL patterns against brute-
force attacks. Notably, incorporating patterns impacts CPU usage and energy con-
sumption in active-attack scenarios and the absence of attacks. Also, results show a
statistically significant difference in any cases under investigation.

Figure 5.12 Energy consumption for smart home, smart city, and healthcare applications
with WL, BL patterns, without them, and under brute-force attack.

Figure 5.13 CPU usage for smart home, smart city, and healthcare applications with WL,
BL patterns, without them, and under brute-force attack.
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5.6.3 Impact of WL, BL, and SNN Security Patterns on CPU Load, Security,
CPU Usage, and Energy Consumption

To address RQ1, we assess the WL, BL, and SSN security patterns in managing and mitigat-
ing cyber threats, particularly during brute-force and SSH-MITM attacks. These patterns
were implemented to enhance the security of the smart home, smart city, and healthcare
applications, focusing on maintaining a stable CPU load under various conditions. Figures
5.14, 5.15, and 5.16 illustrate the impact of the WL, BL, and SSN security patterns on CPU
load across these applications. Testing was conducted in two primary scenarios: regular op-
eration under active brute-force and MITM attacks. The findings indicate that, without
the security patterns, CPU load remains relatively low, ranging from 0.5% to 2%. When
the WL, BL, and SSN patterns are applied, CPU load increases slightly, from 2% to 3.5%,
reflecting the additional resources required for enhanced security. Under SSH-MITM attack
conditions, CPU load rises further, ranging between 2.5% and 4.5%, as the system actively
enforces access controls and data protection.

To address RQ3, the following set of null hypotheses are defined to answer RQ3: Hx,
x ∈ {1....6}. Hypotheses are defined as follows where P0 corresponds to the version of appli-
cation that does not use patterns, P4,5,6 indicates the applied patterns, namely WL, BL, and
SSN (see Table 5.2), P4,5,6 −BF and P4,5,6 −MITM indicate the occurrence or presence of
brute-force and MITM attacks in P4,5,6, respectively:
H1

4,5,6: There exists no difference between the average amount of energy consumed by P4,5,6

and P0.
H2

4,5,6: There is no difference in the average energy consumption between P4,5,6 and P4,5,6 −
MITM .
H3

4,5,6: The average amount of the CPU usage by P4,5,6 is not different from P4,5,6 −BF .
H4

4,5,6: There is no difference between the average amount of CPU usage by P4,5,6 and P0.
H5

4,5,6: The average CPU usage of P4,5,6 indicates no difference when compared to P4,5,6 −
MITM .
H6

4,5,6: The average CPU usage in P4,5,6 is not different from P4,5,6 −BF .
Table 5.7 reports the P-values of the Mann-Whitney U test and Cliff’s δ effect size for en-
ergy consumption evaluation. The table compares the average energy consumption observed
during two attack scenarios (MITM, brute-force) with/without security patterns.
According to the P-value reported in Table 5.7, we reject H1

4,5,6 for all applications; based
on the observed data, there exists a statistically significant disparity in the average energy
consumption across various cases when considering the presence or absence of WL, BL, and
SSN patterns in all applications.
For the MITM attack, We also reject H2

4,5,6 for smart home and smart city applications as
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Figure 5.14 CPU load for smart home applications with WL, BL, SSN, without WL, BL,
SSN, and under brute-force attack as well as MITM.

the data-driven analysis corroborates the belief that there is a statistically significant differ-
ence in the energy consumed by P4,5,6 −MITM . Moreover, we cannot reject H2

4,5,6 for the
healthcare application. The analysis unequivocally demonstrates no statistically significant
difference in the average CPU usage by using P4,5,6 −MITM .
For the brute-force attack, we reject H3

4,5,6 in all applications. The data reveals a statistically
significant difference in the energy consumed by P4,5,6 −BF .
According to the effect sizes and confidence intervals presented in Table 5.7, the analysis
highlights the significant impact of MITM and brute-force attacks on energy consumption
across the edge gateways.
For smart home, the effect size for P0 vs. P4,5,6 is 1.0, indicating a substantial difference in
energy consumption under normal and attack-inclusive conditions, with the confidence in-
terval (48.35–51.65) reflecting stable variability. Similarly, for P4,5,6 vs. P4,5,6 −MITM and
P4,5,6 vs. P4,5,6 − BF , the effect size remains 1.0, demonstrating consistent and significant
increases in energy consumption during these attacks, as evidenced by confidence intervals
of 53.89–56.11 and 58.89–61.11, respectively.
For smart city, the effect size for P0 vs. P4,5,6 is also 1.0, with a confidence interval (58.45–61.55)
indicating consistent energy demands in the baseline scenario. Under attack conditions, the
effect size for P4,5,6 vs. P4,5,6 −MITM is 0.893, highlighting a slightly lower but still signifi-
cant increase in energy consumption, with a wider confidence interval (63.56–66.44) reflecting
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Figure 5.15 CPU load for smart city applications with WL, BL, SSN, without WL, BL, SSN,
and under brute-force attack as well as MITM.

more variability. The effect size for P4,5,6 vs. P4,5,6 − BF returns to 1.0, with a confidence
interval of 68.56–71.44, signifying substantial energy consumption under brute-force attacks.
In health care, the effect size for P0 vs. P4,5,6 is 1.0, with the confidence interval (68.61–71.39)
showing stable energy consumption during normal operations. For P4,5,6 vs. P4,5,6−MITM ,
the effect size drops to 0.098, suggesting minimal practical significance in energy consumption
differences, with a confidence interval
(73.56–76.44) indicating moderate variability. However, for P4,5,6 vs. P4,5,6 − BF , the effect
size returns to 1.0, with a confidence interval (78.56–81.44), emphasizing a significant increase
in energy consumption during brute-force attacks.
Fig. 5.17 shows the results obtained for all investigated scenarios for WL, BL, and SSN
patterns. The analysis of energy consumption during brute-force and MITM attacks reveals
a jump when patterns are introduced; however, there is a statistically significant variance in
energy consumption. This consistent observation applies to three applications under investi-
gation, irrespective of with and without patterns and under attack, except healthcare under
MITM attack.
Table 5.8 reports the P-values of the Mann-Whitney U test and Cliff’s δ effect size for CPU

usage evaluation. The table compares the average CPU usage observed during two distinct
attack scenarios (MITM, brute-force) with/without security patterns.
According to the P-value we reported in Table 5.8, we reject H4

4,5,6 for all applications, as
there is a statistically significant difference between the average amount of CPU usage with
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Figure 5.16 CPU load for healthcare applications with WL, BL, SSN, without WL, BL, SSN,
and under brute-force attack as well as MITM.

Table 5.7 P-values, Cliff’s δ effect sizes, and Confidence Intervals (CI) for average energy
consumption under MITM and brute-force attacks.

Version SmartHome SmartCity HealthCare
P-Value Effect Size CI (95%) P-Value Effect Size CI (95%) P-Value Effect Size CI (95%)

P0 vs. P4,5,6 0.0001 1.0 48.35–51.65 0.0009 1.0 58.45–61.55 0.0005 1.0 68.61–71.39
P4,5,6 vs. P4,5,6 −MITM 0.0002 1.0 53.89–56.11 0.0001 0.893 63.56–66.44 0.6599 0.098 73.56–76.44
P4,5,6 vs. P4,5,6 −BF 0.0001 1.0 58.89–61.11 0.0001 1.0 68.56–71.44 0.0006 1.0 78.56–81.44

and without WL, BL, and SSN patterns in all cases.
In the case of the MITM attack, we reject H5

4,5,6 for all applications. The analysis reveals a
statistically significant disparity in the CPU usage of P4,5,6 −MITM .
For the brute-force attack, we reject H6

4,5,6 for all applications. The data does indicate a
statistically significant difference in the CPU usage of P4,5,6 −BF .
According to the effect sizes and confidence intervals presented in Table 5.8, the analysis
highlights the significant impact of MITM and brute-force attacks on CPU usage across the
edge gateways.
For smart home, the effect size for P0 vs. P4,5,6 is 1.0, indicating a substantial difference
in CPU usage between baseline and attack-inclusive conditions, with the confidence interval
(29.19–30.81) reflecting stable estimates. Under attack scenarios, the effect size remains 1.0
for both P4,5,6 vs. P4,5,6-MITM and P4,5,6 vs. P4,5,6-BF, with confidence intervals (34.15–35.85
and 39.13–40.87, respectively) showing increasing variability during attacks.
For smart city, the effect size of 1.0 for P0 vs. P4,5,6 suggests a consistent and substantial
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Figure 5.17 Energy consumption for smart home, smart city, and healthcare applications
with WL, BL, SSN patterns, without them, and under brute-force and MITM attacks.

Table 5.8 P-values, Cliff’s δ effect sizes, and Confidence Intervals (CI) for average CPU usage
under MITM and brute-force attacks.

Version SmartHome SmartCity HealthCare
P-Value Effect Size CI (95%) P-Value Effect Size CI (95%) P-Value Effect Size CI (95%)

P0 vs. P4,5,6 0.0008 1.0 29.19–30.81 0.0007 1.0 38.77–41.23 0.0001 1.0 48.56–51.44
P4,5,6 vs. P4,5,6-MITM 0.0001 1.0 34.15–35.85 0.0002 0.893 43.63–46.37 0.0007 0.098 52.68–57.32
P4,5,6 vs. P4,5,6-BF 0.0001 1.0 39.13–40.87 0.0003 1.0 48.58–51.42 0.0005 1.0 58.63–61.37

increase in CPU usage, with a confidence interval of 38.77–41.23 reflecting precise estimates.
During attack scenarios, the effect size decreases slightly to 0.893 for P4,5,6 vs. P4,5,6-MITM,
indicating a moderate practical significance, with a wider confidence interval (43.63–46.37).
For P4,5,6 vs. P4,5,6-BF, the effect size returns to 1.0, with a confidence interval (48.58–51.42)
reflecting substantial increases in CPU usage during brute-force attacks.
In health care, the effect size of 1.0 for P0 vs. P4,5,6 highlights a significant baseline difference,
with a confidence interval (48.56–51.44) showing stable CPU usage during normal operations.
For P4,5,6 vs. P4,5,6-MITM, the effect size drops significantly to 0.098, suggesting minimal
practical significance in CPU usage differences during MITM attacks, with a confidence in-
terval (52.68–57.32) reflecting moderate variability. For P4,5,6 vs. P4,5,6-BF, the effect size
returns to 1.0, with a confidence interval (58.63–61.37) showing a substantial increase in CPU
usage during brute-force attacks.
Fig. 5.18 illustrates our results for all WL, BL, and SSN pattern implementations. The
investigation of CPU usage during brute-force and MITM attacks yields an escalation when
patterns are introduced. However, it is crucial to emphasize that there is a statistically sig-
nificant variance in CPU usage and every consumption among scenarios under attack. This
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Figure 5.18 CPU usage for smart home, smart city, and healthcare applications with WL,
BL, SSN patterns, without them, and under brute-force and MITM attacks.

observation holds for three applications under investigation, except healthcare under MITM
attack in energy consumption.

Finding 3:

The experimental results show the efficacy of WL, BL, and SSN patterns in mitigating
BF and MITM attacks. Importantly, incorporating patterns during these attacks indi-
cates a discernible impact on CPU usage and energy consumption in all applications,
with/without patterns and under attacks.

5.6.4 Impact of Combination Security Patterns on CPU Load, Security, CPU
Usage, and Energy Consumption

To address RQ1, we compared all testbeds with and without the combined security patterns,
subjecting the applications to various attacks, including DDoS, MITM, and brute-force, sim-
ilar to previous experiments.
Figures 5.19, 5.20, and 5.21 illustrate the CPU load in the smart home, smart city, and
healthcare applications under different conditions. Without any security patterns, the CPU
load remains low at 2%, reflecting typical operations. With complete security patterns im-
plemented, the load increases to 5%, indicating the overhead of security mechanisms. During
SSH-MITM and brute-force attacks, the load rises to 15%, showing the system’s defensive
response to these moderate threats. However, under a DDoS attack, the CPU load surges to
50%, significantly impacting system performance.
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To address RQ3, the following set of null hypotheses are defined to answer RQ3: Hx,
x ∈ {1....8}. Hypotheses are defined as follows where P0 corresponds to the version of the ap-
plications that do not use patterns, Pall indicates the scenario of applying all patterns, namely
PZH, OOC, WL, BL, and SSN (see Table 5.2), Pall −MITM , Pall − BF and Pall −DDoS

are indicate the occurrence or presence of MITM, brute-force, and DDoS attacks in Pall,
respectively:
H1

all: There is no difference between the average amount of energy consumed by Pall and P0.
H2

all: There is no difference between the average energy consumption of Pall and the Pall −
MITM .
H3

all: There is no difference in the average energy consumed by Pall when compared to
Pall −BF .
H4

all: The average amount of energy consumed by Pall is not different from Pall −DDoS.
H5

all: There is no difference between the average CPU usage by Pall and P0.
H6

all: There is no difference between the average CPU usage of Pall and Pall −MITM .
H7

all: There is no difference in the average CPU usage by Pall when compared to Pall −BF .
H8

all: The average amount of CPU usage in Pall is not different from Pall −DDoS.
Table 5.9 reports the P-values of the Mann-Whitney U test and Cliff’s δ effect size for en-
ergy consumption evaluation. The table compares the average energy consumption observed
during three distinct attack scenarios (MITM, brute-force, and DDoS) with/without security
patterns.
According to the P-value in Table 5.9, we reject H1

all in all applications; the analysis suggests
that there is a trace of statistically significant differentiation in the average energy consump-
tion in the domains of all applications.
According to the P-value for all applications under the MITM attack, we reject H2

all for
smart home and smart city applications. Upon statistical examination, a significant varia-
tion is found in the energy consumed by Pall−MITM compared to Pall. However, we cannot
reject H6

all for healthcare application. The analysis indicates no statistically significant dif-
ference in energy consumed by Pall −MITM .
According to the P-value for all applications under the brute-force attack, we cannot reject
H3

all for all applications. The analysis uncovers no statistically significant effect on the energy
consumed by Pall −BF .
According to the P-value for all applications under the DDoS attack, we reject H4

all for all
applications as a statistically significant difference is observed in the energy consumption of
Pall −DDoS for this application.
According to the effect sizes and confidence intervals presented in Table 5.9, the analysis
highlights the impact of MITM, BF, and DDoS attacks on energy consumption across the
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Figure 5.19 CPU load for smart home application with combination patterns, without com-
bination patterns, and three attacks: DDoS, MITM, and brute-force.

edge gateways.
For smart home, the effect size for P0 vs. Pall is 1.0, indicating a substantial increase in energy
consumption under attack-inclusive conditions, with a confidence interval of 48.35–51.65 re-
flecting stable variability. Similarly, under MITM and DDoS attacks, the effect size remains
1.0, with confidence intervals of 53.89–56.11 and 63.89–66.11, respectively, demonstrating
significant increases in energy consumption. The smaller effect size (0.347) and confidence
interval (58.89–61.11) suggest moderate practical impact for BF attacks.
In smart city, the effect size of 1.0 for P0 vs. Pall and Pall vs. Pall-MITM indicates consistent
and significant increases in energy consumption, with confidence intervals of 58.45–61.55 and
63.56–66.44, respectively. For brute-force attacks, the effect size decreases to 0.210, reflecting
minimal practical significance, with the confidence interval (68.56–71.44) indicating moder-
ate variability. Under DDoS attacks, the effect size remains at 1.0, with a confidence interval
of 73.56–76.44, showing substantial resource demands.
In health care, the effect size for P0 vs. Pall and Pall vs. Pall-MITM is 1.0, highlighting
significant energy consumption increases, with confidence intervals of
68.61–71.39 and 73.56–76.44, respectively. For brute-force attacks, the effect size is moderate
(0.529), with the confidence interval (78.56–81.44) reflecting perceptible but less pronounced
increases in energy demands. During DDoS attacks, the effect size returns to 1.0, with a con-
fidence interval of 83.56–86.44, showing the highest energy consumption across all scenarios.
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Figure 5.20 CPU load for a smart city application with combination patterns, without com-
bination patterns, and three attacks: DDoS, MITM, and brute-force.

Fig. 5.22 shows the outcomes achieved across various implementations of the combined pat-
terns. The examination of energy consumption during DDoS, brute-force, and MITM attacks
reveals an increase when all patterns are introduced. Nevertheless, it is imperative to under-
score that a statistically significant variance in energy consumption exists between scenarios
with/without all patterns. Furthermore, there is a statistically significant variance in energy
consumption under brute-force attacks in the smart home and in smart home and healthcare
during MITM attacks and all patterns during DDoS attacks.
Table 5.10 reports the P-values of the Mann-Whitney U test and the Cliff’s δ effect size for

CPU usage evaluation. The table compares the average CPU usage levels observed during
three distinct attack scenarios (MITM, brute-force, and DDoS) with/without security pat-
terns.
According to the P-value in Table 5.10, we reject H5

all for all applications, as there is a sta-
tistically significant difference between the average amount of CPU usage under different
conditions with/without a combination of patterns in three applications.
According to the P-value for all applications under the MITM attack, we cannot reject H6

all

for all applications. The analysis indicates no statistically significant difference in CPU usage
by Pall −MITM .
According to the P-value for all applications under the brute-force attack, we cannot reject
H7

all for smart home and healthcare applications. The data reveals no significant disparity in
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Figure 5.21 CPU load for a healthcare application with combination patterns, without com-
bination patterns, and three attacks: DDoS, MITM, and brute-force.

Table 5.9 P-values, Cliff’s δ effect sizes, and Confidence Intervals (CI) for average energy
consumption under MITM, brute-force, and DDoS attacks.

Version SmartHome SmartCity HealthCare
P-Value Effect Size CI (95%) P-Value Effect Size CI (95%) P-Value Effect Size CI (95%)

P0 vs. Pall 0.0001 1.0 48.35–51.65 0.0001 1.0 58.45–61.55 0.0001 1.0 68.61–71.39
Pall vs. Pall-MITM 0.0001 0.893 53.89–56.11 0.0001 1.0 63.56–66.44 0.3953 1.0 73.56–76.44
Pall vs. Pall-BF 0.1096 0.347 58.89–61.11 0.3173 0.210 68.56–71.44 0.1428 0.529 78.56–81.44
Pall vs. Pall-DDoS 0.0001 1.0 63.89–66.11 0.0001 0.1 73.56–76.44 0.0001 1.0 83.56–86.44

CPU usage by Pall − BF . Moreover, we also reject H7
all for smart city application.The data

reveals a significant disparity in CPU usage by Pall −BF .
For the case of the DDoS attack, we reject H8

all for the smart city and healthcare applications.
A careful analysis affirms that statistically significant variation is found in the CPU usage by
Pall−DDoS. However, we cannot reject H8

all for the smart home application as a statistically
significant variation is not found in the CPU usage by Pall −DDoS.
According to the effect sizes and confidence intervals presented in Table 5.10, the analysis
illustrates the impact of MITM, brute-force, and DDoS attacks on CPU usage across the
edge gateways.
For smart home, the effect size for P0 vs. Pall is 0.813, indicating a substantial increase in
CPU usage between baseline and attack-inclusive conditions, with a confidence interval of
39.32–40.68, reflecting stable variability. Under MITM attacks (Pall vs. Pall-MITM), the ef-
fect size decreases to 0.369, suggesting a moderate practical significance, with the confidence
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Figure 5.22 CPU usage for smart home, smart city, and healthcare applications with com-
bination security patterns, without these patterns, and under three attack types: DDoS,
MITM, and brute-force.

interval
(44.01–45.99) indicating consistent estimates. The effect sizes for brute-force and DDoS at-
tacks are 0.458 and 0.982, respectively, with confidence intervals of 49.01–50.99 and 54.01–55.99,
showing higher resource demands under DDoS scenarios.
For smart city, the effect size for P0 vs. Pall is also 0.813, with a confidence interval
(49.21–50.79) indicating a significant increase in CPU usage during attack-inclusive condi-
tions. Under MITM attacks, the effect size is 0.458, reflecting moderate practical significance,
with the confidence interval (54.02–55.98) showing increased variability. For brute-force and
DDoS attacks, the effect sizes are 0.547 and 1.0, with confidence intervals of 59.01–60.99
and 64.02–65.98, respectively, highlighting the substantial impact of DDoS attacks on CPU
resources.
In health care, the effect size for P0 vs. Pall is 0.804, indicating a significant increase in CPU
usage with a confidence interval of 59.18–60.82. For MITM attacks, the effect size decreases
significantly to 0.031, suggesting minimal practical significance, with the confidence inter-
val (64.04–65.96) showing moderate variability. Under brute-force and DDoS attacks, the
effect sizes are 0.293 and 0.804, respectively, with confidence intervals of 69.02–70.98 and
74.01–75.99, showing the significant impact of DDoS attacks on CPU resources.
Fig. 5.23 illustrates the results obtained for all implementations of the combined patterns.
The analysis of CPU usage during DDoS, brute-force, and MITM attacks demonstrates an
increase when all patterns are introduced. However, it is essential to emphasize that there
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Figure 5.23 CPU usage for smart home, smart city, and healthcare applications with com-
bination security patterns, without these patterns, and under three attack types: DDoS,
MITM, and brute-force.

is a statistically significant variance in CPU usage between scenarios with and without all
patterns. Moreover, there is no statistically significant variance in CPU usage during the
brute-force attack in the smart city or during the DDoS attack in the smart city or health-
care.

Finding 4:

Our results indicate all patterns (when combined) in mitigating BF, MITM, and DDoS
attacks. Importantly, we observe a discernible impact on CPU usage and energy con-
sumption, both in the attack scenarios and with and without all patterns with statis-
tically significant differences.

5.6.5 Experimental Findings of Dynamic Selection Security Patterns

To address RQ2, this section presents the experimental results for our proposed DRL-based
dynamic pattern selection, designed to select security patterns dynamically in response to
real-time network threats at the edge. Fig. 5.24, 5.25, and 5.26 present the average reward
over 25,000 episodes across five runs of the DRL-based IDS for various ϵ values (the explo-
ration rate), trained to detect multiple attack types (DDoS, DoS Hulk, DoS Slowloris, DoS
GoldenEye).
Figure 5.24 (ϵ = 0.6), the model achieves stable rewards around the 90 episodes. This bal-
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Table 5.10 P-values, Cliff’s δ effect sizes, and Confidence Intervals (CI) for average CPU
usage under MITM, brute-force, and DDoS attacks.

Version SmartHome SmartCity HealthCare
P-Value Effect Size CI (95%) P-Value Effect Size CI (95%) P-Value Effect Size CI (95%)

P0 vs. Pall 0.0012 0.813 39.32–40.68 0.0001 0.813 49.21–50.79 0.0002 0.804 59.18–60.82
Pall vs. Pall-MITM 0.8014 0.369 44.01–45.99 0.3400 0.458 54.02–55.98 0.1770 0.031 64.04–65.96
Pall vs. Pall-BF 0.3400 0.458 49.01–50.99 0.0114 0.547 59.01–60.99 0.9044 0.293 69.02–70.98
Pall vs. Pall-DDoS 0.3400 0.982 54.01–55.99 0.0001 1.0 64.02–65.98 0.0002 0.804 74.01–75.99

Figure 5.24 Average of rewards over 25,000 episodes with ϵ = 0.6 for five runs

ance of exploration enables consistent attack detection and reliable pattern selection [244],
favoring OOC for external threats and PZH for internal control. Figure 5.25 (ϵ = 0.7)
shows slightly faster stabilization, as the higher exploration rate aids in handling varied at-
tack types. This adaptability translates to an agile pattern-selection process that can flexibly
choose between OOC and PZH based on threat conditions. Figure 5.26 (ϵ = 0.9) exhibits
rapid initial learning and quick reward stabilization. High exploration during training equips
the model to detect and respond to novel attacks, albeit with occasional variability in pat-
tern selection. This configuration suits dynamic environments where frequent adjustments
are needed. In addition, lower epsilon values (e.g., 0.6) are optimal for predictable attack
patterns, while higher values (e.g., 0.9) enhance adaptability in dynamic settings. Across
all settings, the trained model’s robust detection ensures effective threat mitigation. Table
5.11 presents the performance metrics of our DRL-based IDS, highlighting its effectiveness
in detecting attacks. The model achieves an accuracy of 0.92, demonstrating its ability
to accurately classify normal and malicious traffic. An F1 score of 0.91 indicates a strong
balance between precision and recall, suggesting that the model successfully minimizes false
positives and false negatives in its detection. The precision of 0.92 signifies that the model



123

Figure 5.25 Average of rewards over 25,000 episodes with ϵ = 0.7 for five runs

accurately identifies true positives, meaning it effectively distinguishes actual attacks from
benign activity. Additionally, a recall of 0.93 reflects the model’s capability to detect many
accurate attacks, minimizing missed detections.

5.6.6 Accuracy

Table 5.11 Performance Metrics of the DRL-based IDS Model
Accuracy F1 Score Precision Recall

0.92 0.91 0.92 0.93

5.6.7 Resource Consumption

Fig. 5.27 presents the CPU and Memory Usage alongside Energy Consumption (J) for
three conditions: No Attack (baseline), OOC, and PZH. In the baseline state, CPU usage
is 40.8%, memory usage is 67.1%, and energy consumption is steady at 2.04 J. Under the
OOC pattern, activated for high-risk outbound threats, CPU and memory usage increase
to 60.3% and 86.7%, respectively, reflecting the added computational demand for threat
mitigation. Energy consumption rises to 2.08 J, indicating a slight increase in energy usage
under high computational load. The PZH pattern, designed for internal control, shows CPU
and memory usage similar to the baseline (40.6% and 66.8%), with energy consumption
maintaining the same level as OOC at 2.08 J, reflecting consistent energy utilization across
operational conditions.
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Figure 5.26 Average of rewards over 25,000 episodes with ϵ = 0.9 for five runs

Figure 5.27 CPU usage, memory demands, and energy consumption under No Attack, OOC,
and PZH conditions, showing stable energy consumption despite varying CPU usage and
memory demands.
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5.6.8 Dynamic Pattern Selection in Threat Response

The log output 5.28 illustrates the DRL-based IDS adaptive security system’s effectiveness
in mitigating real-time threats. Initially, the system enforces the OOC pattern to block unau-
thorized inbound traffic, establishing a secure baseline. Upon detecting anomalies, such as a
sudden increase in CPU usage, the system dynamically activates targeted security patterns
in response to specific threats. For instance, Network Throttling is employed to manage high-
demand scenarios, while IP Blocking is initiated to counteract DDoS attacks effectively. The
PZH pattern further strengthens internal security by enforcing access control and mitigating
insider threats. This dynamic, pattern-driven approach exemplifies the system’s resilience by
selecting optimal security measures based on real-time network conditions, enhancing pro-
tection against diverse threats. The DRL-based IDS dynamic pattern selection

2024 -10 -25 12:40:13 ,543 - INFO - Repeated pattern execution : General system
↪→ state - No pattern executed

2024 -10 -25 12:40:13 ,894 - INFO - Predicted action : [[1. 0.]]
2024 -10 -25 12:40:15 ,987 - INFO - CPU Usage : 46.9\% , Memory Usage : 26.4\% ,

↪→ Energy Usage : 2.04j
2024 -10 -25 12:40:16 ,996 - INFO - Repeated pattern execution : General system

↪→ state - No pattern executed
2024 -10 -25 12:40:17 ,499 - INFO - Predicted action : [[1. 0.]]
2024 -10 -25 12:40:19 ,093 - INFO - CPU Usage : 13.2\% , Memory Usage : 26.4\% ,

↪→ Energy Usage : 2.04j
2024-10-25 12:40:26,230 - INFO - CPU Usage: 60.3%, Memory Usage: 26.4%, Energy Usage:

2.08j, CPU Temperature: 50.0°C
2024-10-25 12:40:26,230 - INFO - CPU usage exceeded threshold: 60.3%
2024-10-25 12:40:26,230 - INFO - DDoS attack detected based on request threshold.
2024-10-25 12:40:26,230 - INFO - DDoS detected. Executing Pattern - Blocking IP.
2024-10-25 12:40:26,231 - INFO - Detected attacker IP: 192.168.1.100
2024-10-25 12:40:26,231 - INFO - Blocking IP 192.168.1.100 via iptables

Figure 5.28 System Monitor Log Output

achieves a 45% CPU usage and 1.5 J energy consumption, significantly reducing both metrics
compared to the 65% CPU usage and 2.4 J energy consumption of static OOC/PZH pat-
terns under DDoS. This illustrates the DRL-based IDS’s efficiency in dynamically managing
resources to mitigate attacks.

5.6.9 Comparative Analysis of Static vs. Dynamic Patterns

Table 5.12 highlights the resource utilization of static configurations (OOC and PZH) com-
pared to the dynamic DRL-based IDS under attack scenarios. OOC and PZH exhibit high
CPU usage (65.2% and 63.8%, respectively) due to their inability to adapt. In comparison,
the DRL-based IDS slightly lowers CPU usage to 60.3% by dynamically selecting patterns in
real-time. Regarding energy consumption, the DRL-based IDS achieves significant efficiency,
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reducing usage to 2.08 J compared to 2.4 J and 2.3 J for OOC and PZH. These results
demonstrate the advantages of dynamic adaptability, balancing real-time threat mitigation
with optimized resource usage. Although the DRL-based IDS shows peak CPU usage during
active attacks, its efficiency ensures stability and scalability for diverse at the edge gateway.

Finding 5:

Our findings highlight the efficiency of the DRL-based IDS in dynamically managing
resources and mitigating threats. Under DoS Hulk, DoS Slowloris, DDoS, and DoS
GoldenEye attacks, the dynamic approach reduced CPU usage to 45% and energy
consumption to 1.5 J, compared to the static OOC/PZH patterns’ 65% CPU usage
and 2.4 J energy consumption. This adaptive selection of patterns ensures security
and optimizes resource usage, underscoring the system’s capability to maintain robust
performance under varying conditions.

5.7 Discussion

In selecting IoT security patterns, developers encounter a complex trade-off between secu-
rity, energy, and CPU usage. An effective IoT system should proactively predict risks and
adapt patterns based on context, optimizing resource utilization while maintaining security.
Applying all security patterns statically is resource-intensive; thus, context-specific pattern
selection is more efficient. This challenge is analogous to the "Robot in the Grid World" prob-
lem, where the software aims to optimally balance security, CPU, and energy. Our proposed
DRL-based system dynamically selects patterns, effectively mitigating threats such as DDoS
while ensuring resource efficiency and robust performance.
In addition, while static evaluations of security patterns have inherent limitations in address-
ing cyber threats’ dynamic and evolving nature, integrating the DRL-based IDS in our study
overcomes this challenge. By dynamically selecting and reconfiguring real-time patterns, the
system ensures robust defense mechanisms that remain effective even as new threats emerge.
This adaptability makes the proposed approach particularly relevant for real-world edge gate-
ways.
Our findings demonstrate that the DRL-based approach significantly enhances adaptive secu-
rity by dynamically selecting patterns in response to real-time network conditions, effectively
balancing security and resource demands. Additionally, the initial findings in this chapter
offer developers and practitioners valuable insights into implementing IoT security patterns.
For a detailed
overview, Table 5.13 presents the effects of six IoT security patterns on security, energy
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Table 5.12 Comparison of Static and Dynamic Patterns Under Attacks
Metric Static (OOC) Static (PZH) Dynamic (DRL-based IDS)

CPU Usage (%) 65.2 63.8 60.3
Energy Consumption (J) 2.4 2.3 2.08

efficiency, and CPU usage. To situate this work within the broader IoT security land-
scape, advancements in blockchain-assisted security protocols are worth noting. Shahidinejad
et al. [245] review blockchain-based authentication mechanisms and Session Key Genera-
tion Protocols (SKGPs) for IoT systems, highlighting lightweight and scalable solutions for
resource-constrained edge gateway. While our DRL-based IDS dynamically selects security
patterns to optimize resource efficiency and mitigate threats in real-time, we did not integrate
blockchain due to its computational overhead and complexity in resource-constrained edge
gateway. However, combining adaptive pattern selection with distributed ledger technologies
offers a promising research direction for enhancing authentication, trust, and traceability in
IoT security.
Security: IoT-edge applications face significant security risks due to limited protocols, au-
thentication challenges, and privacy issues, primarily as they rely on communication between
multiple devices and the cloud. Many edge devices lack the computational power and mem-
ory for robust security, making them vulnerable to attacks such as DDoS. While existing IoT
security patterns offer some protection, more advanced solutions are needed.
Energy consumption and CPU usage: Edge devices in IoT are typically compact and
resource-constrained, with limited energy and processing capacity. These devices often rely
on cost-effective hardware, necessitating a careful balance between functionality and resource
use. Our experiments reveal that applying security patterns influences energy consumption
and CPU usage, highlighting developers’ importance in selecting appropriate patterns based
on available resources. As shown in Table A.1 (Appendix), the guidelines help choose the

Table 5.13 Impact of security patterns on security, energy efficiency, and CPU usage.

Context Problem Pattern Security Energy CPU usage
Security, No Open Ports, Firewalls,
Low Energy

OOC Improved Increased Increased

Centralized Access Control, User Con-
trol, Trust

PZH Not Effective Increased Increased

Explicit Allowance, Flexibility, Trust,
Simplicity, Completeness

WL Improved Increased Increased

Flexibility, Explicit Blocking, Simplic-
ity, Outdated Entries

BL Improved Increased Increased

Secure Communication, Access Control SSN Improved Increased Increased
The TCP pattern is not mentioned because this pattern is generally used along with WL and BL patterns, and we did not
analyze the impact of an isolated implementation of this pattern.
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most effective patterns for IoT security.

5.8 Threats to validity

Empirical research inevitably encounters issues related to the validity of findings. In light
of this, the present section seeks to identify and discuss possible threats to our research’s
validity, per the recommendations of [207].

5.8.1 Threats to Internal Validity

Threats to internal validity concern factors internal to our study that could have impacted
our results [246]. In evaluating the internal validity of our empirical study, we recognize
potential limitations. First, testing a single implementation of security patterns in three IoT
applications may limit the generalizability of results, as different implementations could yield
varied outcomes in terms of security, CPU usage, and energy efficiency. Additionally, real-
time fluctuations in IoT device performance, especially with Raspberry Pis, can impact the
accuracy of CPU usage and security efficacy measurements. To address these, we ran each
experiment fifteen times to average anomalies. We also ensured unbiased security algorithm
configurations by aligning with existing research standardized settings, enhancing findings’
reliability across different attack scenarios.

5.8.2 Threats to External Validity

These threats concern the generalization of our findings [246]. To enhance the validity and
reliability of our findings, we conducted tests on multiple edge gateways. Additionally, we
provided a detailed description of our experimental setup to account for potential influences
from hardware, sensors, and environmental factors. We have also made our source codes
publicly accessible for further research [247]. These measures aim to bolster our study’s
credibility, transparency, and reproducibility, aiding practitioners and researchers in validat-
ing our findings.

5.9 Chapter Summary

This research examined the impact of six IoT security patterns—PZH, OOC, BL, WL, and
SSN—on the edge gateway’s energy consumption, CPU usage, and CPU load. While these
patterns enhance security, they significantly increase energy consumption, CPU usage, and
CPU load. Our findings indicate that while some patterns, such as OOC and WL, offer
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strong security measures, they impose a considerable computational overhead. Conversely,
SSN demonstrates a balanced trade-off between security and resource consumption, making
it a viable option for the resource-constrained edge gateway. Additionally, our analysis shows
that CPU-intensive patterns, e.g., PZH, may lead to bottlenecks in real-time processing, em-
phasizing the need for adaptive security mechanisms that optimize performance dynamically.
In addition, challenges related to scalability and response time remain unresolved. To address
these, we developed a DRL-based IDS that dynamically selects security patterns based on
real-time network conditions, optimizing security and resource efficiency. However, further
research is needed to evaluate its performance in large-scale systems. The study also high-
lights the need for comprehensive security patterns addressing data privacy, fault tolerance,
and device authentication, which were beyond the scope of this work.
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6.2 Chapter Overview

The rapid expansion of IoT networks has brought transformative benefits across various
domains, introducing significant security challenges, especially in resource-constrained edge
gateways. This chapter proposes an innovative IDS powered by DRL to detect and mitigate
network threats dynamically by selecting IoT security patterns. Leveraging adaptive IoT
security patterns, the system efficiently addresses diverse attack scenarios(e.g., DDoS, DoS
GoldenEye, DoS Hulk, and Port Scanning). Achieving an average detection accuracy of 97%,
the system demonstrates rapid response times and efficient resource utilization, making it
well-suited for edge gateways. The experimental evaluations validate the proposed model’s
ability to enhance security while optimizing CPU and memory usage, reducing energy con-
sumption, and lowering carbon emissions. Furthermore, its adaptability to evolving cyber
threats and alignment with green computing principles highlight its potential to support
secure and sustainable IoT networks.
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6.3 Study Design

The IoT has emerged as a transformative technology, driving advancements in smart cities,
healthcare, and industrial automation. However, the rapid expansion of IoT networks has also
heightened their vulnerability to cybersecurity threats. Resource-constrained IoT devices are
particularly susceptible to network-based attacks, e.g., DDoS [10, 205], Port Scanning [248],
DoS Hulk [249,250], and Goldeneye [251,252]. These attacks disrupt IoT operations, increase
energy consumption, and waste resources, posing significant challenges to the sustainability
and reliability of IoT systems [253].
In addition, researchers have proposed security patterns as modular solutions for recurring
IoT security issues to address these challenges, e.g., PZH, OOC, BL, WL [1], and SSN pat-
terns [94]. These patterns provide structured approaches to securing IoT systems by address-
ing their inherent heterogeneity and complexity [93]. However, previous work has primarily
focused on theoretical discussions without evaluating these patterns under real-world attack
scenarios. In our previous study [254], we assessed these patterns under real-time attack
conditions, analyzing their impact on energy consumption and CPU usage. Despite this, the
patterns were treated as static solutions, leaving their dynamic networks unexplored. This
study introduces a novel framework that employs DRL to fill this gap and enable dynamic
security pattern selection. This approach ensures real-time adaptation of patterns to diverse
attack scenarios, improving IoT security while optimizing resource utilization.
This chapter proposes a DRL-based IDS that detects and mitigates network attacks using
well-suited resources. Unlike traditional IDS approaches, the proposed system intelligently
selects and activates security patterns for specific threats, enhancing detection accuracy and
well-suited CPU usage, memory usage, energy consumption, and carbon emissions. Addi-
tionally, this study aligns with the United Nations Sustainable Development Goals (SDGs),
particularly SDG 9 (Industry, Innovation, and Infrastructure), SDG 11 (Sustainable Cities
and Communities), and SDG 13 (Climate Action) [255].
The purpose method is experimentally validated under real-world attack scenarios)(e.g.,
DDoS, DoS GoldenEye, DoS Hulk, and Port Scanning). Moreover, evaluations focus on
critical metrics, e.g., detection accuracy, IDS detection response time, energy consumption,
memory usage, and carbon emissions. Findings demonstrate the system’s robustness and
efficiency, achieving high detection rates and resource optimization. This study makes the
following key contributions:

• Dynamic and Adaptive Security Framework: It proposes an intelligent IDS that
leverages DRL for real-time detection and adaptation to network threats, incorporating
the dynamic selection of six distinct security patterns (OOC, BL, WL, SSN, and PZH)
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to enhance IoT security.

• Energy-Efficient Mitigation: Incorporation of green computing principles to opti-
mize resource usage, including energy consumption, CPU usage, and carbon emissions,
while maintaining high detection accuracy.

6.4 Security Pattern Selection Using DRL-Based IDS

The proposed DRL-based IDS focuses on detecting attacks to ensure IoT system security.
The model dynamically analyzes network traffic to identify specific attacks and selects the
most appropriate security patterns to neutralize threats. This section outlines the model’s
key components, including states, actions, and rewards, all of which are designed explicitly
for security purposes. The overall architecture of the proposed DRL-based IDS is illustrated
in Figure 6.1. It demonstrates the process flow, beginning with observing network states and
computing rewards, followed by the agent selecting optimal actions and security patterns for
threat mitigation. This flow ensures an intelligent, adaptable, and efficient defense mechanism
for the edge.

6.4.1 State, Action, and Reward Definitions

State (st): The state represents the edge’s security condition at time t, captured as a feature
vector st ∈ Rn. These features are derived from network traffic data and include:

• Packet-level metrics: Packet counts, rates, and sizes.

• Flow-level metrics: Flow durations and inter-arrival times.

• Protocol flags: SYN, ACK, and FIN indicators.

The state vector encapsulates real-time network behavior, enabling the DRL agent to detect
anomalies indicative of attacks. Action (a): The action a corresponds to traffic classification
and specific attack type. The action space is defined as:

a ∈ {0, 1, 2, . . . , k}

Where a = 0 indicates normal traffic, and a > 0 denotes specific attack types, such as:

• a = 1: DDoS.

• a = 2: Port Scanning.
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Figure 6.1 Process flow of the proposed DRL-based IDS for attack detection and security
pattern selection. The system observes IoT network states, computes rewards, and selects
optimal security patterns for threat mitigation.

• a = 3: DoS Hulk.

• a = 4: DoS GoldenEye.

The optimal action at for state st is determined by maximizing the Q-value:

at = arg max
a

Q(st, a) (6.1)

This ensures that the system accurately identifies the type of attack or confirms that the
traffic is regular.

Reward (R): The reward function evaluates the effectiveness of the selected action in
mitigating the identified attack while minimizing disruption to the network. It is defined as:

R(st, at) = w1 ·M(st, at)− w2 · C(st, at) (6.2)

Where:
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• M(st, at): Mitigation effectiveness, measuring the percentage of the threat neutralized
by the selected action:

M(st, at) = Threat Neutralized
Total Threat Impact (6.3)

• C(st, at): Cost of deploying the action, representing the system’s resource usage.

• w1, w2: Weights prioritise mitigation effectiveness and resource efficiency.

6.4.2 Security Pattern Selection

Once an attack is identified (at > 0), the model selects the most appropriate security pattern
pk from a predefined set P = {p1, p2, . . . , pm}. Each pattern addresses specific attacks and
ensures effective mitigation:

• OOC: Mitigates DDoS attacks by restricting outgoing traffic, preventing resource ex-
haustion.

• BL: Blocks malicious IP addresses, effectively countering reconnaissance attacks, e.g.,
Port Scanning.

• WL: Permits only authorized traffic, ensuring secure communication during DoS Hulk
and DoS GoldenEye attacks.

• SSN: Protects IoT sensor data by enforcing encryption and secure communication
protocols.

• PZH: Establishes isolated secure zones to contain compromised devices and prevent
lateral attacks.

The optimal pattern p∗t is selected based on a reward evaluation:

p∗t = arg max
pk∈P

R(st, pk) (6.4)

Where R(st, pk) evaluates the pattern’s effectiveness in neutralizing the attack while main-
taining system stability and minimizing resource consumption.

6.4.3 Attack Mitigation Process

The process begins with the DRL agent observing the network state st and computing Q-
values for all possible actions. Based on the selected action at, the system classifies the
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traffic as usual or identifies the specific attack type. If an attack is detected, the system
evaluates the predefined security patterns using the reward function and deploys the one
that maximizes threat mitigation. For example:

• A DDoS attack (at = 1) triggers the OOC, which restricts outgoing traffic to reduce
resource exhaustion.

• A Port Scanning attack (at = 2) activates the BL to block malicious IPs effectively.

• DoS Hulk (at = 3) deploy the WL to prioritize legitimate traffic.

This security-focused approach ensures real-time adaptability and precise threat mitigation.
The proposed DRL-based IDS enhances edge security by continuously optimizing the reward
function while maintaining efficiency and stability.

6.4.4 Dynamic Threat Detection Using DRL-based IDS

The proposed algorithm, detailed in Algorithm 6, leverages a DRL-based IDS to dynami-
cally detect edge attacks by analyzing the network state st. The state is represented as a
high-dimensional feature vector derived from traffic metrics (e.g., packet counts, rates, and
sizes), flow-level statistics (e.g., average flow duration and inter-arrival times), and protocol
indicators (e.g., SYN, ACK, and FIN flags). This representation enables the DRL agent to
model and identify anomalies indicative of potential attacks.
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Algorithm 6: Advanced DRL-based IDS for Attack Detection
Input : Edge state st, Action space A, Security patterns P , DRL model M
Output: Optimal security pattern p∗

t

1 Initialize: s0, DRL model parameters θ, replay buffer D
2 while System is active do
3 Observe current network state st based on:
4 Traffic Metrics: Packet counts, rates, sizes
5 Flow Metrics: Average flow duration, inter-arrival times
6 Protocol Indicators: Flags
7 Compute Q-values Q(st, a; θ) for a ∈ A

8 Select action at based on:

at ←

random action, ϵ probability

arg maxa∈A Q(st, a; θ), otherwise

9 if at = 0 then
10 Classify traffic as normal; continue monitoring
11 else
12 Identify attack type corresponding to at

13 Compute impact: I(st, at) = Severity of attack
Resilience of system

14 Call Pattern Selection(at, st, P, I(st, at))
15 Observe reward rt and next state st+1

16 Store transition (st, at, rt, st+1) in D
17 end
18 Sample minibatch (s, a, r, s′) from D
19 Update the DRL model by minimizing TD error:

δt = rt + γ max
a′

Q(st+1, a′; θ)−Q(st, at; θ)

Perform gradient descent to minimize:

L(θ) = ED
[
δ2

t

]
20 end

The DRL agent computes Q-values Q(st, a; θ) for each possible action a in the action space
A = {a0, a1, . . . , ak}, where a0 represents standard traffic classification, and a1, a2, . . . , ak

correspond to specific attack types, i.e,. DDoS, Port Scanning, and DoS Hulk and DoS
GoldenEye. Using an ϵ-greedy strategy, the agent balances exploration and exploitation to
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select the optimal action at:

at ←

random action (exploration probability ϵ)

arg maxa∈A Q(st, a; θ) (otherwise, exploitation)

The system continues monitoring if the action corresponds to normal traffic (at = 0). How-
ever, if an attack is detected (at > 0), the severity of the attack is quantified using the impact
function:

I(st, at) = Severity
Resilience

Algorithm 7: Pattern Selection
Input : Attack type at, Network state st, Security patterns P = {p1, p2, . . . , pm},

Predicted impact I(st, at), Thresholds T = {T1, T2, . . . , Tm}
Output: Optimal security pattern p∗

t

1 Initialize: Rmax ← −∞, p∗
t ← ∅

2 for each pk ∈ P do
3 if I(st, at) < Tk then
4 Skip pk as it does not meet the threshold
5 Continue to next pattern
6 end
7 Compute reward for pattern pk:

R(st, pk) = w1 ·M(st, pk) + w2 · E(st, pk)

8 Evaluate mitigation effectiveness:

M(st, pk) = Threat Neutralized by pk

Total Threat Impact

9 Evaluate system stability impact E(st, pk)
10 if R(st, pk) > Rmax then
11 Update Rmax ← R(st, pk)
12 Update p∗

t ← pk

13 end
14 end
15 Deploy optimal pattern p∗

t to mitigate the attack

This calculated impact guides the invocation of the selection pattern (Algorithm 7), which
evaluates predefined security patterns to identify and deploy the optimal mitigation strategy
p∗t . Each pattern is assessed based on its reward, incorporating factors, e.g., mitigation
effectiveness and system stability. Given the attack’s impact, it is subject to a threshold
check to ensure its applicability. The learning process is reinforced by storing transitions
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(st, at, rt, st+1) in a replay buffer D, enabling the DRL agent to learn from past interactions.
The agent updates its parameters by minimizing the Temporal Difference (TD) error:

δt = rt + γ max
a′

Q(st+1, a′; θ)−Q(st, at; θ)

The loss function for training the DRL model is defined as:

L(θ) = ED[δ2
t ]

Algorithm 6 outlines the overall workflow, highlighting the interaction between attack de-
tection and dynamic pattern selection. The proposed algorithm achieves robust, real-time
threat mitigation by continuously learning and adapting while optimizing resource usage.
This makes it highly suitable for securing the edge gateway.

6.5 Experimental setup

This section outlines the experimental methodology to evaluate the DRL-based IDS.

6.5.1 Research Questions:

RQ1: How can a DRL-based IDS dynamically select and deploy security patterns
to mitigate specific attack types at the edge gateway?
This RQ investigates the ability of a DRL-based IDS to adaptively choose and apply appro-
priate security patterns, achieving effective threat mitigation at the edge gateway.
RQ2: How does integrating dynamic security pattern selection in a DRL-based
IDS impact resource utilization and sustainability at the edge gateway?
This RQ investigates the impact of DRL-based IDS dynamic security measures on system
efficiency, e.g., CPU, memory, energy efficiency, and carbon emission, while ensuring resource
optimization.

6.5.2 Data Set Evaluation

We used the CICIDS2017 dataset [134], a widely recognized benchmark for evaluating IDS.
This dataset includes traffic data representing various network attacks( e.g., DDoS, DoS
GoldenEye, DoS Hulk, and Port Scanning). It contains 83 traffic features extracted over
varying time windows, enabling a thorough performance assessment of IDS models. To
conduct the evaluation, a subset of 23 critical features was selected [256] to effectively capture
key patterns in network traffic while minimizing computational overhead.
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6.5.3 Feature Selection

We focused on detecting cyber threats efficiently on edge gateways by selecting impactful
traffic features and reducing computational load. Using CICFlowMeter [257], we extracted
83 features and identified 23 critical ones by analyzing their variance through the Cumulative
Distribution Function (CDF) [256]. These features captured essential network behaviors to
detect attacks, i.e., DDoS, DoS GoldenEye, DoS Hulk, and Port Scanning. We applied
the Correlation-based Feature Selection (CFS) method to refine the feature set, eliminating
redundant or highly correlated features. This approach enhanced independence and improved
classification accuracy.

6.6 Experiments and Evaluation

To address RQ1, we conducted experiments to evaluate the proposed DRL-based IDS frame-
work at the edge under real-time attack scenarios. This section details the experimental
setup and methodology used for the evaluation.

6.6.1 Experiments and Evaluation

The experiments conducted for the proposed DRL-based IDS focus on evaluating its per-
formance on the edge gateway under varying exploration probabilities (ϵ) during training.
Figures 6.2, 6.3, and 6.4 illustrate the average reward trends across 40,000 episodes for three
exploration settings (ϵ = 0.1, 0.2, 0.3), demonstrating the system’s learning progression and
its ability to adapt to security-critical scenarios dynamically.
Figure 6.2 represents the performance with minimal exploration (ϵ = 0.1), where the DRL

agent primarily exploits its learned knowledge, achieving stable and high rewards. This setup
is ideal for static environments with predictable attack patterns.

In contrast, Figure 6.3 depicts the balanced exploration- exploitation scenario (ϵ = 0.2),
where the model effectively mitigates both known and emerging attack types while preserving
mitigation efficiency. Finally, Figure 6.4 shows the system’s behavior under high exploration
(ϵ = 0.3), allowing the discovery of evolving threats but causing higher reward variability
due to increased exploratory actions.

6.6.2 Real-World Testbed Evaluation

As Figure 8.5 illustrates, the testbed simulates a standard IoT edge network. It consists of
six NodeMCUs, two Raspberry Pi 4 Model B units acting as edge nodes, a laptop device,
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Figure 6.2 Average reward progression for ϵ = 0.1. The model demonstrates exploitation-
focused learning, achieving consistent and effective attack mitigation under stable scenarios.

a workstation, a router, a physical server, and a simulated attacker. Each Raspberry Pi
4 Model B is configured with 8GB of RAM and powered by a 1.5GHz 64-bit quad-core
CPU, providing the computational resources necessary for replicating complex, real-world
networks. The NodeMCUs and laptops serve as IoT devices distributed across two separate
IoT domains, interfacing with the edge gateways for seamless communication and security
processing.
The Raspberry Pi devices function as IoT edge gateways hosting the DRL-based IDS. At
the same time, the physical server operates as the edge server in the network, running the
DRL-based IDS. The simulated attacker, equipped with Kali Linux [185], generates a range
of cyberattacks to test the system’s robustness. Concurrently, the workstation monitors and
captures network traffic using Wireshark to evaluate security. To evaluate the resource impact
of the deployed security patterns, metrics such as energy consumption, CPU usage, memory
usage, IDS response time, and carbon emissions are analyzed using the Mann-Whitney U
Test. The null hypothesis for each test assumed no significant difference in these metrics
between the baseline (pattern inactive) and active (pattern enabled) states. Rejecting the null
hypothesis indicated that the specific security pattern statistically affected the corresponding
metric. This analysis provided critical insights into the trade-offs between deploying effective
security patterns and maintaining efficient system performance, ensuring a balance between
robust threat mitigation and resource optimization.
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Figure 6.3 Average reward progression for ϵ = 0.2. A balanced exploration-exploitation strat-
egy enhances adaptability to evolving threats, maintaining robust mitigation performance.

6.6.3 Dynamic Attack Detection and Pattern-Based Mitigation

The DRL-based IDS dynamically adapts to real-time threats by detecting attacks and select-
ing the most effective security pattern for mitigation. Utilizing its DRL model, the system
analyzes network traffic, classifies anomalies, and applies patterns based on the type of attack.
This ensures efficient mitigation for DDoS, DoS Hulk, DoS GoldenEye, and Port Scanning.

Timestamp : 2024 -12 -14 15:03:54
System Status : NORMAL
CPU Usage : 11.8% , Memory Usage : 20.6%
Energy Consumption : 0.118 Joules , Carbon Emissions : 0.0118 Kg
IDS Response Time: 0.2478 seconds
Pattern Applied : None , Prediction Accuracy : N/A
The system is operating normally .
--------------------------------------------------
Timestamp : 2024 -12 -14 15:03:55
System Status : ** ATTACK DETECTED (DDoS)**
CPU Usage : 53.7% , Memory Usage : 20.7%
Energy Consumption : 0.537 Joules , Carbon Emissions : 0.0537 Kg
IDS Response Time: 1.0024 seconds
Pattern Applied : OOC , Prediction Accuracy : 95%
** ALERT : DDoS attack detected . Initiating countermeasures .**
Mitigation : Blocking suspicious IP addresses .

Figure 6.6 The sample of system Logs: normal and attack condition

Figure 6.6 illustrates the functionality of the IDS through system logs, showcasing its effi-
ciency in managing dynamic network states. The system maintains low resource consumption



142

Figure 6.4 Average reward progression for ϵ = 0.3. High exploration fosters learning across
diverse and emerging attack scenarios but introduces greater reward variability.

during regular operation without activating mitigation patterns, reflecting a stable and op-
timized baseline performance. For example, in this state, the CPU usage is 11.8%, energy
consumption is 0.118 Joules, and no mitigation patterns are triggered, ensuring efficient uti-
lization of resources.
When the IDS detects a DDoS attack, it swiftly selects and activates the OOC pattern to
block suspicious IPs and mitigate the threat. This targeted response demonstrates the sys-
tem’s capability to adapt dynamically to high-risk scenarios. In this active state, resource
demands increase, with CPU usage rising to 53.7% and energy consumption reaching 0.537
Joules. Despite these heightened demands, the IDS achieves a rapid response time of 1.0024
seconds, ensuring timely and effective threat mitigation.

6.6.4 Performance Metrics: Training vs. Real-Time Testing

Table 8.2 summarizes the IDS’s strong performance during training and real-time testing.
With training accuracy at 9% and real-time accuracy at 95%, the system demonstrates high
reliability in detecting attacks across dynamic environments. Metrics such as the F1 score
(0.96 training, 0.94 real-time) and recall (0.97 training, 0.95 real-time) highlight its ability
to identify and mitigate threats with minimal false positives.

The slight decrease in performance during real-time testing compared to training can be
attributed to the unpredictable nature of real-world scenarios. Unlike the controlled train-
ing phase, real-time environments present more significant variability, including previously
unseen attack patterns, noisy network traffic, and dynamic system loads. These factors intro-
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Figure 6.5 Real-world testbed configuration illustrating the deployment of edge gateways.

Table 6.1 Performance Metrics Comparison

Metrics Training Real-time Test
Accuracy 0.97 0.95
F1 Score 0.96 0.94
Recall 0.97 0.95
Precision 0.96 0.95

duce complexities not fully represented in the training dataset, slightly affecting the model’s
detection accuracy.

6.6.5 Model Performance Evaluation

To address RQ2, we measured resource utilization at the edge under real-time attack scenar-
ios.

6.6.6 Performance Metrics Under DDoS Attacks

The evaluation of DDoS mitigation patterns demonstrates trade-offs in CPU usage, memory
usage, energy consumption, IDS response time, and carbon emissions (Fig. 6.7). The BL
pattern stands out with the lowest CPU usage (0.69%), energy consumption (50.50 Joules),
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and fastest response time (0.05 seconds), making it highly efficient for a resource-constrained
edge gateway. Moreover, while consuming slightly more CPU (0.82%) and energy (51.64
Joules), the SSN pattern maintains a quick response time of 0.05 seconds. The OOC pattern
offers the highest CPU (0.86%) energy consumption (54.36 Joules) and carbon emissions
(20.67 kg). All three patterns exhibit consistent memory usage, around 20%. This analysis
underscores the BL pattern’s resource efficiency, while SSN and OOC cater to scenarios de-
manding advanced security mitigation.

In addition, the analysis of the impact of DDoS scenarios on various metrics reveals sta-

Figure 6.7 Evaluation of mitigation patterns for DDoS attacks, highlighting metrics such as
CPU usage, memory usage, energy consumption, IDS response time, and carbon emissions
for Blacklist, SSN, and OOC patterns.

tistically significant differences across all comparisons, as p-values are consistently below the
threshold of 0.05, leading to the rejection of the null hypothesis. However, the effect sizes
vary across metrics, providing critical insights into their practical implications for the DRL-
based IDS.
For Carbon Emissions, the null hypothesis is rejected across all scenarios (BL_DDoS,
SSN_DDoS, OOC_DDoS), confirming statistically significant impacts. The small effect size
(r = 0.01) highlights minimal environmental overhead, aligning with the IDS’s operational
efficiency and green computing principles. For CPU Usage, statistically significant results
lead to rejecting the null hypothesis, confirming substantial changes during the execution
of mitigation patterns. Despite this, the small effect size (r = 0.02) reflects a marginal
increase, demonstrating the system’s capacity to handle attacks in real-time without com-
promising efficiency. Regarding Energy Consumption, the null hypothesis is rejected due
to statistically significant results, indicating a moderate increase in energy usage. The effect
size (r = 0.03) remains within acceptable bounds, justifying the trade-off required to neu-
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tralize DDoS attacks effectively. For Memory Usage, statistically significant differences
are confirmed, resulting in rejecting the null hypothesis. The small effect size (r = 0.02)
denotes a manageable increase, ensuring the system’s stability and performance during at-
tack mitigation. Finally, for IDS Response Time, the null hypothesis is rejected for the
SSN_DDoS and OOC_DDoS scenarios, confirming statistically significant differences. The
small effect size (r = 0.01) emphasizes minimal practical impact, ensuring the IDS maintains
rapid response capabilities to meet critical performance requirements for real-time attack
mitigation.

6.6.7 Performance Metrics Under DoS GoldenEye Attacks

Evaluating mitigation patterns BL and PZH under the DoS GoldenEye attack (Fig. 6.8)
highlights varied trade-offs in performance metrics. The BL pattern demonstrates the lowest
CPU usage (0.62%) and energy consumption (56.33 Joules), coupled with the fastest response
time of 0.05 seconds, making it a highly efficient option for a resource-limited edge gateway.
In contrast, the PZH pattern requires slightly higher CPU usage (0.56%) and energy con-
sumption (56.61 Joules). Furthermore, both patterns exhibit stable memory usage of around
20%, with the PZH pattern showing slightly higher carbon emissions (20.60 kg) than the BL
(20.41 kg).
The analysis of the DoS GoldenEye attack’s impact on various system metrics reveals statis-

Figure 6.8 Performance metrics for DoS GoldenEye attack mitigation using Blacklist and
PZH patterns, comparing CPU usage, memory usage, energy consumption, IDS response
time, and carbon emissions.

tically significant differences across all scenarios, as indicated by p-values consistently below
the 0.05 threshold, leading to the rejection of the null hypothesis. However, the corresponding
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effect sizes, which denote the magnitude of these differences, vary across metrics. Rejecting
the null hypothesis for Carbon Emissions confirms statistically significant variations be-
tween scenarios. Nevertheless, the effect size (r = 0.02) indicates a minimal environmental
impact, underscoring the system’s alignment with green computing principles. Similarly,
the null hypothesis is rejected for CPU Usage, confirming notable differences in resource
utilization. Despite this, the negligible effect size (r = 0.01) highlights the efficiency of the
DRL-based IDS in managing CPU resources without compromising real-time responsiveness.
Regarding Energy Consumption, rejecting the null hypothesis points to a moderate in-
crease in energy usage during attack mitigation. However, the observed effect size (r = 0.03)
remains within acceptable bounds, illustrating the system’s capacity to neutralize attacks
while maintaining a balance in resource consumption effectively. For Memory Usage,
statistically significant differences are confirmed across both DoS GoldenEye_BL and DoS
GoldenEye_PZH scenarios, as indicated by the rejection of the null hypothesis. The small
effect size (r = 0.01) reflects the IDS’s efficiency in preserving memory stability under attack
conditions. Finally, for IDS Response Time, significant differences are observed across all
scenarios, leading to the rejection of the null hypothesis. Despite these differences, the small
effect size (r = 0.01) underscores the system’s capability to maintain rapid detection and
response, ensuring minimal delay in threat mitigation.

6.6.8 Performance Metrics Under DoS Hulk Attacks

Evaluating mitigation patterns PZH and WL under the DoS Hulk attack (Fig. 6.9) demon-
strates varied performance metrics. The PZH pattern offers minimal CPU usage (0.40%) and
a fast response time of 0.04 seconds, consuming 39.85 Joules of energy and emitting 20.59 kg
of carbon. On the other hand, the WL pattern achieves slightly lower energy consumption
(39.10 Joules) and carbon emissions (20.48 kg) while requiring marginally higher CPU usage
(0.39%). Both patterns exhibit consistent memory usage at approximately 20%, ensuring
stability in the edge gateway.
The analysis of the DoS Hulk scenarios across various metrics reveals statistically significant

differences compared to the baseline, as p-values are consistently below the threshold of 0.05,
leading to the rejection of the null hypothesis. However, the effect sizes vary across metrics,
offering critical insights into the practical implications of the DRL-based IDS.
For Memory Usage, the null hypothesis is rejected for both PZH_Hulk and WL_DoS
Hulk scenarios, confirming statistically significant differences. Despite this, the small effect
sizes (r = 0.01) suggest a minimal practical impact on memory utilization, demonstrating
the IDS’s ability to handle attack scenarios without compromising system stability. In the
case of Carbon Emissions, rejecting the null hypothesis confirms significant changes in



147

Figure 6.9 Analysis of DoS Hulk attack mitigation patterns (PZH and Whitelist), showing
the trade-offs in CPU usage, memory usage, energy consumption, IDS response time, and
carbon emissions.

emissions across both scenarios. However, the negligible effect sizes (r = 0.02) imply limited
real-world significance, aligning with the system’s adherence to green computing principles.
Both scenarios show statistically significant differences for CPU Usage, resulting in reject-
ing the null hypothesis. Yet, the small effect sizes (r = 0.01) emphasize that the increase
in CPU utilization remains negligible, reflecting the system’s efficiency in managing resource
demands during real-time mitigation. Regarding Energy Consumption, the null hypothe-
sis is rejected based on statistically significant results, highlighting a measurable increase in
energy usage. However, the small effect sizes (r = 0.03) indicate minimal changes, ensuring
that the IDS balances energy demands with effective attack mitigation. Finally, for IDS
Response Time, statistically significant differences across both scenarios lead to rejecting
the null hypothesis. The small effect sizes (r = 0.01) emphasize minimal practical impact
on response times, ensuring that the IDS maintains rapid threat detection and mitigation
capabilities.

6.6.9 Performance Metrics Under Port Scanning Attacks

The analysis of mitigation patterns OOC, SSN, and WL under Port Scanning attacks (Fig. 6.10)
reveals diverse performance characteristics.
While consuming the most carbon emissions (6.05 kg) and energy (0.06 Joules), the OOC
pattern achieves a remarkably low CPU usage of 0.01%. The SSN pattern balances energy
consumption (1.11 Joules) with consistent CPU usage (0.01%), providing robust IoT security
with minimal overhead. Moreover, the WL pattern offers enhanced protection with slightly
higher energy consumption (1.92 Joules) and efficient memory utilization (20.33%). Addi-
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tionally, all patterns exhibit a fast response time of 0.01 seconds, highlighting the efficiency
of detecting Port Scanning threats. The analysis of the Port Scanning scenarios across vari-

Figure 6.10 Assessment of Port Scanning attack mitigation patterns (OOC, SSN, and
Whitelist), evaluating CPU usage, memory usage, energy consumption, IDS response time,
and carbon emissions.

ous metrics reveals statistically significant differences compared to the baseline, as p-values
are consistently below the threshold of 0.05, leading to the rejection of the null hypothesis.
However, the effect sizes vary across metrics, providing details of their practical implications
for the DRL-based IDS.
For Memory Usage, the null hypothesis is rejected for both OOC_PortScanning and
WL_PortScanning scenarios, confirming statistically significant differences. Despite this,
the small effect sizes (r = 0.01) indicate minimal practical impact on memory utilization,
demonstrating the system’s ability to maintain stable performance during attack mitigation.
In the case of Carbon Emissions, statistically significant differences are observed across
all scenarios (OOC_PortScanning, SSN_PortScanning, and WL_PortScanning). However,
the small effect sizes (r = 0.02) suggest limited real-world significance, highlighting the IDS’s
alignment with green computing principles. For CPU Usage, statistically significant differ-
ences are confirmed for all scenarios, leading to rejecting the null hypothesis. Despite this,
the small effect sizes (r = 0.01) emphasize negligible practical differences, reflecting the IDS’s
efficiency in managing CPU demands. Regarding Energy Consumption, the null hypoth-
esis is not rejected, as p-values exceed 0.05 across all scenarios, suggesting no measurable
impact on energy usage. This indicates that the IDS effectively mitigates Port Scanning at-
tacks without significant changes in energy consumption. Finally, for IDS Response Time,
statistically significant differences across all scenarios result in rejecting the null hypothesis.
The small effect sizes (r = 0.01) emphasize minimal practical impact, ensuring that the IDS
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maintains rapid detection and mitigation capabilities.

6.7 Discussion

The proposed DRL-based IDS framework represents a significant advancement in securing
IoT edge networks by dynamically adapting to evolving threats and optimizing resource uti-
lization. By leveraging adaptive security patterns, the system effectively mitigates diverse
attack types, achieving a detection accuracy of 97% during training and 95% in real-world
scenarios. The integration of security patterns ensures a modular and scalable defense mech-
anism. Moreover, the framework aligns with green computing principles, minimizing CPU
usage, energy consumption, and carbon emissions while maintaining rapid IDS response
times. These capabilities make it particularly well-suited for resource-constrained environ-
ments, addressing the dual challenges of robust security and sustainability.
In addition, the performance under real-world conditions highlights its adaptability and prac-
ticality for IoT networks. Its dynamic threat detection and mitigation capabilities signifi-
cantly reduce response times, ensuring minimal disruption to critical operations. Further-
more, balancing mitigation effectiveness with resource efficiency, the framework promotes
deploying intelligent security solutions in modern IoT ecosystems.

6.8 Chapter Summary

This study presents a DRL-based IDS framework that dynamically detects and mitigates
network attacks at the edge gateway by leveraging adaptive security patterns. Focusing on
attacks, e.g., DDoS, DoS Hulk, DoS GoldenEye, and Port Scanning, the system enhances
detection efficiency, response time, and resource utilization while aligning with sustainability
goals through reduced energy consumption and carbon emissions. Using patterns, i.e., BL,
WL, SSN, PZH, and OOC, it effectively balances mitigation strategies with resource con-
straints, as demonstrated in a real-world IoT edge testbed.
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7.2 Chapter Overview

The IoT has revolutionized industries by creating a vast, interconnected ecosystem. Still, the
rapid deployment of IoT devices has introduced severe security risks, including DDoS, DoS
GoldenEye, DoS Hulk attacks, and Port scanning. Traditional ML-based IDS often operate
passively, detecting threats without taking action, and are rarely evaluated under real-time
attacks. This limits our understanding of their performance within the resource constraints
typical of IoT systems—an essential factor for stable, resilient systems. This chapter proposes
a Security Edge with Deep Reinforcement Learning (SecuEdge-DRL) specifically designed for
the IoT edge, aiming to enhance security while maintaining energy efficiency, contributing to
sustainable IoT operations. Our IDS integrates DRL with the MAPE-K (Monitor, Analyze,
Plan, Execute, Knowledge) control loop, enabling real-time detection and adaptive response
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without relying on predefined data models. DRL allows continuous learning, while MAPE-K
provides structured self-adaptation, ensuring the system remains effective against evolving
threats. We also implemented four targeted security policies tailored to a specific attack type
to enhance the IDS’s threat mitigation capabilities. Experimental findings indicate that the
proposed SecuEdge-DRL achieves an average detection accuracy of 92% across diverse real-
world cyber threats (e.g., DoS Hulk, DoS GoldenEyes, DDoS, and Port scanning). Statistical
analysis further validates that these security policies enhance IoT systems’ defense without
compromising performance, establishing our approach as a resilient, resource-efficient security
solution for the IoT ecosystem.

7.3 Study Design

The IoT rapidly expands across diverse sectors, including smart homes, healthcare, and
industrial automation [258]. By 2025, the number of IoT devices worldwide is projected to
surpass 75 billion, driving a market valued at approximately $10 trillion [259]. This growth
has led to an increasingly interconnected digital landscape, offering significant efficiency.
However, this connectivity also presents critical security challenges. Cybercriminals exploit
IoT vulnerabilities through various attacks, including DDoS, GoldenEye DoS, Hulk DoS,
and Port scanning [260] [261] [262] [263]. These attacks disrupt services, compromise data,
and lead to financial losses [10]. For instance, GoldenEye DoS attacks have overwhelmed
IoT-connected security cameras, causing extended downtime, while Hulk DoS attacks have
similarly affected smart home systems by overloading web servers [205] [264]. Additionally,
Port scanning enables hackers to identify open ports on IoT devices, increasing the risk of
exploitation [265]. Such persistent threats underscore the need for robust, real-time security
solutions in IoT systems.

Many IoT devices are limited in processing power and energy capacity, making traditional
security solutions challenging to implement [266] [267]. Adequate IoT security requires
lightweight and energy-efficient solutions, enabling these devices to function autonomously
on limited power [91]. However, current IDS face challenges in balancing detection accuracy
and resource efficiency, especially in dynamic IoT systems [268] [10]. These limitations high-
light the urgent need for advanced solutions that balance security, resource efficiency, and
adaptability.
As IoT devices proliferate, edge systems’ energy efficiency and resource consumption be-
come critical for sustainability [46] [45]. Cybersecurity frameworks must balance robust
threat detection with minimal resource impact, ensuring IoT systems align with Sustainable
Development Goals (SDGs) [269] by reducing energy waste and optimizing computational
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resources [270]. This chapter addresses this dual challenge by proposing an energy-efficient,
adaptive IDS for sustainable IoT ecosystems.

This chapter proposes a novel data-driven Security Edge with Deep Reinforcement Learning
(SecuEdge-DRL) for IoT edge gateways. To accomplish this, we first conducted a foun-
dational analysis of IoT cyber threats to understand and extract characteristic patterns.
Leveraging these insights, we developed a DRL-based IDS that incorporates the MAPE-K
(Monitor, Analyze, Plan, Execute, Knowledge) control loop for self-adaptive threat detection
and response [271]. This integration enables the IDS to adjust its detection and response
strategies continuously, allowing for real-time learning and adaptation. The system’s dynamic
approach effectively balances security and resource utilization, even within the constraints of
IoT devices. We trained the IDS on attack data from the CICIDS2017 dataset for optimal
performance, simulating diverse cyber threats to enhance detection accuracy across the edge.

To validate SecuEdge-DRL’s robustness and efficiency, we deployed it on a Raspberry Pi as
an edge gateway and subjected it to real-time attack scenarios. We measured the system’s
energy consumption, CPU load, and CPU usage in both threat and normal states. Statistical
analysis, including the Mann–Whitney U test, assessed the impact of each security policy on
these metrics. Our findings demonstrate that the IDS maintains high efficiency even under
cyber threats, confirming its suitability for a resource-constrained edge gateway.

The significant contributions of this chapter can be summarized as follows:

• Proposing a novel DRL-based IDS (SecuEdge-DRL) for the edge of IoT: It can detect
various types of cyber threats, including DDoS, DoS GoldenEye, DoS Hulk, and Port
scanning. This DRL-based IDS adapts to the changing situations of the edge of IoT
infrastructure to ensure detection effectiveness without needing prior knowledge.

• Develop four distinct security policies customized to respond to specific types of cyber
threats, optimizing the system’s defensive capabilities on the edge of IoT and integrating
the MAPE-K framework to adjust detection and response strategies dynamically.

• Evaluation of the performance of the four distinct security policies, including energy
consumption, CPU load, and CPU usage, under both cyber threats and normal con-
ditions. This evaluation includes the statistical analysis of performance metrics using
the Mann–Whitney U test to assess the impact of each security policy on energy con-
sumption, CPU load, and CPU usage.
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Figure 7.1 Overview of the proposed approach in the MAPE-K framework.

7.4 SecuEdge-DRL Method

The SecuEdge-DRL is a data-driven approach that integrates DRL into the MAPE-K frame-
work to detect cyber threats at the edge and adapt automatically. As Figure 7.1 illustrates,
SecuEdge-DRL progresses through several key phases. It begins with the monitoring phase,
which is focused on data preprocessing. This step is crucial for managing the large vol-
ume of data samples and reducing performance overhead, ensuring that the data is correctly
formatted for effective attack detection.

Data collected at each edge gateway is periodically transmitted to the edge server, where
our DRL model analyzes it. Next is the analysis phase, in which the DRL model identifies
abnormal patterns in the preprocessed data. These patterns are then forwarded to the
planning phase, in which the DRL model evaluates the anomalies and determines the optimal
response.

Then, the execution phase implements the chosen actions (e.g., security policies), calculating
a reward based on feedback from the edge gateway. This transitions the model from the cur-
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rent state to the next. Simultaneously, the model is iteratively updated using the knowledge
base, which stores Markov Decision Processes (MDPs) batches containing past states, actions,
rewards, and transitions. This iterative update enhances the model’s learning capabilities by
drawing on historical data.

Each edge server equipped with the DRL model continuously refines its detection capabilities
through the reward-driven learning mechanism inherent in the MDP framework. The current
state, action, reward, and resulting state are logged after each iteration, and a batch of this
history is periodically sampled to train the DRL agent. This ongoing process dynamically
improves the model’s effectiveness in monitoring and analysis.

7.4.1 MAPE-K cycle

Figure 7.2 illustrates the SecuEdge-DRL workflow within the MAPE-K cycle, adapted from
our previous work [2]. The system continuously monitors edge traffic, analyzes detected
anomalies using DRL, plans adaptive security policies, executes mitigation actions, and up-
dates its knowledge base to enhance continuous learning and adaptability.

7.4.2 Monitoring

The monitoring phase at the edge involves collecting data D from various strategically placed
sensors S = {S1, S2, . . . , Sn} in the system, for example, network traffic or firewall connec-
tions. The primary objectives of monitoring are identifying suspicious activities and ensuring
system safety. The collected data Dt at time t is given by:

Dt =
n⋃

i=1
f(Si, t) (7.1)

where f(Si, t) represents the data collected from sensor Si at time t. Each f(Si, t) captures the
raw data from an individual sensor, including observing network traffic Nt, tracing inbound
and outbound connections via firewalls Ft, tracking database access DBt, and monitoring
end device controller activity Ct. Each monitoring event involves extracting relevant data
from the collected information:

Eventst = g(Dt) (7.2)

where g(Dt) represents a function that processes the raw data Dt to extract actionable in-
sights. For instance, g(Dt) could involve identifying unusual spikes in network traffic volume,
abnormal packet rates, or specific patterns ( e.g., repeated attempts to access closed ports),
which is indicative of potential Port scanning. By aggregating and filtering this information,
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Figure 7.2 SecuEdge-DRL process flow in the MAPE-K framework [2].

g(Dt) converts raw data into meaningful events that signify potential threats.

7.4.3 Analyzing

During the analysis phase, the collected data Dt is processed to identify security threats at
the edge. This involves applying a set of detection functions A = {a1, a2, . . . , am}:

Threatst =
m⋃

j=1
aj(Dt) (7.3)

Where aj is a function that identifies threat type j. If any threats are detected, the corre-
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sponding set of events Et is generated:

Et = {ek | ek ∈ Threatst} (7.4)

Here, Threatst represents the identified threats at time t, capturing the dynamic nature of
threat detection at the edge gateway. Associating threats with t reflects the system’s state at
specific intervals, which is crucial for timely responses. The detection functions aj generate
alerts based on observed security metrics, triggering change requests when vulnerabilities are
identified. These requests are forwarded to the planning phase for appropriate self-adaptation
policies.

7.4.4 Planning

In the planning phase, a mitigation strategy Pt is selected from available self-adaptation
strategies to address detected threats. Based on the analysis findings, a change plan is
generated:

Pt = arg max
p∈P

E[R(p, Et)] (7.5)

Where R(p, Et) is the expected reward of applying policy p given the events Et. The selected
policy Pt defines the necessary actions At:

At = Actions(Pt) (7.6)

These actions, such as blocking IP addresses, activating firewalls, resetting the system, or
closing ports, are detailed in Section 7.4.7. The DRL model dynamically evaluates and learns
from previous observations to make informed decisions against cyber threats. This process
operates within the Markov Decision Process (MDP) framework:

MDP =


State (S): Security metrics

Action (A): Security policy

Reward (R): Environment feedback (+/-)

(7.7)

7.4.5 Executing

The execution function carries out actions At defined in the planning phase through actuators
on the target system. Specific actions are executed to address the detected or potential
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threats, leading the system to the next state:

Statet+1 =
r⋃

l=1
xl(At) (7.8)

Where Statet+1 represents the new state of the system after executing the actions At. These
actions directly modify the security state of the edge gateway by addressing identified threats
through predefined mitigation strategies.

7.4.6 Knowledge

The knowledge base (K) maintains details of the agent and its interactions with the environ-
ment, adaptation goals, and other relevant information across all MAPE phases. At time t,
the knowledge base can be represented as:

Kt = {Dτ , Eτ , Pτ , Aτ | τ ≤ t} (7.9)

In other words, the knowledge base systematically records the system’s state, actions, events,
and adaptation decisions, serving as a critical repository for continuous learning and refer-
ence across MAPE phases. This structured history enables the model to refine its decision-
making process over time, ensuring it remains responsive to evolving cyber threats. A key
advantage of this knowledge-driven approach is that it enhances the interpretability of the
SecuEdge-DRL framework, addressing the common issue of deep learning models being hard
to interpret. While logging actions alone does not provide complete traceability, SecuEdge-
DRL’s knowledge base goes beyond simple action tracking by storing the reasoning behind
decisions. Precisely, it captures which security indicators (e.g., abnormal traffic spikes, unau-
thorized access attempts, protocol anomalies) influenced a particular action, along with a
structured representation of state transitions, feature importance, and policy selection cri-
teria. This allows analysts to understand not just what the model did but why it made
that choice. On the other hand, the reward function is explicitly designed to reinforce inter-
pretable decision-making, linking security actions to measurable threat assessments rather
than opaque, model-internal computations. For instance, when SecuEdge-DRL blocks an IP
address or enables a firewall rule, it decides based on an aggregated threat score derived from
historical observations, ensuring its responses are context-aware and justifiable. By integrat-
ing structured knowledge representation, feature attribution, and decision-context tracking,
SecuEdge-DRL provides a level of explainability that is practical for security analysis, making
it possible to audit and refine its threat mitigation strategies.
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7.4.7 DRL-Enhanced MAPE-K for Adaptive Threat Response

This section explains how DRL integrates into the MAPE-K framework to enable adaptive,
real-time threat mitigation, enhancing edge security through continuous learning.

7.4.8 State

The state s encapsulates the current state of the edge, which is crucial for the decision-
making process in SecuEdge-DRL. It is a vector of features extracted from network traffic
and other security-related metrics collected during the monitoring phase, such as the rate
of incoming and outgoing packets, the number of failed login attempts, and abnormal port
access patterns. These features provide a snapshot of the security posture of the edge at any
given time and are vital for detecting and mitigating threats. Formally, the state for a given
timestep t is defined as:

st = Xtrain[i] (7.10)

Where Xtrain represents the dataset of security-relevant features derived from the monitoring
phase, and i is the index of the current training sample. These features include packet flow
rates, abnormal traffic patterns, port access behaviors, and unusual packet size or volume
spikes. By capturing these critical aspects of network traffic and other security-related activi-
ties, the state st effectively represents the security posture of the edge gateway at time t. Since
these features are directly obtained from the monitoring phase (as detailed in Section 7.4.2),
they provide real-time insights into the network’s status. By continuously monitoring these
features, the DRL-based IDS can dynamically learn and adapt to evolving threats, ensuring
timely and accurate detection of cyberattacks while maintaining an up-to-date understanding
of the edge’s security status.

7.4.9 Action

Section 7.4.4 mentions that the proposed method defines actions as the predefined security
responses the system can execute to mitigate detected threats. The action space includes:

• Blocking IP Addresses: Preventing communication from suspicious sources by adding
the IP addresses to a blocklist. Mathematically, this is defined as a mapping:

ablock(st) = {ip ∈ IP | frisk(ip, st) > θrisk} (7.11)

Where IP is the set of all IP addresses. The function frisk(ip, st) represents a risk
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assessment score derived from factors, e.g., the frequency of malicious requests or known
attack sources. The threshold θrisk is determined empirically based on prior training
data and security policies.

• Activating Firewalls: Enforcing security rules to control incoming and outgoing
network traffic, effectively filtering out malicious packets. This function is defined as:

afirewall(st) =
∑
r∈R

δst(r) · wr (7.12)

Where R is the set of firewall rules. The activation state δst(r) is determined based on
predefined rules such as traffic volume thresholds or specific protocol violations observed
in st. Each rule r is weighted by wr, assigned during system configuration to prioritize
critical security policies.

• Resetting Systems: Resetting devices to disrupt ongoing attacks and clear any ma-
licious activity. Mathematically, this action is modeled as:

areset(st) = Reset(Daffected(st)) (7.13)

Where Daffected(st) identifies compromised devices in state st based on anomaly de-
tection or predefined indicators such as repeated login failures or unauthorized access
attempts.

• Closing Ports: Disabling network ports being attacked or scanned to prevent unau-
thorized access and further exploitation. This is expressed by:

aclose(st) = {p ∈ P | gscan(p, st) = true} (7.14)

Where P is the set of all network ports. The function gscan(p, st) identifies whether a
port p is currently under attack based on metrics such as the frequency of connection
attempts or patterns indicative of scanning activity.

Actions are determined by either a policy that maximizes the expected utility of the response
(exploitation) or by exploring new actions (exploration), depending on the epsilon-greedy
strategy:

at =

arg maxa Q(st, a) if random > ϵ

random action from the action space otherwise
(7.15)
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The agent selects the most appropriate action based on the current state to maximize the
reward, which is designed to keep the edge gateway secure.

7.4.10 Adaptive Resilience Against Hardware Failures

SecuEdge-DRL integrates real-time monitoring for cyber threats and hardware failures to
ensure long-term system reliability. The system continuously evaluates CPU usage, memory
availability, temperature metrics, and hardware stress factors, enabling proactive failure pre-
vention alongside attack mitigation. Let Ht represent the overall system health at time t,
now defined as:

Ht = {CPUt, Memt, T empt, Pt, Ft} (7.16)

Where:

• CPUt = CPU usage

• Memt = Available memory

• Tempt = Device temperature

• Pt = Attack probability

• Ft = Hardware failure risk score

An attack and hardware failure risk is detected when the deviation from baseline system
metrics H̄ exceeds an adaptive threshold Hthr:

∆Ht = |Ht − H̄| (7.17)

If ∆Ht > Hthr, then initiate mitigation. (7.18)

Unlike traditional reactionary failure handling, SecuEdge-DRL employs predictive failure
mitigation strategies through its MAPE-K adaptation cycle:

Mt =



Redistribute workload, CPUt ≥ CPUthr

Activate cooling measures, T empt ≥ Tempcrit

Optimize memory usage, Memt ≤Memlow

Enable failover mode, Ft ≫ Fthr

Isolate failing components, Ft ≫ Fthr

(7.19)
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• Dynamic Load Redistribution: Prevents CPU overload by balancing tasks before reach-
ing critical utilization at CPUthr.

• Automated Cooling Activation: Engages active cooling and performance throttling
when the temperature approaches 85°C (Tempcrit).

• Memory Pressure Handling: Detects memory constraints below 10% (Memlow) and
initiates process cleanup and reallocation.

• Hardware Failure Isolation: Predicts critical hardware failures and proactively isolates
failing nodes before reaching Fthr.

These adaptive policies ensure that SecuEdge-DRL is resilient against cyber threats and
hardware degradation, maintaining operational stability even under a resource-constrained
edge gateway.

7.4.11 Security Policy Selection and Real-Time Execution

The SecuEdge-DRL framework dynamically enforces four security policies to mitigate cyber
threats at the edge. These policies are selected based on real-time network states, using DQN
to optimize decision-making. The DRL model continuously updates its policy choices based
on observed threat indicators, ensuring an adaptive and efficient response.

7.4.12 Policy Selection Criteria

Each security policy Pt is selected based on an evaluation of the current network state st,
following:

Pt = arg max
p∈P

Q(st, p) (7.20)

Where:

• Pt is the selected policy at time t,

• P is the set of available security policies,

• Q(st, p) represents the expected reward of executing policy p under state st.

The decision-making process considers real-time metrics, including traffic anomalies, failed
authentication attempts, and unusual port activity.
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7.4.13 Real-Time Policy Execution and Practical Examples

The four policies and their respective execution triggers are detailed below:

1. Blocking IP Addresses (P1) – Mitigates DDoS and DoS Hulk attacks.
Trigger: Activated when an IP sends an abnormally high volume of requests exceeding
the threshold θblock.

P1 = {ip | fanomaly(ip, st) > θblock} (7.21)

Example: A DDoS attack is detected when multiple requests from the same IP exceed
the threshold. The system blocks the IP:

iptables -A INPUT -s [IP_ADDRESS] -j DROP

2. Activating Firewall Rules (P2) – Prevents DoS GoldenEye attacks.
Trigger: Initiated when the firewall detects repeated suspicious connections surpassing
θfirewall.

P2 = {r ∈ R | ftraffic(st) > θfirewall} (7.22)

Example: A DoS GoldenEye attack floods the edge gateway with HTTP requests. The
system dynamically enables stricter firewall rules:

ufw enable

3. Resetting the System (P3) – Counters sustained attacks.
Trigger: Engaged when multiple intrusion attempts cause system degradation beyond
θreset.

P3 = {S | fcompromise(S, st) > θreset} (7.23)

Example: A persistent malware infiltration bypassing the firewall. The system resets
itself to restore normal operations:

sudo reboot

4. Closing Ports (P4) – Prevents Port Scanning and Unauthorized Access.
Trigger: Executed when failed access attempts to an unused or unauthorized port
exceed θport.

P4 = {p ∈ P | fscan(p, st) > θport} (7.24)
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Example: A hacker attempts a port scan to discover open network ports. The IDS
closes the targeted ports:

iptables -A INPUT -p tcp --dport [PORT_NUMBER] -j DROP

7.4.14 Reward

The reward r measures the success of the actions taken by the agent. It motivates the agent
to learn effective strategies for mitigating threats. The reward function in our IDS is defined
as:

rt =

Positive Reward if action mitigates the threat

Negative Reward if action fails or has negative impact
(7.25)

• Positive Reward: Assigned when the action successfully mitigates a threat, aligning
with the expected outcome. The positive reward value is set based on the severity of
the mitigated threat. For example, successfully blocking a DDoS attack might yield a
higher reward (e.g., +10) than blocking a low-risk port scan (e.g., +5). These values
are determined empirically during training to encourage prioritization of critical threats
while ensuring consistent learning.

• Negative Reward: Assigned when the action fails to mitigate the threat or causes
a negative impact, such as an unnecessary system reset or failure to block malicious
traffic. The negative reward value is also set based on the severity of the failure. For
instance, failing to respond to a DDoS attack might incur a significant penalty (e.g.,
−10). At the same time, an incorrect response to a less critical threat may result in a
more minor penalty (e.g., −5). These values are calibrated during training to penalize
ineffective actions without destabilizing the learning process.

The reward function ensures that the DRL agent learns to take actions that effectively protect
the edge while avoiding actions that do not contribute to security. This feedback enables the
agent to improve decision-making over time, optimizing the balance between security and
resource utilization.

7.4.15 Implementing SecuEdge-DRL at the IoT Edge

This section presents the implementation of the SecuEdge-DRL at the edge gateway. The
training process of the SecuEdge-DRL model, including action selection, policy execution,
and reward-based updates, is detailed in Algorithm 8.
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The process begins with the initialization of key parameters, including the exploration prob-
ability (ϵ), its minimum value (ϵmin), decay rate (ϵdecay), discount factor (γ), and replay
memory (M). The DRL model is configured with these parameters to facilitate dynamic
learning. Note that in Algorithm 8, replay memory (M) plays a critical role in storing state
transitions, which are later used for training and updating the Q-function.

At the start of each episode, the system observes the initial state (si) by extracting key
security-relevant features from the edge gateway, as described in Section 7.4.2. These features
provide a snapshot of the current network and device status.

During the analysis phase, the system determines the appropriate action. If the network
is under attack, the SecuEdge-DRL is invoked to select the optimal security policy. This
decision-making process follows an epsilon-greedy strategy:

ai =

Random action, if ξ < ϵ, ξ ∼ Uniform(0, 1)

arg maxa Q(si, a), otherwise.

The exploration-exploitation trade-off ensures the model balances trying new actions (explo-
ration) with leveraging learned actions that maximize rewards (exploitation).
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Algorithm 8: DRL-based IDS Incorporating MAPE-K with Security Policy Execu-
tion

Input : ϵ: Initial exploration rate, ϵmin: Minimum exploration rate, ϵdecay: Exploration decay rate,
γ: Discount factor, M : Replay memory, K: Number of episodes

Output: Trained DRL-based IDS model
1 Initialize: Model parameters and replay memory M

2 for each episode i ∈ {1, 2, . . . , K} do
3 Monitor: Extract security-relevant features and observe initial state si

4 Analyze: Choose action ai using ϵ-greedy policy:
5 if random value < ϵ then
6 Select a random action (exploration)
7 else
8 Select action maximizing Q(si, a) (exploitation)
9 end

10 Plan: Map action ai to a security policy:
11 P1: Block IP addresses
12 P2: Enable firewall rules
13 P3: Reset the system
14 P4: Close vulnerable ports
15 Execute: Apply selected policy, observe reward ri, and transition to next state si+1

16 Update Knowledge: Store transition (si, ai, ri, si+1) in replay memory M

17 Optimize:
18 Sample a batch B from M

19 Update Q-values using Bellman equation:

Q(s, a)← Q(s, a) + α
[
r + γ max

a′
Q(s′, a′)−Q(s, a)

]
20 Adjust Exploration: Reduce ϵ:

ϵ← max(ϵmin, ϵ · ϵdecay)

21 end
22 return Trained DRL-based IDS model

The chosen action is then executed, transitioning the system from st to st+1. The tuple
(st, at, rt+1, st+1) is stored in the replay memory (M) for future training. The reward rt+1 is
computed based on the effectiveness of the action in mitigating the detected threat.

Subsequently, a batch of transitions is sampled from the replay memory to train the DRL
model. The Q-function is updated using the following equation:

Q(s, a)← Q(s, a) + α
[
r + γ max

a′
Q(s′, a′)−Q(s, a)

]
,
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Where α is the learning rate, and γ is the discount factor. Finally, the exploration probability
ϵ is decayed using the predefined decay rate (ϵdecay):

ϵ← max(ϵmin, ϵ · ϵdecay).

This ensures a gradual shift from exploration to exploitation as training progresses. This
iterative process continues for each episode, enabling the IDS to adapt dynamically and
respond effectively to evolving cyber threats.

The execution of the security policies on the edge gateway is managed through specific system
commands, as described in Algorithm 9. The trained DRL model predicts the optimal
security action based on the observed state. These actions are executed through system
commands such as iptables for blocking IPs or closing ports and ufw for firewall control.
Each action is logged to maintain a record of security measures for audit purposes.

Algorithm 9: Execution of Security Policies at the Edge Gateway
1: Load the trained DRL-based IDS model onto the edge gateway
2: Initialize the system for continuous monitoring of network traffic
3: while system is operational do
4: Monitor and analyze incoming network traffic to detect current state state
5: Utilize the IDS model to predict the optimal security action action for the detected

state
6: if action = Block_IP then
7: Execute command: iptables -A INPUT -s [IP_ADDRESS] -j DROP to block the

suspicious IP address
8: else if action = Enable_Firehaul then
9: Activate the firewall using the command: ufw enable

10: else if action = Reset_System then
11: Issue a system reboot with the command: sudo reboot
12: else if action = Close_Ports then
13: Close specific ports using command: iptables -A INPUT -p tcp –dport

[PORT_NUMBER] -j DROP
14: end if
15: Log the action and the outcome to maintain a record of security audits
16: end while
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7.5 Experimental setup

This section outlines the experimental methodology for evaluating our DRL-based IDS for
IoT edge security. It includes data evaluation, feature selection, and testbed setup to assess
the model’s performance effectively.

7.5.1 Data Set Evaluation

We conducted a preliminary performance evaluation of the SecuEdge-DRL using the CI-
CIDS2017 dataset [134]. This dataset is widely recognized for its comprehensive traffic data,
encompassing various network attacks, including DDoS, DoS GoldenEye, DoS Hulk, and Port
scanning. It includes 83 traffic features extracted over different time windows, providing a
robust basis for evaluating IDS models (Table 7.1 shows only 23 of such features).

7.5.2 Feature selection

We prioritize selecting the most impactful features from observable traffic data to ensure
efficient cyber threat detection on edge gateways without compromising device performance.
Minimizing the number of selected features is essential for reducing computational load while
maintaining feature independence to enable accurate classification. We focused on detect-
ing DDoS, DoS GoldenEye, DoS Hulk attacks, and Port scanning. Initially, 83 features
were extracted using CICFlowMeter [257]. Through a detailed analysis of the Cumulative
Distribution Function (CDF) of feature variance, we identified 23 features with significant
contributions to detecting these attacks [256]. These features optimize detection for targeted
attacks and are potentially effective for identifying other cyber threats by capturing critical
network behaviors. The heavy-tailed data, representing extreme values, play a crucial role
in detecting anomalies, often indicative of malicious activity. We applied the Correlation-
based Feature Selection (CFS) method to refine the feature set further. By calculating the
correlation coefficients between features, we discarded redundant or strongly correlated ones
to enhance feature independence, ultimately improving classifier performance. This pro-
cess resulted in selecting 23 essential features, as shown in Table 7.1, which ensures robust,
generalizable IoT security across multiple threat scenarios.

7.5.3 Baselines

Two research works mentioned in the related work section are closely aligned with our pro-
posed model. So, for the performance evaluation of the SecuEdge-DRL, we selected these
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two approaches as our baselines. Ramana et al. [98] introduced an IDS detection approach
utilizing a Deep Q Network integrated with RL, designed explicitly for IoT edge devices and
their associated data storage layers. In contrast, Y. Feng et al. [110] applied RL at IoT
edge gateways to dynamically adjust the parameters of an unsupervised classifier for detect-
ing network attacks. Their model also incorporates a collaborative aggregation module that
enables gateway devices to share updated parameters across the network. However, their
approach is limited to detecting the DDoS attack.

Table 7.1 Selected Features

Feature Definition
bwd_packet_length_min Minimum length of backward packets.
subflow_fwd_bytes Total number of bytes in the forward subflow.
total_length_of_fwd_packets Total length of all forward packets.
fwd_packet_length_mean Mean length of forward packets.
bwd_packet_length_std Standard deviation of the length of backward packets.
flow_iat_min Minimum inter-arrival time between packets in a flow.
fwd_iat_min Minimum inter-arrival time of forward packets.
flow_iat_mean Mean inter-arrival time between packets in a flow.
flow_duration Duration of the flow.
flow_iat_std Standard deviation of the inter-arrival time between

packets in a flow.
active_min Minimum active time duration.
active_mean Mean active time duration.
bwd_iat_mean Mean inter-arrival time of backward packets.
fwd_iat_mean Mean inter-arrival time of forward packets.
init_win_bytes_forward Initial window bytes in the forward direction.
ack_flag_count Count of packets with the acknowledgment flag.
fwd_psh_flags Number of forward packets with push flags.
syn_flag_count Count of packets with the SYN flag.
fwd_packets/s Number of forwarding packets per second.
init_win_bytes_backward Initial window bytes in the backward direction.
bwd_packets/s Number of backward packets per second.
psh_flag_count Count of packets with push flags.
packet_length_mean Mean length of packets.

7.6 Experiments and Evaluation

This section discusses and evaluates the SecuEdge-DRL’s performance in detecting various
network attacks, including DDoS, DoS GoldenEye, DoS Hulk, and Port scanning. We start
with an exploratory evaluation, reporting our results and briefly analyzing the findings. Fi-
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nally, we compare the SecuEdge-DRL to baseline methods, demonstrating how it outperforms
existing approaches.

7.6.1 Exploratory Evaluation

To evaluate the performance of the SecuEdge-DRL, we first proceed with an exploratory
study to assess the effect of epsilon values. We evaluated the impact of the exploration-

Figure 7.3 Average of rewards across episodes with ϵ = 0.2 for five runs

Figure 7.4 Average of rewards over 40,000 episodes with ϵ = 0.5 for five runs

exploitation trade-off on the performance of the SecuEdge-DRL at the edge gateway. We
tested three epsilon values (ϵ = 0.2, ϵ = 0.5, and ϵ = 1.0), each run five times, as shown
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Figure 7.5 Average of rewards over 40,000 episodes with ϵ = 1.0 for five runs

in Figures 7.3, 7.4, and 7.5. The epsilon parameter controls the balance between exploring
new strategies and exploiting learned policies [272], which is key for edge-based IoT security
where both response time and accuracy are crucial.

As illustrated in Figure 7.3, for ϵ = 0.2 (), the system mainly exploited learned strategies,
leading to rapid convergence and stable rewards between 70-90, ideal for real-time threat
mitigation. With ϵ = 0.5 (Figure 7.4), the system balanced exploration and exploitation,
resulting in more significant reward variability but converging in a similar range, suitable
for more dynamic threat environments. Finally, ϵ = 1.0 (Figure 7.5) produced a highly ex-
ploratory system, where rewards fluctuated significantly, and convergence was slower, making
it less suitable for an immediate response but potentially useful for detecting new vulnera-
bilities. Lower epsilon values (ϵ = 0.2) provided faster convergence and stability, which are
essential for IoT edge security, while higher values (ϵ = 1.0) favored exploration at the cost
of delayed system stabilization.

Table 7.2 Average Time Comparison Across Epsilon Values

Run Epsilon 0.1 Epsilon 0.2 Epsilon 0.5
Run 1 0.0939 0.0933 0.0938
Run 2 0.0929 0.0960 0.0973
Run 3 0.0968 0.0957 0.0975
Run 4 0.0950 0.0976 0.0969
Run 5 0.0973 0.0962 0.0967

In Table 7.2, we present the comparison of execution time across different values of ϵ (ϵ = 0.1,
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ϵ = 0.2, and ϵ = 0.5) averaged over five runs. The results show that for ϵ = 0.1, the system
achieves the most stable and efficient performance, with minimal variability (ranging between
0.0939 and 0.0973 seconds). This highlights the system’s ability to exploit learned security
policies effectively at the edge, ensuring rapid threat detection without imposing significant
computational overhead on constraints at the edge gateway.
For ϵ = 0.2, the system demonstrates a slight increase in variability training execution
time, reflecting a balanced approach between exploration and exploitation. Despite more
exploration, the system maintains efficiency, indicating it can dynamically adapt its defense
strategies while providing real-time security at the edge. Moreover, with ϵ = 0.5, greater
exploration introduces higher variability in the average times. However, the performance
remains within acceptable limits for real-time operations, suggesting that the SecuEdge-
DRL can handle increased exploration for adapting to evolving threats at the edge without
severely impacting its response time.

7.6.2 Model Performance Evaluation

Table 7.3 presents the performance metrics of the SecuEdge-DRL, demonstrating the accu-
racy of 92.54%. This reflects the model’s strong ability to mitigate cyber threats in IoT
systems. Additionally, the model achieves high precision (95.73%) and F1 score (93.88%),
ensuring reliable detection with minimal false positives or negatives. Figure 7.6 shows the
confusion matrix, highlighting the model’s prediction capabilities across different attack types
such as DDoS, DoS GoldenEye, DoS Hulk, and Port scanning. In comparison, the authors
in [98] reported a slightly higher accuracy of 97%, but their model used 83 features, while
our model achieves competitive performance with a much smaller feature set. Similarly, [110]
reported an accuracy of 91.02%, with recall (94.56%) and F1 score (94.56%), using only eight
features. Although the SecuEdge-DRL accuracy is slightly lower than [98], our model bal-
ances accuracy and feature efficiency, offering robust performance across various evaluation
metrics.

We do not report F1, precision, or recall for [98] in Table 7.3 because these metrics were
not provided in their publication. Their evaluation was limited to accuracy, which makes a
direct comparison of these additional metrics unavailable. The review includes these metrics
to give a more detailed assessment of the model’s performance.

7.6.3 Real-World Testbed Evaluation

We implemented a real-world testbed using IoT devices to evaluate the SecuEdge-DRL de-
tecting DDoS, DoS GoldenEye, DoS Hulk attacks, and Port scanning. We designed the
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Figure 7.6 Matrix confusion of the proposed DRL-based IDS

Table 7.3 Comparison of performance metrics

Reference Accuracy F1 Score Precision Recall
SecuEdge-DRL 0.9254 0.9388 0.9573 0.9254
[110] 0.9102 0.9456 0.9458 0.9454
[98] 0.97 - - -

experiments to analyze and assess the SecuEdge-DRL from various perspectives, including
its ability to enforce security policies while minimizing resource costs under these specific
IoT-based attacks. We chose a real-world testbed because attackers often exploit the large
number and highly distributed nature of IoT devices to launch stealthy, low-rate attacks,
making detection challenging. By simulating these scenarios in a controlled environment, we
directly assessed the robustness and efficiency of SecuEdge-DRL in identifying and mitigat-
ing such threats effectively. The testbed implements a typical IoT edge network, as shown in
Figure 8.5, including 6 NodeMCUs, two Raspberry Pi 4 Model B units functioning as edge
nodes, one laptop device, one workstation, one router, one physical server, and one hacker.
Each Raspberry Pi 4 Model B is equipped with 8GB of RAM and powered by a 1.5GHz
64-bit quad-core CPU, providing a robust foundation for simulating complex networks that
mirror real-world scenarios. The NodeMCUs and laptops are deployed as IoT devices across
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Figure 7.7 Overview of real-world testbed.

two separate IoT domains, connecting with the edge gateways. The Raspberry Pi units
are the IoT edge gateways on which the SecuEdge-DRL is deployed. The physical server
functions as an edge server in the IoT network, hosting the DRL-based network models.
The simulated hacker utilizes Kali Linux [273] to launch attacks. Meanwhile, the worksta-
tion performs packet capture and analysis using Wireshark software, ensuring network traffic
monitoring and security performance. We analyzed energy consumption, CPU usage, and
CPU load using the Mann-Whitney U Test for each security policy under real-time cyber
threats. The null hypothesis in each case assumes no significant difference in the system’s
resource usage between the baseline (policy inactive) and the active state (policy enabled).
Rejecting the null hypothesis indicates a statistically significant impact of the security policy
on the respective resource metric, following established methodologies in prior research [206].
This approach helped us to identify and quantify the trade-offs between maintaining robust
security measures and managing system performance effectively.
These experiments are essential for fine-tuning the SecuEdge-DRL to ensure it delivers high
security while maintaining optimal performance at the edge of the IoT network. Additionally,
we formulated all security policies in Table 3.

7.6.4 Energy Consumption Analysis

Table 7.5 reports the p-values from the Mann-Whitney U test and Cliff’s δ effect size for
measuring the energy consumption associated with each policy. Additionally, the confidence
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Table 7.4 Policies and Their Corresponding Codes for Different Attacks

Attack Policy Code
DoS Hulk Blocking IP address P1

DoS Golden Eyes Turning on the firewall P2
DDoS Resetting the system P3

Port Scanning Closing the ports P4

Table 7.5 Policies and their corresponding p-values, effect sizes, and confidence intervals on
energy consumption.

Policy p_value Effect size Confidence intervals (95%)
Blocking IP address (P0 VS. P 1) 0.05 > 0.813 0.476, 1.150
Turning on the firewall (P0 VS. P 2) 0.05 > 0.969 0.613, 1.325
Resetting the system (P0 VS. P 3) 0.05 > 1.000 0.642, 1.358
Closing the ports (P0 VS. P 4) 0.05 > 0.862 0.522, 1.202

intervals provide a range for effect size estimation, ensuring statistical reliability and reinforc-
ing the observed impact of security policies on energy consumption. The findings compare
the average energy consumption over fifteen independent runs while implementing four dis-
tinct policies against their respective baseline conditions (i.e., when the policy is active or
deactivated). We reject the null hypothesis based on the p-values in Table 7.5, as all are less
than 0.05. This indicates a statistically significant difference in energy consumption for the
policies P1, P2, P3, and P4 when active. The effect sizes provide further insights: P1 (Blocking
IP address) shows an effect size of 0.813, suggesting a moderate increase in energy consump-
tion; P2 (Turning on the firewall) has an effect size of 0.969, indicating a negligible change
in energy consumption, demonstrating minimal impact; P3 (Resetting the system) reflects
an effect size of 1.0, indicating a higher energy requirement due to the resource-intensive
nature of system resets; and P4 (Closing ports) shows an effect size of 0.862, reflecting a
moderate increase in energy usage. These results confirm that while each policy affects en-
ergy consumption, the increases remain within acceptable limits. All policies significantly
enhance system security operations without imposing undue energy burdens, demonstrat-
ing the SecuEdge-DRL’s suitability for resource-constrained edge gateway. Furthermore, the
confidence interval reinforces the reliability of these measurements, accounting for variations
across independent runs. This additional statistical validation strengthens the interpreta-
tion of the findings, confirming the impact of security policies on energy consumption while
maintaining system efficiency.

As shown in Figure 7.8, the energy consumption during regular operation and various cy-
berattacks (DoS Hulk, DoS GoldenEye, DDoS, and Port scanning) highlights the impact of
security policies on the performance of the SecuEdge-DRL. Under normal conditions, energy
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consumption is around 2.1 j, with minimal fluctuations, as a baseline for detecting cyber
threats. During DoS Hulk and DoS GoldenEye attacks, energy usage increases to 2.6 j, in-
dicating that additional resources are required to mitigate these attacks. For DDoS attacks,
energy consumption remains around 2.6 j but shows more significant variability, reflecting
the complexity of detecting these distributed attacks. In the case of Port scanning, energy
consumption rises slightly to about 2.4 j, lower than during DoS attacks, as Port scanning is
typically a precursor to more severe threats.

Figure 7.8 Energy consumption under a different policy.

CPU Usage Analysis

Table 7.6 Policies and their corresponding p-values, effect sizes, and confidence intervals on
CPU usage.

Policy p_value Effect size Confidence intervals (95%)
Blocking IP address (P0 VS. P 1) 0.05 > 0.747 0.68, 0.81
Turning on the firewall (P0 VS. P 2) 0.05 > 0.64 0.58, 0.72
Resetting the system (P0 VS. P 3) 0.05 > 0.1 0.05, 0.15
Closing the ports (P0 VS. P 4) 0.05 > 0.916 0.89, 0.94

Table 7.6 displays the p-values derived from the Mann-Whitney U test along with Cliff’s δ

effect size, assessing the impact of each security policy on CPU usage during attack detection.
Additionally, confidence intervals provide a measure of reliability, offering deeper insight into
the variations introduced by different policies. The results contrast the average CPU usage
observed during the implementation of four distinct policies against each security policy’s
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baseline condition (e.g., active or deactivated). According to the p-values in Table 7.6, we re-
ject the null hypothesis. Based on the data, the evidence suggests that there is a statistically
significant difference in the average CPU usage by P1, P2, P3, and P4 when the security pol-
icy is active. Moreover, the effect sizes 0.747 for P1 and 0.916 for P4 indicate a large impact
on CPU usage, while the effect size of 0.64 for P2 shows a medium impact, and 0.1 for P3

suggests a small impact on CPU usage by these policies. Moreover, the confidence intervals
confirm that policies with larger effect sizes consistently impose more significant computa-
tional overhead, while those with moderate effect sizes maintain a more controlled impact.
This statistical validation reinforces the reliability of these security measures, demonstrating
that the observed trade-off between security enforcement and system performance remains
within an acceptable and predictable range.

Figure 7.9 CPU Usage under a different policy.

Figure 7.9 illustrates CPU usage during regular operation and various attacks, showcasing the
impact of security policies on the efficiency of the SecuEdge-DRL. Under regular operation,
CPU usage is at its lowest, around 35%, with minimal fluctuation, serving as a baseline
for comparison during attacks. During DoS Hulk and DoS GoldenEye attacks, CPU usage
increases to around 38-40%, reflecting additional processing power required to mitigate these
threats while maintaining moderate efficiency. In DDoS attacks, CPU usage rises significantly
to 45-50%, with a broader distribution, indicating the complexity and demand of handling
these attacks. The SecuEdge-DRL effectively allocates resources to manage the increased
workload. CPU usage is slightly elevated for Port scanning, around 36-38%, requiring less
computational effort than DoS attacks. This demonstrates the system’s ability to handle
reconnaissance activities efficiently without overloading the CPU.
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CPU Load Analysis

Table 7.7 Policies and their corresponding p-values, effect sizes, and confidence intervals on
CPU load.

Policy p_value Effect size Confidence intervals (95%)
Blocking IP address (P0 VS. P 1) 0.05 > 0.507 0.42, 0.58
Turning on the firewall (P0 VS. P 2) 0.05 > 0.1 0.02, 0.18
Resetting the system (P0 VS. P 3) 0.05 > 0.431 0.35, 0.51
Closing the ports (P0 VS. P 4) 0.05 > 0.431 0.35, 0.51

Table 7.7 reports the p-values from the Mann-Whitney U test and Cliff’s δ effect size, assessing
the influence of each security policy on CPU load. Moreover, the confidence intervals enhance
the statistical reliability of these findings by quantifying the range of variation introduced
by different policies. The results compare the average CPU load observed when applying
four distinct security policies against their respective baseline conditions (i.e., active vs.
deactivated). Moreover, we reject the null hypothesis according to the p-values in Table 7.7.
Based on the data, the evidence suggests that there is a statistically significant difference in
the average CPU load by P1, P2, P3 and P4 when the security policy is active. Moreover, the
effect sizes 0.507 for P1 indicating a moderate impact on CPU load, 0.1 for P2 suggesting a
small impact, and 0.431 for both P3 and P4 also indicating moderate impacts demonstrate
varying levels of impact on CPU load by these policies. Additionally, the confidence intervals
confirm that policies with larger effect sizes contribute noticeably to CPU load fluctuations,
while policies with smaller effect sizes show a minimal and predictable impact. This statistical
validation strengthens the reliability of these security mechanisms, indicating that the trade-
off between security and performance remains within a well-defined and manageable range.

Figure 7.10 presents CPU load during regular operation and attacks, demonstrating the
impact of security policies on CPU load and the efficiency of the DRL-based IDS. During
regular operation, CPU load remains steady at around 35-37%, with minimal fluctuation,
as a baseline for evaluating CPU load under attack scenarios. In the case of DoS Hulk
attacks, CPU load slightly increases to 35-38%, reflecting the additional processing required
to mitigate the attack, though the system maintains efficient performance. Similarly, for
DoS GoldenEye attacks, CPU load centers around 35-36%, indicating that while the system
expends more resources, it efficiently handles these threats with only a moderate increase
in load. DDoS attacks lead to a more pronounced rise in CPU load, reaching around 45%,
with wider fluctuations, reflecting the complexity of detecting and mitigating distributed
attacks. This shows the IDS’s ability to handle demanding situations effectively. For Port
scanning attacks, CPU load slightly rises to 37-39%, lower than during DoS attacks. Since
Port scanning is often a precursor to more significant threats, the system efficiently handles
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Figure 7.10 CPU Load under a different policy.

the increased load without overtaxing resources.

Evaluation of self-adaptation IDS under real-time experiment

Table 7.8 Performance Comparison of Proposed Model Under Real-Time Attacks

Reference Accuracy F1 Score Precision Recall
Proposed Model 0.9254 0.9388 0.9573 0.9254
Proposed Model (Real-Time) 0.9075 0.9163 0.9245 0.9114

The SecuEdge-DRL demonstrates consistency between the training phase and real-world de-
ployment on edge under real-time attacks. As shown in Table 7.8, the model maintains a high
accuracy of 92.54%, along with solid precision (95.73%) and F1-score (93.88%) under regular
conditions. When tested under real-time attack conditions, the model still delivers robust
performance with an accuracy of 90.75%, F1-score of 91.63%, and a precision of 92.45%.
Although there is a slight reduction in precision and F1 scores in real-world conditions, the
overall performance remains acceptable. This slight decrease reflects the challenges of real-
time attacks and underscores the model’s resilience and practical effectiveness at the edge of
IoT systems.

7.6.5 Comparative Analysis of Energy Efficiency

This section compares the SecuEdge-DRL framework with Bouhamed et al. [274], which pro-
posed a periodic DRL-based IDS for UAVs. SecuEdge-DRL maintains an average energy
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consumption of 2.6J per detection while ensuring real-time adaptive learning, allowing it to
respond instantly to evolving threats. In contrast, [274] employs periodic offline learning,
optimizing power usage by updating IDS policies only during UAV docking intervals, leading
to lower energy fluctuations and a 7.4% increase in operational time. However, this approach
risks delayed threat detection, leaving systems vulnerable between updates. SecuEdge-DRL
mitigates this risk through continuous learning, maintaining proactive defense capabilities
while balancing security and energy efficiency. Its DRL-driven decision-making ensures dy-
namic adaptation, making it more suitable for highly dynamic at the edge where real-time
security responses are critical.

7.7 Discussion

SecuEdge-DRL is built on a centralized DRL architecture, where decision-making occurs
at the edge server while security policies are enforced at edge gateways. This design en-
ables real-time threat detection with minimal computational overhead. However, multi-edge
environments introduce challenges such as inconsistent data distributions, communication
delays, and varying resource constraints, requiring further enhancements. Policy random-
ization dynamically alters security actions for adversarial robustness to prevent attackers
from predicting and bypassing defenses. For example, in response to port scanning attempts,
SecuEdge-DRL may randomly block different ports, enforce temporary firewalls, or deploy
decoy mechanisms, increasing attack resistance. Instead of relying on predefined attack sig-
natures, anomaly-based detection continuously monitors network behavior, authentication
failures, protocol misuse, and abnormal resource consumption. Dynamic detection thresh-
olds adapt to evolving attack patterns, enabling real-time identification of zero-day threats.
Moreover, DRL-driven anomaly scoring prioritizes high-risk deviations for faster mitigation.
For continuous learning in a multi-edge environment, hierarchical DRL ensures local edge
models train on real-time data and periodically sync with a global model, preserving learned
knowledge while preventing catastrophic forgetting. Transfer learning allows trained mod-
els to adapt to new environments without extensive retraining. To maintain efficiency on
resource-constrained edge gateways, quantized DRL models optimize inference while mini-
mizing computational costs. Furthermore, this study demonstrates the effectiveness of the
SecuEdge-DRL at the IoT edge, balancing security, CPU usage, and energy consumption.
Integrating the MAPE-K framework, the SecuEdge-DRL dynamically adapts its policies to
various threat scenarios, optimizing security and resource efficiency. The findings show that
the SecuEdge-DRL handles diverse cyber threats effectively, adjusting actions in real-time
based on the threat level to conserve energy and prevent CPU overload—critical for resource-
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constrained IoT edge gateway. Also, this research directly aligns with several United Nations
Sustainable Development Goals (SDGs): [269] SDG 9 (resilient infrastructure through IoT
security), SDG 12 (responsible resource consumption via energy efficiency), and SDG 11 (se-
cure, sustainable smart cities), highlighting the role of secure IoT systems in global sustain-
ability. While promising, the SecuEdge-DRL’s effectiveness relies on diverse training interac-
tions, posing challenges in new environments with limited threat exposure. The correlation-
based feature selection improves detection accuracy by minimizing interdependent features,
though the experimental setup may not fully emulate real-world IoT complexity. Future
work will expand training data and optimize the DQN model to enhance energy efficiency
further and reduce computational demands, contributing to the long-term sustainability of
IoT systems. This approach aligns with global efforts to develop resilient, energy-conscious
infrastructure, supporting sustainable development goals. Deploying SecuEdge-DRL in real-
world IoT networks involves considerations such as interoperability with diverse platforms,
where adapting to different hardware architectures and communication protocols ensures
seamless integration. Efficient decision-making at the edge remains essential to maintaining
real-time threat detection while optimizing computational efficiency. Additionally, regulatory
and privacy frameworks must be considered to align security policies with data protection
requirements. These factors highlight practical implementation aspects while reinforcing the
adaptability and robustness of SecuEdge-DRL.

7.8 Chapter Summary

This chapter presents the SecuEdge-DRL, a system tailored for IoT edge environments. It
combines DRL with the DQN algorithm and the MAPE-K framework for self-adaptive and
energy-efficient threat detection. The system dynamically adjusts to real-time conditions
and evolving threats, enhancing the detection and mitigation of cyberattacks (e.g., DDoS,
DoS GoldenEye, DoS Hulk, and Port scanning) without relying on predefined data models.
Real-time evaluations on a Raspberry Pi-based IoT testbed demonstrated the SecuEdge-
DRL’s robustness. The system achieved high detection accuracy while imposing minimal
resource overhead on energy-constrained devices. The system proved effective in real-time
scenarios and controlled training environments, maintaining operational efficiency and en-
suring resilience against diverse cyber threats. Furthermore, the SecuEdge-DRL’s design
aligns with sustainability objectives by optimizing energy consumption and computational
demands, contributing to the long-term sustainability of IoT ecosystems. Statistical analy-
ses validated its ability to balance robust security with resource efficiency, highlighting its
potential to support energy-conscious, resilient infrastructure and advance global sustainable



181

development goals.



182

CHAPTER 8 ARTICLE 6: DEEP REINFORCEMENT
LEARNING-BASED INTRUSION DETECTION SYSTEM: DEFENDING

EDGE GATEWAYS AGAINST MIRAI AND GAFGYT

8.1 Article Metadata

• Title: Deep Reinforcement Learning-Based Intrusion Detection System: Defending
Edge Gateways Against Mirai and Gafgyt

• Authors: Saeid Jamshidi, Amin Nikanjam, Kawser Wazed Nafi, Foutse Khomh

• Affiliations:

– SWAT Laboratory, Polytechnique Montréal, Quebec, H3T 1J4, Canada

– Huawei Distributed Scheduling and Data Engine Lab, Canada

• Submitted Date: 10 March 2025

• Accepted Date: 24 May 2025

• Conference: IEEE FiCloud 2025

8.2 Chapter Overview

The rapid growth of IoT has transformed industries, resulting in unprecedented opportunities
alongside significant cybersecurity challenges. Malware, such as Mirai and Gafgyt, exploits
vulnerabilities in IoT devices, resulting in large-scale attacks. Traditional IDSs struggle
to detect these evolving threats due to their reliance on static rule-based or classic ML
models, which lack adaptability to zero-day attacks and dynamic traffic patterns. This
chapter presents EdgeShield-DRL, a novel DRL-based Intrusion Detection System (IDS)
designed for IoT edge gateways. EdgeShield-DRL dynamically detects and mitigates evolving
threats in real-time while ensuring efficient operation on resource-constrained edge devices.
We evaluated EdgeShield-DRL on the N-BaIoT dataset, achieving a high detection accuracy
of 97% during training phases and 96% in real-time detection scenarios. Moreover, the
system demonstrates robust resource efficiency, maintaining minimal energy consumption
and carbon emissions even under attack conditions. Experiments on a real-world testbed
further validate EdgeShield-DRL’s effectiveness, showcasing resilience against diverse attack
scenarios, including large-scale botnet activity. Furthermore, EdgeShield-DRL effectively



183

balances robust security with resource constraints, making it particularly suitable for critical
IoT applications, e.g., smart cities, healthcare, and industrial automation.

8.3 Study Design

The exponential growth of the IoT has driven innovations across industries, e.g., smart cities,
healthcare, and industrial automation [275]. Moreover, IoT ecosystems have become inte-
gral to modern infrastructure, with billions of interconnected devices exchanging sensitive
data. However, this unprecedented connectivity has introduced a vast attack surface, ex-
posing IoT devices to sophisticated cyber threats [276]. Among these, Mirai and Gafgyt
attacks [277] [278] [279] stand out because they can compromise IoT devices through weak
authentication protocols and software vulnerabilities, enabling the attackers to launch large-
scale DDoS attacks [280]. These attacks have caused widespread service disruptions, under-
lining the urgent need for robust IDS for IoT systems [281].
While traditional ML-based IDS frameworks can effectively detect known attack patterns,
they face significant limitations in detecting attacks in dynamic IoT systems [268] [282].
Furthermore, ML models rely on pre-collected datasets, making them less effective against
evolving threats and zero-day attacks [283] [284]. Additionally, their static nature necessi-
tates frequent retraining and fine-tuning, which is computationally expensive and impractical
for resource-constrained devices, such as edge gateways. To overcome these challenges, DRL
offers a dynamic and adaptive approach, enabling IDS to learn optimal detection policies
autonomously through continuous interaction with its environment [285]. This makes DRL
particularly suitable for real-time detection of evolving attack vectors, e.g., Mirai and Gafgyt.
In this study, we deploy a DRL-based IDS on an edge gateway, a pivotal component in IoT
systems. Edge gateways are designed to process data locally, reduce latency, and enhance
security by acting as the first line of defense before transmitting data to the cloud [286]. How-
ever, security at the edge remains challenging due to limited computational resources, making
it difficult for traditional IDS to detect and mitigate evolving threats, e.g., Mirai and Gafgyt.
We deploy DRL-based IDS on the edge gateway to demonstrate its feasibility in constrained
environments and provide insights into the system’s behavior under specific attack scenarios.
Moreover, focusing on Mirai and Gafgyt, two of the most notorious malware families re-
sponsible for large-scale IoT disruptions, this study examines the impact of these attacks on
system performance and resource utilization. Beyond conventional performance metrics, e.g.,
IDS detection accuracy and response time, this study measures additional critical metrics,
including energy consumption, CPU usage, memory usage, and carbon emissions, addressing
the environmental implications of deploying IDS solutions in IoT systems. This research di-
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rectly aligns with several United Nations Sustainable Development Goals (SDGs): [44] SDG
9 (resilient infrastructure through IoT security), SDG 12 (responsible resource consumption
via energy efficiency), and SDG 11 (secure, sustainable smart cities), highlighting the role of
secure IoT systems in global sustainability. Since edge devices frequently operate in energy-
limited environments and must balance security with efficiency, ensuring that IDS solutions
remain lightweight and sustainable is critical. This study analyzes the trade-offs among these
factors to lay the groundwork for designing secure, resource-efficient, and environmentally
sustainable IDS solutions for IoT deployments. To summarize, this study makes the following
key contributions:

• Security-focused DRL-based IDS for edge gateways: A novel IDS leveraging
DRL to dynamically detect and mitigate evolving IoT threats, such as Mirai and Gafgyt,
ensuring real-time adaptability and robust security.

• Evaluation of performance and environmental metrics: This study measures
key metrics, including energy consumption, carbon emissions, detection accuracy, and
response time, to assess our proposed DRL-based IDS’s efficiency and sustainability at
the edge gateway.

8.4 EdgeShield-DRL

EdgeShield-DRL is an adaptive IDS designed to secure IoT edge gateways against dynamic
and sophisticated cyber threats, including Mirai and Gafgyt botnet attacks. The system
leverages the capabilities of DRL to autonomously detect, mitigate, and adapt to emerging
threats while optimizing resource utilization at the edge. By operating locally on the edge
gateway, EdgeShield-DRL minimizes response times and reduces reliance on centralized sys-
tems, making it suitable for real-time IoT environments. The system architecture is depicted
in Fig. 8.1.

8.4.1 Security-Oriented Reinforcement Learning Formulation

EdgeShield-DRL formulates the IDS task as a Markov Decision Process (MDP) [287] to
model the dynamic interaction between the IDS agent and the IoT environment. The MDP
is defined as:

M = (S,A,P ,R, γ), (8.1)

Where:
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• S: The state space represents real-time observations of the IoT systems, including
network-level features (e.g., packet size, protocol type, and traffic volume) and device-
level metrics (e.g., CPU utilization, memory usage, and detected anomalies).

• A: The action space comprises security-specific responses, e.g., allowing traffic, blocking
malicious packets, isolating compromised devices, or generating alerts.

• P(s′|s, a): The state transition probability, describing the likelihood of transitioning
from state s to s′ when action a is taken.

• R(s, a): The reward function evaluates the security impact of the chosen action. For in-
stance, correctly blocking malicious traffic yields a positive reward, while false positives
incur penalties.

• γ: The discount factor, controlling the trade-off between immediate rewards (e.g., rapid
mitigation) and long-term benefits (e.g., system stability).

The objective of the DRL agent is to learn an optimal policy π∗(a|s) that maximizes the
expected cumulative reward:

Gt = Eπ

[ ∞∑
k=0

γkrt+k+1 | st

]
. (8.2)

8.4.2 Deep Q-Learning for Threat Mitigation

EdgeShield-DRL employs Deep Q-Learning (DQL) to approximate the optimal action-value
function, Q∗(s, a), which quantifies the long-term value of taking action a in state s:

Q∗(s, a) = max
π

E [Gt | st = s, at = a, π] . (8.3)

A deep neural network (DNN) parameterized by θ approximates Q(s, a; θ). The agent selects
the optimal action at at time t by:

at = arg max
a

Q(st, a; θ). (8.4)

The DNN is trained by minimizing the loss function:

L(θ) = E
[
(yt −Q(st, at; θ))2

]
, (8.5)
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Where the target Q-value is:

yt = rt + γ max
a′

Q(st+1, a′; θ−). (8.6)

Here, θ− represents the parameters of a target network, which is periodically updated to
ensure training stability and convergence.

8.4.3 Workflow at the Edge Gateway

The workflow of EdgeShield-DRL is centered on real-time security and adaptability, consist-
ing of the following steps:

1. State Observation: The agent observes the current state st of the IoT systems,
capturing real-time traffic features (e.g., protocol anomalies, packet sizes) and device
metrics (e.g., CPU and memory usage).

2. Action Selection: Using the DNN, the agent computes Q-values for all actions and
selects the optimal action:

at = arg max
a

Q(st, a; θ). (8.7)

3. Threat Mitigation: The selected action at is executed to address the identified threat.
For example, malicious traffic may be blocked, or a compromised device will be quar-
antined.

4. Reward Feedback: The environment evaluates the effectiveness of the action and
provides a reward rt, which is used to guide the agent’s future decisions.

5. Policy Update: The agent updates its Q-value network using the observed transition
(st, at, rt, st+1), refining its policy over time.

Figure 8.1 illustrates the architecture of EdgeShield-DRL. The system operates on IoT edge
gateways by observing network and device states, computing Q-values for security actions,
and executing optimal responses. The continuous feedback loop ensures iterative policy
improvement, enhancing real-time security and adaptability to new threats.

8.4.4 Algorithm Overview

Algorithm 10 outlines the EdgeShield-DRL method for detecting and mitigating Mirai and
Gafgyt attacks using DQN. The algorithm trains the IDS to maximize long-term rewards
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Figure 8.1 Architecture of the EdgeShield-DRL Method for the edge gateway.

through interactions with the edge environment, leveraging an experience replay buffer and
a target network for stability.

Initialization

The replay buffer D with capacity N is initialized to store transitions (st, at, rt, st+1). The
action-value function Q(s, a; θ) and target network Qtarget(s, a; θ−) are initialized with pa-
rameters θ and θ− = θ, respectively.

Training Process

Each episode begins with an initialization of the edge environment, where the agent observes
the initial state s0 (e.g., network traffic patterns, device metrics). At each time step t:

• Action Selection: An action at is chosen using an ϵ-greedy policy:

at =

random action, if random(0, 1) < ϵ,

arg maxa Q(st, a; θ), otherwise.

• Environment Interaction: Action at is executed, yielding a reward rt and a new
state st+1.

• Replay Buffer Update: The transition (st, at, rt, st+1) is stored in D.
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Experience Replay

When the replay buffer D contains at least B transitions, a minibatch is sampled to compute
target Q-values:

y =

r, if s′ is terminal,

r + γ maxa′ Qtarget(s′, a′; θ−), otherwise.

The network parameters θ are updated by minimizing the loss:

L(θ) = 1
B

∑
(y −Q(s, a; θ))2 .

Target Network and Exploration Decay

The target network Qtarget is periodically updated as θ− ← θ. The exploration probability ϵ

decays over time:
ϵ← max(ϵmin, ϵ · ϵdecay).

Termination

The training continues until a terminal state is reached (e.g., attack mitigated or device
isolated). The trained action-value function Q(s, a; θ) is then used for real-time detection
and mitigation of Mirai and Gafgyt attacks.

8.5 Experimental setup

This section details the experimental approach for assessing the EdgeShield-DRL method
deployed on an IoT edge gateway.

8.5.1 Research Questions:

• How effectively is the EdgeShield-DRL method detecting and mitigating
Mirai and Gafgyt attacks? This question investigates EdgeShield-DRL’s ability to
accurately detect and mitigate Mirai and Gafgyt attacks, focusing on core metrics such
as detection accuracy.

• How does deploying EdgeShield-DRL impact the edge gateway regarding re-
sponse time, resource utilization (CPU, memory), and environmental met-
rics, e.g., energy consumption and carbon emission? This question explores the
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practicality of deploying EdgeShield-DRL on edge gateways, measuring its impact on
response time, resource utilization (CPU and memory), and environmental sustainabil-
ity through energy consumption and carbon emission metrics.

8.5.2 Data Set Evaluation

The N-BaIoT [288] dataset, a benchmark for IoT intrusion detection, was used to evaluate
EdgeShield-DRL. This dataset contains regular and attack traffic, including Mirai and Gafgyt
patterns, with detailed features like packet sizes and flow durations. This dataset ensures
robust evaluation by simulating real-world IoT scenarios, enabling validation against known
and evolving attack vectors.

8.5.3 Feature Selection

We selected six key features from the N-BaIoT dataset using correlation analysis and recursive
feature elimination (RFE). These features capture statistical and temporal traffic variations,
enabling accurate detection of Mirai and Gafgyt attacks. This targeted approach ensures
high detection performance while maintaining lightweight computations, making it suitable
for resource-constrained edge gateways. The selected features are summarized in Table 8.1.

8.6 Results

To address RQ1, we conducted experiments to evaluate EdgeShield-DRL at the edge under
real-time attack scenarios. This section details the experimental setup and methodology used
for the evaluation.

8.6.1 Experiments and Evaluation

To evaluate the performance of the EdgeShield-DRL method, we conducted an exploratory
study on the impact of different epsilon (ϵ) values (0.4, 0.5, 1.0) to analyze the exploration-
exploitation trade-off. This study assessed the model’s ability to detect and mitigate Mirai
and Gafgyt attacks at the edge gateway, demonstrating its robustness and adaptability in
static and dynamic traffic conditions.
Figure 8.2, with reduced exploration (ϵ = 0.4), the model stabilizes more quickly due to
its reliance on exploiting existing knowledge. This allows the system to adapt rapidly to
established attack signatures, making it particularly effective in environments where traffic
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patterns and attack types are relatively static. However, the slower progression in early re-
ward growth suggests that this approach may be less practical for highly variable or evolving
attacks, such as new variants of Mirai and Gafgyt. Nonetheless, the final convergence under-
scores the model’s ability to build reliable detection policies for consistent attack patterns.
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Table 8.1 Selected Key Features from the N-BaIoT Dataset

Feature Name Description
MI_dir_L5_variance Variance of mutual information in traffic (L5)
MI_dir_L3_mean Mean of mutual information in traffic (L3)
HpHp_L0.01_weight Weight of histogram probability for flows
HpHp_L0.01_mean Mean of histogram probability for flows
MI_dir_L1_variance Variance of mutual information in traffic (L1)
HpHp_L0.01_covariance Covariance of histogram probabilities

Algorithm 10: EdgeShield-DRL Method for Mirai and Gafgyt Detection
Input : Replay buffer D with capacity N , action-value function Q(s, a; θ),

target network Qtarget(s, a; θ−), discount factor γ,
exploration probability ϵ, learning rate α,
batch size B, target update interval T

Output: Trained action-value function Q(s, a; θ) for real-time detection and mitigation of Mirai and Gafgyt attacks
1 Initialize: Replay buffer D

2 Initialize network parameters θ for Q(s, a; θ)
3 Initialize target network parameters θ− ← θ

4 for each episode do
5 Initialize edge environment and observe initial state s0

6 for each time step t do
7 if random(0, 1) < ϵ then
8 Select a random action at ∈ A (e.g., allow, block, isolate, alert)
9 else

10 Select action at = arg maxa Q(st, a; θ)
11 end
12 Execute action at and observe:
13 Reward rt: Effectiveness of mitigating Mirai/Gafgyt-related activity
14 Next state st+1: Updated traffic features or device behavior
15 Store (st, at, rt, st+1) in D

16 if len(D) ≥ B then
17 Sample minibatch of B transitions (s, a, r, s′) from D

18 for each transition in minibatch do
19 if s′ is terminal then
20 y = r

21 else
22 y = r + γ maxa′ Qtarget(s′, a′; θ−)
23 end
24 Compute loss:

L(θ) = 1
B

∑
(y −Q(s, a; θ))2

Perform gradient descent update:
θ ← θ − α∇θL(θ)

25 end
26 end
27 if timestep % T = 0 then
28 Update target network: θ− ← θ

29 end
30 Decay ϵ:

ϵ← max(ϵmin, ϵ · ϵdecay)

31 if st+1 is terminal then
32 break
33 end
34 end
35 end
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Figure 8.3, the model operates under moderate exploration (ϵ = 0.5), balancing its search for
new detection strategies with the exploitation of learned policies. During the initial phases,
the system experiences fluctuations in its performance as it generalizes attack patterns across
varying traffic scenarios. Over time, the model stabilizes, indicating its success in identifying
characteristic behaviors of attacks, e.g., Mirai’s distributed DDoS traffic and Gafgyt’s mali-
cious payload injections. This stabilization demonstrates the model’s capability to classify
attack traffic confidently while minimizing false positives.

Figure 8.4 shows the learning process with higher exploration (ϵ = 1.0), where the model
prioritizes sampling diverse actions to handle previously unseen or evolving attack patterns
better. This exploratory approach results in more significant variability in the early stages
as the system evaluates various detection strategies. Despite this, the model converges to a
stable policy, effectively detecting known and potentially novel attack behaviors. This high-
lights the importance of exploration for environments with highly dynamic and unpredictable
IoT traffic.

8.6.2 Real-World Testbed Evaluation

Figure 8.5 depicts a testbed simulating a typical IoT edge network. The setup includes six
NodeMCUs, two Raspberry Pi 4 Model B units functioning as edge nodes, a laptop, a work-
station, a router, a physical server, and a simulated attacker. Each Raspberry Pi 4 Model B
is equipped with 8GB of RAM and powered by a 1.5GHz 64-bit quad-core CPU, providing
sufficient computational resources to replicate complex real-world networks. The NodeMCUs
and the laptop represent IoT devices distributed across two distinct domains, communicating
seamlessly with the edge gateways for security processing and data transfer.
The Raspberry Pi devices serve as IoT edge gateways hosting the DRL-based IDS, while
the physical server operates as the edge server and runs the DRL-based IDS. A simulated
attacker, configured with Kali Linux [185], generates diverse cyberattacks to evaluate the sys-
tem’s resilience. Simultaneously, the workstation captures network traffic using Wireshark,
enabling detailed security analysis.
To assess EdgeShield-DRL’s resource impact, metrics such as energy consumption, CPU
usage, memory usage, IDS response time, and carbon emissions were analyzed using the
Mann-Whitney U Test. The null hypothesis for each metric assumed no significant differ-
ences between baseline and test states. Rejecting the null hypothesis indicated a statistically
significant impact of EdgeShield-DRL on the corresponding metric. This evaluation pro-
vided essential insights into the trade-offs between implementing robust security measures
and maintaining efficient system performance, ensuring an optimal balance between effective
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Figure 8.2 Learning performance of EdgeShield-DRL with ϵ = 0.4, showing faster convergence
for static attack scenarios.

threat mitigation and resource efficiency.

8.6.3 Dynamic Attack Detection and Pattern-Based Mitigation

The system logs in Figure 8.6 highlight the performance of the EdgeShield-DRL method
during normal and attack conditions. In the normal state, key metrics, such as CPU usage
(60%), memory usage (1520 MB), and energy consumption (3 Joules), remain stable, which
demonstrates efficient operation. During attacks, e.g., Gafgyt and Mirai, the system detects
malicious activity in real-time, as indicated by increased resource utilization (CPU up to
70%, energy consumption up to 3.5 Joules). The IDS maintains rapid response times under
0.3 seconds and effectively executes countermeasures, e.g., blocking suspicious IP addresses.

8.6.4 Performance Metrics: Training vs. Real-Time Testing

Table 8.2 presents the performance metrics of the EdgeShield-DRL method during training
and real-time testing. The training phase achieved high values across all metrics, with an
average detection accuracy of 0.97, an F1 score of 0.97, a recall of 0.98, and a precision of
0.97. In real-time testing, the metrics show a slight reduction due to real-world deployment
challenges, such as varying traffic patterns and system constraints, with accuracy at 0.96
and precision at 0.95. This comparison highlights the model’s robustness and ability to
maintain effective intrusion detection under real-time conditions. The marginal drop in
metrics underscores the importance of validating IDS models in practical scenarios.
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Figure 8.3 Learning performance of EdgeShield-DRL with ϵ = 0.5, balancing exploration and
exploitation effectively.

Table 8.2 Performance Metrics Comparison

Metrics Training Real-time Test
Accuracy 0.97 0.96
F1 Score 0.97 0.96
Recall 0.98 0.97
Precision 0.97 0.95

8.6.5 Model Performance Evaluation

To address RQ2, we measured resource utilization at the edge under real-time attack scenar-
ios.
Figure 8.7 illustrates the energy consumption of the EdgeShield-DRL method under regular
operation and during Mirai and Gafgyt attacks at the edge gateway. The system demon-
strates stable energy consumption during normal conditions, reflecting its efficiency in stan-
dard operations. However, during attack scenarios, the energy usage increases slightly due
to the additional computational load required for real-time detection and mitigation. Gafgyt
attacks exhibit marginally higher variability and spikes than Mirai, indicating the system’s
adaptability to the dynamic nature of different attack patterns.
The statistical analysis shows no significant differences in energy consumption across scenar-
ios (p-values ≥ 0.05), but small effect sizes provide practical insights. Gafgyt attacks slightly
increase energy consumption compared to Normal (effect size = 0.027), while Mirai attacks
have a marginally lower impact (-0.066). The slight difference between Gafgyt and Mirai
(0.074) highlights the consistent energy efficiency of the EdgeShield-DRL method, maintain-
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Figure 8.4 Learning performance of EdgeShield-DRL with ϵ = 1.0, emphasizing exploration
for evolving attack detection.

ing reliable performance under varying attack conditions.
Figure 8.8 illustrates carbon emissions over time for Gafgyt, Mirai, and Normal scenarios.
Gafgyt attacks consistently contribute the least to carbon emissions, demonstrating a mini-
mal environmental impact. On the other hand, Mirai attacks show a moderate contribution,
higher than Gafgyt but lower than Normal operations. In contrast, Normal operations ex-
hibit the highest carbon emissions across all time intervals, likely due to routine resource
consumption. The trend remains stable over time, with no significant spikes during attack
scenarios, reflecting the efficiency of the EdgeShield-DRL method in managing resources.
The statistical analysis shows no significant differences in carbon emissions across scenarios
(p-values ≥ 0.05), but small effect sizes provide practical insights. Gafgyt attacks slightly
increase carbon emissions compared to Normal (effect size = 0.032), while Mirai attacks have
a marginally lower impact (effect size = -0.050), indicating a slightly reduced environmental
footprint compared to Normal. The slight difference between Gafgyt and Mirai (effect size
= 0.063) underscores the EdgeShield-DRL method’s consistent energy efficiency and low en-
vironmental impact, even under varying attack conditions.
Figure 8.9 compares the CPU usage across Normal, Mirai, and Gafgyt scenarios. The Gafgyt
scenario demonstrates the extensive range of CPU usage, with a slightly higher median than
Normal operations, reflecting moderate resource demands during attack mitigation. Mirai
attacks show a more consistent CPU usage range, with a median slightly lower than Normal,
indicating efficient handling of computational requirements. Normal operations exhibit a
narrower range, suggesting stable resource utilization under non-attack conditions.
The statistical analysis shows no significant differences in CPU usage across scenarios (p-
values ≥ 0.05), but small negative effect sizes provide insights. Gafgyt and Mirai attacks
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Figure 8.5 Real-world testbed configuration illustrating the deployment of edge gateways.

show slightly lower CPU usage than Normal, with effect sizes of -0.074 and -0.064, respec-
tively. The negligible difference between Gafgyt and Mirai (effect size = -0.014) further high-
lights the consistent performance of the EdgeShield-DRL method, ensuring efficient CPU
utilization under varying attack conditions.
Figure 8.10 compares memory usage across Normal, Mirai, and Gafgyt scenarios. Mirai at-
tacks exhibit the highest memory usage, a higher median than the other scenarios, indicating
substantial resource demands during mitigation. Gafgyt attacks show slightly lower memory
usage, with a narrower range and a consistent median, suggesting more efficient memory uti-
lization. With a stable and narrow range, regular operations demonstrate the lowest memory
usage, reflecting routine operations.
The statistical analysis shows significant differences in memory usage across scenarios (p-
values < 0.05), with large effect sizes providing practical insights. Gafgyt and Mirai attacks
significantly increase memory usage compared to Normal (effect size = 0.500 for both), in-
dicating higher resource demands during attack mitigation. The difference between Gafgyt
and Mirai (effect size = -0.458) reflects slightly lower memory usage during Gafgyt attacks.
These findings emphasize the EdgeShield-DRL method’s ability to handle resource-intensive
scenarios while maintaining efficient memory management under varying attack conditions.
Figure 8.11 illustrates the IDS response time for Mirai and Gafgyt attacks over time. Both at-
tack scenarios show consistent response times with occasional spikes. Gafgyt attacks exhibit
slightly higher variability, with some peaks reaching above 0.34 seconds, while Mirai attacks
remain comparatively stable, with fewer extreme values. Despite these spikes, the overall
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Timestamp: 2024-12-14 15:00:00
System Status: NORMAL
CPU Usage: 60%, Memory Usage: 1520 MB
Energy Consumption: 3 Joules, Carbon Emissions: 0.001 Kg
IDS Response Time: 0.24 seconds
The system is operating normally.

Timestamp: 2024-12-14 15:00:05
System Status: ATTACK DETECTED (Gafgyt)
CPU Usage: 70%, Memory Usage: 1580 MB
Energy Consumption: 3.2 Joules, Carbon Emissions: 0.002 Kg
IDS Response Time: 0.24 seconds
ALERT: Gafgyt attack detected. Initiating countermeasures.
Mitigation: Blocking suspicious IP addresses.

Timestamp: 2024-12-14 15:00:10
System Status: ATTACK DETECTED (Mirai)
CPU Usage: 66%, Memory Usage: 1600 MB
Energy Consumption: 3.5 Joules, Carbon Emissions: 0.0025 Kg
IDS Response Time: 0.26 seconds
ALERT: Mirai attack detected. Initiating countermeasures.
Mitigation: Blocking suspicious IP addresses.

Figure 8.6 System logs highlighting normal and attack states for Mirai and Gafgyt.

response times for both attacks stay within a manageable range, indicating the EdgeShield-
DRL method’s ability to maintain efficient real-time detection and mitigation. These results
highlight the IDS’s reliability and adaptability under different attack conditions.
The statistical analysis of IDS response time shows no significant differences across scenarios
(p-values ≥ 0.05), but small effect sizes provide practical insights. Gafgyt attacks slightly
increase the IDS response time compared to Normal (effect size = 0.071), while Mirai at-
tacks have a negligible effect size (-0.007), indicating near-identical response times to Normal
operations. The slight difference between Gafgyt and Mirai (effect size = 0.085) suggests a
marginally longer response time for Gafgyt. These results underscore the EdgeShield-DRL
method’s ability to maintain rapid and efficient detection and mitigation capabilities across
varying attack scenarios.

8.7 Discussion

The discussion highlights the effectiveness of the EdgeShield-DRL system in tackling critical
challenges in IoT security, resource efficiency, and sustainability. The analysis of energy con-
sumption and carbon emissions (Figures 8.7 and 8.8) shows that the system imposes minimal
environmental impact during Gafgyt and Mirai attacks, with slight increases compared to
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Figure 8.7 Energy consumption across normal, Mirai, and Gafgyt scenarios.

Figure 8.8 Carbon emissions under normal, Mirai, and Gafgyt scenarios over time.

Normal operations. This reflects its alignment with sustainable computing principles, crucial
for edge gateways in resource-constrained environments. CPU and memory usage (Figures
8.9 and 8.10) demonstrate efficient resource management, ensuring stable performance with-
out overloading the edge devices. Moreover, Gafgyt attacks exhibit more variability in CPU
usage, while Mirai attacks demand higher memory resources, reflecting the differing computa-
tional complexities of these threats. IDS response time (Figure 8.11) remains low and stable
across both attack scenarios, meeting the real-time detection and mitigation requirements
in latency-sensitive IoT applications. While the system demonstrates robust performance,
its evaluation was conducted on Raspberry Pi devices under specific conditions, which may
differ from other environments. Variations in hardware configurations or workloads could
affect energy consumption, memory usage, and response times. Therefore, considering the
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Figure 8.9 CPU usage comparison for normal, Mirai, and Gafgyt scenarios.

Figure 8.10 Memory usage comparison for normal, Mirai, and Gafgyt scenarios.

testing conditions’ potential limitations, these results should be interpreted. These insights
emphasize the system’s potential for scalable, secure, and environmentally conscious IoT
deployments.

8.8 Chapter Summary

This study presented the EdgeShield-DRL system, a DRL-based IDS for securing IoT edge
gateways against threats like Gafgyt and Mirai. The system demonstrated robust security,
low response times, and efficient resource utilization, ensuring real-time detection and miti-
gation in resource-constrained environments. Minimal energy and carbon emissions increases
align with sustainable computing, making it suitable for critical applications such as smart
cities and healthcare.
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Figure 8.11 IDS response time for Mirai and Gafgyt attacks over time.
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CHAPTER 9 CONCLUSION

This dissertation presents a DRL-based IDS framework to secure IoT systems against evolving
cyber threats while optimizing energy efficiency and computational performance. Through
a systematic analysis of traditional IDS techniques and IoT security patterns, this research
identified key scalability, adaptability, and resource constraint limitations, necessitating the
development of intelligent, self-adaptive cybersecurity mechanisms. To overcome these chal-
lenges, multiple DRL-based IDS models—DeepEdgeIDS, AutoDRL-IDS, EdgeShield-DRL,
and SecuEdge-DRL—were introduced, each designed to enhance threat detection, anomaly
mitigation, and resource efficiency. A dynamic security pattern selection framework was
proposed, autonomously optimizing CPU load, memory consumption, and energy usage by
selecting appropriate defense mechanisms in real-time.
The SecuEdge-DRL framework was further developed to integrate the MAPE-K model, en-
abling real-time adaptation of security policies. A plugin-based IDS test suite was designed
to facilitate benchmarking and reproducibility of DRL-driven IDS models in various IoT
and SDN environments. Extensive real-world testbed evaluations demonstrated that DRL-
based IDS significantly improves attack detection accuracy, reduces false positive rates, and
optimizes computational efficiency, outperforming conventional IDS solutions. These ad-
vancements contribute to sustainable cybersecurity, aligning with the United Nations SDGs,
particularly SDG 9 (Industry, Innovation, and Infrastructure), SDG 11 (Sustainable Cities
and Communities), and SDG 13 (Climate Action). This dissertation lays a foundation for
scalable, adaptive, and sustainable IoT cybersecurity solutions by bridging the gap between
security robustness and energy-efficient computing.

9.1 Summary of Works

The research presented in this dissertation systematically investigated the limitations of tra-
ditional ML-based IDS approaches in handling dynamic cyber threats in IoT networks. To
address these limitations, the study introduced multiple DRL-based IDS frameworks that
improve detection accuracy while balancing computational efficiency and evaluating widely
used IoT security patterns, providing insights into optimizing IDS performance through dy-
namic security pattern selection.
Additionally, the research developed a novel plugin-based IDS test suite that allows for bench-
marking ML- and DRL-based IDS models under various IoT network conditions. The real-
world testbed experiments validated the efficiency of the proposed solutions, demonstrating
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their ability to detect and mitigate cyber threats while maintaining low energy consump-
tion. Integrating reinforcement learning with SDN-based architectures further improved IDS
adaptability and performance in real-time scenarios.

9.2 Limitations

Despite the significant contributions of this dissertation, several limitations remain, high-
lighting areas for further improvement of the proposed DRL-based IDS frameworks. One
key limitation is the susceptibility of DRL models to adversarial ML attacks. Although the
models achieved high detection accuracy, they remain vulnerable to subtle traffic manipu-
lations that can mislead decision-making and increase false positives, particularly against
attacks, e.g., DoS Hulk. Integrating adversarial training, policy randomization, and adap-
tive confidence scoring could help address this vulnerability. Computational efficiency is
another concern, especially in resource-constrained environments. While lightweight designs
were adopted—particularly in DeepEdgeIDS and SecuEdge-DRL—real-world testing (e.g.,
on Raspberry Pi) revealed CPU load spikes under heavy traffic, e.g, DDoS simulations. Op-
timizations like model compression, hybrid IDS strategies, and dynamic anomaly thresholds
are needed to balance detection performance and resource usage. Some models, such as
AutoDRL-IDS and EdgeShield-DRL, rely on centralized training, posing scalability and pri-
vacy challenges. Aggregating data across edge nodes introduces communication overhead
and potential exposure of sensitive information. Decentralized learning via FL is a promising
alternative, offering privacy preservation and improved scalability. In addition, intermittent
connectivity in IoT networks can disrupt real-time updates, which may be mitigated using
edge caching mechanisms. The scope of validation also presents a limitation. While the
models were evaluated in general and smart home scenarios, their performance in domains
such as industrial IoT, healthcare, autonomous systems, and critical infrastructure remains
to be explored. Broader validation is essential to ensure robustness and adaptability across
diverse environments.
Furthermore, adaptive policy enforcement remains an open challenge. Although SecuEdge-
DRL employs the MAPE-K loop for feedback-driven adaptation, more sophisticated mecha-
nisms are needed to adjust detection thresholds and responses dynamically in fast-changing
networks. Finally, while energy efficiency was a core design goal, long-term sustainabil-
ity—especially in continuously operating systems—requires further attention. DRL models
may incur cumulative energy costs, underscoring the need for ongoing research into green
computing, energy profiling, and load-aware training techniques.
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9.3 Future Research

This dissertation lays the foundation for adaptive, energy-efficient IDS in IoT edge networks.
However, several open challenges and limitations point to meaningful avenues for future re-
search. A critical area is enhancing the robustness of DRL-based IDS against adversarial
ML. While DRL enables adaptability, it remains vulnerable to evasion tactics and adver-
sarial inputs. Future efforts should explore adversarial training, policy randomization, and
ensemble-based DRL approaches. Additionally, hybrid architectures that combine supervised
and unsupervised learning can improve generalization and resilience to novel threats. Inte-
grating FL into DRL frameworks is essential to supporting scalable and privacy-preserving
IDS. FL allows collaborative model training across multiple edge devices without sharing
raw data, reducing communication overhead and enhancing user privacy. Coupling FL with
blockchain technologies further enhances decentralized trust management, secure commu-
nication, and tamper-proof logging, which are key for distributed IoT security. Moreover,
optimizing resource consumption remains a priority. Techniques such as model compression,
edge caching, knowledge distillation, and quantization can significantly reduce latency and
energy usage. As energy efficiency becomes a growing concern amid global sustainability
trends, IDS design must account for emerging energy constraints and green computing prac-
tices. Incorporating dynamic power management and context-aware activation of detection
modules can further align IDS with energy-aware operation. In parallel, aligning IDS frame-
works with SDN in IoT environments offers flexible traffic management, improved network
visibility, and centralized policy enforcement. Future work should explore tighter integra-
tion of IDS with SDN controllers for real-time threat mitigation, automated policy updates,
and programmable security workflows. Research must also address challenges around SDN
scalability, controller security, and resilient communication between edge nodes and control
planes. Furthermore, the evolution of 5G networks introduces both opportunities and chal-
lenges for IDS systems. Ultra-low latency, massive device connectivity, and network slicing
require IDS to adapt to high-speed, highly dynamic environments. Investigating how IDS can
operate efficiently over 5G-enabled infrastructures—possibly by leveraging edge-native archi-
tectures and network slicing-aware security policies- will be essential to supporting real-time
threat detection at scale. Expanding IDS applicability to domain-specific environments such
as smart cities, autonomous vehicles, industrial IoT, and healthcare brings further research
opportunities. These contexts demand ultra-reliable, low-latency detection, domain-specific
threat modeling, and strict privacy guarantees. Developing more context-aware and adap-
tive detection strategies is crucial for deployment in such sensitive or mission-critical envi-
ronments. Advanced AI techniques may also enhance IDS capabilities. Moreover, GNNs,
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transformers, and LLMs can support improved threat contextualization, semantic reasoning,
and model interpretability. Real-time threat intelligence, predictive analytics, adaptive confi-
dence scoring, and ensemble anomaly detection methods could help boost detection accuracy
while reducing false positives. Further research should also focus on orchestrating security
patterns and adaptive policies at runtime. Extending the MAPE-K control loop with capa-
bilities, e.g., real-time resource allocation, threat prioritization, and cross-layer coordination,
could significantly improve network resilience under evolving attack landscapes. In addition,
large-scale and long-term evaluation is essential to validate IDS performance under realistic
conditions. Future studies should employ extended testbeds with heterogeneous IoT devices,
introduce simulated concept drift, and continuously emulate evolving cyberattacks to assess
the sustainability of proposed solutions. Moreover, ethical and regulatory dimensions must
be considered. Fairness-aware detection mechanisms, explainable AI approaches, and policy
frameworks for autonomous cybersecurity systems are crucial for responsible and transparent
IDS deployment, especially in safety-critical or privacy-sensitive settings.
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APPENDIX A APPENDIX A

Table A.1 Guideline for selecting the six patterns.

Applications most important
non-functional requirement OOC PZH WL BL SSN

Security
Energy efficiency

CPU usage
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APPENDIX B REAL-TIME SYSTEM LOG: ADAPTIVE HARDWARE
RESILIENCE / APPENDIX B

B.1 Real-Time System Log: Adaptive Hardware Resilience

The system logs in Figure B.1 demonstrate SecuEdge-DRL’s adaptive resilience against cyber
threats and hardware failures. The log captures real-time events where the system detects
DoS, DDoS, and Port scanning attacks, dynamically applying mitigation policies. Addi-
tionally, it highlights hardware anomaly detection, where SecuEdge-DRL identifies CPU
overheating and memory pressure, triggering preventive cooling mechanisms and dynamic
load redistribution to maintain stability. To enhance clarity and emphasize critical events,
the log is color-coded, where warnings, alerts, and critical failures are distinctly highlighted,
ensuring that security responses and hardware resilience actions are easily identifiable. The
final entries confirm that adaptive measures restore regular operation, ensuring long-term
reliability in resource-constrained edge gateways.

2025-01-28 08:00:05 - INFO: System State: NORMAL OPERATION
2025-01-28 08:00:05 - INFO: CPU Usage: 35.2%, CPU Load: 38.1%, Energy: 2.3J

2025-01-28 14:15:30 - WARNING: DoS Hulk Detected – High Packet Volume
2025-01-28 14:15:30 - INFO: CPU Usage: 38.5%, CPU Load: 35.3%, Energy: 2.6J
2025-01-28 14:15:30 - POLICY: Rate Limiting Enabled

2025-01-28 15:45:18 - WARNING: DoS Golden Eyes Attack Detected – Anomalous HTTP
Requests
2025-01-28 15:45:18 - INFO: CPU Usage: 38.1%, CPU Load: 33.5%, Energy: 2.6J
2025-01-28 15:45:18 - POLICY: Filtering Suspicious Packets

2025-01-28 16:10:52 - CRITICAL: DDoS Attack Confirmed – High CPU Overload
2025-01-28 16:10:52 - INFO: CPU Usage: 50.8%, CPU Load: 46.5%, Energy: 2.6J
2025-01-28 16:10:52 - POLICY: Adaptive Filtering & IP Blacklisting Activated

2025-01-28 17:00:45 - ALERT: Edge Node Overheating Detected – Preventive Cooling Applied
2025-01-28 17:00:45 - INFO: CPU Temperature: 85°C (Critical Threshold Approaching)
2025-01-28 17:00:45 - POLICY: Cooling System Activated, Dynamic Load Redistribution

2025-01-28 18:22:33 - ALERT: Port Scan Activity Detected – Rapid Connection Attempts
2025-01-28 18:22:33 - INFO: CPU Usage: 36.4%, CPU Load: 36.2%, Energy: 2.5J
2025-01-28 18:22:33 - POLICY: Blocking Malicious IPs

2025-01-28 19:15:10 - WARNING: High Memory Pressure – System Optimization Required
2025-01-28 19:15:10 - INFO: Available Memory: 9.5% (Threshold Alert)
2025-01-28 19:15:10 - POLICY: Process Cleanup and Memory Reallocation Initiated

2025-01-28 20:30:21 - SUCCESS: Adaptive Measures Implemented – System Stabilizing
2025-01-28 20:30:21 - INFO: CPU Usage: 38.1%, CPU Load: 37.4%, Energy: 2.4J

2025-01-29 06:00:55 - SUCCESS: System Fully Recovered – Normal Operation Restored
2025-01-29 06:00:55 - INFO: CPU Usage: 35.0%, CPU Load: 38.0%, Energy: 2.3J

Figure B.1 Compact Real-Time System Log of SecuEdge-DRL Cybersecurity System
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