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RESUME

L’émergence de la technologie de communication sans fil 5G a marqué le début d’une nouvelle
ere d’innovation dans les télécommunications, exigeant des réseaux plus rapides et plus fiables.
La réalisation de tels réseaux nécessite la mise en ceuvre d’architectures réseau innovantes et

plus flexibles.

L’interface commune publique radio améliorée (eCPRI) est une interface standardisée pour les
réseaux d’acces radio ouverts (O-RAN). Elle joue un role crucial répondant aux nouvelles exi-
gences de la 5G en prenant en charge les technologies de télécommunications fronthaul réseau
modernes et en standardisant les protocoles fronthaul réseau, ce qui favorise la coopération

inter-fournisseurs.

Le langage de programmation P4 est un outil puissant pour la réalisation d’architectures
réseau flexibles. Ce langage de domaine spécifique (DSL) décrit le comportement de transfert
de paquets dans les dispositifs réseau de plan de données tels que les commutateurs et les

routeurs.

Ce travail explore I'application de P4 dans la mise en ceuvre d’un pipeline de traitement
de paquets eCPRI robuste et adaptable. Nous présentons des fonctionnalités complexes de
traitement de paquets, notamment la concaténation, la déconcaténation et la synchronisation
d’horloge. De plus, nous étudions les capacités et les limitations de P4 dans la mise en ceuvre

de fonctions de traitement de paquets complexes.

Etant donné ’évolution d’eCPRI et son potentiel d’amélioration future, une approche P4
flexible est essentielle. Pour notre application, P4 offre une modularité limitée. Pour relever
ce défi, nous proposons un pipeline P4 modulaire intégrant un préprocesseur personnalisé
pour permettre de futures extensions et la personnalisation de notre conception, ainsi que

d’assurer sa compatibilité future.

Notre pipeline P4 integre un module de synchronisation conforme au protocole de temps de
précision IEEE-1588 (PTP). Pour rendre les commutateurs logiciels existants compatibles
avec ce protocole, nous présentons un nouveau mécanisme de marquage temporel utilisant

des horodatages standard et précis.

En utilisant notre implémentation d’un mécanisme de marquage temporel nouveau et plus
précis pour le PTP-1588, nous avons réduit l'erreur de synchronisation de 24 000 microsec-

ondes a 60 microsecondes (amélioration de 99,75 %).

Pour tester rigoureusement la fonctionnalité de notre unité de traitement de paquets eCPRI,
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nous avons effectué des simulations approfondies a I'aide de commutateurs logiciels P4. Nous
avons corrigé les limitations des commutateurs logiciels existants en apportant les modifica-
tions nécessaires pour permettre des tests précis des protocoles réseau sensibles au temps,
tels que le PTP-1588.

Nous présentons également de nouveaux outils pour tester les protocoles réseau sensibles au
temps sur les commutateurs P4, permettant aux chercheurs d’étudier les effets des erreurs

d’horloge sur I'exécution des protocoles réseau sensibles au temps.

Grace a nos recherches, nous avons acquis une connaissance approfondie des forces et des
faiblesses de P4 pour le traitement complexe des paquets. Nos résultats contribuent a
I’exploration continue des architectures de réseau programmables et de leur potentiel a révo-
lutionner 'industrie des télécommunications. En étendant les capacités des commutateurs
logiciels P4 existants, nous fournissons une plate-forme précieuse aux chercheurs pour ef-
fectuer des tests plus précis et complets des protocoles réseau sensibles au temps. Cela per-
met d’évaluer 'impact des erreurs d’horloge sur les performances du réseau et de développer

des de réseau plus robustes et résilients.



vii

ABSTRACT

The emergence of 5G wireless telecommunication technology has ushered in a new era of
innovation in telecommunications. This demand for faster and more reliable network com-
munications requires realizing more innovative and flexible network architectures. Enhanced
Common Public Radio Interface (eCPRI), a standardized interface for Open Radio Access
Networks (O-RANSs), plays a crucial role in addressing these new demands by supporting
modern network fronthaul telecommunications technologies and standardizing network fron-
thaul protocols, which fosters inter-vendor cooperation. Programming Protocol-Independent
Packet Processors (P4) is a powerful tool for realizing flexible network architectures. This
Domain-Specific Language (DSL) describes packet forwarding behavior in data-plane network

devices such as switches and routers.

This work explores the application of P4 in implementing a robust and adaptable eCPRI
packet processing pipeline. We present complex packet processing functionalities, including
concatenation, de-concatenation, and clock synchronization. Furthermore, we investigate

P4’s capabilities and limitations in implementing complex packet processing functions.

Given the evolving nature of eCPRI and its potential for future improvements, a flexible P4-
based approach is essential. For our application, P4 offers limited modularity. To address this
challenge, we propose a modular P4 pipeline, incorporating a custom preprocessor to enable
future extensions and customization of our design and ensure its forward compatibility. Our
modular implementation reduces the number of lines of P4 code necessary for supporting

future eCPRI message types.

Our proposed P4 pipeline incorporates a synchronization module adhering to the IEEE-1588
Precision Time Protocol (PTP). To make existing software switches compatible with such
protocol, we present a new mechanism for timestamping using standard and precise times-
tamps. Using our implementation of the new and more precise time-stamping mechanism for
the PTP-1588, we reduced synchronization error from 24,000 microseconds to 60 microsec-

onds (99.75% improvement).

To rigorously test the functionality of our eCPRI packet processing unit, we conduct exten-
sive simulations using P4 software switches. We address the limitations of existing software
switches by making necessary modifications to enable accurate testing of time-sensitive net-
work protocols, such as PTP-1588. We also present new tools for testing time-sensitive
protocols on P4 switches, which allow researchers to study the effects of clock error on the

execution of time-sensitive network protocols.
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Through our research, we gain valuable knowledge of P4’s strengths and limitations for com-
plex packet processing. Our findings contribute to the ongoing exploration of programmable
network architectures and their potential to revolutionize the telecommunications industry.
By extending the capabilities of existing P4 software switches, we provide a valuable platform
for researchers to conduct more precise and comprehensive testing of time-sensitive network
protocols. This enables the evaluation of the impact of clock errors on network performance

and the development of more robust and resilient network designs.
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CHAPTER 1 INTRODUCTION

The proliferation of data-intensive applications, such as video streaming, virtual reality, and
cloud computing, has increased the demand for higher bandwidth communications. As users
expect to access and transmit large amounts of data seamlessly, network infrastructure must

evolve to accommodate these growing requirements.

The rapid evolution of network technologies has necessitated innovative approaches to de-
signing, implementing, and managing network infrastructure. Traditional hardware-based
networking solutions, while reliable, often lack the flexibility and programmability required

to adapt to emerging network paradigms.

1.1 Project overview

This project explores the potential of Programming Protocol-independent Packet Processors
(P4) [1,2], a domain-specific language (DSL) for designing network devices, to bridge the gap
between hardware and software, enabling greater customization and control over network
behavior. Specifically, we utilize P4 to design and implement novel and modular packet
processing pipelines for enhanced Common Public Radio Interface (eCPRI) [3]. P4’s ability
to describe and control network behavior at a granular level makes it well-suited for creating
highly customized and efficient network devices. We created an enhanced and more flexible
eCPRI packet processing P4 pipeline by taking inspiration from an existing Intel eCPRI 1P

core [4],

Using P4 to implement a packet processing pipeline instead of a proprietary circuit IP of-
fers numerous benefits, such as increased flexibility and customization. While P4 excels
at packet forwarding, it is not designed for packet manipulation or storage. Our eCPRI
packet processing unit has complex functionalities for packet conversion and storage. Above
standard network packet conversion, our pipeline can perform packet concatenation, packet
de-concatenation and clock synchronization. This provides an ideal testbed for exploring the
boundaries of P4’s capabilities. By attempting to create such a pipeline using P4, we not
only aim to develop a valuable network component but also gain valuable insights into P4’s

strengths and weaknesses.

As we will discuss in the next chapters, eCPRI is a new protocol with room for extension
and customization. This necessitates a modular design that can be extended to support

new eCPRI message types and custom functions for them. We used macro preprocessors to



incorporate modularity into our design and future-proof our implementation.

To facilitate comprehensive testing of our P4-based unit in a controlled environment, we
modified existing software switches to enable extensive logic verification. We added tools for

simulating clock errors in these switches.

This chapter will introduce fundamental concepts, protocols, and design principles that lay
the groundwork for our work and provide in-depth discussions in the following chapters. In
the next chapters, we will discuss the related research, the proposed eCPRI pipeline, the
incorporation of modularity into our design, and our contribution to the existing software

switches.

1.2 Evolving design of fronthaul networks and network equipment

The evolution of network fronthaul technologies has been crucial to mobile network develop-
ment, especially with the transition from 4G to 5G. Fronthaul refers to the communication
link between the baseband units (BBUs) and the remote radio heads (RRHs) or antennas
in cellular networks. As network demands have increased, particularly with the rise of 5G,
fronthaul technologies have had to evolve to support higher bandwidths, improved efficiency,
and greater flexibility. This section outlines the progression from legacy proprietary inter-
faces to the standardized Common Public Radio Interface (CPRI), and finally to Enhanced
CPRI (eCPRI), designed to meet the challenges of modern 5G deployments.

1.2.1 Legacy fronthaul architectures

Before the introduction of CPRI in 2003 [5], mobile network fronthaul architectures were
largely proprietary, with each equipment vendor using custom-designed interfaces. These
proprietary interfaces lacked interoperability, creating challenges for network operators wish-
ing to integrate equipment from different vendors. Some early systems also used analog radio
frequency (RF) transport through coaxial cables, which was susceptible to signal degrada-
tion, particularly at higher frequencies. As shown in 1.1, these systems relied on cell-site
cabinets housing baseband and radio unit exclusive to each tower in a traditional Radio
Access Network (RAN), also known as Distributed Radio Access Network (D-RAN).

This infrastructure-heavy approach led to high operational costs and scalability limitations,
hindering the deployment of advanced mobile network technologies. These limitations high-
lighted the need for a more standardized and efficient approach to fronthaul, setting the stage
for the development of CPRI.
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Figure 1.1 Legacy fronthaul network (D-RAN) connecting antenna to radio and baseband
units placed near an antenna tower.

1.2.2 Common Public Radio Interface (CPRI)

To address the limitations of legacy architectures, the CPRI interface was introduced as a
standardized solution for the fronthaul link. It was designed to create a standard interface
specification that would enable the digital transport of RF signals over optical fiber, improv-
ing both signal quality and distance capabilities. Using fiber-optic cables allows the BBU be
located several tens of kilometers from the antenna site [6]. By replacing traditional cable
connections with fiber-optic cables, CPRI enabled RRH deployments, reducing infrastruc-
ture costs and simplifying network management. It also created a Centralized Radio Access

Network (C-RAN) and introduced a new network segment called fronthaul [7].

This transition to a more flexible and efficient architecture marked a significant improvement
in fronthaul architecture and paved the way for developing more advanced cellular networks,

including 5G.

Although CPRI aimed to foster interoperability between equipment from different vendors,
full compatibility was not always achieved in practice [8]; however, CPRI’s ability to support
new radio technologies and network architectures made it a significant step toward that
goal. Nevertheless, with the advent of 5G, CPRI’s limitations—such as its high bandwidth

requirements, utilization of fixed frame structure [9], and lack of scalability became apparent
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Figure 1.2 CPRI connecting baseband unit and radio unit in a C-RAN architecture.

[7], necessitating further innovations in fronthaul technologies.

1.2.3 Enhanced Common Public Radio Interface (eCPRI)

To address the challenges posed by 5G networks, eCPRI was introduced in 2017 as an evo-
lution of the CPRI standard [9] intended for future O-RAN (Open Radio Access Network).
Unlike CPRI, which used time-division multiplexing, eCPRI adopted a packet-based trans-
port system (Ethernet/IP) [3], significantly improving efficiency. This new approach allowed
better network planning and resource utilization. Moreover, eCPRI is more flexible than
CPRI, allowing for dynamic resource allocation and a wider range of functional splits be-
tween the BBU and RU [6]. Additionally, with the emergence of O-RAN (Open Radio Access
Network) standards, multi-vendor interoperability became possible, further driving innova-

tion and reducing costs in deploying 5G networks.

Figure 1.3 displays the application of a eCPRI interface in fronthaul of a O-RAN. In a com-
mon version of these architecture, each tower is connected to a network of Distributed Units
(DUs) and a Centralized Unit (CU), instead of a single exclusive one BBU. These units are

connected using midhaul network. Implementing such architecture improves resource utiliza-



tion and efficiency. Moreover, since the eCPRI is an open standard, each node or interface
in this architecture can be manufactured and operated by a different entity. Expanding such
architecture is much easier than older generations since DU units added for each tower will
contribute to the throughput of larger O-RAN.

i

- Antenna with
.4 . | Integrated Radio Unit (RU)
&
N
Open Fronthaul
eCPRI Interface over Distributed Unit
Optical Fiber Cable (DU)
AN . .
| | Centralized Unit (CU)
7 Midhaul
'Midhaul Backhaul
DU Core Network
L Midhaul
J ¢

Figure 1.3 eCPRI connecting radio units to open network of distributed and centralized units
in an O-RAN architecture.

Alongside eCPRI, the Next Generation Fronthaul Interface (NGFI) [10] from the IEEE 1914

working group is another standard for encapsulating fronthaul traffic inside Ethernet frames.

1.3 P4 language

P4 [1,2] is a domain-specific programming language designed explicitly for expressing the
behavior of network devices, such as switches and routers [11]. It offers a high-level abstrac-
tion for designing packet processing pipelines, allowing network engineers and researchers
to define custom forwarding logic without delving into the complexities of hardware-specific

programming languages.

P4 models the packet processing pipeline at its core as a series of stages, including ingress,
parser, control plane, deparser, and egress. Each stage can perform specific operations on the
packet, such as matching against headers, modifying fields, and making forwarding decisions.

A key concept in P4 is the match-action paradigm, where packets are matched against a



set of rules, and corresponding actions are taken. This enables flexible and efficient packet
processing. Even though P4 is primarily a language for describing forwarding behavior, it is
flexible enough to describe packet conversion. Removing and adding headers are the primary
tools that P4 provides us for this task.

Its high level of abstraction makes a flexible design choice. P4 enables rapid prototyping and
experimentation with different network protocols and algorithms, facilitating innovation and
customization. Designers can implement and verify the design in a software environment
before final hardware implementation and avoid costly mistakes. Moreover, P4 hardware
switches can be the most efficient candidates for networks with fast-evolving requirements

and protocols, such as radio access networks in 5G telecommunications.

One of P4’s significant advantages is its hardware independence and portability. P4-based
designs can be easily adapted to different hardware platforms, reducing the time and cost

associated with porting network applications.

Moreover, P4 is extensible, allowing for the creation of custom data plane operations and
control plane interfaces using extern objects. These externs can be implemented using other
programming languages or hardware description languages. This enables network engineers

to develop tailored solutions for specific use cases that are not easy to implement using P4.

P4 has gained significant traction in the networking community and is used in research and
commercial projects. Its ability to provide a flexible and powerful way to program network

devices has made it a valuable tool for network engineers and researchers.

1.3.1 P4 limitations and externs as a solution for them

P4 is designed to be a relatively minimalist language, focusing on essential constructs for
packet processing. While P4 has a core language of fewer than 40 keywords, it can be
extended with externs to access advanced networking functionalities not directly supported
by the core language. Externs allow P4 programs to interact with external components or
systems, such as hardware accelerators, control planes, or other entities. This enables P4 to
leverage the capabilities of these external components and create more complex and powerful
network devices. By offloading complex operations or functionalities to external components,
externs enable the creation of implementations that would be difficult or inefficient to achieve
solely within the P4 language. This flexibility allows P4 to be used for a broader range of

network applications and to tackle more challenging tasks.

For example, while P4 is efficient at manipulating packet headers and controlling forwarding

behavior, it may not be as well-suited for tasks like checksum calculation, encryption, packet



concatenation, and de-concatenation. In such cases, externs can be used to offload these com-
putationally intensive operations to external hardware or software implementations. Externs
can be defined as functions or objects and implemented in various programming or hardware

description languages.

By utilizing externs, P4 programs can benefit from the efficiency and specialized capabilities
of external components, while maintaining a lean and focused core language. This modular

approach allows for greater flexibility and customization in network device design.

Moreover, Externs in P4 are constructs for extending the language with architecture-specific
functionalities implemented outside the P4 program for specific P4 hardware. For example,
some specific hardware platforms for P4 language pipelines might provide their own functions,
such as checksums or memory units. These functions can be accessed by using externs

provided by the manufacturer.

Externs can be functions or objects with methods, similar to classes in object-oriented pro-
gramming. These externs can be implemented in software environment using programming
languages such as C++ in a software scenario. On the other hand, they can be implemented
in hardware using hardware description languages. Moreover, high-level synthesis can imple-

ment externs and hardware environments directly from programming languages like C++-.

Externs also interface the P4 pipeline and underlying hardware or software implementations.
This interface can be used to control the P4 pipeline from other hardware sections or directly
connect two parallel P4 pipelines together. Common functionalities can be reused across

different P4 programs.

1.4 Software switches and their role in verification of P4 pipelines

Errors can occur during the design phase of a packet processing pipeline, causing issues such
as packet loss or the creation of malformed packets in the final implementation. These errors
can be overlooked if they occur only in specific scenarios and in response to specific inputs.

Comprehensive testing is crucial to prevent such issues.

Software switches play a crucial role in developing and verifying a packet processing pipeline.
Even if the final platform of a designed packet processing pipeline is hardware, designers first
need to test the logic functionality of their pipeline in a software environment. By doing
so, they can streamline the design process and prevent the lengthy and expensive debugging

operation of their hardware implementations.

The simple switch behavioral model, known as simple switch, is a crucial component of

the P4 programming ecosystem. Developed as part of the BMv2 (Behavioral Model version



2) [12] framework by P4 org [11], it is a software implementation of a network switch that acts
as a reference target for P4 programs. This model allows developers to compile and run their
P4 code on a software switch, providing a flexible and accessible platform for development

and testing before deploying to hardware.

Traffic

—> Parser —»
Manager

T—) Deparser —>

! !

! !

Ingress Match Action / Egress Match Action /
Checksum Verification Checksum Update

Figure 1.4 Schematic of V1 model

Simple_switch implements the V1Model architecture, which closely aligns with the abstract
switch model described in the P4 specification. This architecture consists of seven pro-
grammable components: a parser, a checksum verification control block, ingress and egress
match-action processing control blocks, a checksum update control block, a deparser, and a
traffic manager. This structure enables P4 developers to define complex packet processing
behaviors within a familiar and standardized framework. Figure 1.4 displays a schematic of
this model combining checksum units and match-action processing control blocks. P4 pro-
grams written for this model can be compiled into a JSON file using the P4C [13] compiler,
which is then used to configure the BMv2 software switch. This workflow facilitates rapid
prototyping and testing of P4 programs in a software environment, making it an invaluable

tool for P4 developers.

1.5 Synchronization requirements of fronthaul networks

Synchronization is a cornerstone of digital communication networks, ensuring the integrity
and continuity of data transmission. Accurate clock synchronization is essential to prevent
errors and information loss [14]. By aligning clocks across the network, we can maintain

consistent timing relationships, enabling devices to interpret and process data correctly.

In particular, precise time synchronization is even more crucial in modern cellular technologies
like 4G and 5G. Base stations and backhaul equipment must maintain accurate timing in
these networks to enable coordinated transmissions and prevent interference [15]. This is
particularly critical in techniques like Multiple-Input Multiple-Output (MIMO), where signals
from multiple antennas or base stations must arrive in phase for optimal performance. If time

synchronization is not maintained, these signals can become misaligned, leading to destructive



interference, degraded data throughput, and potential service disruptions.

One example of these new technologies with strict synchronization requirements is Carrier
Aggregation (CA), a technique used in wireless communication to increase the data rate per
user. It involves assigning multiple frequency blocks (subcarriers) to the same user, effectively
increasing the bandwidth available for data transmission. Inaccurate synchronization disrupts
the orthogonality of subcarriers, leading to Inter-Carrier-Interference (ICI) and a significant

decline in system performance [16].

In large-scale deployments like C-RANs, where multiple RUs are coordinated by centralized
BBUs, lack of synchronization can cause instability across the entire network [17]. Tasks
like frame alignment and coordination of transmission timing between multiple RUs become
difficult, resulting in performance degradation, increased packet loss, and inefficient spectrum
usage. Without proper synchronization, the network may fail to smoothly transfer ongoing
calls or data sessions from one cell to another, leading to dropped calls and interrupted
data services [18]. This will be especially problematic in dense urban environments where

handovers occur frequently as users move between small cells while walking or driving.

Coordinated Multi-Point (CoMP), a candidate technology for 5G, is another cellular net-
work technology that improves performance by coordinating the transmission and reception
of data from multiple base stations [19]. This approach allows for more efficient use of
network resources and can enhance coverage, capacity, and user experience. Precise cell syn-
chronization is crucial to prevent interference between downlink and uplink transmissions
and between simultaneous transmissions with multiple RUs. By ensuring that downlink and
uplink timeslots do not overlap, synchronization eliminates a significant source of interference

and improves overall network performance.

Moreover, fifth-generation mobile networks provide a wide range of location-based services,
such as location-based data streaming [20]. Precise positioning techniques for advanced
location-based services in 5G networks have been developed. Many of these techniques rely
on the cooperation between Access Points (APs) and Mobile Users (MUs). By leveraging
the capabilities of APs and MU devices, these positioning methods can provide accurate
location information for various applications [21]. Network and application layer services can
access location data from a cloud-based location database. This enables the development
of intelligent location-based data access streaming services. These cooperative positioning
techniques in 5G networks require precise synchronization between APs and Mobile Users
MUs. [17,22]
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Contributions

During this project we:

1.7

. Proposed a complete eCPRI over Ethernet packet conversion unit implemented using

P4 language. Our P4 pipeline comprises many advanced subsystems such as payload ex-
traction, concatenation, de-concatenation, and PTP-1588 synchronization units. This
proposed unit will perform only on the data plane and will be totally independent from

the control plane.

. Incorporated a novel modularity approach to our design, ensuring forward compatibility

and extensibility.

Studied different approaches to packet concatenation, a vital network functionality, and

acknowledged opportunities and disadvantages of each approach.

Studied P4 language shortcomings in area of payload extraction and processing

. Extended existing "simple_switch" in BMv2 [12] environment to support Unix type

precise timestamps used in our PTP-1588 implementation.

. Added tools to BMv2 for testing and analyzing clock difference between two switches

in software environment.

Found and fixed several software bugs in BMv2.

Work outline

This work is a dissertation by article and the remaining of it is organized as follows:

Chapter 2 presents the state of the art and theoretical background of our project.

In chapter 3, we will present the addition of standard timestamps to a standard software

switch, fix its bugs, and extend it with advanced testing tools.

Chapter 4 is an article in which we discuss the details of implementing an eCPRI over

Ethernet conversion unit using the P4 language and explain the implementation details of

each packet processing subsystem. We also discuss the details of our modularity framework.
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CHAPTER 2 LITERATURE REVIEW

This literature review chapter comprehensively overviews existing network packet processing
technologies research. It focuses mainly on the subsystems we implemented for our eCPRI
Packet processing pipeline and the role of the P4 language in implementing them. By exam-
ining the relevant research, we aim to establish the context for our research and identify the
knowledge gaps our work seeks to address. This literature review will serve as a foundation

for understanding this field’s current state and our research’s potential contributions.

Despite the importance of programmable switches and P4 language, there is a notable dearth
of research specifically addressing substituting hardwired systems with P4 code. While some
work has implemented eCPRI processing units [4,23-26], no study has approached this chal-
lenge using P4. This can be attributed to the relatively recent emergence of P4 as a program-
ming language and its ongoing evolution. The same issue applies to the subsystems necessary
for the realization of our proposed P4 pipeline, and many of the subsystems implemented in

our proposed pipeline are not implemented using conventional P4 methods.

Some research has approached the issue of variable-length packet payload extraction in
P4 [27-31]. Most of these implementations have applications in deep packet inspection.
Some other works experimented with the concept of payload feature extraction with similar
applications. Time synchronization was implemented using P4 [32] but not in BMv2 soft-
ware switch. Some research was conducted on P4 language modularity [33] or reduction of its
voluminosity [34]. Most research on the issue of modularity aims to add completely different
and independent packet processing algorithms to an existing pipeline. In this work, how-
ever, we aim to achieve modularity for different data and header types rather than different

algorithms.

2.1 Precision Time Protocol (PTP) background

The Precision Time Protocol (PTP), specified under the IEEE-1588 standard [35], is a proto-
col designed for clock synchronization and one-way delay measurement throughout computer
Local Area Networks (LANSs), where it can provide synchronization with sub-microsecond

accuracy.

PTP-1588 messages can be carried in Ethernet frames in the network’s data link layer. The
EtherType field value of "0x88F7" is assigned to the precision time protocol over IEEE 802.3
Ethernet [35].
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2.1.1 PTP exchange and timestamp requirements

PTP-1588 calculates clock offsets by measuring timestamps at primary and subordinate

clocks.
P4 Switch P4 Switch
(Primary Clock) (Subordinate Clock)
T1: Egress Timestamp Sync
Payload: T1

T2: Ingress Timestamp

Delay_Request
No payload

T3: Egress Timestamp

T4: Ingress Timestamp

Delay_Response
Payload: T4

Figure 2.1 3-messages PTP-1588 Exchange

To do so, ingress and egress timestamps from the primary clock and two similar timestamps
from the subordinate clock are needed. The primary clock is assumed to be highly accurate,
and subordinate clocks adjust their time by measuring and compensating for the time dif-
ference relative to the primary clock. As shown in figures 2.1 and 2.2, the four necessary
timestamps can be exchanged using either a 3-message or a 4-message PTP exchange. After
complete packet processing, the 3-message exchange is suitable for switches that can add
timestamps to PTP messages. Otherwise, the egress timestamp has to be recorded and sent
to the subordinate switch using a follow-up message. 3-message exchange reduces network

traffic, and if it is implemented in P4 no cloning operation will be required.
By utilizing simple calculations involving timestamp measurements, the clock offset between

two switches can be determined:

T2 —T1 = delaysi_~g2 + clock_offset.

(2.1)
T4 — T3 = delayss_~s1 — clock_offset.

This protocol works best in networks with stable and symmetrical delays between the primary
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P4 Switch P4 Switch
(Primary Clock) (Subordinate Clock)
T1: Egress Timestamp Sync
No payload

Follow_Up

Payload: T1 T2: Ingress Timestamp

Delay_Request

:E i
No payload T3: Egress Timestamp

T4: Ingress Timestamp

Delay_Response
Payload: T4

Figure 2.2 4-message PTP-1588 Exchange

and subordinate clocks. Assuming the delay between the two switches is symmetrical, we

can derive equation (2.2) from equation (2.1).

(T2 — T1) — (T4 — T3)
2

= clock offset. (2.2)

PTP-1588 uses 80-bit timestamp fields, where the 64 least significant bits are the actual
timestamp. These 64 bits are divided into two equal sections, where half represent seconds
and the other measures fractions of a second in nanoseconds [36]. These timestamps should
also measure time in seconds since the Unix Epoch (starting January 1, 1970, at 00:00:00

UTC). Implementing PTP-1588 on any system requires access to such standard timestamps.

2.2 Non-P4 implementations of eCPRI over Ethernet packet processing units

While efforts have been made to implement eCPRI over Ethernet, limited exploration has
been made into leveraging P4 to achieve this. In this section, we will review some of these

non-P4 approaches.
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2.2.1 Intel eCPRI IP core

We took inspiration from the block diagram of Intel IP core [4]. This versatile unit incorpo-
rates a suite of subsystems for packet processing, including classification, header manipula-
tion, and advanced concatenation/de-concatenation capabilities. The Intel FPGA IP core,
which adheres to the eCPRI specification version 2.0, is intended to be paired with custom
client logic within FPGA-based smart-NICs. The client logic generates raw messages, which
the Intel IP core processes to create Ethernet frames containing eCPRI packets. The Intel
IP core also handles packet concatenation and de-concatenation for specific eCPRI message
types. The client logic attached to this IP transmits the main message, such as IQ)_data, the
main payload of eCPRI message type 0, through the primary input channel. In contrast, the
eCPRI message type number and header field values, such as pc_id and seq_ id, are conveyed
via sideband signals. Moreover, Intel IP will use values in control and status registers (CSR)
to populate Ethernet header fields. The client logic also controls this register. Moreover,
these streams will go through the eCPRI IWF 0 unit, facilitating Intel IP’s backward com-
patibility with older CPRI protocols. If the option is enabled, Intel IP will concatenate the
data.

By converting Ethernet frames containing eCPRI messages into parallel data streams, the
Intel eCPRI IP core creates eCPRI interfaces in FPGA-based 5G fronthaul network designs.
These eCPRI interfaces connect eCPRI radio equipment control (eREC) to eCPRI radio

equipment (eRE) via a fronthaul transport network.

In addition to Intel’s proprietary eCPRI FPGA IP core [4], other alternative hardware im-

plementations of eCPRI packet processing units have not relied on P4.

2.2.2 Using network IP cores for hardware implementation

Another study [24] utilized an Ethernet FPGA IP core to implement an eCPRI over an Eth-
ernet processing unit. The study used FUSION IP cores to achieve low latency for both CPRI
and eCPRI fronthaul traffic. This implementation offers a more adaptable solution using a
general-purpose Ethernet IP core than Intel’s IP core. The solution delivers a complete Eth-
ernet fronthaul ecosystem, with all components required to implement the transport network
for advanced 5G telecommunications applications such as eCPRI framer and deframer. The
final hardware implementation of this work achieves an end-to-end maximum delay of 142

up to 721 nanoseconds.

While approaches in [4,24] offer hardware-accelerated solutions, they rely on proprietary IP

cores. In contrast, P4, as an open-source language, provides a more flexible and adaptable
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approach to network programmability, enabling easier customization and evolution as eCPRI

standards advance.

2.2.3 Implementing eCPRI processing unit using application-specific integrated

circuit

In a different hardware implementation of eCPRI on Ethernet [25,26], the researchers im-
plemented an Application-Specific Integrated Circuit (ASIC) supporting eCPRI for 5G/LTE
hybrid networks. They demonstrated the performance of their 16 nm Complementary Metal-
Oxide-Semiconductor(CMOS) ASIC design over 20km of optical fiber, achieving 200Gb/s and

400Gb/s transmission rates.

Although such a design is a very efficient implementation, the ever-changing nature of the next
generation of fronthaul networks will soon require a more flexible design. Such a design might
fail to attract network vendors, as modern telecommunications networks’ eCPRI protocol and

O-RAN are evolving. The P4 language can provide a more future-proof solution.

2.2.4 Hardware-software implementation of eCPRI processing unit

One study [23] implemented an eCPRI packet processing module using a Zynq FPGA board,
integrated with a PetaLinux-based Linux distribution. Petal.inux [37] is a software develop-
ment kit for embedded Linux systems running on AMD (former Xilinx) devices. It provides
an environment for building and deploying Linux images on AMD System on Chips (SoCs)
and Field Programmable Gate Arrays (FPGAs). It also utilizes two IP cores, an Encapsula-
tor IP that generates Ethernet frames by adding headers to the received data, and a parser
IP for categorizing Ethernet frames. This implementation offers better flexibility, but the
traffic rate is limited to 10Gb/s. Using proprietary and fixed IPs is another issue in this

implementation.

2.3 P4 utilized for general processing of eCPRI packets

No work has used P4 for eCPRI over Ethernet conversion, but it was used for the general

forwarding of eCPRI packets.

One work [38], proposes a novel fronthaul slicing architecture to improve the efficiency and
flexibility of 5G networks using P4 language. Network slicing divides a network into multiple
logical networks, each with their own set of resources and Quality of service parameters. By

slicing the fronthaul, network operators can allocate resources to different services based on
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their requirements, improving network efficiency and reducing costs. Researchers in the work
mentioned above used P4 language to implement a packet categorization switch on an Intel
Tofino-based switch.

Their proposed P4 pipeline detects the type of packet, whether intended for radio equipment
or for radio equipment control, and will forward the packet to the correct destination. Their
implementation was able to update routing information entirely in the data plane with low

latency (0.5 us - 2 ps) with no extra information needed from the control plane.

Another work [39] explored network slicing using P4 and implemented it on P4-NetFPGA
framework. The proposed work has been validated in an actual 5G infrastructure. This
uses data such as 5G user source/destination IPs, 5G user source/destination ports, and
Differentiated Services Code Point (DSCP) to reroute the 5G network packets. DSCP is a
mechanism for classifying network traffic that ensures Quality of Service (QoS). The work

was validated in real 5G infrastructure.

These studies display P4’s capability in describing and creating pipelines fast and efficiently

enough for use in the next generation of mobile telecommunications.

2.4 Extracting variable-length packet payload

Variable-length packet payload extraction is an essential subsystem for concatenation and
de-concatenation in our proposed P4 pipeline. It is a crucial step in realizing a concatenation
unit. This section reviews works involving variable-length payload or header extraction and

processing.

2.4.1 Total payload extraction

Other works have studied payload extraction, mainly used in deep packet inspection [27-31].
Researchers in these studies tried implementing variable-length packet payload extraction
using constant-length headers and recirculation. They perform repetitive recirculation and
parsing using a constant-size header to extract a specific field inside the packet with a variable
size, such as URLs. The proposed algorithm will repeat this process until the entire URL is
extracted. This technique is widely used for detecting malicious URLs inside a packet as part
of a firewall implemented at the network or transport layer. Figure 2.3 displays a generic
example of a deep packet inspection mechanism using constant-length headers. Finally, the
data is stored in P4 registers for further processing. This system reads and categorizes the

domain names in the data layer without using the control plane [31].
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Header #1
} Data extraction after first packet ingress
Header #2 :|> Data extraction after 1 recirculation
Containing -~
Desired Field -
(Variable Length) :|> Data extraction after (N-1) recirculation
:|~ Data extraction after N recirculation
Payload

Figure 2.3 Schematic of deep packet inspection using consecutive recirculation and constant
size header extraction

Using recirculation for parsing introduces latency proportional to the length of the domain
name. Each recirculation cycle adds additional processing time, potentially impacting the
overall packet processing performance and making the final implementation unsuitable for
use in 5G network fronthaul with strict delay requirements. This technique is implemented
due to limitations in the maximum size of headers in the utilized platforms. The envisioned
target of our eCPRI processing pipeline is an FPGA switch, which also contains logic for
eCPRI raw message generation. Therefore, such a limitation in header size will not be an

issue for the final eCPRI processing unit.

2.4.2 Payload feature extraction

Another option for deep packet inspection is to forgo total payload extraction and only

extract a section of the payload.

One work [40], recognizes the complexity of extracting the entire packet as it is and instead
chooses to follow the other approach. Instead of using inefficient recirculation for extracting
the packet payload, they propose extracting features of the packet in the data plane using
a bloom filter and transferring this information more efficiently to the control plane. In the

control plane, these features are used to train a machine-learning classifier. This trained
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model will be used to detect malicious activity and possible network intrusions.

This study recognizes the value of payload extraction and data processing in the network
data plane. However, it chooses not to perform total packet payload extraction because the
extracted payload data needs to be transferred to the control plane through registers with
two-way access. Such a transfer can result in a severe data rate penalty. This issue will not
apply to our proposed eCPRI conversion unit, as we aim to perform all the operations in the

data plane with no control plane involvement.

2.5 Storing variable-length packet payload

Packet payloads must be stored and combined into larger frames to implement packet con-
catenation. While concatenation is crucial to many protocols and networks, the P4 language

does not offer a straightforward implementation approach.

Limited research, such as [41,42], has addressed the storage of variable-length packet pay-
loads. Most studies focus on small packet sizes with specific applications for the Internet of
Things (IoT) packet aggregation. Implemented on a Tofino chip, a header with a different size
is defined for every possible payload length. Such an approach offers limited expandability,

its P4 code is verbose, and future resulting FPGA implementations will be inefficient.

Researchers in these studies have explored using multiple one-dimensional registers to create
stacks of arrays resembling a large two-dimensional array for packet payload storage. As
discussed in chapter 3, P4’s lack of native support for two-dimensional registers restricts
iteration to one dimension at a time, requiring compile-time-defined values to access elements
in the other dimension. This issue will limit the maximum size and expandability of the
memory. This P4 limitation will only exacerbate the challenges when the unit performs
concatenation of multiple frames of the same type, effectively requiring a 3-dimensional
register array. This makes the approach in [41,42] unsuitable for our case. An external
memory was created using an external object to store the extracted packet payload, creating
an expandable implementation with improved flexibility. Connecting such memory to the P4

pipeline will require careful study of P4 limitations and eCPRI requirements.

2.6 Time synchronization unit

Implementing PTP-1588 in the data plane using P4 is relatively straightforward and has been
done in some research [32]. This work implemented the data plane PTP on a Barefoot Tofino

switch using the P4 programming language. When testing their implementation between two
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hardware switches with four hops between them, they achieved a median synchronization of

19 nanoseconds and a 99th percentile synchronization error of 47 ns.

The availability of high-precision timestamps with the correct format is crucial for successful
PTP implementation. As discussed in chapter 4, the BMv2 [12] software switch suffers from
address format mismatch and lack of precision in timestamps. We added new timestamps,
including an automatic egress timestamp and an option to add simulated clock errors. These
additions allowed us to implement and rigorously test a 3-message PTP in the BMv2 software

environment.

2.7 In-band network telemetry

Another paper [43] presents a novel approach to In-band Network Telemetry (INT) using P4
to program FPGA data planes and using the cycle counter of the FPGA as the clock. The
proposed INT approach leverages the FPGA’s precise clock for accurate timestamping. INT
is a promising approach to network monitoring that embeds telemetry data directly within
network traffic, enabling real-time insights into network performance, quality of service, and

security.

This implementation shares similarities with our proposed PTP-1588 solution, as both in-
volve precise timing measurements and executing calculations on timestamps in P4. This
demonstrates the feasibility of implementing PTP-1588 on FPGAs.

2.8 P4 modularity and extendability

P4 programs often lack modularity and portability, being tightly coupled to specific hard-
ware architectures. Additionally, P4 follows a heterogeneous programming model, meaning
the different parts follow different models. For example, while P4 parsers are finite state

machines, control blocks follow the imperative programming model [33].

) )
> > —>
Control > »| Deparser
> > —>
J J
Linear Pipeline Orchestration Pipeline

Figure 2.4 Linear and orchestration pipelines.
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One work [33] proposed an extended P4-based programming language named P4 that can
be compiled to the generic P4. This approach will allow them to program on a higher
abstraction level with better modularity while using the existing P4 infrastructure, such as

P4C [13], the standard P4 compiler. Their proposed language uses two different pipelines:

1. A linear pipeline with 3 stages: parser, control, and deparser processing packets con-
secutively. This pipeline can produce multiple output for each input packet, but each

packet is processed using the same logic.

2. Another pipeline is called the orchestration pipeline. It combines these three stages
and processes the packet in multiple parallel paths, performing a different function on

copies of the same packet.

The researchers could achieve a degree of modularity by combining two types of pipelines,

as shown in figure 2.4.

Another approach to making P4 more extendable and user-friendly was proposed as a lan-
guage called O4 [34] that, just like previously mentioned work [33], compiles to generic P4.
Researchers in this work implement concepts such as loops for creating repetitive P4 code and
reducing the size of P4 programs. Researchers in this work did not claim to create a modular
P4, but we started our path toward modularity by experimenting with this language. We

will discuss our experiments in chapter 4.
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CHAPTER 3 Enhancing The Existing Software Switch, Enabling Innovative

Solutions

In our research, we initially employed a software switch known as the "simple switch" be-
havioral model [12] to simulate and verify our proposed P4 pipeline. In the next chapter, we
explore the design of our eCPRI conversion unit, and it is mentioned that this unit uses an
enhanced version of BMv2 simple_switch. The present chapter will explore our changes to

the existing simple switch software.

These changes are mostly made to increase the precision of timestamps and enable auto-
matic egress time-stamping, which is necessary for a 3-message PTP-1588 exchange. More-
over, some changes were made to improve the ability of other users to enhance the software
switch. These edits mainly involved changing the old style of the codes to newer libraries
and languages. Different parts of the software switch using C programming were converted
to C++.

Simple_switch has become a widely used architecture for many users due to its similarity
to the abstract switch model and widespread use in Mininet [44] environments for testing
and development. However, there might be differences in behavior between simple switch
and final hardware implementations, particularly regarding timing and performance. While
simple_switch supports many P4 features, some advanced features or hardware-specific op-

timizations may not be available.

Despite these limitations, simple switch remains a crucial tool in the P4 developer’s toolkit.
It provides a means to develop and test P4 programs in a software environment, allowing for

rapid iteration and debugging before moving to hardware implementations.

3.1 The architecture of the BMv2 simple switch

BMv2 [12] uses object-oriented C++ programming to implement multiple software switches.
Figure 3.1 depicts parent classes for three switches in the BMv2 environment. We focus on

the "simple switch", the most commonly used P4 software switch.

3.2 BMyv2 simple switch limitations for implementation of PTP-1588

One of the challenges we faced was the inability to accurately simulate time differences be-

tween switches. This limitation arose because the default timestamping method used within
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Figure 3.1 Simple switch and other software switches within BMv2 environment inherited
from same parent classes.

the simple switch model was based on the elapsed time since the switch’s initialization rather
than standard Unix time. As a solution, we introduced new Unix-based timestamps into the
model, which enabled us to track real-time events more accurately. Furthermore, we imple-
mented a mechanism to intentionally induce timestamp errors in individual switches, allowing
us to simulate and analyze time discrepancies between multiple switches. This enhancement
is particularly valuable for testing and validating the behavior of various synchronization
protocols and other time-sensitive network protocols, ensuring more accurate and realistic

simulations in diverse network scenarios.

3.3 Changes applied to the BMv2 simple switch

Most of the changes we applied to the software switch were intended to increase the precision

of ingress and egress timestamp and adopt their format for use in our proposed PTP-1588. We
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achieved this goal with complete backward, meaning that none of the existing functionalities
or timestamps were removed or changed. Due to the object-oriented design and the lack of
provision for future extensions, we had to change many of the parent classes while preserving

the correct functionality of the other switches in the BMv2 environment.

3.3.1 New timestamps with better accuracy

In the previous section, we discussed the need for enhanced timestamps. Figure 3.2 shows

sections of the code that must be changed to accommodate these new timestamps.
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Figure 3.2 Process of transferring timestamps between the P4 pipeline and other sections of
the simple switch code.

To control the behavior of the automatic egress, two metadata fields were created:

1. automatic_ truncated__egress_ timestamp__enable: A 1-bit field to enable or dis-

able the automatic truncated egress timestamp addition.

2. automatic_ truncated__egress_ timestamp_ offset: A 32-bit field to set the offset

in the packet where the egress timestamp will be injected.

A new '"packet handler" function was created to allow the transfer of timestamps from

"bmi_ port" to the next sections of the program.

We verified the functionality of new timestamps using test benches described in chapter 4

where we present the accuracy measurement results for these timestamps.
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Figure 3.3 Automatic insertion of egress time stamp at the egress thread.

3.3.2 New packet handlers

"packet handler" is a function handler that facilitates the transfer of the packet payload and
corresponding metadata through the simple switch. Creating a new "packet handler" function
required changing many parent classes. The original packet handler is hardwired to receive

only certain variables:

using PacketHandler = std::function<void( int port_num,
const char *buffer,
int len,

void* cookie)>;

The new packet handler accepts a struct as an input, making the maintenance and further

improvements easier:

struct MyMetadata {
long long ingress_timestamp;
inline static char shouldBeUsedAsCookie = O;

static MyMetadata& castCookie(void* cookie) { return *static_cast
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<MyMetadata*>(cookie); }
};

struct PacketInfo {
int port_num;
const char* buffer;
int len;
MyMetadata metadata;
+;

using PacketHandlerWithPacketInfo = std::function<void(const
PacketInfo *packetInfo)>;

3.3.3 New set__packet__handler function

The "set__packet_handler" function is responsible for initializing the "device manager" to use
the "packet__handler" corresponding to the correct software switch. The old "set_ packet__handler"
function passes a cookie void pointer to the "SwitchWContexts" object to access and call its

specific "receive" function in "bmi_ port.c":
ReturnCode set_packet_handler(const PacketHandler &handler, void *cookie);

The new "set_ packet_handler" function uses a lambda to give new "bmi_port.cpp" access

to the specific "receive with metadata' function that is defined in the "simple switch":

ReturnCode set_packet_handler_with_packet_info(const
PacketHandlerWithPacketInfo &handler);

3.3.4 Creating new tests

To ensure backward compatibility, we ensured that after adding all the new functions and
fixing all the errors, the software switch would pass all existing tests. After meeting this goal,

we created tests examining new parts of the code.

The original test for the switch did not use the "bmi_ port’ code. In tests, the "bmi_ port" was

bypassed using a nanomsg-based injector. Since the "bmi_port" was changed, we created a
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libpcap mock that enabled packet injection using the actual BMI code. This approach allowed
us to conduct thorough testing and verification across all nine tests in the "simple switch"
tests suite. We achieved successful test outcomes using this method, replacing the existing

nanomsg-based injector that typically bypasses the BMI code.

Through this testing process, we discovered two significant bugs in the "bmi_ port" module

and one in "dev__mgr bmi.cpp".

3.3.5 Fixing bugs
Bug in bmi_ port__destroy__mgr function

The bmi_port_destroy_mgr function was designed to destroy all active ports managed by
the BMI. However, we discovered that it only removed half of the ports. This issue occurred
because elements were removed from the array while iterating through the indices. This
operation caused the array size to change dynamically during the loop execution, leading to
skipped elements and ultimately leaving specific ports not destroyed. The resolution involved
adjusting the iteration mechanism to handle array modifications correctly, ensuring all ports
were accurately destroyed as intended.

n

Deadlock Issue in "__bmi_ port__interface_ remove" Function

The _bmi_port_interface_remove function demonstrated a critical deadlock issue. The
problem arose when this function performed a write operation on a pipe and waited for a
response via a read while holding the lock port_mgr->lock. Concurrently, the run_select
thread needed to acquire this lock during each iteration of its loop to read from or write
to the pipe. This conflict resulted in a deadlock, where neither process could proceed. The
solution required modifying the locking mechanism to prevent simultaneous access, allowing

both threads to operate without interfering.

Bug in dev__mgr_ bmi.cpp Regarding p_ monitor

The dev_mgr_ bmi.cpp code exhibited a bug similar to a previously encountered issue in-
volving the p_monitor thread. Specifically, the p_monitor was not being stopped at the

correct time, which led to two potential problems:

If p_monitor was not halted in the BmiDevMgrImp() destructor, there was a risk of a pure
virtual function call occurring. This situation could happen when the thread attempted to

execute a method of a derived class after the derived class was destroyed but before the
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base class destruction process was completed. Additionally, the p_monitor needed to be
stopped before destroying port_mgr. Failing to do so created a scenario where the thread
might attempt to access an already destroyed port_mgr, leading to undefined behavior and
potential crashes. The solution involved modifying the order of destruction and ensuring
that p_monitor was properly stopped within the destructor of the BmiDevMgrImp class and

before the port_mgr destruction.

Identifying and resolving these bugs was crucial for ensuring the stability and reliability of
the BMI code. These improvements enhanced the robustness of the packet injection and
handling processes and contributed to a more reliable P4 runtime environment, ensuring

accurate testing and simulation of network packet flows.
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CHAPTER 4 ARTICLE 1: 5G FRONTHAUL IN MODULAR P4: ECPRI
PROTOCOL PROCESSING AND PRECISE BMV2 TIMESTAMPS FOR
PTP-1588

This chapter contains an article with the same title submitted to IEEE Access.
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testing of the eCPRI packet processing pipeline. I conducted in-depth literature reviews, an-
alyzed experimental results, and drafted most of the paper. I also implemented the majority
of the modifications to the BMv2 software switch.
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4.1 Abstract

P4, a domain-specific language (DSL) for programming network devices, offers flexibility
in defining packet processing behaviors. This paper demonstrates the use of P4 to achieve
modular eCPRI protocol processing and enhanced PTP-1588 synchronization, both critical
for 5G fronthaul applications in Open Radio Access Network (O-RAN) environments. By
implementing an eCPRI packet processing unit based on the eCPRI Specification Version 2
and inspired by Intel’s FPGA-based IP, we enable the modular addition of new message types
and custom packet processing functionality in P4. Our approach reduced lines of code per
type by 85% and decreased configuration time by up to 5x compared to traditional methods,
significantly simplifying complexity. Additionally, we introduce precise ingress and automatic

egress timestamps for the BMv2 software switch to improve PTP-1588 accuracy, reducing er-
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ror margins from 24,000 microseconds to 60 microseconds (99.75% improvement) and achiev-
ing sub-microsecond precision. Extensive testing in a Mininet environment validates these
improvements, demonstrating enhanced precision and flexibility in handling time-sensitive
protocols. While this paper focuses on 5G fronthaul applications in O-RAN networks, the
techniques and results presented are equally applicable to other use cases across end-to-end
5G networks and beyond, paving the way for modular, high-precision, and programmable

solutions in future open and interoperable network architectures.

4.2 Introduction

The primary goal of the Programming Protocol-Independent Packet Processors (P4) lan-
guage [1,2] is to enable the programmable declaration of forwarding behavior within network
devices. Beyond this, P4 empowers network devices to handle complex packet processing
tasks traditionally confined to the control plane, creating a Programmable Data Plane (PDP).
By unifying control and data plane functions, P4 simplifies the design process and drives in-

novation in network programmability.

This flexibility stems from P4’s support for fundamental data types, like headers, and core
functions, such as extract and emit, which handle packet parsing and deparsing. Packet
manipulation is primarily enabled by tables and actions—key constructs that allow packets
to be matched, modified, and routed dynamically, with metadata providing supporting infor-
mation during processing. P4 also supports mathematical operations and externs, enabling

the integration of more advanced functionalities beyond its core pipeline.

By implementing packet-processing functionality based on the enhanced Common Public
Radio Interface (eCPRI) specification [3] using the P4 language, we aim to achieve greater
flexibility, efficiency, and control over its packet-handling behavior. P4 allows us to customize
this functionality to specific requirements and optimize data plane performance. Addition-
ally, our approach introduces modular design capabilities in P4, enabling integration with
other network components, fostering interoperability, and expanding potential applications.
Enhancing P4’s flexibility and modularity can increase the functionality’s capabilities, reduce
dependence on proprietary hardware, and improve its overall adaptability and value. This
paper delves into the intricacies of our P4-based implementation of the eCPRI protocol, with
applications in the network fronthaul of the Open Radio Access Network (O-RAN) for 5G [§].

In modern cellular networks, Fronthaul refers to the communication network between base-
band units (BBUs) and remote radio heads (RHs). With the rise of 5G, network require-

ments have increased, pushing fronthaul technologies to evolve toward supporting higher
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bandwidths, improved efficiency, and greater flexibility. The eCPRI protocol, a standardized
protocol in O-RAN, enables these advances by allowing service providers to connect multiple
RHs to a centralized BBU, as shown in figure 4.1. This modular architecture fosters vendor
diversity and promotes competition, which are key goals of the O-RAN initiative. By utiliz-
ing eCPRI, network providers can benefit from a more modular, scalable, and interoperable

architecture.
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Figure 4.1 Multiple Radio Head (RH) units connected to a centralized BaseBand unit (BBU)
using eCPRI links in an Open Radio Access Network (O-RAN).

Guided by Intel’s FPGA architectural blocks [4], as we did not have access to the source code
of this intellectual property (IP) core, we implemented eCPRI packet processing function-
ality in P4 based on the eCPRI specification [3], demonstrating how P4 can unify complex
packet manipulation and standard forwarding tasks within a single framework. Traditional
designs often separate these functions, increasing complexity and potential inefficiencies. Our
P4-based approach integrates these functionalities and leverages modular design principles,

creating a streamlined solution adaptable to diverse networking needs.

This paper begins by examining an Intel IP core that inspired our design [4], followed by a

detailed exploration of our P4 implementation, which includes distinct sections with specific
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functionalities. While creating a conversion unit inspired by Intel’s IP, we encountered several
challenges in adapting certain functionalities to the P4 language, requiring the development of
innovative P4 code to address these issues. The four most challenging modules to implement

were the:

Concatenation (Aggregation) unit

De-concatenation (Deaggregation) unit

Packet sidebands management unit

Synchronization unit

In addition, a macro preprocessor was repurposed to create a modular design interface that
facilitates adding support for new eCPRI message types. To future-proof the protocol, eCPRI
provides empty, vendor-specific message types that allow vendors to define additional func-
tionalities as needed. Consequently, any eCPRI implementation should be flexible enough
to support these future message types without being hardwired to the existing ones. Our
design uses a preprocessor to define header types and necessary functions for each message
type within the P4 code to achieve this flexibility. This approach enhances both the flexibility

and maintainability of our implementation.
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Figure 4.2 eCPRI conversion unit within RRH-to-BBU connection.

Furthermore, the synchronization unit in our implementation detects the clock time difference
between two switches using the IEEE 1588 Precision Time Protocol (PTP) standard [35].

To verify and test this unit, we modified existing P4 software switches, such as BMv2, to
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incorporate two additional timestamp functions with significantly higher precision than the
standard timestamps. These modifications and additional testing capabilities streamline the

verification process for our unit and enhance support for time-sensitive network protocols.

4.3 Related work

Robust packet data extraction and storage mechanisms are required to efficiently concatenate
and process user data packets, especially for handling variable-length payloads. Previous re-
search has explored various approaches to address these challenges in P4, particularly for
applications like deep packet inspection, [oT packet aggregation, and time synchronization.
This section reviews existing work on extracting and storing variable-length payloads, imple-
menting time synchronization with PTP-1588 in P4, and non-P4-based implementations of

eCPRI packet processing units.

4.3.1 Extracting variable-length packet payload

The current P4 specification only supports parsing and deparsing of variable-length packet
headers, and any further processing requires constant-length headers to parse the variable-
length packet payload. Several studies have examined this challenge, particularly for applica-
tions in Deep Packet Inspection [27-31]. These studies explored implementing variable-length
packet payload extraction using fixed-length headers and recirculation. This approach in-
volves repetitive recirculation and parsing with a fixed-length header to extract fields within
the packet that vary in size, such as URLs. The algorithm repeats this process until the
entire target field (e.g., a URL) is extracted. However, this method introduces latency, as
each recirculation cycle adds processing time proportional to the field’s length, potentially

impacting overall packet processing performance.

4.3.2 Storing variable-length packet payload

Few studies [41,42] have addressed the challenge of storing variable-length packet payloads
by supporting only a limited range of packet sizes, particularly payloads that are multiples
of 4 bytes and smaller than 36 bytes, with specific applications in Internet of Things (IoT)
packet aggregation. Due to P4’s limitations, researchers have explored using multiple one-
dimensional registers to create a cluster resembling a two-dimensional array for storing packet
payloads. However, P4’s lack of native support for two-dimensional registers restricts itera-
tion to a single dimension at a time, requiring compile-time-defined values to access elements

in the other dimension. This limitation restricts both the maximum size and expandability
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of memory structures.

In our P4-based eCPRI conversion unit, which may be used in BBUs connected to multiple
RHs, packets must be aggregated into separate frames based on their destination. This
requirement makes the approach in [41,42] unsuitable for our case. To create a more flexible
and scalable implementation, we implemented external memory using an external object to

store the extracted packet payloads.

4.3.3 Time synchronization unit

Our time synchronization unit utilizes the IEEE 1588 Precision Time Protocol (PTP), a
widely adopted standard for precise clock synchronization. While implementing IEEE 1588
PTP in the data plane using P4 is relatively straightforward and has been explored in pre-
vious studies [32], achieving accuracy depends critically on high-precision timestamps. The
standard timestamps in BMv2 were unsuitable for IEEE 1588 PTP due to their format and
precision limitations. To address these issues, we extended BMv2 by adding new, high-
precision timestamps, including an automatic egress timestamp and an option to simulate
clock time errors. These enhancements enabled us to implement a 3-message PTP in BMv2
for the first time, allowing for accurate testing of time-sensitive protocols. Measuring egress
timestamps at the latest moment in the processing will increase the precision of the PTP-
1588 synchronization. Implementing a 3-message PTP will enable the addition of an egress
timestamp into the PTP-1588 packets after the pipeline processing is over, increasing the

precision.

4.3.4 Non-P4 implementations of eCPRI packet conversion units

In addition to Intel’s proprietary FPGA IP core [4], various alternative hardware implemen-

tations of eCPRI packet processing units have been developed without relying on P4.

For example, one study [23] implemented an eCPRI packet processing module using a tra-
ditional hardware-based approach. This module was deployed on a Zynq FPGA board and
integrated with a PetaLinux-based Linux distribution. Petalinux [37] is a software devel-
opment kit for embedded Linux systems on AMD (formerly Xilinx) devices, providing an

environment for building and deploying Linux images on AMD system-on-chips and FPGAs.

Another study [24] used an Ethernet FPGA IP Core, designed for implementing low-latency
Ethernet-based networks for 5G infrastructure, to create an eCPRI over Ethernet conversion
unit. In contrast to this proprietary approach, P4 offers an open-source path to network pro-

grammability, enabling greater flexibility and faster adaptation to evolving network fronthaul
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and eCPRI specifications.

In another hardware implementation of eCPRI over Ethernet [25,26], researchers developed
an Application-Specific Integrated Circuit (ASIC) supporting eCPRI for 5G/LTE hybrid net-
works. Although this design is highly efficient, the rapidly evolving nature of next-generation
fronthaul networks will require a more flexible solution. The P4 language provides a cus-

tomizable alternative for such applications.
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Figure 4.3 Proposed P4-based eCPRI conversion unit and its main interfaces.

4.4 Proposed eCPRI packet conversion unit

Our eCPRI packet conversion unit, developed using the P4 language, draws inspiration from
an Intel FPGA IP core [4] and adheres to the eCPRI specification version 2.0. Designed as
a fronthaul interface for radio base stations, the packet processing pipeline connects eCPRI
radio equipment control (eREC) and radio equipment (eRE) components. It is intended for
pairing with custom client logic within FPGA-based smart NICs, as shown in Figure 4.2.
The external logic generates raw messages, which the pipeline processes to create eCPRI

packets over Ethernet.

In this setup, the baseband unit (BBU) or remote radio head (RH) logic transmits the main
message through the primary input channel, while the eCPRI message type and header

field values are communicated via sideband signals. The proposed pipeline also populates
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Ethernet header fields with values received from these sidebands. It incorporates multiple
subsystems for packet processing, including classification, header manipulation, and advanced

concatenation/de-concatenation capabilities.

By converting Ethernet frames containing eCPRI messages into parallel data streams, the
pipeline facilitates the creation of eCPRI interfaces for FPGA-based 5G fronthaul networks,
connecting eREC to eRE over a fronthaul transport network. For instance, when eCPRI
message type 0 enters the pipeline from the client logic side, the 1Q_ data (the main payload)
and other header fields, such as pc_id and seq_ id, are transmitted through dedicated input
streams. The pipeline then populates the corresponding header fields based on these sideband

inputs

While implementing our P4-based eCPRI conversion unit, we encountered challenges stem-
ming from inherent limitations in P4’s design as a packet-forwarding language, which focuses
on forwarding behavior rather than direct manipulation of packet payloads. To overcome

these constraints, we developed innovative solutions to address several key issues, including:

1. Lack of support for sidebands: P4 pipelines are designed to operate on discrete pack-
ets, limiting their ability to process sideband signals or parallel data streams. This limitation
arises from P4’s role as a standalone packet-processing pipeline, which complicates integra-
tion with hardware components relying on parallel data transmission. The requirement for
packet-based communication can introduce additional complexity and potential performance
bottlenecks in such scenarios. To address these challenges, we developed an external sideband
management system, incorporated into the parser and header mapper unit through the use of
P4 externs. Figure 4.3 illustrates the P4 pipeline implementation, with the sideband section
highlighted. A detailed discussion of this unit is provided in Section 4.4.1 on the parser and

header mapper.

2. Concatenation and de-concatenation: While packet concatenation can reduce
network overhead by combining smaller packets into larger frames, P4’s primary focus on
forwarding complicates handling packet payloads for this purpose. However, using external
structs as sidebands provides a solution. By leveraging these external structures, the P4
pipeline can interact with external memory or storage systems to efficiently perform packet
concatenation and de-concatenation operations. Similar to our solution for P4’s sideband
limitation, we mitigated the concatenation issue using P4’s externs while exploring two other
approaches. Furthermore, we used packet recirculation as a workaround to implement de-

concatenation. Our specific solutions are discussed in sections 4.4.3 and 4.4.4.
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4.4.1 Parser and header mapper

The primary function of a P4 parser is to extract and parse headers from incoming packets.
This part of the pipeline defines a finite state machine that traverses an incoming byte stream,
identifying and extracting headers based on a predefined sequence. The parser operates on a
packet__in object, representing an incoming packet, and determines valid header sequences,

extracting each header and its fields as specified.

In P4, the entire packet is received as a byte stream, with no built-in mechanism to distinguish
between headers and payload. It is up to the P4 code to identify headers by examining type
fields in previously parsed headers. For example, if the input port is an Ethernet port, the
parser will first parse the Ethernet header, examine its type field, and use that information
to determine the protocol and size of the next header. This process continues step-by-step,

parsing each subsequent header based on the extracted type fields.

Our parser is designed for two-way packet conversion between the Ethernet and external
logic ports, handling packets from both the eCPRI logic side and the Ethernet interface.
The parser extracts the Ethernet and IP headers for packets received on the Ethernet port

using basic P4 parsing functions.

However, handling packets from the eCPRI logic side requires more innovative methods.
These packets do not contain headers, so the necessary header field values are transmitted
via sidebands. We recreated these sidebands using C+-+ externs to retrieve the header
values. When a raw message is received from the eCPRI logic side, the parser invokes C++
functions to obtain the required values, which are then used to populate the Ethernet and
eCPRI headers within the packet.

In a potential future hardware implementation, these externs could be realized using a hard-
ware description language, enabling the P4 pipeline to interface with external circuits that
generate eCPRI messages and provide sideband data. Our parser unit is designed to include

a packet data extraction component to support such functionality.

4.4.2 Packet payload extraction

P4 does not provide a direct mechanism for handling packet data, as it can only parse bits as
headers. This limitation posed a substantial challenge since our pipeline must support packet
concatenation and de-concatenation for the eCPRI conversion unit. Packet concatenation is
a network optimization technique that combines multiple smaller packets into a single larger

packet, reducing overhead at the physical and link layers [45,46].

To implement concatenation, packet data must be extracted from multiple packets and com-
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bined into a larger frame, which can save bandwidth and improve efficiency, particularly
with smaller packets. However, implementing concatenation and de-concatenation mecha-
nisms requires the ability to extract and store packet data, which P4 lacks. To work around
this limitation, packet data are parsed as headers. This is feasible because packet headers
and payloads are transmitted as a unified byte stream with no intrinsic distinction between
them.

P4 supports both variable and constant-length header types. Although packet data can have
arbitrary lengths, making variable-length headers seemingly more suitable, they cannot be
manipulated; P4 only allows parsing and deparsing them. Therefore, variable-length headers
cannot be used to extract packet data for storing (in registers or extern memory), leaving

constant-length headers as the only option.

The data extraction unit employs a dynamic approach to accommodate byte streams of
varying lengths within fixed-size storage types to address the limitation of using only fixed-size
headers for payload parsing. By first determining the total byte count, the unit strategically
selects a combination of storage units whose sizes collectively match the desired length. This
parsing method ensures that the entire byte stream is captured without exceeding storage
limits, making it adaptable for different data sizes. The header sizes follow a geometric
progression, starting at 1 byte and doubling up to 256 bytes. This technique allows for
parsing packet data across a wide range of sizes, from 1 to 511 bytes. Figure 4.4 shows an

example of a 14-byte payload parsed using headers with 2, 4, and 8-byte lengths.

0 1|23/ 4 56 |7 8|9 1011|1213

! ! |

L L L

2 bytes
header

8 bytes header 4 bytes header

Figure 4.4 Example of dynamic data extraction on a 14-byte payload using 8, 4, and 2-byte
headers.

A portion of the P4 code for payload extraction is as follows:

bit<32> a = standard metadata.
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packet _length;
if (al0:0] == 1)

packet.extract(hdr.data_1);
if (aft:1] == 1)

packet.extract (hdr.data_2);
if (af[2:2] == 1)

packet.extract (hdr.data_4);
if (a[3:3] == 1)

packet.extract (hdr.data_8);
if (al4:4] == 1)

packet.extract (hdr.data_16);
if (a[5:5] == 1)

packet.extract (hdr.data_32);

The code above demonstrates a dynamic payload extraction method using headers of varying
sizes. Based on the total packet length, it selectively extracts headers to accommodate

different byte lengths.

P4-programmable ASICs often have constraints on the size and number of headers they can
process, due to fixed hardware resources and predefined parsing capabilities. In contrast,
FPGA implementations offer greater flexibility in defining and processing custom headers,
as their reconfigurable nature allows for tailored parsing logic and resource allocation. This
adaptability makes FPGAs well-suited for applications like the Intel eCPRI IP and the pro-
posed P4-based eCPRI conversion unit, which are designed to create Ethernet interfaces and

integrate into larger systems.

4.4.3 Concatenation unit

Packet concatenation enhances efficiency by reducing the number of headers, thereby saving
bandwidth and enabling faster transmission times [45,46]. Figure 4.5 illustrates a simple
example of concatenating two Ethernet packets carrying eCPRI payloads, as specified in the
eCPRI standard [3].

When concatenating Ethernet packets containing eCPRI messages, the eCPRI conversion
unit combines those with identical source and destination Ethernet addresses. Each eCPRI
payload includes three essential fields: length, type, and the ‘C” bit. The ‘length’ field specifies
the size of the individual eCPRI packet, the ‘type’ field indicates the specific header type
within the eCPRI payload, and the ‘C’ bit signals the presence of additional eCPRI packets
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within the Ethernet frame.

eCPRI Common Header #1 (C=0)

eCPRI Common Header #1 (C=1)

Concatenation

eCPRI Common Header #2 (C=0)

eCPRI Common Header #2 (C=0)

Figure 4.5 Concatenation of two separate eCPRI packets into a single Ethernet frame.

A mechanism for accessing previously received packets is required to perform packet con-
catenation. However, P4’s stateful capabilities are limited to registers, counters, and meters,
making direct packet storage infeasible. As a workaround, the pipeline creates frames and
continuously recirculates them, adding newly arrived packets to each frame. Once a frame
is full, recirculation stops, and the completed frame is transmitted to the output port, elim-

inating the need for storing large frames.

To implement packet concatenation in P4, we explored three mechanisms:

1. Recirculation: Using P4’s recirculation mechanism to pass packets through the pipeline

multiple times, adding each new packet to the frame.

2. Standard Registers: Utilizing standard P4 registers as temporary packet storage,

although limited by size and structure.

3. Externs: Leveraging externs for packet data storage, which proved most suitable for

our needs.
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We implemented concatenation using two distinct methods: recirculation and externs, while
also exploring the use of P4 registers as payload memory. As discussed in the following
sections, externs provided the highest efficiency and lowest latency, making them the most

practical option to implement.

Using P4’s recirculation mechanism to concatenate packets

To avoid a complicated frame storage process, our first design approach employs continuous
recirculation, allowing the P4 pipeline to maintain access to the frame until it is complete.
As illustrated in Figure 4.6, the concatenation process follows a logical sequence involving

recirculation mechanisms.

Upon receiving a new packet, the system first determines whether an incomplete frame is in
recirculation progress. If no such frame exists, the P4 pipeline initiates recirculation of the
new packet as the foundation of a new frame. If an incomplete frame in recirculation exists,
the P4 pipeline stores it in registers and appends it to the frame upon its arrival. The P4
pipeline checks if the frame is full and recirculates it if more packets are required. This cycle

continues until the frame is complete, at which point it is sent to the output port.

For each packet added to the frame, Figure 4.6 provides a detailed flow chart of the decision-
making process, including checks for saved packets, frame capacity, and recirculation status.
This structured approach ensures efficient frame formation while maintaining pipeline sim-

plicity.

As illustrated in Figure 4.7, the recirculation mechanism progresses across distinct time
instances (t = t; to t = t4). At t = ty, the first packet is received and re-circulated as the
starting point of a new frame. When subsequent packets of the desired type arrive, the P4
pipeline processes their data, interprets them as a large header using previously described
data extraction techniques, and temporarily stores the payload in registers. At t = ty, t = t3,
and t = t4, these packets are appended to the existing frame during recirculation. This
process repeats until the frame reaches its predetermined size limit. Once the frame is full,

it is sent to the output port, ready for transmission.

Storing a single packet’s payload in registers at any given time, as performed in this approach,
is relatively straightforward; however, as discussed in the next section, storing entire frames

with multiple packets can strain register capacity, limiting their suitability for this purpose.

This implementation avoided complex frame storage mechanisms by utilizing recirculation to
keep the frame accessible within the P4 pipeline for further processing. However, it introduced

limitations:



New packet | Yes Yes
is received —

Figure 4.6 Flowchart of the concatenation algorithm using recirculation and cloning.

1. Increased overhead and low efficiency: Repeatedly recirculating the frame back
to the input port consumes bandwidth and increases traffic in the input port buffer.
Additionally, if the next suitable packet for concatenation arrives late, the frame may
spend an extended time recirculating, which increases the forwarding delay for packets
already in the frame. Meanwhile, if multiple eligible packets arrive while a frame is still
recirculating, the P4 pipeline’s limited storage capacity forces it to send these packets

individually without concatenation, reducing efficiency.

2. Implementation complexity and lack of extensibility: The stateful nature of this
approach requires maintaining a record of the recirculating frame, adding complexity
to the implementation. Creating a concatenation unit capable of handling multiple
frames simultaneously would introduce even greater challenges, limiting the scalability

of this approach.

3. Packets out of order: The sequential addition of packets to the frame in reverse order
results in an incorrect packet sequence, leading to potential issues at the receiving end.
Out-of-order packet extraction may cause packet drops in protocols that require strict

sequencing.

To address these issues and inefficiencies, we explored two alternative solutions, which are



42

Recirculation

Recirculation

Frame output
toward
other units

Figure 4.7 Simplified representation of the concatenation process using recirculation, illus-
trated across distinct stages (t = t; to t = ty)

discussed in the following subsections.

Using standard P4 registers as packet storage to concatenate packets

Following the approach implemented in another study [42], we considered using P4 registers
for packet storage as a potential solution for concatenation. However, this approach has

several significant limitations.

While some P4 target hardware restricts the use of excessively large register types, this limi-
tation does not apply to our FPGA-based design. However, P4 register arrays are inherently
one-dimensional and have fixed, compile-time-defined sizes. This constraint limits their abil-
ity to accommodate variable-length packet payloads, which can vary significantly between

packets.

Since each packet payload is extracted using multiple headers (see Figure 4.4), and each
frame may contain multiple packets, an efficient storage implementation would need to iterate

through two dimensions: one for the packets and one for the headers within each packet.

These limitations become even more pronounced when managing multiple frames simul-
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taneously, especially for packet concatenation based on destination addresses. The one-
dimensional structure of P4 registers requires defining separate register arrays for each frame,
leading to code redundancy, reduced readability, and increased maintenance overhead. This
approach ultimately hinders scalability, making it impossible to efficiently handle complex
scenarios involving multiple concatenated packets. To overcome these challenges, we propose
leveraging external memory for packet data storage. This approach is discussed in detail in

the following subsection.

Ethernet Frame Input

eCPRI Common Header #1

Padding 0 ~ 3 Bytes

eCPRI Common Header #2
t=1t

eCPRI Common Header #1

Padding 0 ~ 3 Bytes
t= tZ eCPRI Common Header #2

Recirculation

eCPRI Common Header #1

Padding 0 ~ 3 Bytes

— eCPRI Common Header #2 . .
t= t3 Recirculation .
Single Packet
- Stream Toward
> Other Functions

Cloning

Single Packet
i) () | s Towaro
Cloning

Figure 4.8 Stages of the de-concatenation process on an Ethernet frame illustrate recirculation
and cloning. The parallel sidebands for header field transmission are not shown.

Using externs for packet data storage

After extracting packet data into headers, the P4 pipeline can pass these headers to extern
functions for storage in memory. In the software environment, this memory is simulated using
a file, with the extern function implemented in C++. The extern object framel stores the

assembled frame. During this process, the newly received payload is marked for dropping, as
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it is saved in a frame and should not be forwarded to the output port.
mark_to_drop(standard metadata);

When concatenating multiple eCPRI messages, padding bytes (0 to 3) are inserted before
the payload of subsequent messages to ensure proper alignment and prevent data corruption.
This alignment guarantees correct processing by the receiving entity. If the current packet is

not the first packet in the frame, padding bytes are added before the payload.
framel.add_padding();
Next, the correct eCPRI headers are read from sidebands and added to the frame.

framel.add_ecpri_common_header (
data_size_var,

meta.sideband.ecpri_type);
For instance, if the packet is of type 3, the eCPRI message type 3 header is added.

if (meta.sideband.ecpri_type == 3){
hdr.ecpri.size = hdr.ecpri.size + 8;
framel.save(meta.sideband.

type3_pc_id);
framel.save(meta.sideband.

type3_seq_id);

Finally, the extracted payload is saved into the frame.

if (hdr.data_1.isValid())
framel.save (hdr.data_1.data);
if (hdr.data_2.isValid())
framel.save (hdr.data_2.data);
if (hdr.data 4.isValid())
framel.save (hdr.data 4.data);
if (hdr.data_8.isValid())
framel.save (hdr.data_8.data);
if (hdr.data 16.isValid())
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framel.save (hdr.data_16.data);
if (hdr.data 32.isValid())
framel.save (hdr.data_32.data);

When the frame reaches a user-defined size, it is emitted to an output port with an Ethernet
header added. By carefully arranging padding bytes, headers, and payloads, the concate-
nated Ethernet frame adheres to established standards, ensuring successful transmission and

processing.

Our work is limited to software implementation and verification. However, a potential hard-
ware implementation could utilize hardware description languages, such as VHDL, or C++
code translated to hardware through high-level synthesis, to realize this memory and its

extern function.

4.4.4 De-concatenation unit

To facilitate packet de-concatenation, the proposed unit employs recirculation and cloning
mechanisms (as illustrated in Figure 4.8). Recirculation enables processing of each indi-
vidual packet within the frame, while cloning generates the empty packets required for de-

concatenation.

Unlike packet concatenation, de-concatenation through recirculation introduces minimal per-
formance overhead. Since all constituent packets are already present within the frame, they

can be sequentially extracted without significant added latency.

Upon receiving an Ethernet frame containing eCPRI messages (¢ = 1), the parser processes
the Ethernet and eCPRI common headers. The P4-based eCPRI conversion unit then recir-
culates the frame to the cloning port (t = t3). To extract the first eCPRI packet, the unit
parses the header and data fields. To avoid unnecessary data storage or external transfers,
the pipeline leverages variable-length headers, which P4 supports for extraction and emission.
Although P4 does not support additional operations on these headers, our requirement of

re-emitting the header into a single packet aligns with its capabilities.

The P4-based eCPRI conversion unit examines the header field of the extracted eCPRI
packet to check if additional packets are present within the frame. If the ‘C’ bit is set to
1, this indicates the presence of at least one additional eCPRI message. In such cases, the
unit recirculates the frame for further processing (t = t3). Meanwhile, the extracted packet is
inserted into an empty cloned packet and forwarded to the subsequent stages of the conversion

unit. The recirculation process will stop when all packets are extracted (¢ = t4).
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Upon arrival at the cloning port, the conversion unit utilizes the packet.advance command
to skip previously extracted packets and directly access the next packet within the frame. The
implementation processes padding bytes, ranging from 0 to 3, to ensure correct alignment.
This alignment requirement mandates that each packet’s offset, relative to the beginning of
the eCPRI common header, be a multiple of 4 bytes. Figure 4.9 illustrates a frame containing
nine different eCPRI packets, while Figure 4.10 shows the resulting stream of single packets

containing only eCPRI payloads after de-concatenation.

Packet received at port 1 :
OO0 FF FF FF FF FF FF EE

00 16 12 34 56 78 12

61 61 61 61 61 61 61

56 78 9A BC CB A9 87
0040 62 62 62 62 62 62 62 bbbbbbbbbbbbbbbb
0050 62 62 62 62 62 62 62 bbbbbbbbbbbbbbbb
0060 62 62 62 62 42 00 11 bbbbB 4VCcc
0070 63 63 63 63 63 63 63 (dddddddddddddodals
0080 63 63 63 43 00 00 11 V...
0090 00 19 87 65 43 21 11 ey 4VxEe
00ad 65 65 65 65 65 65 65 eeeeeeeeeeeeeEk. .
00bO 00 12 12 34 56 78 46 L GAVXFTFFFEFFFT
00c® 66 66 66 46 00 00 11
00d0 67 67 67 67 67 67 67 09g9ggggggaaaagag
00e® 47 00 11 08 00 25 12 G....%.4V..4Vx.H
00f0@ 68 68 68 68 68 68 68 hhhhhhhhhhhhhhhh
0100 68 68 68 68 68 68 68 hhhhhhhhhhH
0110 00 1B 12 34 56 78 49
0120 69 69 69 69 69 69 69
0130 00 26 12 34 56 78 CC
0140 6A 6A 6A 6A 6A 6A 6A
0150 ©6A 6A 6A 6A 6A 6A 6A

Figure 4.9 A standard Ethernet frame containing multiple eCPRI packets and padding bytes
between packets entering the de-concatenation process.

To maintain a stateless de-concatenation process, metadata within the packet is used to
track the frame’s state. This stateless approach is advantageous given potential recirculation
delays and the possibility of receiving multiple frames simultaneously, ensuring that the unit
can effectively de-concatenate multiple frames without losing track. By avoiding the use of
registers for state storage, we enhance the switch’s robustness as the metadata recirculates

alongside the packet, enabling parallel de-concatenation.

In contrast to concatenation, recirculation introduces minimal delay in the de-concatenation

process. Since de-concatenation is mainly independent of incoming packets, it can be effi-
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ciently executed using consecutive recirculation operations when the cloning port is given

higher priority.

Packet received at port 2 :

0060 41 61 61 61 61 61 61

Packet received at port 2 :

0000 42 62 62 62 62 62 62
0010 62 62 62 62 62 62 62
0020 62 62 62 62 62 62 62

Packet received at port 2 :

0000 43 63 63 63 63 63 63
0010 63 63 63 63 63 63 43

Packet received at port 2 :

00BO 45 65 65 65 65 65 65

Packet received at port 2 :

00BO 46 66 66 66 66 66 66

Packet received at port 2 :

0000 47 67 67 67 67 67 67
0010 67 67 47

Packet received at port 2 :

0000 48 68 68 68 68 68 68
0010 68 68 68 68 68 68 68

Packet received at port 2 :
0000 49 69 69 69 69 69 69
0010 69 69 69 69 69 69 49

Packet received at port 2 :

0060 4A B6A 6A 6A 6A B6A BA
0010 6A B6A 6A 6A 6A B6A BA

6A B6A BA

AaaaaaaaaaaaaA

Bbbbbbbbbbbbbbbb
bbbbbbbbbbbbbbbb
bbbbbbbbbbB

Ccccececececcceoccececce
ccccccC

EeeeeececeeeeeeeekE

FFfffffffffffF

Ggggggggggggagag
agG

Hhhhhhhhhhhhhhhh
hhhhhhhhhhhH

Figure 4.10 Stream of single packets containing only eCPRI data exiting the switch after

de-concatenation.

The ability to de-concatenate eCPRI frames is essential for ensuring interoperability with

other network devices. While an eCPRI packet processing unit may optionally forgo con-

catenation, it is crucial to support de-concatenation to handle frames that other devices have

already concatenated.
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4.4.5 Clock synchronization unit

Precise network clock synchronization is crucial for maintaining consistency in distributed
databases, e-commerce applications, and datacenter environments [14]. In advanced cellular
networks like 5G, which employ techniques such as Multiple-Input Multiple-Output (MIMO),
Carrier Aggregation (CA), and Coordinated Multi-Point (CoMP), accurate time synchroniza-
tion is even more critical. Base stations and backhaul equipment in these networks require

precise timing to coordinate transmissions and prevent interference [15].

Traditional time synchronization protocols, such as PTP, are often implemented in the control
plane, which limits their precision for modern, in-network computing applications [32]. By
leveraging programmable switching ASICs, P4 allows PTP-1588 to be implemented directly
in the data plane, often called Ethernet-based PTP-1588. This approach enhances accuracy
and reduces error rates. Additionally, it simplifies the synchronization process, as no external

entities other than the switch are involved.

The PTP unit generates new PTP messages, handles incoming PTP messages through the
Ethernet port, processes data extracted from PTP-1588 protocol packets, and generates the
final compensation values. Depending on configuration and system requirements, PTP-1588

exchanges can involve 3 or 4 messages.

In a 3-message exchange, illustrated in Figure 4.11, the grandmaster clock sends a Sync
message with an egress timestamp to the subordinate clock, followed by a Delay Request
message from the subordinate clock to the grandmaster clock. The grandmaster responds
with a Delay Response message that includes the ingress timestamp of the Delay Request

message, thus completing the exchange.

Figure 4.12 shows a 4-message exchange, where an additional Follow-Up message is sent from
the grandmaster clock to the subordinate clock. This Follow-Up message carries the egress
timestamp of the Sync message and is typically used when an egress timestamp cannot be
added directly to the Sync message. With simple calculations, the clock offset between two

switches can be determined using the following equations:

T2 —T1 = delaysi1_~gs2 + clock offset. (4.1)
T4 — T3 = delayso_~s1 — clock offset. '

Assuming the delay between the two switches is symmetrical, we can derive equation (4.2)

from equation (4.1).
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P4 Switch P4 Switch
(Primary Clock) (Subordinate Clock)

Sync

T1: Egress Timestamp Payload: T1

T2: Ingress Timestamp
Delay_Request

T3: Egress Timestamp
No payload

T4: Ingress Timestamp
Delay_Response
Payload: T4

Figure 4.11 3-message PTP-1588 exchange sequence.

(T2 — T1) — (T4 —T3)

5 = clock offset. (4.2)

Our PTP implementation is a minimal proof of concept (POC) designed to demonstrate
the P4 language’s capability in implementing time synchronization protocols within the data

plane.

We initially aimed to implement a 4-message exchange on the Behavioral Model version 2
(BMv2) software switch, a widely used tool for testing and developing P4 pipelines. Although
BMv2 does not fully replace hardware implementations, it provides valuable insights into the
behavior of P4-based network devices. It effectively simulates various real-world scenarios,
allowing us to evaluate the performance of our eCPRI packet processing unit. However, the
timestamps in this switch had issues that rendered them unsuitable for use in PTP-1588

synchronization. These issues include:

1. Lack of necessary precision: The standard ingress and egress timestamps in BMv2
are recorded at the start of the pipelines. However, accurate PTP clock difference

calculations require capturing timestamps at the earliest and latest points in the packet
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processing pipeline, ensuring that the calculated clock difference reflects the time spent
by the packet within the switch.

BMv2 standard timestamps do not capture the precise time difference between actual
packet ingress and the start of the P4 ingress pipeline, and they do not measure the time
between actual packet egress and the start of the P4 egress pipeline. The execution time
of the entire software switch pipeline is sensitive to the operating system’s workload,
which can lead to inconsistencies and variability in clock difference calculations. This
underscores the importance of precise timestamp placement for accurate PTP-1588

synchronization.

2. Measurement in microseconds: PTP-1588 timestamps should be in nanoseconds,

but the standard BMv2 timestamps are recorded in microseconds [35].

3. Non-truncated format: PTP-1588 uses 80-bit timestamp fields, where the 64 least
significant bits represent the actual timestamp. As shown in Figure 4.13, these 64 bits
are divided into two 32-bit sections: one for seconds and the other for nanoseconds [36].

However, BMv2 standard timestamps do not follow this truncated format.

P4 Switch P4 Switch
(Primary Clock) (Subordinate Clock)
_ ‘ Sync
T1: Egress Timestamp No payload

Follow_Up

T2: Ingress Timestamp
Payload: T1

Delay_Request
No payload —=|T3: Egress Timestamp

T4: Ingress Timestamp | 4=

Delay_Response

Payload: T4

Figure 4.12 4-message PTP-1588 exchange sequence.
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0|1/2/3/4/5]/6/7]0]1/2[3|4|5]6/7]0|1]2]3/4/5/6/7]|0|1]2|3]4]5/6]7
Seconds
Nanoseconds

Figure 4.13 PTP-1588 Truncated Timestamp Format. [36]

— BMv2 code s Programmed in P4 o BMv2 code —
Input —» Parser —> B —’% Deparser —> Output
Manager ‘
A

Ingress Match Action Egress Match Action

Common code
for all switches

H BMI port ’~
A

Specific code to
each switch

_ly| Simple Switch egress
code

Common code Specific code to
for all switches each switch

BMI port Simple Switch ingress
A A code

\ 4

Current place for

Place for assigning
ingress timestamp in

Current place for assigning
ingress timestamp

assigning egress
timestamp

Place for assigning egress
timestamp in our implementation

our implementation

Figure 4.14 Locations in the pipeline where existing and proposed timestamps are measured.

4. Lack of Unix Epoch format: PTP-1588 timestamps should measure time in seconds
since the Unix Epoch (January 1, 1970, at 00:00:00 UTC). In contrast, BMv2 software
switches like simple switch measure the time from when the software switch starts

running.

To implement PTP-1588 in the BMv2 software environment, we added new timestamps to
the BMv2 simple_switch, a widely used software switch within BMv2. These standardized
timestamps can be used in our PTP-1588 implementation and other projects requiring precise

timestamps.

We improved the precision of the ingress timestamp by measuring it at the earliest possible
point, just after the software switch receives the packet, and before it enters the P4 pipeline.
Since the P4 pipeline begins processing the packet after this point, the timestamp will be

readily available within the pipeline.

Additionally, we improved the precision of the egress timestamp by capturing it at the latest
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possible point, just before the packet exits the software switch. Because the packet reaches
this point after the P4 pipeline has finished processing, this timestamp is unavailable within
the P4 pipeline. To address this, the timestamp is automatically added to the packet after
complete pipeline processing. New metadata fields were added to enable this timestamp
and designate its position within the final packet. These fields are accessible within the P4
pipeline and facilitate a 3-message PTP exchange. Figure 4.14 illustrates the modifications
made to the simple switch behavioral model. The detailed implementation of this process is
beyond the scope of this paper; however, a more comprehensive explanation, including slides
and a recorded presentation, was shared at the P4 Workshop 2024 [47,48].

4.4.6 Deparser and header demapper

When packets reach the deparser section of the P4 pipeline, final modifications are made
based on specific instructions and metadata associated with each packet. At this stage,
header fields are recombined with the payload, and additional headers are appended before
the packet is sent to the output queue. The deparser ensures the packet is correctly formatted

and ready for transmission according to network protocols.

4.5 Enhancing P4 flexibility through modular design

As previously mentioned, eCPRI’s future-proof design includes provisions for vendor-specific
message types, allowing new functionalities to be introduced over time. Table 4.1 lists the

message type number allocations as specified in the eCPRI standard.

Without modularization, adding support for basic forwarding and conversion of a new packet
type requires extensive code edits and additional code, making even a single new message

type addition complex.

For instance, to process a specific eCPRI message type, such as type 5, the P4 program
must first define the corresponding header type. This involves specifying the fields within
the header, their data types, and their bit widths.

header ecprib_t {
bit<8> typeb_measurement id;
bit<8> typeb_action_type;
bit<80> typeb_timestamp;

bit<64> typeb_compensation_value;
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Table 4.1 eCPRI Message Types [3].

Message Type # Name

IQ Data

Bit Sequence

Real-Time Control Data
Generic Data Transfer
Remote Memory Access
One-way Delay Measurement
Remote Reset

Event Indication

IWF Start-Up

IWF Operation

10 IWF Mapping

11 IWF Delay Control

12 - 63 Reserved

64 - 255 Vendor Specific

CO 1O Ul Wi~ O

Ne)

Next, a header of this type must be defined to enable header extraction:

ecprib_t ecpri5;

Then, parser code must be written to handle this specific type:

packet.extract (hdr.ecpri);
if (hdr.ecpri.type == 5){
packet.extract (hdr.ecprib) ;

Additional code is required to implement functionalities such as sideband communication,
concatenation, de-concatenation, and parsing. If this process is done manually, programmers
must account for the unique requirements of each message type. For example, eCPRI message
type 5, used for one-way delay measurement, should not be concatenated as this would
introduce undesirable delays. However, the P4 processing pipeline must be capable of de-

concatenating such messages if received within an Ethernet frame.

Furthermore, a new message type may require custom functionality. For instance, for eCPRI

message type 5, we implemented an automatic system to respond to received messages:

if (hdr.ecpri.type == 5){
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bit<8> typeb_measurement_id_var;
typeb5_measurement_id_reg.read(
typeb5_measurement_id_var, 0);
if (hdr.ecprib.typeb_measurement_id
= typeb_measurement_id_var){
standard_metadata.egress_spec =
ethernet _port;
macAddr_t macAddrChange =
hdr.ethernet.dstAddr;
hdr.ethernet.dstAddr =
hdr.ethernet.srcAddr;
hdr.ethernet.srcAddr =
macAddrChange;

Our design adopts a modular approach to simplify adding new message types. This involves
defining the corresponding headers and implementing the necessary processing functions
directly within the P4 code.

At the outset, we considered using O4 [34]. This domain-specific programming language
allows custom packet handling in programmable networks, which converts to P4 and is de-
signed to reduce the verbosity of P4 code. However, in the end, a macro preprocessor was

chosen for this purpose.

4.5.1 0O4

O4’s *for’ loop was initially appealing because it could simplify the addition of repetitive

commands, like the ones shown below:

packet.emit (hdr.ecpri3);
packet.emit (hdr.ecprid);
packet.emit (hdr.ecprib);
packet.emit (hdr.ecpri6);
packet.emit (hdr.ecpri7);
packet.emit (hdr.ecpri8);
packet.emit (hdr.ecpri9);
packet.emit (hdr.ecpril0);
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packet.emit (hdr.ecprill);

This repetitive code could be implemented more concisely with O4’s >for/in’ loop primitive,
which unrolls loops at compile time to fit within programmable devices’ constraints. However,
O4 only supports fixed-depth, compile-time-known loops, and single-dimensional iterators.
These restrictions mean that each new data type or message type requires modifying existing
code structures, hindering modularity. Due to these limitations, O4 was ultimately unsuitable

for implementing a fully modular design.

4.5.2 Modularization using a macro preprocessor

Our implementation uses a macro preprocessor [49] to generate the necessary code for each
message type, as it has far more capabilities than O4. This process only requires defining the
name and size of the fields within a message header and specifying whether concatenation
or de-concatenation should be performed. Originally intended to enhance existing C/C++

language preprocessors, we found that this macro preprocessor could be repurposed for our

application.
Input Files . Automatic _ Output File
eCPRI Message P4 Code
Type Definition File Generation
4 Preprocessor >
) )
Custom Code File
J

Constant File

Figure 4.15 Modular pipeline generation by editing two definition files.

As shown in Figure 4.15, using this code generator preprocessor, the user only needs to
include the new message types and custom code in two separate files and then run the
preprocessor. The preprocessor will go through the pre-made base P4 code, add the necessary
code according to the input files, and generate the entire P4 code with full support for the
new message type. The code for existing message types was also created using this method.
Below is an example of the modular addition of a message type with custom requirements

for concatenation and de-concatenation using the new_ecpri_message_type keyword:
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new_ecpri_message_type type_4 {
type:4;
total_size_in_bytes:12;
no_concatenation_type;
deconcatenation_type;
field:mem acc_id:8;
field:op_type:8;
field:element_id:16;
field:address:48;
field:length:16;

s

Additionally, users can add custom code in a separate file by indicating placeholder names

within the P4 code base using the custom_code keyword:

custom_code
place_marker_ingress_cloning port_end{

hdr.ecpri9.setInvalid();

To process definitions of new message types, the macro "new_ecpri_message_type" must
first be defined:

@define new_ecpri_message_type {

Within this macro definition, the behavior of the preprocessor is specified.

The macro preprocessor operates on the principle of keyword-triggered pattern matching and

token substitution [49]. A macro is defined using the "@define" directive. For example:

@define new_macro {
( pattern_a ) => ( testl )
( pattern b ) => ( test2 )
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When the keyword 'mew_macro' is encountered, the preprocessor matches the subsequent
token stream against the patterns defined in the macro body. If a match is found, the corre-
sponding right-hand token stream replaces the keyword and matching tokens. For instance,

'new_macropattern_a' would be replaced with "test1."

Additionally, a loop mechanism can handle long token streams, enabling repetitive pattern-

matching:
@define new_macro {

@for( $p : $patterni) (
@match ($p){
( pattern_a ) => ( testl )
( pattern b ) => ( test2 )

We use these mechanisms to create token lists that generate the necessary code for each
section. For instance, if the preprocessor detects the keyword "concatenation," it generates
a list used to create the code supporting the concatenation process. The pseudocode below

illustrates the creation of such lists:
@define new _macro {

@for( $p : $patterni) (
@match ($p){

(concatenation_type)=>

(@push_back $concat _list ($p))
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Table 4.2 Modularity Metrics: Standard P4 vs. Preprocessor.

Metric Standard P4 Preprocessor Improvement
LoC per Type 40-80 5-12 85% less
Time to Add Type 1-4 hrs 10-60 min 5x faster
Complexity High Low Simplified

Preprocessor code can be inserted anywhere in the P4 pipeline where support for new message
types is required. This code extracts the token stream from the list and generates the

corresponding P4 code for any message type present in the list.

As a simple example, consider the following preprocessor code:

@for( $a : $type_list )(

ecpri$a@unquote "_t \tecpri"$a;

This preprocessor code generates the following definitions:

ecpri3_t ecpri3;
ecpri4_t ecpri4;
ecprib_t ecprib;
ecpri6_t ecpri6;
ecpri7_t ecpri7v;
ecpri8_t ecpris§;
ecpri9_t ecpri9;
ecpril0_t ecprilO;
ecprill t ecprilil;

Table 4.2 compares modularity metrics between the standard P4 implementation and the
preprocessor-based approach. The improvements in modularity significantly reduce the com-
plexity of adding new eCPRI message types. Specifically, the preprocessor reduces the num-
ber of lines of code (LoC) per message type by up to 85%, minimizes the time required to
implement a new type, and simplifies the overall complexity. This modular design decreases

the risk of human error and accelerates the development process.
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4.6 Testing the eCPRI conversion unit

Comprehensive testing is essential for ensuring the reliability and functionality of network
packet processing units. This involves generating diverse test packets to simulate various
network scenarios. Given the complexity of our eCPRI conversion unit, which comprises

multiple subsystems, a multi-layered testing approach is necessary.

4.6.1 Testing packet conversion functionality

We thoroughly tested the eCPRI conversion unit code to ensure its reliability and security. We
successfully identified and resolved potential errors by subjecting it to a wide range of packet
scenarios. Additionally, we verified that the code processes packets correctly, accurately

extracts and interprets data, and takes appropriate actions based on the packet content.

Sending 1000 back-to-back Recreating the payload using
raw eCPRI messages with seed number inside packet and
maximum possible rate analyzing packet integrity
Control Port
Packet ALl . Packet
Logic P4 Switch Ethernet
Generator Port port Analyzer
Recirculation Port

Figure 4.16 Setup for testing packet conversion functionality.

Two custom Python scripts were used to test the basic header conversion and concatenation/de-
concatenation functionality, as shown in Figure 4.16. The first script generates randomized
test packets with varying lengths, types, and data payloads. Each packet uses a unique seed
value to ensure consistent randomization across different test runs. While specific fields,
such as packet length, must adhere to predefined values, other fields are randomized to sim-
ulate diverse network scenarios. This approach allowed us to thoroughly evaluate the unit’s

performance under various conditions.

The second script functions as a packet analyzer, capturing and verifying the output gener-
ated by the eCPRI unit. Upon receiving a packet, the receiver recreates the original byte
string using the embedded seed value. This reconstructed string is then compared to the re-
ceived string, allowing for the detection of discrepancies. Additionally, the receiver maintains

a packet count to verify that all packets are forwarded correctly and no packets are lost.
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To ensure the final eCPRI packets are correctly formed, packets were intercepted using Wire-
shark software. Wireshark can detect anomalies such as incorrect header sizes or fields and
mark the packet as broken. Any header field with incorrect values is also flagged. Some
header fields, such as packet size, are essential for concatenation and de-concatenation pro-
cesses. To enhance resilience, the P4 pipeline drops any malformed packets. Furthermore,
critical fields, such as packet length, are inspected. The conversion unit also examines in-
coming Ethernet packets to ensure their types are supported and filters out any Ethernet
packet that does not contain an eCPRI, PTP, or IP packet.

4.6.2 Testing the PTP-1588 synchronization implementation

Mininet Environment

Python code for [

generating PTP-1588
initiator packets
Sending 1000 back-to-back

PTP-1588 initiator packets
with maximum possible rate

Python code for
plotting

The second switch will
calculate the PTP-1588
compensation value and will
send it to the control port

Control Port PTP Control Port
Exchange
eCPRI eCPRI
Logic P4 Switch "o Ethgﬁ‘et P4 Switch  Logic
Port (Primary Clock) p P (Secondary Clock) Port

Recirculation Port Recirculation Port

Figure 4.17 Setup for testing the synchronization unit in the Mininet environment.

To evaluate PTP-1588 synchronization, we utilized the Mininet network emulation platform
in the setup shown in Figure 4.17. Our testing encountered challenges due to the Linux
network stack’s default behavior of broadcasting packets like Multicast Domain Name System
(mDNS) and Internet Control Message Protocol version 6 (ICMPv6) to all active ports. The
logic port is intended to connect to hardware that generates eCPRI payloads; messages sent
to this port do not have headers, as they are not packets but data streams. We used virtual
Ethernet ports to simulate this connection in a software environment. However, mDNS and
ICMPv6 packets could inadvertently reach the logic port, causing the switch to process them
as valid eCPRI payloads and potentially leading to unintended eCPRI transmissions and

recirculations.
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As a workaround, eCPRI processing was temporarily disabled during PTP-1588 testing.
Since eCPRI and PTP-1588 over Ethernet operate independently, this adjustment did not

invalidate the testing process.

To initiate PTP-1588 synchronization, the test script sends a PTP initiator packet to the
control port, simulating a command from the control plane. This triggers a three-message
PTP exchange within the pipeline, as depicted in Figure 11. Upon receiving the third PTP
message, the subordinate switch calculates the necessary compensation value. To access this
value for analysis and plotting, the subordinate switch encapsulated it within a packet and

transmitted it to its control port.

Extensive testing was conducted by sending 1,000 initiator packets to the control port of
the primary switch at the maximum possible rate. We compared the performance of our
implementation using both standard timestamps and our proposed, more precise timestamps.
The results significantly improved PTP-1588 precision when using the new ingress timestamp

and automatic egress timestamp.

Some jitter was observed during testing, with a small percentage of measurements showing
higher errors than the general trend. This variability was attributed to fluctuations in the
Linux network stack or the system’s overall workload. Additional tests on the new timestamps
alone revealed that background processes and the operating system caused part of the final

error.

By reducing processing loads and network traffic, we mitigated the occurrence of these ab-
normally high error values. While it’s possible that these outliers could be further reduced

by disabling other system processes, this was beyond the scope of our project.

To better assess the impact of our new timestamps, we conducted a detailed analysis, com-
paring the overall distribution and the most precise 90% of measurements. By excluding the
10% of results with the highest errors, we could isolate the effects of our new timestamps

and reduce the influence of jitter and other external factors.

Comparison of error distributions with standard and new timestamps

Figures 4.18a and 4.18b show the final error values for the 1000 PTP-1588 tests using the

standard timestamps and the new, precise timestamps.

Calculating error values is not straightforward when using the standard timestamps provided
in the simple switch software. These timestamps measure the time since the software switch
started, which is challenging to coordinate. As a result, determining the actual time difference

between the two switches is challenging. To normalize the values and calculate error rates,
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(a) Using standard timestamps, error values are shown in tens of milliseconds.
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(b) Using precise ingress and automatic egress timestamps, reducing error values to tens of mi-
croseconds.

Figure 4.18 Error distributions for PTP-1588 synchronization using different timestamps.

we used the average of the calculated time differences across all 1000 tests.

In contrast, calculating error values with the new timestamps was more straightforward due
to the added capability of enforcing artificial clock errors. By including this artificial error as
an input parameter in the software switch, we could assess the effects of clock discrepancies

on any communication protocol.

Figures 4.19a and 4.19b show the final error values distribution for the 1000 PTP-1588 tests

using standard and new timestamps, excluding the 10% most erroneous values. By focusing
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Most precise 90% of PTPv2-1588 Compensation Values - Normalized with Mean

200

175

150

Count
-
N
%]

=
o
o

75

50

25

-2 2 4 6 8 10
Normalized Compensation Values(ms)

(a) Using standard timestamps, normalized with mean values.
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(b) Using new timestamps, normalized with enforced clock error.

Figure 4.19 Distribution of the most precise 90% of PTP-1588 compensation values.

on the 90th percentile, we can mitigate the effects of system jitter and highlight the differences

in precision between the standard and new timestamps.

As shown in Figure 4.19b, the compensation values are significantly more concentrated with
the new timestamp implementation, with error values reduced to a few microseconds. In
contrast, the distribution using standard timestamps in Figure 4.19a shows a broader range

of error values, spanning tens of microseconds, indicating lower precision.

Table 4.3 summarizes the results of two PTP-1588 implementations: one using the stan-

dard BMv2-provided timestamps and the other employing our newly proposed timestamping
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Table 4.3 Comparison of PTP-1588 Error Ranges with Standard BMv2 and New Timestamps

Metric BMv2 (us) New (us) Improvement (%)
All Values 24,000 60 99.75
90th Percentile 13,000 9 99.93

mechanism.

When considering all values, the new timestamping system reduces the error range by 99.75%,
from 24 milliseconds to 60 microseconds. Further analysis of the 90th percentile of results
reveals that the new timestamping mechanism achieves a 99.93% reduction in error, lowering
the range from 13 milliseconds to 9 microseconds. The 90th percentile precision improvement
ensures that most packets experience minimal timing errors. These significant reductions

underscore our proposed timestamping solution’s enhanced precision and reliability.

This dramatic improvement in timing precision directly impacts the performance of eCPRI
fronthaul networks, enabling more accurate synchronization between Baseband Units (BBUs)
and Remote Radio Heads (RRHs). By reducing timing errors to the microsecond level, our
implementation ensures compatibility with 5G’s stringent timing requirements, enhancing

both network operations’ reliability and efficiency.

4.7 Discussion on P4’s limitations and extensions for complex protocol process-

ing

P4 is primarily designed for low-latency packet processing pipelines, which introduces several
challenges when implementing complex network functionalities such as the eCPRI conversion

unit.

One of P4’s widely acknowledged limitations is its inability to manipulate packet payloads
directly. While this design choice aligns with P4’s core philosophy of describing packet for-
warding behavior rather than data manipulation, it becomes problematic in scenarios like
concatenation. Packet concatenation, which combines multiple smaller packets into a sin-
gle Ethernet frame, is essential in many network protocols and hardware implementations.
Without this capability, P4-based systems risk incompatibility with non-P4 implementations
that support concatenation and de-concatenation, thereby limiting interoperability in het-

erogeneous network environments.

Additionally, P4’s handling of variable-length headers is restrictive. While these headers are

ideal for extracting payloads, the current specification only allows parsing and deparsing with-
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out further processing [2]. Extending P4 to support direct manipulation of variable-length
headers could simplify payload handling, but such a change might introduce complexities

that challenge the language’s hardware implementation and efficiency.

A practical alternative is to enhance P4’s support for extern objects, enabling them to process
entire packets or variable-length headers. Current P4 specifications do not permit externs
to accept complete packets or variable-length headers, necessitating workarounds such as
dynamic extraction using headers of varying sizes. While effective, these methods increase
implementation complexity and highlight the need for more flexible packet-processing prim-

itives within the P4 language.

Beyond extraction, storing packet payloads also poses challenges. The lack of support for
variable-length registers or multi-dimensional register arrays limits the ability to store pay-
loads efficiently. Enhancing P4 to support such capabilities could facilitate operations like
concatenation and de-concatenation without relying on externs. For example, enabling iter-
ative access to multi-dimensional registers could allow P4 pipelines to store payloads from
multiple packets using constant-size headers, significantly improving modularity and flexibil-
ity.

While these limitations reflect the current state of P4, they also point to opportunities for
future enhancements that could extend the language’s applicability to more complex and
modular network protocols. By addressing these challenges, P4 could evolve into a more

comprehensive tool for modern programmable networks.

4.8 Conclusion

In this research work, we implemented a flexible and efficient eCPRI protocol processing unit
using the P4 language, tailored for 5G fronthaul applications. By addressing the limitations
of P4 in handling packet payloads, we proposed novel techniques for packet concatenation and
de-concatenation and integrated a macro preprocessor to enhance modularity. This modular
approach enables adding new eCPRI message types and custom processing with minimal code
changes. Our approach reduced lines of code (LoC) per type by 85%, decreased configuration

time by up to 5x, and simplified complexity compared to traditional P4 workflows.

Additionally, we integrated PTP-1588 support into the unit, overcoming precision limitations
in BMv2’s standard timestamps by introducing new precise ingress and automatic egress
timestamps. These enhancements reduced error margins from 24,000 microseconds to just
60 microseconds (99.75% improvement), bringing the 90th percentile error down from 13,000

microseconds to 9 microseconds (99.93% improvement). Artificial clock error functionality
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was also added to the BMv2 environment, streamlining the testing of time-sensitive protocols.

These contributions advance the development of programmable network devices, demonstrat-
ing how P4 can be a more modular, adaptable, and high-precision language for innovations

in 5G fronthaul and other time-sensitive applications.
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CHAPTER 5 CONCLUSION AND FUTURE WORKS

5.1 Summary of Works

We designed a novel eCPRI over Ethernet packet processing pipeline using P4 language, incor-
porating advanced network functionalities such as packet concatenation, de-concatenation,
and PTP-1588 synchronization. The P4 language’s limited functionality, designed to de-
scribe low-latency packet processing pipelines, created challenges in our pursuit of building
our eCPRI conversion unit. We overcame these issues by utilizing externs to create a more

customized solution.

Since the eCPRI is not a fully stable protocol with much room for improvement and the pos-
sibility of adding new messages in the future, a modular design was adopted to accommodate

these possible scenarios and ease the process of customizing the unit.

While our implementation currently concatenates packets up to a maximum size of 511
bytes, it is important to note that this limitation does not necessarily hinder its effectiveness.
Smaller packets, with their relatively larger header sizes, experience a more significant reduc-
tion in overhead when concatenated. This makes concatenating smaller packets particularly

beneficial in terms of improving network efficiency.

Furthermore, existing software switches did not offer precise timestamps but only non-
standard and inaccurate mechanisms, leaving us unable to test the final design methodically.
We started editing the existing software switch and increased timestamp accuracy. Moreover,
we added an automatic egress timestamp unit to the simple switch software, which enabled

hardware timestamping used in the PTP-1588 synchronization protocol.

Our PTP-1588 implementation, dramatically improved the precision of the synchronization.
Using our new timestamps, we reduced the synchronization error from 24,000 microseconds

to only 60 microseconds, displaying a 99.75% improvement.

Additionally, we incorporated modularity into our design by using a preprocessor to create P4
code for new eCRPI header types, decreasing definition time by up to 5x. This enhancement

ensured the forward compatibility of our P4 pipeline.

5.2 Limitations

P4 excels at high-speed packet processing. However, implementing complex functionalities

like the eCPRI conversion unit might require careful design considerations. P4’s main ob-
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jective is to describe packet forwarding behavior rather than data manipulation, and this

limitation will create issues in scenarios like concatenation.

While variable-length headers are ideal for payload extraction, the current specification only
permits parsing and deparsing using these headers, precluding any further manipulation [2].
Using P4 externs to allow direct packet manipulation could simplify payload processing.
However, the current P4 specification [2] does not support the transfer of packets from the
P4 pipeline to externs. Efficient payload storage is also challenging due to P4’s lack of

variable-length registers or multi-dimensional register arrays.

Besides the limitations of the P4 language for our use case, our implementation also has
shortcomings. A final P4 product must be robust against malformed and erroneous packets
and process unwanted packets appropriately. While we have addressed many of these issues,
there is still room for improvement under real-world network conditions. Moreover, our

experiments did not include creating concatenated packets for multiple simultaneous streams.

The preprocessor for automatic P4 code generation provides no error reporting, complicating
debugging. The preprocessor only allows custom P4 code insertion at designated place-
holders, preventing arbitrary line insertion. A further problem with the preprocessor is its

tendency to insert extra newlines.

5.3 Future Research

While this research has made significant strides in exploring the potential of P4 for eCPRI

packet processing, there are several avenues for future exploration:

o Translating the proposed P4-based design into a hardware implementation using an
FPGA would enable high-performance, low-latency eCPRI packet processing. This
would provide valuable insights into the real-world performance and limitations of the

proposed approach.

o Further investigation into advanced P4 features, such as stateful programming and

event-driven packet processing, could unlock new applications for the P4 language.

o More extensive work can be done to ensure the safety of eCPRI packet processing
pipelines. Implementing robust security measures can be a decisive advantage for P4
over other approaches for designing packet processing pipelines, as P4 is one of the

most adaptable and customizable solutions in this field.
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