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ABSTRACT This paper investigates the enhancement of physical layer security (PHY security) in
Reconfigurable Intelligent Surfaces (RIS)-aided terrestrial and non-terrestrial networks (TN/NTN), focusing
on the challenges posed by node mobility. In the context of next-generation mobile networks, ensuring secure
communication is critical, especially under varying channel conditions caused by mobility. We explore
different mobility models, including random walk, Gauss-Markov, and reference point group mobility,
to assess their impact on key security metrics such as secrecy capacity and average secrecy rate. To address
these challenges, we develop robust algorithms for optimizing the phase-shift configurations of RIS.
Additionally, we employ Artificial Intelligence (AI) and Machine Learning (ML) techniques, specifically
Deep Neural Networks (DNN), for performance prediction of PHY security metrics. We also leverage
transfer learning to enhance model robustness across different mobility scenarios through domain adaptation.
Our results demonstrate the effectiveness of our proposed methods in maintaining high levels of PHY security
despite the dynamic nature of the channel conditions and the mobility of nodes. The proposed phase-shift
configuration algorithms and ML-based solutions ensure secure and resilient communication in aerial RIS-
aided TN/NTN, contributing to the advancement of secure mobile networks.

INDEX TERMS Physical layer security, reconfigurable intelligent surface, reference point group mobility,
transfer learning, unmanned aerial vehicle.

I. INTRODUCTION

The next generation network toward 6G is envisioned to
provide limitless connectivity through the integration of ter-
restrial networks (TNs) and non-terrestrial networks (NTNSs).
TNs primarily consist of ground-based infrastructure such as
base stations and user equipment (UE). Conversely, NTNs
incorporate aerial platforms like satellites, high-altitude
platforms (HAPs), and unmanned aerial vehicles (UAVs),
offering a more comprehensive coverage and enhanced
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connectivity, especially in remote or underserved areas.
Examples of UAV use case in TNs and NTNs for remote
area are wildlife tracking, disaster recovery and public safety
missions [1]. Looking forward to 6G, the integration of
TNs and NTNs is expected to become more seamless,
promising ubiquitous connectivity and improved network
performance [2].

One of the persistent challenges in both TNs and NTNs
is managing the issues of line-of-sight (LOS) and non-line-
of-sight (NLOS) propagation. In LOS conditions, signals
travel directly from the transmitter to the receiver, typically
resulting in stronger and more reliable communication links.

© 2025 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License.
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However, in NLOS conditions, where signals are obstructed
by buildings, terrain, or other obstacles, signal quality can
severely degrade. Additionally, the mobility of nodes in these
networks—such as moving vehicles, UAVs, and users—
introduces further variability and complexity to the channel
conditions. To meet the increasing demand for mobility in
TN/NTN, it is necessary to be aware of the advancements
in innovative architectures, breakthrough technologies, and
adaptive strategies [3].

Reconfigurable Intelligent Surfaces (RIS) have emerged
as a promising solution to address the challenges associated
with NLOS conditions and node mobility. RIS are artificial
surfaces with electronically controllable elements that can
manipulate electromagnetic waves [4]. By dynamically
adjusting these elements, RIS can reflect signals in desired
directions, effectively creating virtual LOS paths even in
NLOS environments [5]. Integrating RIS increases the
likelihood of having a LOS communication and improves the
probability of LOS availability [6]. This capability not only
enhances signal strength and reliability but also improves
the overall network performance in dynamic and complex
scenarios [7].

Physical layer security (PHY security) is a critical concern
in both TNs and NTNs, aiming to protect data from
eavesdropping and unauthorized access by leveraging the
physical characteristics of the communication medium [8].
However, the introduction of RIS poses new challenges to
PHY security. While RIS can enhance signal propagation,
it can also inadvertently reflect signals in directions that could
be intercepted by eavesdroppers.

There are several researches concerning physical layer
security in RIS deployment. Authors in [5], [9], [10],
and [11] analyzed the secrecy performance of RIS-enabled
communication in the presence of an eavesdropper. However,
the analysis in the previous researches considered an
ideal continuous phase-shift at the RIS. High resolution
phase-shifters are costly. Therefore, in practice, only limited
phase shifts are available to be configured [12], [13].

Other authors in [14], [15], [16], [17], [18], and [19]
analyzed the secrecy performance in RIS-aided network with
the assumption of perfect knowledge in both legitimate and
illegitimate channel state information (CSI). In real world,
this assumption is hard to fulfill, especially in the condition
of passive eavesdropping. The direct CSI of an illegitimate
node is available only if it is active or it is a licensed
user that has legal access to the legitimate communication
system [20]. However, when the illegitimate user only
overhears the legitimate user transmission, it does not send its
CSI feedback to transmitter, which causes one of challenges
in this literature.

Node mobility in TN/NTN also adds another challenge
in PHY security. One of the primary characteristics of
mobile communications is the rapid time-variation of the
channel coefficients induced by the Doppler spread. The fast
time-variation in the channel makes mobile networks suscep-
tible to channel aging, accordingly effective countermeasures
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for PHY security in mobility scenarios becomes more
difficult [12]. Hence, Doppler effect, channel selectivity, and
shorter coherence time in mobile networks constitute more
pronounced problem from a PHY security perspective [21].

Designing approaches with low complexity and effi-
cient system performance to optimize aerial RIS-enhanced
TN/NTN are challenging, especially when UAVs are
deployed in a partially unknown environment. Artificial
intelligence (AI) and machine learning (ML) approaches are
powerful tools for designing and optimizing such networks.
Deep neural networks (DNN) as a class of ML algorithms
excels in handling non-linear models. However, several
challenges still need to be investigated — for example, large
computational processing power, high energy consumption,
and latency [22].

Transfer learning is one of the potential candidates to
make rapid decision-making with fast sampling efficiency
and mitigate the issues in most ML methods [23]. Transfer
learning is an advanced ML technique that involves transfer-
ring knowledge from one domain (source domain) to another
(target domain). This approach is particularly beneficial in
scenarios where the target domain has limited data but shares
similarities with the source domain.

Khan et al. leveraged domain adaptation under transfer
learning paradigm to deal with the outdated channel [24].
Domain adaptation refers to the process of using a DNN
model to discover and transfer latent knowledge from the
source domain to target domain. In [24], the transfer learning
approach allows the designed detector to adapt itself properly
into different channel environments and improve the system
performance. In addition, authors in [25] established a deep
transfer learning (DTL)-based framework to optimize the
phase shifts at the RIS. However, both researches in [24]
and [25] do not consider PHY security in the RIS-assisted
networks.

Given these challenges, the key research focus is to develop
strategies that ensure PHY security in aerial RIS-aided
TNs and NTNs under various mobility scenarios. This
includes leveraging advanced techniques such as transfer
learning to adaptively enhance security measures in real-
time, considering the dynamic nature of mobile networks.
Addressing these issues is crucial for the next generation
of secure, efficient, and resilient mobile communication
systems.

In this paper, we focus on evaluating PHY security
performance in aerial RIS-aided TN/NTN with emphasis
on node mobility. Our goal is to design robust algorithms
for discrete phase-shift configuration of RIS under limited
resource and adapt transfer learning approach to deal with the
varying channel conditions due to node mobility. The detailed
contributions of our work are outlined as follows:

o We analyze the impact of different mobility models
on PHY security performance in aerial RIS-aided
TN/NTN. By considering the random walk, Gauss-
Markov, and reference point group mobility models,
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we aim to capture a broad spectrum of mobility patterns
encountered in real-world scenarios.

« We develop robust algorithms for optimizing the
phase-shift configuration of quantized RIS elements,
namely optimal secrecy-oriented phase shift (OSP) and
maximizing main channel real coefficient phase-shift
configuration (MRC). OSP considers perfectly known
CSI of the legitimate and eavesdropper channel, while
MRC assumes without the knowledge of eavesdropper
CSI. We also consider random phase-shift (RPS) as the
performance benchmark.

« We build DNN model and apply transfer learning tech-
nique to address the regression problem of performance
prediction in aerial RIS-aided TN/NTN. Our study
is not only a mere application of transfer learning
method, but also a thorough investigation of the transfer
learning impacts from the model modifications and
dataset variations on the secrecy performance of aerial
RIS-aided TN/NTN under different mobility models.

o We comprehensively evaluate PHY security perfor-
mance under various mobility models using metrics
such as secrecy capacity and average secrecy rate. This
analysis provides insights into the effectiveness of our
proposed algorithms in protecting information from
eavesdropper in aerial RIS-aided TN/NTN.

The organization of this paper is as follows: In Section I,
we present an introduction to the topic, outlining the
significance of enhancing PHY security in aerial RIS-
aided TN/NTN and the challenges posed by node mobility.
Section II provides a detailed description of the system
model we proposed, including the integration of RIS and the
leakage information in eavesdropper. Section III describes
the details of various mobility models considered for
every node in the proposed system model. In Section IV,
we formulate the optimization problem aimed at designing an
effective transmission protocol by optimizing the phase-shift
configurations of the RIS. Section IV elaborates on the
robust algorithms we developed to solve this optimization
problem, including Optimal Secrecy-oriented Phase-shift
(OSP), Maximizing Real Coefficient (MRC), and Random
Phase Shift (RPS). Section V discusses the use of DNN model
and transfer learning techniques for efficient performance
prediction of PHY security metrics. In Section VI, we present
our simulation results, providing a comprehensive analysis of
the impact of different mobility models and the effectiveness
of our proposed algorithms. Finally, Section VII concludes
the paper by summarizing our key findings and insights,
emphasizing the practical solutions provided for ensuring
secure and resilient communication in aerial RIS-aided
TN/NTN.

Il. SYSTEM MODEL

In this paper, we consider an aerial RIS-aided secure
transmission mobile system with one source node (S), one
RIS mounted on UAV (U), one destination node (D), and

VOLUME 13, 2025
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FIGURE 1. lllustration of the considered system model of the RIS-assisted
communication.

an eavesdropper (E) as illustrated in Fig. 1. We assume that
all nodes in the system (S, U, D and E) are mobile with the
velocity vector v and has its own speed v and direction 7.
In addition, all nodes are assumed to be equipped with a single
antenna. Due to far distance and the presence of obstacles,
there is NLOS transmission from S to D and from S to
E. Hence, the main channel transmission is assisted by the
installation of a RIS with R elements that is attached to U.
At the same time, E wiretaps the information from U that
makes the system unsecured.

Let ® = diag ([/(16/9', k@O /{RejeR]) denotes
the phase-shift matrix of U, where «, € (0,1] and
6, € [0, 2m) represent the amplitude reflection coefficient
and the phase-shift of the r-th reflecting element at U,
respectively. For the sake of convenience, we assume that
the amplitude reflection coefficient for all R elements are the
same (k = k, V 1 < r < R), then the phase-shift matrix of U
becomes © = « diag ([, ..., ¢%]).

The received signal at D that is transmitted from S and
reflected by U can be written as

R
sp = /Ps Y vFuphu,oke \/Fsyhsy,us +np, (1)
r=1

where Pg denotes the transmit power at S and ug denotes the
transmitted signal from S. ilsu, and ilUrD denote the complex
channel coefficients from S to r-th element of U and from
r-th element of U to D, respectively. Meanwhile, np is the
additive white Gaussian noise (AWGN) at D with zero mean
and variance aé.

Fag with A € {S, U} and B € {U, D, E} in (1) denotes the
large-scale fading of the wireless channel from A to B that
can be formulated as [26]

4nf
Fap = 201log —~ + 10nlogo(daB) + X0  (2)

wheref, c, n, and x, denote the carrier frequency, light speed,
path loss exponent, and shadow fading standard deviation,
respectively. The distance between two nodes is denoted by
dpp that can be calculated in the xyz-plane as

dps = \/(XA -1 +(a—ye)+(G@a—m)?* )
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It is further assumed that within a coherence time block,
the location of the mobile nodes and their connections do
not change. Thus, the network topology is considered static
but changes independently from one time block to another.
By incorporating mobility model in a series of time blocks,
we can capture the dynamic nature of nodes’ mobility and
characterize the time-series changing of nodes’ locations and
connections [27].

Using polar representation, the complex channel coeffi-
cients in (1) can be expressed as ilsu, = fzsureM’SUr and
hy,p = hy,pe/®Vr0, where hgyy, and Ay, p are the magnitudes
of the channel coefficients while ¢gy, and ¢y, p are their
phases. Hence, the received signal-to-noise ratio (SNR) at D
can be formulated as

2
R
¥b = poFsuFupx® | D hsy, hy,pe/ @90 Tou0) (4
r=1
where pp = PS/UI% denotes the average SNR at D.

Additionally, the achievable capacity of the received signal
at D is given by

Csup = log, (1 +yp) . ©)

In the wiretap link, let i’UrE be the complex channel
coefficient from the r-th element of U to E. The received
signal at E can be written as

R
SE = \/ITSZ\/FUEEU,Ekejer\/FSUBSU,”S +ng, (6)
r=1

where ng is the AWGN with zero mean and variance
oé at E. Incorporating more factors such as interference,
environmental noise and imperfect CSI is also critical
importance in PHY security of RIS-aided networks. In this
work, the influence of those factors can be treated as noise
effect. Detail analysis for different type of such factors can be
dealt with in the future works. The resulting SNR at E based
on (6) then can be expressed as

2
R
ve = peFsuFuEr® | D hsu, hy,gd @ Tosutoue)l ()

r=1

where pg = Pg /aé denotes the average SNR at E. Without
loss of generality, we assume that p = pp = pg. The
magnitude and phase of the channel coefficient from the r-th
element of U to E are denoted by izur E and ¢y, g, respectively.
Thus, the achievable capacity of the overheard signal at E is
given by

Csue = log, (1 + vE). (8

lll. MOBILITY MODELS

In TN/NTN, node mobility introduces significant variability
and complexity to the communication channels, impacting
the performance and security of the network. To accurately
characterize these effects, we focus on several mobility
models: the random walk mobility (RWM) model, the
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Gauss-Markov mobility (GMM) model, and the reference
point group (RPG) mobility model. The random walk
model captures the unpredictable and erratic movements
of nodes, representing high randomness in mobility. The
Gauss-Markov model provides a more realistic scenario
where the current velocity and direction are correlated with
past behavior, simulating smoother transitions. The reference
point group mobility model is particularly relevant for
scenarios involving coordinated movements, such as those
of a group of nodes following a leader, which is common
in applications involving UAVs and other aerial platforms.
By studying these models, we aim to comprehensively under-
stand and mitigate the impact of mobility on the performance
and security of aerial RIS-aided TN/NTN systems, leading to
robust and adaptive phase-shift optimization strategies.

A. LEGITIMATE USERS
Regarding to all nodes’ mobility, we assume that all nodes
during their movements maintain the same height through
all the time. Specifically, we also assume that legitimate
node movements in the xy-plane are modeled as the RPG
mobility model, where they move toward the same direction.
In this system, the role of U is to help or assist main channel
transmission such that the information can be received
securely at D. Then, the movements of other legitimate nodes
(S and U) are directed by the movement of D.

The location of D as the reference point of RPG mobility
model in the xy-plane at time ¢ can be expressed as

Xg(1) = xg(t — 1) + vg(2) cos(ng(2)), O]
Vg(t) = ygl(t — 1) 4 vg(2) sin(ng(2)), (10)

where v,(t) and 7,(t) represent the speed and direction of the
group. We assume that the movement of D as the speed and
direction of the group follows GMM model, which can be
expressed as

Ve(t) = avg(t — 1) + (1 — )E[ve] + Oy /(1 — az)mvg(t),

(11)

ng(t) = ang(t — 1) + (1 — @)E[ng] 4 oy,(/ (1 — a®)my, (1),

(12)

where o indicates the memory level. m,, () denotes the
Gaussian distribution of group speed with mean E[v,]
and variance crvz. Meanwhile, m; g(t) denotes the Gaussian
distribution of group direction with mean E[#,] and variance
crnzg [28]. GMM model has smooth movement that is more
similar with real mobile node movement. GMM model
was originally proposed for the simulation of a personal
communication system (PCS) [29].

According to the RPG mobility model, the speed and
direction of other legitimate nodes at time ¢ is a combination
of group movement and random deviation, which can be
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mathematically expressed as
Vnode(f) = min{max{vg(t) + Av, 0}, Vmax},  (13)
Nnode(t) = 1g(t) + An, (14)
where node € {S, U}. Av and An represent random speed
and direction deviation of each node which follows a uniform
distribution [30]. Vinax denotes the maximum speed of every
node. Consequently, the position of each legitimate node at
time ¢ can be written as
Xnode(t) = Xnode(! — 1) + Vnode(?) cOS(Mnode(?)),  (15)
Ynode(?) = Ynode(t — 1) + Vnode(?) sin(fnode(t)).  (16)

10

8

—&— Source
RIS-UAV
o 04 —6— Destination

—&6— Eavesdropper

. m

2.

Yy 0 T

FIGURE 2. The track of 20 different locations for each node under RWM
model.

Aside from group motion occurs frequently in ad hoc
networks and there is relationship among mobile nodes [30],
RPG mobility model can be used to describe users’ movement
for many scenarios, such as in military battlefield commu-
nications and during disaster recovery in search and rescue
(SAR) operations [31]. With RPG and GMM model for
node movement in aerial RIS-aided TN/NTN, the mobility
scenarios in this research are general to diverse conditions
as group movement in ad hoc networks and individual node
movement in PCS.

B. EAVESDROPPER MOBILITY

In this paper, we consider three mobility models for
eavesdropper movement. RWM and GMM scenarios repre-
sent independent eavesdropper. Meanwhile, RPG scenario
represents smart and structured eavesdropper. Thus, the
mobility scenarios in this study are sufficient enough
to characterize eavesdropper behavior in mobile network.
Further sophisticated eavesdropper with active attacks or
adaptive eavesdropper mode can be dealt with in the future
works.

1) RANDOM WALK MOBILITY MODEL
In RWM model, instead of following the speed and direction
of D, the speed and direction of E at time ¢ are randomly

VOLUME 13, 2025

selected from the uniform distribution, i.e., VEWM(Z‘)

U Vmin, Vmax] and nEWM(t) ~ U0, 2m), respectively. The
location of E at time r with RWM model can be further
expressed as

~

M) = Mt — 1) + M@ cos(E M)y, (17)
YEWM (1) = yBWM(r — 1) + vB"M (1) sin(nBYM(r)).  (18)

Fig. 2 shows a snapshot of the node movements with E
using RWM. The movement of S and U correlates with D’s
movement. Meanwhile, E moves according to RWM model
that follows random uniform distribution.

—a&— Source
RIS-UAV
10 —6— Destination

—&— Eavesdropper

8

w6
4 -
25l
100 ™~

FIGURE 3. The track of 20 different locations for each node under GMM
model.

2) GAUSS-MARKOV MOBILITY MODEL

In GMM model, E also does not follow the movement of D.
Node E has its own unique speed and direction with some
tendency not only continuing the current speed and direction
(Markov property), but also randomly following Gaussian
distribution. GMM model is known for its smooth movement
and thereby more similar with real mobile node movement.
The speed and direction of E at time ¢ in GMM model can be
expressed as

vEMM () = g v@M(r — 1) + (1 — ap)EvEMM]

+ o, [(1 — am,gam (1), (19)
oMM () = agnf™MM@ — 1) + (1 — ap)EEMM)

+ oy \/(1 - aé)m,’(E;MM(t), (20)

where ag indicates the memory level of E’s movement
(Markov’s property). m,GMM (t) denotes the Gaussian distri-

bution of E’s speed with mean E[VSMM] and variance UVZGMM.

. . .. . E
Meanwhile, m,Gam (t) denotes the Gaussian distribution of

GMM

E’s direction with mean E[7g™™] and variance U;GMM. The

E
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location of E then can be written as

xEMM () = xEMM(r — 1) +vEMM(1) cos(nEMM (1)),  (21)

e ™M) = g™ — D+ v@"M@) sinmg"™@)). (22)

Fig. 3 shows a snapshot of the node movements with E
using GMM. As can be seen in Fig. 3, the movement of S
and U correlate with D’s movement. Meanwhile, E moves
according to GMM model that also has smooth movement as
the legitimate node group but owns different Gauss-Markov

properties with them.

3) REFERENCE POINT GROUP MOBILITY MODEL

In the assumption of E that can acquire the legitimate users
mobility information, E can follow the legitimate nodes’
mobility model. Therefore, the movement of eavesdropper
can be modeled as the RPG mobility model, whose speed and
direction at time ¢ can be expressed as

vRPG (1) = min{max{ve(r) + Av, 0}, Vmax},  (23)

N o(1) = ng(t) + An. (24)
Consequently, the location of E with RPG mobility model can
be written as

RPG(I) RPG(t

D)+ &P (1) cos(nBFC(r)),  (25)

o) = D+ P9 sin(gPe)).  (26)

RPG (r —

—a&— Source
RIS-UAV

10 —e— Destination

—&6— Eavesdropper

60

FIGURE 4. The track of 20 different locations for each node under RPG
mobility model.

Fig. 4 shows a snapshot of the node movements with RPG
mobility model. The movement of S, U, and E correlates
with D’s movement. Thus, although all nodes do not have
exactly the same speed and direction, they have similar
pattern of movement track as shown in Fig. 4.

IV. PHASE SHIFT OPTIMIZATION

Optimizing the configuration of the phase-shifts of RIS is
essential to control the propagation environment dynami-
cally and enhance the overall communication performance.
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By adjusting the phase-shifts based on the instantaneous
CSI, we can steer the reflected signals toward the intended
receiver, thereby maximizing the signal strength and quality
at the destination. This targeted signal steering helps in creat-
ing virtual line-of-sight paths in non-line-of-sight scenarios,
significantly improving the link reliability. Additionally, opti-
mizing the phase-shifts is crucial for minimizing the signal
leakage toward potential eavesdroppers, thereby enhancing
physical layer security. This dual objective of enhancing
legitimate communication while suppressing eavesdropping
necessitates precise and adaptive phase-shift configurations
to respond to the dynamic nature of wireless channels,
especially under varying conditions such as node mobility
in TNs and NTNs. This motivation leads to the need of
our proposed algorithms, which dynamically optimize RIS
phase-shifts by leveraging instantaneous CSI to enhance
signal strength at the destination and minimize leakage to
eavesdroppers, thereby ensuring robust and secure commu-
nication in dynamic wireless environments.

A. PERFORMANCE METRICS

Evaluating the secrecy performance in a wireless system
involves several key metrics. In this study, we calculate
the instantaneous secrecy capacity (SC) that is defined
as the difference between the main channel rate and the
eavesdropper channel rate, and can be formulated as

SC = max {Csyp — Csuk, 0} . (27)

Consequently, the average secrecy rate (ASR) of the system
can be mathematically calculated as

ASR = E[SC]. (28)

B. PROBLEM STATEMENT

In the proposed system model, we aim to maximize SC by
considering quantized phase shift instead of high phase-shift
resolution [32] and due to hardware limitation. The phase-
shift configuration at U is modeled as linear quantization with
Q levels. Hence, the objective function of our maximization
problem is

maxgmize SC(#) = Csup — Csue (29a)
2r 4 2 -1
subjectto 6, € [O, il M] . (29b)
0 0 0
p < Pg, (29¢)
where @ = [0, ..., Or] represents the phase-shift vector of

all R elements at U.

C. OPTIMAL SECRECY-ORIENTED PHASE-SHIFT

In the condition that U can obtain the CSIs of S, D,
and E, U can use these CSIs to obtain the optimal phase
shift configuration that maximizes the instantaneous secrecy
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capacity of the system, which is mathematically expressed as

(OSP problem)

maxiomize Csup — Csue

subjectto  (29b), (29c¢). (30)

Hence, the instantaneous SNR of the main and eavesdropper
channels with optimal secrecy-oriented phase shift (OSP) can
be expressed as

R 2
ySF = pk®FsuFup | hsu, hy,pe ™" F#su:+ou0)
r=1
(31)
R 2
O = pi?FsyFuE Z hsu hu,e O +su, +6u,E)
r=1
(32)

Algorithm 1 OSP Exhaustive Search
Input: R, O, «, p, hgy, hyp, and hyg;
Output: 9957, SCOSP,

1: SCOSP = 0 « secrecy capacity initialization;

2 forie(l,...,0R do

3: forre [1,...,_R— 1] do

: er <~ % |—QRl—r -| ;
end for

2mi.

4
5
6: Or <~ o>
7
8
9

® <« « diag ([¢1, ..., &0, ..., &%]);

2
v3>F « p [hyp©hgy’

s

OSP

79« o |hye®hgy'
10  Csyp < log, (1 + )/OSP);
11:  Csyg < log, (1 + Ve SP);

12: SCiemp < max [Csyp — Csuk, 01
13: if SCiemp > SCOSP then

bl

14: iO5F « i; SCOSP « SCiemps
15:  endif
16: end for

17: forr € [1,...,ROS—P 1] do
18: 995P<—%’|" 15

QR—r
19: end for osp
. nOSP 27iOSP
20: 070 < =5
21: return

Let SCOSP denote the instantaneous secrecy capacity for
OSP. Meanwhile, channel coefficient vector hag € CR*! is
the combination of large scale and small scale fading for the
channel from A to B, where hag, = +/Faphag,¢/®8:. The
exhaustive search algorithm for OSP is shown in Algorithm 1.
OSP algorithm obtains the optimal phase-shift by calculating
the secrecy capacity (SC) from all QF possible phase-shift
configurations, then searching the maximum SC value among
all the resulted QR SCs. Therefore, OSP algorithm always
obtains the global optimum phase-shift and OSP complexity
is O(QR). Because there are QF combinations of phase-shift
configuration that should be calculated to obtain the optimal
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Algorithm 2 Maximizing Real Coefficient
Input: R, O, hgy, and hyp;
Output: 0MRC;

1: forr €[1,...,R] do

2: val < 0;

33 forgell,...,Qldo

~ ~ . 2ngq

4: temp < N hSU,hU,Del( o +ésu, +éu,0) :
5 if val < temp then
6: val < temp;

MRC onq.
7 R
8 end if
9: end for
10: end for

Calculating Instantaneous SC of MRC
Input: «, p, hsy, hyp, hyg, and 6MC;
Output: SCMRC,

11: ® <« k diag ([e/'e{vmc, e, e’v%RC]);
12: ypIRC 2

13: )/g[RC <~ p ’hUE®hSU/
14: Cgyp <« log2 (1 + )/MRC);

15: Cgug < log, (1 + ve RC);

SCMRE  max [Csyp — Csuk. 0]:

< p |hyp®hsy'|;

2

i

17: return

phase shift in OSP, this exhaustive search makes the OSP not
feasible to be implemented within limited time.

D. MAXIMIZING REAL COEFFICIENT

In the condition of U that cannot obtain the CSI of E, U
is assumed that it can still acquire the CSIs of S and D to
maximize the received SNR at D. Thus, we propose phase-
shift optimization based on the maximum real component
of the main channel coefficient multiplication, which can be
expressed as [33]

(MRC problem) max})mize N {izsurfzurDe"(Q’J“‘l’SUr+¢UrD)}

subject to (29b). (33)

where N{.} denotes the real component of the complex
number. Maximizing real coefficient (MRC) is considered
as theoretical-based optimization algorithm to obtain the
optimal phase-shift configuration in discrete-valued phase-
shift RIS. Let OMRC denotes the phase shift vector for all
R elements of RIS with MRC optimization, the resulting
instantaneous SNR at D and E then becomes

2
R
A A . AMRC
VS/[RC _ ,0K2FSUFUD Z hSU,hU,.Del(H’ +¢su, +¢u,p)
r=1
(34)
R 2
A A . )MRC
7/E/IRC _ /OKzFSUFUE ZhSU,hU,Ee](er +¢su, +ou,E)
r=1
(35)
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TABLE 1. Computational Complexity of Phase-Shift Optimization
Methods.

Optimization Method Complexity
Optimal Secrecy-oriented Phase-shift (OSP) ~ O(QF)
Maximizing Real Coefficient (MRC) O(Q X R)
Random Phase Shift (RPS) O(R)

The algorithm of MRC is shown in Algorithm 2. The
process of MRC algorithm is first in every RIS element it
calculates a composite coefficient that is the product of the
channel response from S to U, the reflection coefficient at U,
and the channel response from U to D, i.e., ftsu,,xeie’izUrD =
ilsurewsur,cei@rflurDejqﬁu,D ~ ilSU,ilU,Dei(G’+¢SU’+¢U’D)
when we consider amplitude reflection « = 1. Then, MRC
searches the maximum real coefficients from all Q possible
composite coefficients as the number of possible phase-shifts
at every element is Q.

The computational complexity of maximum real searching
at every RIS element is O(Q). Additionally, because the
maximum real searching is computed repeatedly R times,
then MRC complexity becomes O(Q x R). MRC algorithm
has linearly increasing complexity, while OSP algorithm has
exponentially increasing complexity. As a result, MRC has
lower complexity than OSP.

E. RANDOM PHASE SHIFT

The random phase shift (RPS) algorithm is considered as
the baseline configuration for comparing the phase-shift
optimization performance. The RPS algorithm randomly
tunes the phase of the passive reflecting elements at RIS.
It means that RPS algorithm does not require any CSI to tune
the passive reflecting elements, which can be mathematically
expressed as

ORPS ~ 14(0, 27), (36)

where U(-) represents the uniform distribution of the phase
shifts in (29b). Thus, the instantanecous SNR of the main and
eavesdropper channels with RPS can be expressed as

R 2
78" = pFsuFup | Y hsu,hu,pe " Hosurouro)
r=1
37
R 2
VES = pk?FsuFue | ) hsu, hu,ee @ Hosurtoue)
r=1
(38)

F. PRELIMINARY RESULTS

Computational complexity of the phase-shift optimization
methods using OSP, MRC, and RPS is presented in Table 1.
By considering the number of RIS elements R and the
quantization levels in each element Q, OSP needs to calculate
all QR combinations to obtain the optimum phase-shift
configuration. On the other hand, MRC needs Q0 x R
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calculations since it only calculates the main-channel real
coefficient multiplication at every element, whereas RPS only
needs R computations due to its random configuration.

180 w . g
—6—RPS Q=4 f

160 1/~ o - RPS Q=8

Lol RPS Q=12

—+— MRC Q=4
120 ||~ * ~MRC Q=8

. MRC Q=12
<100 | |—8—OSP Q=4
2 - 8-0SPQ-8
5 80 [ |~E-0SPQ=12
60
40 |
20 ]
E' _-|
0e & a L= B ¥ Cha o
1 2 3 4 5 6 7

Number of RIS Elements

FIGURE 5. Execution time of phase-shift optimization methods.

Fig. 5 shows the execution time of the OSP, MRC, and
RPS with different number of RIS elements and quantization
levels. MRC and RPS have feasible execution time regardless
of the number of RIS elements and quantization levels
because the computational complexity only increases linearly
with the number of RIS elements. However, OSP execution
time increases exponentially as the number of RIS elements
and quantization levels also increase. The reason is that
because OSP needs to calculate all Q¥ combinations to obtain
the optimum phase-shift configuration. Thus, OSP is not
feasible to be applied within limited time using high number
of RIS elements.

Considering the high execution time of the phase-shift
optimization methods, we propose a DNN model to predict
the secrecy performance. DNN arises as a well-suited method
for real-time system performance evaluation. DNN model
has the shortest execution time compared to the Monte-Carlo
simulation and mathematical analysis [34].

V. DEEP TRANSFER LEARNING

Addressing the environment changes due to node mobility,
we propose a transfer learning method that has less train-
ing time than re-training the DNN model with the new
environment data. In transfer learning approach, there are
a source model and a target model, which are denoted by
subscript S and T, respectively. Analogues to traditional
machine learning, source model corresponds to the model in
the training process, whereas target model is related to the
model used in testing [35].

Fig. 6 illustrates the source and target model in transfer
learning method to predict SC. The source model is a DNN
model with several hidden layers. On the other hand, target
model layers are transferred from the source model layers
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FIGURE 6. Source model and target model with transfer learning-based regression.

with specific arrangement. First, frozen layer and fine-tuned
layer parameters are copied from the source model. These
layers are indicated by the gray boxes of “transfer parameter”
in Fig. 6. The input layer and frozen layers are settled into
fixed parameters and do not join the backward propagation
in target model training.

Second, new layers are located before the output layer.
The new layers are small number of new layers where their
parameter initialization are given randomly, no relation with
the final trained parameter values in source model. These
layers are denoted by the “new parameter initialization” box
in Fig. 6. Adding new layers is intuitive method to transfer
knowledge in deep transfer learning [36]. Because there are
only small number of target dataset, we transfer or copy first
several layers from source model into the first several layers
of target model and add only small number of new layers in
target model. The transferred layers correspond to general
characteristics of features that can be applicable to source
and target datasets [37]. However, because target dataset is
different from source dataset, we need to add several new
layers located directly after the transferred layers to learn the
specific characteristics of features in target dataset.

Lastly, fine-tuned layers along with the new layer are
trained with the new environment data. Fine-tuning aims
to train just few layers of the source model by using few
labeled samples in the target environment. Fine-tuning can
dramatically reduce training costs because only parameters
from few layers will be trained [38]. The proposed transfer
learning approach in this paper is considered using a
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fine-tuned model to learn new environment data efficiently.
In this case, the optimal parameters in the trained source
model are used and transferred into the target model to
enhance the new training although the target model is only
trained with insufficient amount of data [39].

A. DOMAIN AND TASK
Both of the source model and target model in transfer learning
method have their own domain and task. A domain is defined
by D = {X, p(x)}, where X is a feature space, p(x) is a
marginal probability distribution, and x € AX'. For a given
domain D, a task is defined by 7 = {J, f(-)}, where Y is
a label space and f(-) is a predictive function f : X — Y
which is learned from the feature vector and label pairs (x, y)
withy € ) [40]. From a probabilistic perspective, we can also
rewrite the task as 7 = {)/, p(y|x)}, where p(y|x) denotes the
posterior probability of label y for a given feature vector x.
Assuming a source domain Ds with a corresponding
source task 7g and a target domain Dt with a corresponding
task 7, transfer learning goal is to improve the target
predictive function fr(-) by using the related information from
Ds and 7s, where Ds # Dt and/or 7s # 7t. In addition,
in most cases, the size of Ds is much larger than the size of
Dr [41]. In nonstationary wireless networks, it is difficult to
obtain a large number of new training samples within a short
time in the new target environment, then transfer learning
should be applied and fine-tuned with small data set in new
target domain [42].
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In the special case of Ds # Dt and 7s = 7t as in
this study, this case is categorized as transductive transfer
learning [43]. In this paper, we consider a source model with
one source domain Dg and one source task 7g, and a target
model with one target domain Dt and one target task 7t.
We define Ds, 7s, D, and 71 as

Ds = {Xs, p(xs)}, xs € As,
Ts = {Vs.fs}h fs : s — Vs, ys =fs(xs) € Vs,  (39)
Dr = {47, p(x1)}, XT € AT,
Tt = {Yr.fr}, fr: Xt — Vr, yr =fr(xp) € Yr, (40)

respectively. The source and target model have the same task,
which is to predict SC. However, they have different domain
since the node mobility causes environment changing.
Considering that the data sets in new environment follow
different distributions, deep transfer learning has the ability
to fine-tune DNN model with new training samples as target
domain [44]. On the other hand, the case of traditional
machine learning is Ds = Dt and 73 = 77. Conventional
machine learning analyzes the same task under the same
domains and assumes there is no difference in source and
target environment.

B. SOURCE MODEL

In order to obtain the system secrecy performance in a
short time, we build a source model with DNN architecture
that is capable of predicting the system performance with
supervised learning [45]. The developed deep learning
model utilizes regression analysis to estimate the relationship
between the dependent variable SC that denotes the instanta-
neous secrecy capacity in (27) and an input feature vector x
that can be expressed as

x = [p, Ps. Pu, PD; PE; dsu; 4uD, dUE, #SU, s - - - » PSUg»
AUID; - -+ PURDs PUIE, - - - » PURE, Nhsu, }, Sthsu b - -,
R{hsugts Sthsugt, Moo}, S{hypls - - -, Rihugp}s
S{hugo), Rhu,e) Sthu e, - - Rihuge), Sthued’,

(41)

where hy g denotes the channel coefficient of eavesdropper
CSI from the r™ element of RIS to E, px = [xx, yx, zx]
denotes the 3D Cartesian coordinates of node X, and J{.}
denotes the imaginer component of the complex number. It is
noted that the total number of input features is 16 4+ 9R.

The source model in our proposed transfer learning
approach consists of five fully connected (FC) layers and an
output layer that can be written as

S0 Ts) = [ fs(T) o /5T 0 T 0 (T

o oI o A(TH) |x), (42)
where (5(T'3) o fiTPN(X) £ fH(fi(x; TT): T3) and T's £
(rs, ..., I‘g} denotes the parameters (weights and biases

of all layers) in the source model that should be optimized
during deep learning process.
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Let o; € R'*¥ be the output vector of the /™ FC layer with
a; neurons, the output vector of every layer can be formulated
as [46]

0o, = ¢ (0,-1W; +by), (43)

where ¢;(-) is the activation function used at the /™ layer,
W, € R%-1%4 is the weight matrix from the (I — 1) FC layer
to the I!" FC layer, and b; € R!>4 ig the bias vector for all of
the a; neurons at the /™ layer. In this paper, we consider all
FC layers use rectified linear unit (ReLU) ¢(0) = max{0, o}
as the activation function. The parameters of the /"™ FC layer
then can be denoted as I'; = {W/, b;}.

Using the assumption of the same number of neurons in all
five FC layers (a; = aV 1 <[ < L), the number of trainable
parameters that are updated in the first FC layer is (16 +
9R)a + a. Furthermore, the number of trainable parameters
in the rest of FC layer is (L — 1)(@® + a). When there is
only one predicting neuron in the output layer representing
the SC value, then the number of trainable parameters in the
output layer is a + 1. Thus, total number of parameters in our
proposed source model is (18 4+ 9R)a + (L — 1)(a*> + a) + 1.

C. TRAINING PHASE

In the source model and target model training phase, dataset
is prepared with the input vector in (41) and SC values as the
output. During the training step, an optimizer is used to obtain
optimal parameter I' by minimizing the loss function of the
predicted secrecy capacity SC from the DNN model and the
actual secrecy capacity SC from (27). The optimizer used in
this study is adaptive moment estimation (Adam). The loss
function that calculates the squared error for each k-th sample
in the j-th mini-batch of the i-th epoch can be written as

LG0T = % (sct — STC(”“‘))2, (44)
where j is the index of the mini-batch in the i-th epoch.

Let ¢ be the neural network learning rate, that is a
predetermined small positive value to scale the parameters
update in the direction of the negative loss gradient. The
updated parameter in every j-th mini-batch of the i-th epoch
can be expressed as

Sbatch
¢

r=r-vz% (a=r- VLI,

batch k=1

(45)

where Spat cn 1S the size of the mini-batch and Vﬁg;)t n(@)is
the loss gradient value of the j-th mini-batch in the i-th epoch.

It is noted that Ds # Dt at mobile TN/NTN due to
environment changes from node mobility. In most cases, the
size of Dg is much larger than the size of Dt [41]. Then, the
number of mini-batches in source model training (Ngat cn) 18
much larger than the number of mini-batches in target model
training (N, . ) or we can say that NS__ . > NI __
when we consider the same batch size Sy1tcn to train both
the source and target model.
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TABLE 2. Number of Parameters in Fine-tuning.

DNN Model Number of Non-trainable Parameters = Number of Trainable Parameters
Source Model 0 (18 +9R)a+ (L —1)(a®> +a) + 1
Target Model (17 + 9R)a + (M — 1)(a® + a) (L-—M)a?+a)+ (a+1)

Algorithm 3 Transfer Learning Algorithm
Input: Spatch, Nepoch = 150, SPLIT_SIZE = 0.1;
1: Load: source dataset;

2: Load: target dataset;
Phase 1: Source model training phase
Input: source training dataset;

Output: trained parameters I's and trained source model
fs(x; IT's);
3: build source model using (42);
4: [ <0
5: while i < Nepocn do
6: i< i+1;j<«0;
7
8
9

whilej < NS, do
Jeith y
s < Optimizer(Ts, VL) );

10:  end while

11: end while

12: return
Phase 2: Target model training phase

Input: target training dataset, trained parameters I's;

Output: trained parameters I't and trained target model
JSr(x; T');

13: transfer I's into I'** and I't* using (47) and (48);

14: build target model using (46);

15: i < 0;

16: while i < Nepocn do

17 i< i+1;j <0

18:  whilej <N _, do

19: j<—j+1 N

20: I't < Optimizer(I'T, Vﬁggich);

21:  end while

22: end while

23: return
Phase 3: Inference phase

Input: testing dataset;

QOutput: predicted SC and RMSE values;

24: compute S’E(k) = fT(Xtest; I'T) using the trained target
model fr(x; I'r);

25: compute RMSE using (52);

26: return

D. TARGET MODEL

The target model in our proposed transfer learning approach
also consists of several FC layers and an output layer with
trained layers that are obtained from the source model and
can be written as

new layers

Fr(x; Tp) = [ F(S5) o fo(T2) o f5(T2EY)
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fine-tuned layers

o fiT55) 0 fi(T55) 0 (T5) 0 fiTFH) |0,
(46)

non-trainable layers

where Tt £ ([{*, [5" Ti" ;" T2 T2V IS4
denotes the parameters (weights and biases) of all layers in
the target model. I'** indicates the frozen layer parameters
where the initial values are transferred from the source model
and not updated in the target model training, which can be
written as

L7 (i,)) =7 (i = Nepocn,j = Noaron). (47

On the contrary, T'** indicates fine-tuning parameters where
the initial values are also transferred from the source model
but updated in the target model training based on the loss
gradient value that can be calculated as

TiG=1,=1)=T} (i=Nepocn,j = N> o), (48)

¢ RS LG~ 1)
orf G j— 1)
(49)
In (46), T’ and T'°"* indicate the new additional layer and
the output layer parameters respectively, where the values

are randomly initialized and iteratively updated in the target
model training, which can be expressed as

T[S, j)=Tf G, j—1)—

S
batch k=1

¢ Sbatch 5.0

rnew — rnew _ , 50
! ! Sbatch k=1 ar?ew ( )
Spbatc k
rOUt — rOUt _ é‘ < BE( ) . (51)
Sbatch k=1 arout

These layers are denoted by the ‘“‘new parameter initializa-
tion” box in Fig. 6.

Considering there are M frozen layers in target model
with total L layers, parameters in the target model can be
divided into non-trainable parameters for the frozen layers
(T'f%) and trainable parameters for the fine-tuning layers
(T'£%), new layers (I'£¥), and output layer (I'°“%). Using the
same assumption in the source model that each FC layer
has a neurons, the number of non-trainable parameters in
the target model is (17 + 9R)a + (M — (@? + a) and the
number of the trainable parameters is (L — M Ya? + a) +
(a + 1). The total number of parameters in target model is
the same with the total number of parameters in the source
model. The number of parameters in the source model and
target model are summarized in Table 2. The target model
has less number of trainable parameters than the source
model, because non-trainable parameters in target model is
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TABLE 3. DNN Model Architecture.

Parameters Values
Number of RIS elements, R 4
Number of input layer neurons 52
Number of hidden layers in the source model 5
Number of neurons at each hidden layer, a 512
Batch size, Spatch 512
Number of epochs, Nepoch 150
Number of transferred layers from the source model 4
Number of new hidden layers in the target model 2

transferred from the source model training. The justification
for selecting the number of frozen layers at the target model
is explained by Fig. 13 in Section VI that illustrates the
impact of the number of non-trainable parameters or number
of frozen layers over its achieved ASR value.

E. TESTING PHASE

In the testing step, the trained DNN model predicts the
secrecy capacity as the output value. We assess the per-
formance of DNN model in terms of root mean squared
error (RMSE) function. The RMSE is used to determine the
discrepancy between the predicted value and the actual value
over all testing dataset that can be expressed as

—~ )\ 2
S (st - se)
RMSE =

) (52)

N test

where N¢ ¢ s+ denotes the number of data in the testing dataset.
In the last inference phase, the trained DNN model is used
to predict different dataset and compared with the simulation
results. Overall, the algorithm of transfer learning is shown in
Algorithm 3. Furthermore, the source model and target model
architectures used in this study specifically their number of
neurons and layers are summarized in Table 3. Both source
and target model have the same batch size and number of
epochs.

R — — = Source Model Training
107 ¢ Source Model Validation | |
; Target Model Training
Target Model Validation
10-3 L
&5
%)
=
107 ¢
10-5 L
0 50 100 150

Epoch

FIGURE 7. The loss MSE in source model and target model.
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The mean squared error (MSE) value of the source model
and target model with three frozen layers during training and
validation is presented in Fig. 7. Target model in training and
validation process has lower value of MSE than source model
since target model has transfer knowledge from the source
model training that makes the target model learning better and
produces less error. Target model testing has RMSE value of
0.004004, while source model testing obtains 0.006943. The
low value of RMSE means that the DNN model prediction
has low discrepancy with the actual instantaneous SC value
in simulation. The lower RMSE value in target model is the
result of target model training that takes the advantage of
parameter transfer and learns feature characteristics better
than the source model.

F. DNN COMPLEXITY ANALYSIS

The computational complexity of the DNN model can be
calculated as

O(16+9Ra+a+ (L — @ +a)+ a+1 )
——

output layer

first FC layer
= O((18 +9R)a + (L — 1)(a* +a) + 1)

~ O(aR + (L — 1)d?)

~ O(d?) (53)

remaining FC layer

since R < a and L < a. The resulted computational com-
plexity shows that the DNN model calculates its prediction
without considering the number of quantization levels Q for
every RIS elements.

For source model training, when there are Sy, cn X Ng’at ch
samples to train the DNN model with number of epochs
Nepoch, the training complexity of source DNN model
from (53) can be recalculated as

O((Nepoch X Spatch X NSacen) X a2) ~ O(a4) 54)

regarding of Nepocn <K @, Spatcn ~ a, and Ngatch ~ a. For
target model training with the same batch size and number of
epochs, its complexity is given by

O((Nepoch X Spatch X Npaten) X a2) ~ O(a3) (55)

because Ngat on < a. The training complexity neglects the
number of frozen layers (M) since M < L < a.

While the training complexity is O(a*) for source model
and O(a®) for target model, the inference complexity is
O(a?) from (53) because inference phase computes only
one sample to obtain the prediction and it becomes the
main computational complexity in DNN approach with the
assumption that training phase can be computed offline [47],
[48]. Hence, DNN model with complexity O(az) is consid-
ered as having low complexity that neither grows with the
increasing number of RIS elements nor quantization levels.
Therefore, the proposed transfer learning-empowered PHY
security is practical to optimize the secrecy performance in
aerial RIS-aided network.
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TABLE 4. Simulation Parameters.

Parameters Values
Carrier frequency, f. (GHz) 3
Noise figure, NF (dBm) 10
Thermal noise power density (dBm/Hz) -174
Noise bandwidth, BW (MHz) 10

Reference distance, dg (m) 1
Gauss-Markov memory level of legitimate nodes group, &« 0.6
Maximum speed of every node, Vimax

Mean of group speed, E[v,] 2
Standard deviation of group speed, o, 0.1
Mean of group direction, E[n,] ™
Standard deviation of group direction, oy, w/2
Gauss-Markov memory level at E, ap 0.6
Mean of E’s speed, E[y&MM] 4
Standard deviation of E’s speed, TGMM 0.5
Mean of E’s direction, E[nSMM)] w/2
Standard deviation of E’s dlrectlon » T pGMM /4
Number of RIS elements, R 4
Amplitude reflection coefficient, x 1
Quantization levels, Q 16
Transmit Power at S, Pg (dBm) [-40,80]
Width of the Gaussian kernel, vg 1

G. MAXIMUM MEAN DISCREPANCY
Since Ds # Dr in transductive transfer learning, conse-
quently how to measure the distribution difference or the
similarity between Ds and Dr is an important issue. The
measurement metric termed maximum mean discrepancy
(MMD) is widely applied in the field of transfer learning [49].
MMD is a nonparametric distribution discrepancy measure
used to compare the distributions of two different domains.

In order to calculate MMD, there are two samples as
{xL}?, from Ds and {x’T}}z] from Dt in (39) and (40),
respectively. The squared value of MMD between the two
distributions p(xs) and p(xT) is formulated as [50]

ns ns
= Z Z k(xs, XS)
g i=1i'=1

AT Ny

+—222k<
T =1 =1
ns nr

Z Zk(xs, xT),

i=1 j=I

MMD?(Ds, Dr) =

nsnT
(56)

where k(x, x') is a Gaussian kernel function given by

L) Ix— x|
(x,X') = exp -—— | 57
205

|x—x'||? is the Euclidean distance between two vectors X and
x’ that can be written as

2
Ix —x'||* =

> i —x)) (58)

where x is the feature vector and n is the number of feature
in (41), which is 16 4+ 9R. Meanwhile, x; and xlf are the i-th
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feature of the vector x and X, respectively. O'G is the variance
of the Gaussian kernel function with yg = o 2 that controls

the width of the Gaussian kernel.

In (56), the squared MMD value contains three parts of
kernel computations k(x, x’), which are the pairwise kernel
calculations within the source domain samples k(xé,xg)
the pairwise kernel calculations within the target domain
samples k(xT, xT) and the cross-domain kernel calculations
between the source and target samples k(xs, X’T). Therefore,
the more similar Ds and Dr results in the higher value of
the cross-domain computation in the third part calculation
of (56) and yields lower value of the squared MMD as the
final calculation of the similarity metric between source and
target domain.

VI. RESULTS AND DISCUSSION

In this section, we present our simulation results of the
system secrecy performance.! The parameter setting that we
used in the simulation is presented in Table 4. Considering
NLOS condition, the path-loss calculated in this research
is integrated in the channel gain of the Rayleigh fading as
Ga+ Gg —22.7 —261log(f.) — 36.7log(dag/dp), where G is
node antenna gain and dj is the reference distance.

A. SIMULATION RESULTS

There are three major approaches in RIS optimization
research field, which are model-based methods, meta-
heuristic techniques, and ML algorithms [51]. In this
research, OSP and MRC algorithms are our proposed
model-based solutions that represent the first category of RIS
optimization approaches. Second category of RIS optimiza-
tion approaches is meta-heuristic technique. However, meta-
heuristic algorithms have possibility for early convergence
in local optima and sensitive to parameter settings [51].
Therefore, we are not considering this second category of
RIS optimization approaches in this study. The third category
of RIS optimization approaches is machine learning (ML)
technique. Our proposed DNN model with transfer learning
approach is the representative of this third category of RIS
optimization approaches. By implementing at PHY security
field, all of our methods in the paper has acknowledged major
optimization approaches in RIS researches.

Fig. 8 displays the instantaneous secrecy capacity of the
system with transmit power 45 dBm at 40 different locations.
OSP shows the highest secrecy performance among others
since OSP obtains the optimal phase-shift configuration in
RIS by calculating the maximum secrecy capacity and using
the CSIs of main channel and wiretap link, whereas MRC
only utilizes the main channel information to obtain the
phase-shift configuration without considering the wiretap
channel. Thus, the secrecy capacity of MRC is lower than
OSP, yet higher than RPS. Similar results are also obtained
for the scenario of E with RWM and GMM mobility model.

IFor the sake of reproducible results, our code can be found at
https://github.com/Y Triwidyastuti/RIS-PLS-TL
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FIGURE 8. Instantaneous secrecy capacity of the three phase-shift methods for E with different mobility models. (a) RPG. (b) RWM. (c) GMM.
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FIGURE 9. The impact of transmit power on the ASR with R = 4 and RPG
eavesdropper.

Fig. 9 depicts the effect of transmit power and number of
quantization levels on the ASR. As can be seen in Fig. 9, the
ASR increases as the transmit power increases. The reason
is that high transmit power increases the main channel and
wiretap received signal rate, but gives more impact on the
higher main channel data rate because the signal transmission
from RIS elements more focuses at D rather than at E.
Fig. 9 also shows that ASR increases as the number of
RIS quantization levels increases because higher quantization
levels at RIS elements makes signal reflections more focus on
D. The prediction results from the DNN model show good
correlation with the simulation results. Deep learning can
achieve similar performance with OSP, MRC, and RPS as
the DNN model obtains the relationship between the secrecy
performance and the input parameters through deep learning
from all dataset.

Let us assume that the total circuit power in the system is
defined by [7]

dyn

Py £ PJ" + P§ + P54+ RPy,, (59)
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where Pdsyn 10 dBm represents the dynamic power

consumption, related to the power radiation across all circuit
blocks at S. PSSta = 15 dBm denotes the static power used
by the cooling system at S. PSDta = 5 dBm is the hardware
static power dissipation at D. Py, is the power dissipation
per element at U, which is caused by the circuitry required
for adaptive phase-shifting with b-bit resolution, where b =
log, Q. Typical power consumption values of each phase
shifter are 1.5 and 4.5 mW for 3- and 4-bit resolution phase
shifting, respectively. The system secrecy energy efficiency
then can be mathematically expressed as

(60)

where € = 0.5 is the transmit power efficiency [52].

8
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FIGURE 10. Average secrecy energy efficiency for eavesdropper with RPG

mobility model.

The result of the secrecy energy efficiency (SEE) for
RPG eavesdropper is presented in Fig. 10. At low transmit
power, SEE is proportional to the ASR. However, SEE is
decreasing at high transmit power due to the increasing
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power consumption. As shown in Fig. 10, higher number of
quantization levels has lower SEE because it has higher power
dissipation per element, even though it can achieve higher SC.

B. TRANSFER LEARNING ANALYSIS

The proposed transfer learning-empowered PHY security
is general enough for various scenarios. Deep transfer
learning can handle model mismatch [53], nonstationary
environment [42], and diverse distribution in device data
sets [44], while still addressing PHY security performance in
short time. Thus, the proposed transfer learning-empowered
PHY security is feasible for practical applications in aerial
RIS-aided TN/NTN.

The instantaneous secrecy capacity prediction of the source
and target model with OSP phase-shift configuration in the
scenario of RPG, RWM, and GMM eavesdropper mobility
models are shown in Fig. 11. The source and target model
can closely predict the instantaneous secrecy capacity in the
shown 100 different locations with various mobility models
because the source and target model can learn the features
of the node positions and channel coefficients during their
training process. The averages of source model and target
model prediction also have similar pattern with the simulation
average. The similar pattern means that source and target
model successfully captures the feature characteristics from
the input data in their training.

Fig. 12 presents the ASR result of the source model
prediction and target model prediction with the transfer
learning technique for E with RWM. As can be seen in
Fig. 12, target model prediction has more similar ASR result
than the source model prediction. Target model training takes
the benefit of parameter transfer that has been trained in the
source model. Thus, target model learns better than the source
model, even though there are only small number of dataset
in the target domain. Similar results are also obtained for
different phase-shift configurations, where the source model
and target model prediction for OSP has the highest ASR.

In addition to the investigation of transfer learning secrecy
performance that is impacted by eavesdropper mobility
scenarios, we also explore the effectiveness of our DNN
model architecture that is determined by how well it is trained
using data. It is not easy to train a model with a large
amount of data. Minor adjustments in parameter values can
have a significant impact on the performance of the DNN
model [54].

Due to insufficient number of target dataset, we freeze M
transferred layers in target model to avoid over-fitting. It is
well documented that the lower layers of a deep learning
model extract generic features that are common across
multiple tasks, and the upper layers extract task-specific
features [36]. If the good and general enough transferred
layers from source model are fine-tuned by small new dataset,
they can results in over-fitting [37]. We fine-tune only a
small number of last layers because we only need to learn
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the specific characteristics of features from the small target
dataset.

Fig. 13 shows the ASR result from the target model
prediction as a function of the number of non-trainable
parameters which are the number of parameters in the frozen
layers. The source model has a total of 1,078,273 trainable
parameters with 815,104 parameters that are transferred into
the target model. As the more number of non-trainable
parameters in the target model, the better target model
prediction is. Since the source model parameters are trained
with large number of dataset, the trained parameters in the
source model captures more accurate features of the source
domain. When there are only small number of dataset in the
target model training, the trained parameters from the source
model already represent the general features of the target
domain well enough and help the small number of trainable
parameters in the target model to learn sufficiently only the
specific features of the target domain.
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domain on (a) squared MMD and (b) ASR.

It is also difficult to learn the data pattern of nodes because
of the mobile and dynamic natures of the traffic obtained from
the network. Moreover, the employed parameters cannot be
defined as a constant value owing to the limitless quantity of
mobility [54]. Therefore, in our proposed transfer learning
approach we also conduct a process for assessing and
understanding the dataset distribution in mobile TN/NTN.

Fig. 14(a) depicts the impact of intersection percentage
between source and target domain on the squared MMD
value. As the intersection percentage between source and
target domain increases, the squared MMD decreases. This
is the result of the increasing similarity between source and
target domain, such that the cross-domain kernel computa-
tions between the source and target domain increases. Hence,
it reduces the MMD of source and target domain as the final
result in (56). The same decreasing trend also happens in
different mobility models with their own source and target
domains.

Fig. 14(b) displays the ASR result of the target model pre-
diction with variation of intersection percentage between the
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TABLE 5. Computational Complexity for Multi-RIS.

Method or Technique
Optimal Secrecy-oriented Phase-Shift (OSP) ~ O(QRwr)
Maximizing Real Coefficient (MRC) O(Q X Riot)
Random Phase Shift (RPS) (Rtm)
Transfer Learning 0(a?)

Complexity

source and target domains. When the percentage of domain
intersection increases, target model prediction becomes more
similar with the simulation result. Increasing the similarity
between the source and target domain enhances the target
model training because target model can learn from more
number of similar dataset that had been learned in the source
model training. This tendency also happens in different value
of transmit power as presented in Fig. 14(b).

C. SCALABILITY ANALYSIS

In the scenario of multi-RIS, let N be the number of RISs
with R elements for each RIS, the total number of RIS
elements that should be optimized is Ryt = N x R. The
computational complexity of all methods with Q quantization
levels and a neurons in hidden layer then can be presented
in Table 5. Transfer learning in multi-RIS has the same
computational complexity with single-RIS’s, that is O(a?)
since its complexity does not grow with the number of RIS
elements. Thus, transfer learning-empowered PHY security
can scale efficiently to larger networks with multiple RIS
units.

In addition, to conquer both the computation and com-
munication scalability problem, especially to handle larger-
scale deployment, the GPU-accelerated hardware, e.g.,
scalable GPU server [55] can be considered as the next
generation hardware in future mobile TN/NTN and as one of
potential way to handle larger networks. Hence, the proposed
transfer learning-empowered PHY security can overcome the
challenge to be applied in real-time, especially for high-
dimensional environment.

D. EXTENSION POSSIBILITY FOR ACTIVE RIS

Active RIS is equipped with phase-shift circuits and
reflection-type amplifiers, such that it is not only able to
adjust the phase shifts but also amplify the received signal
attenuated from the first hop to a normal strength level.
Accordingly, active RIS can overcome the product/double
path loss attenuation in source-RIS and RIS-destination
paths [56].

The implementation of active RIS introduces additional
noise power from its components, the received signal at D that
is transmitted from S and reflected by U then can be written
as

act \/EZ\/FU hU DKacte] "V Fsu hSU us
+ Z VFuphuy,pkace ny, + np, (61)
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where k¢ denotes the amplification gain for RIS active
element. Meanwhile, ny, is the thermal noise introduced by
active RIS components at the r-th element and modeled as
additive white Gaussian noise (AWGN) with zero mean and
variance 06

The received signal-to-noise ratio (SNR) at D with active

RIS can be formulated as

A . 2
act PsFsuFup(kact)® ‘Zle hsu, hy,pe/®rtosur +¢U,D)‘
Yo = - - - ’

FUD(Kact)ZO'E' Z§=1 )hUrDe’(Gr‘HﬁUrD)‘ + GIZZ)

(62)

when active noise variance for all R elements are the
same 06 = aa V1 <r < R). Additionally, the achievable

capacity of the received signal at D is given by
C&p = logy (145" (63)

In the wiretap link, the received signal at E can be
formulated as

R
= /Ps Z VFuehy, ekacie /Fsuhsu, us
r=1

R
+ D" VFughy,exace” ny, + ne. (64)
r=

The resulting SNR at E then can be calculated as

PSFSUFUE(Kact)® ‘Zr 1 hsu, hy, Ee/<9r+¢sur+¢u E)‘

yélct —

FUE(Kact) GU Zr 1 ‘]’ZU E@l(g +¢U,E) +o0

(65)

Thus, the achievable capacity of the overheard signal at E is
given by

C8Ug = logy (1 4+ 7£%). (66)

The OSP problem in active RIS then can be mathematically
expressed as

maximize SC*(0) = C&p — C&UE (67a)
27 4 2 -1
subjectto 6, € [0, _71 —ﬂ SRR M] ., (67b)
0 0 Q
p =< Ps. (67¢c)
For 51mphclty, we assume o2 = 06 = O‘D = UE and define

p = Pg/o? as the average SNR. The amplification gain of
the active RIS is given by [57]

Ps

PsFsy>F | ‘hsu el

2
(Kact)” =
osp

+ o2 Zr_ )e’e'au

(68)
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The instantaneous SNR of the main and eavesdropper
channels with OSP can be expressed as
2

R = = . OSP
osp pFsuFup(kac)® ‘Zrzl hgu, hy,pe’
J/Dac[ = ) (69)

A . 2
Fup(kac)? 38, hUrDe](erOSP‘HPUrD)‘ 41

~ - .10SP |2
osp  PFsUF UE (Kac)® )Zf:l hsu, hu, g€’ ’
YE = . (70)
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FIGURE 15. ASR performance of active and passive RIS.

The ASR result of the active and passive RIS for OSP
optimization method and eavesdropper with RPG mobility
model is shown in Fig. 15. Active RIS has higher ASR
than passive RIS for low transmit power because element
amplification in active RIS can overcome multiplicative
or double path loss fading at D. However, active RIS
has lower ASR than passive RIS for high source transmit
power. The possible reason is that the amplification in active
RIS also amplifies the channel gain at eavesdropper’s link.
Hereafter, active RIS amplification has possibility to make
the transmission less secure.

Considering the total power consumption, active RIS con-
sumes more power than passive RIS due to the amplification
in every element. The overall power consumption of active
and passive RIS-aided systems are respectively given by [56]

Ouact = Ps + R Psw + R Ppc + Pris (71)
Qpas=PS+RPSW (72)

where Pgw is the power consumed by the phase shift switch
and control circuit in each RIS elements, Ppc is the direct
current biasing power used by the amplifier in each active RIS
element, and Pgys is the power of amplified signal reflected
by the active RIS.

Regarding to the extra power consumption in (71) and
the possibility of signal leaking due to amplification gain,
we need to reconsider when applying active RIS in our
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system. Since UAVs are powered by batteries, the energy
available for flight and communication is very limited. It is
important to reasonably allocate the power resource [58],
even though the proposed methods can be extended using
active RIS. Thus, passive RIS is more suitable for aerial RIS
in TN/NTN.

VIi. CONCLUSION

In this paper, we focused on enhancing PHY security in aerial
RIS-aided TN/NTN, specifically addressing the challenges
introduced by node mobility. We proposed a system model
integrating RIS into both terrestrial and non-terrestrial net-
works, investigating the impact of various mobility models—
random walk, Gauss-Markov, and reference point group
mobility—on key security metrics like secrecy capacity and
average secrecy rate. To design an effective transmission
protocol, we formulated an optimization problem focused
on the phase-shift configurations of the RIS, aiming to
maximize the secrecy capacity and average secrecy rate under
different mobility scenarios. We developed several robust
algorithms: Optimal Secrecy-oriented Phase-shift (OSP),
which uses perfect knowledge of the CSI for both legitimate
and eavesdropper channels to achieve optimal secrecy;
Maximizing Real Coefficient (MRC), which optimizes phase
shifts without requiring eavesdropper CSI; and Random
Phase Shift (RPS), used as a performance benchmark.
We employed both simulation and deep learning methods
to validate our results, utilizing DNNs and transfer learning
techniques to predict PHY security metrics efficiently. Our
key insights include the superior performance of OSP and
MRC algorithms, significant effects of different mobility
models on PHY security, benefits of transfer learning in
enhancing model robustness and reducing computational
costs, and the close correlation of our DNN models with
simulation results. This study provides valuable insights
and practical solutions for ensuring secure and resilient
communication in aerial RIS-aided TN/NTN, significantly
contributing to the advancement of secure mobile networks
by addressing the critical challenges posed by node mobility
in next-generation communication systems.
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