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RESUME

L’utilisation généralisée de systemes embarqués multi-capteurs dans les réseaux IoT alourdit
considérablement la consommation énergétique a la périphérie du réseau. Les approches
actuelles de détection de la surconsommation d’énergie reposent sur des dispositifs externes
tels que des prises intelligentes. Elles sont principalement conc¢ues pour une surveillance
énergétique globale au niveau des batiments plutot que pour les dispositifs informatiques.
Ces approches ne parviennent généralement pas a répondre aux besoins énergétiques précis
des noeuds IoT individuels, ou la collecte de données précises est cruciale. Cette thése comble
une lacune essentielle dans la surveillance de I'efficacité énergétique en introduisant un cadre
d’analyse des performances adapté aux nceuds [oT a ressources limitées a la périphérie. Plus
précisément, il permet la surveillance interne et externe des opérations énergivores dans les

capteurs et services a des fins de dépannage.

Premierement, le tracage est 'une des techniques efficaces pour collecter des données granu-
laires issues de systémes complexes multi-threads. Un tragage de programme consiste en une
série d’événements écrits par des sondes. Les techniques de sondage traditionnelles dans les
systemes multi-threads reposent fortement sur I'instrumentation en espace noyau plutét que
sur des techniques efficaces en espace utilisateur dans les processus en cours d’exécution. Par
conséquent, le succes et les performances de 'insertion et de 'exécution des sondes dépen-
dent fortement de 'efficacité de celles-ci. Les techniques de sondage existantes sont limitées
en portée car elles sont cofliteuses en termes de surcharge et intrusives lors de 1’exécution.
Pour résoudre ce probléme, nous introduisons un cadre appelé NOProbe (sonde basée sur
NOP), implémentant deux nouvelles techniques d’instrumentation en espace utilisateur pour
I’architecture x86. Au cours de nos expériences, NOProbe a atteint des taux d’efficacité de
sondes allant de 97% a 99%, surpassant de loin les approches conventionnelles des outils

existants comme GDB, qui ont obtenu des taux allant de 0% a 11%.

Deuxiemement, la plupart des solutions de surveillance énergétique actuelles dépendent des
compteurs intelligents, qui ne mesurent que la consommation d’énergie globale d’un appareil.
Il est généralement difficile d’obtenir des informations spécifiques sur les opérations internes
des noeuds [oT. En utilisant 'approche de collecte de données introduite par NOProbe, une
nouvelle architecture pilotée par I'TA est proposée pour collecter des données de tracage fines
a partir de I’état interne des nceuds suspects sur le plan énergétique a la périphérie. Le
résultat de cette étape est alimenté dans un cadre d’analyse des données pour détecter toute

anomalie comportementale, telle qu'une consommation d’énergie excessive par rapport aux
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seuils. Enfin, en fonction de I'identification des noeuds énergivores par 1’étape de détection
d’anomalies, certains capteurs et services peuvent étre arrétés pour répondre aux attentes
essentielles d’autres éléments. Avec des taux de précision allant jusqu’a 95%, et des scores
de précision et de rappel aussi élevés que 96% et 95%, le modele détecte systématiquement
les appels systeme clés dans les cas de surconsommation d’énergie. Des appels systéme tels
que poll, futex, recvmsg, et listen ont montré de fortes corrélations avec une consommation
énergétique élevée, car ils sont fortement impliqués dans des opérations intensives en temps

ou en I/O qui nécessitent une puissance de traitement importante.

Troisiemement, les approches actuelles d’optimisation énergétique se concentrent principale-
ment sur la réduction de la consommation énergétique des unités de traitement, via le cyclage
d’activité, ’échelle dynamique de tension ou des conceptions matérielles a faible consomma-
tion. Cependant, ces stratégies ne prennent souvent pas pleinement en compte la communi-
cation réseau comme une source majeure de déperdition d’énergie dans les nocuds IoT. La
collecte de données grossieres provenant des opérations de communication de données ex-
ternes peut également étre une approche complémentaire pour révéler les comportements de
surconsommation parmi les éléments de la périphérie. A cette fin, nous avons développé un
nouveau cadre de détection d’anomalies énergétiques des nocuds [oT a l'aide de I'analyse de
transmission des données. Un tel cadre d’analyse des performances permet aux dispositifs
d’adapter leur configuration en fonction de la qualité dynamique du signal et des parametres
de transmission. Enfin, un retour d’information sur la stabilisation énergétique donne aux
neeuds un apergu pour modifier leur configuration de transmission pour les communications
futures. Sur la base des résultats de la détection d’anomalies énergétiques, ce cadre a atteint
des performances élevées avec une précision de 94,8%, un score de précision de 95,2%, un
score F'1 de 95,0%, surpassant d’autres solutions au prix d’une augmentation de 14% et 17%

du temps d’entrainement et de test, respectivement.

Ces contributions proposent collectivement des cadres de détection d’anomalies énergétiques
contextuellement intelligents, orientés vers un réseau périphérique contraint en énergie et

durable grace a une solution de collecte de données efficace.
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ABSTRACT

The widespread use of multi-sensor embedded systems in [oT networks burdens energy con-
sumption at the network’s edge. Existing energy over-consumption detection approaches rely
on external devices like smart plugs. They are primarily designed for broad, building-level
energy tracking rather than computing devices. These approaches typically fail to address
the fine-grained energy demands of individual IoT nodes, where precise data collection is
essential. This thesis addresses the gap in energy monitoring by introducing a performance
analysis framework tailored for resource-constrained IoT nodes at the edge. Specifically, it en-
ables internal and external monitoring of energy-intensive operations in sensors and services

for troubleshooting purposes.

First, tracing is a technique for collecting granular data out of complex multi-threaded sys-
tems. A program trace consists of a series of events written by probes. Traditional probing
techniques in multi-threaded systems rely on kernel-space instrumentation rather than ef-
ficient user-space ones in running processes. Hence, the success and performance of probe
insertion and execution are affected by the efficiency of the probe. Existing probing tech-
niques are limited in scope as they are costly in overhead and intrusive in execution. To
solve this challenge, we introduce a framework called NOProbe (NOP-based Probe), imple-
menting two new user space instrumentation techniques for the x86 architecture. Through
our experiments, NOProbe achieved success rates for inserting fast probes using 5-byte call
instructions at 97% to 99% of target probe locations, far surpassing conventional approaches
in existing tools like GDB, which achieved rates between 0% to 11%.

Second, most existing energy monitoring solutions depend on smart meters, which only mea-
sure the overall energy consumption of a device. Providing insights into specific operations
within IoT nodes is usually hard to achieve. Using the data collection approach introduced by
NOProbe, a new Al-driven architecture is proposed to collect fine-grained tracing data from
the internal state of energy-suspicious nodes on the edge. The output of this step is fed to
a data analytic framework to detect any behavioral anomalies such as over-threshold energy
consumption. Finally, depending on identifying the energy-hungry nodes by the anomaly
detection step, some sensors and services might be halted, to meet the essential expectations
for others. With accuracy rates of up to 95%, and precision and recall scores as high as
96% and 95%, the model consistently detects key system calls in energy over-consumption.
System calls such as poll, futex, recvmsg, and listen showed strong correlations with high

energy consumption, as they are heavily involved in time-intensive or 1/O operations that
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demand significant processing power.

Third, current energy optimization approaches primarily focus on reducing the energy con-
sumption of processing units, through duty cycling, dynamic voltage scaling, or low-power
hardware designs. However, these strategies often fail to fully consider network communi-
cation as a dominant source of energy drain in IoT nodes. Collecting coarse-grained data
from the external data communication operation can also be a complementary approach to
reveal the over-consumption behavior among edge elements. To this end, we developed a
novel framework for energy anomaly detection of [oT nodes using data transmission anal-
ysis. Such a performance analysis framework enables devices to adapt their configuration
according to the dynamic signal quality and transmission settings. Finally, energy stabiliza-
tion feedback gives nodes insight into changing their transmission configuration for future
communication. Based on the result of anomalous energy detection, this framework achieved
high performance with 94.8% accuracy, 95.2% precision score, and 95.0% F1 score, overper-
forming other solutions at the cost of 14% and 17% increase in training and testing time,

respectively.

These contributions collectively propose context-aware energy anomaly detection frameworks
toward a sustainable energy-constrained edge network using an efficient data collection solu-

tion.
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CHAPTER 1 INTRODUCTION

Data collection and processing in the traditional cloud computing scenario is performed in a
central location. Sensor devices send their data to cloud servers through gateways (see drones
in Fig. 1.1), where it is analyzed, and decisions are made. This model facilitates scaling while
sharing resources, but it also has some limitations such as delays in processing that incur high
latency. Constraints on data transfer in this model are imposed due to its high bandwidth
consumption. Moving to edge computing, a better compromise on resource consumption is
devised by processing data closer to where it is collected. This decentralization makes the

system more efficient and responsive.

Industrial domains provide a unique opportunity for taking advantage of edge computing by
employing network virtualization, wireless sensor technologies, and smart decision-making
approaches. An Internet of Things (IoT) scenario on edge is defined through a set of wire-
less sensor networks connecting a collection of widely distributed monitoring sensor devices
(SD) [2]. One of the main advantages of these resource-constrained SDs located in hostile
environments [3] is forwarding the collected data to the edge gateways [4] for further anal-
ysis [5] and decision-making (DM) [6]. Such tiny SDs also constrain hardware resources,
such as stripped RAM size, low-rank processing capability, and limited energy harvesting [7].
However, they are well-adopted in autonomous systems for steady data collection, stable

transmission [8], continuous diagnosis [9], and real-time analysis [10].

The emergence of edge computing in IoT introduced edge devices (see unmanned helicopters
in Fig. 1.2) closer to the network edge than to cloud data centers. Edge devices feature
heterogeneous hardware/software capabilities such as operating systems, service stacks, and
architectural interoperability. Those devices that feature higher computation power, larger
memory space, and enhanced potentials than the other nodes are designated as edge servers.
The recent development of edge computing has revolutionized the capabilities of edge devices,
enabling them to offer much more complex and flexible functionalities such as local real-
time decision-making, transmission relay, content aggregation, and edge caching [11] [12].
Considering the computation power of edge devices, edge computing makes a suitable context
for optimized utilization of resources [13] [14]. Network bandwidth [11], communication
latency, and data migration are the three major resources that are effectively influenced by
the emergence of the edge computing domain. Since the distance between the edge network
and the data collection point (SD) is minimized, the bandwidth is largely preserved while the

response time is shrunk. Therefore the quicker the response gets to the user, the higher the



Figure 1.2 SDs communicating to edge devices (helicopters) through gateways (drones)



user satisfaction in time-critical services would be. This becomes even more beneficial for the
services in the mobile edge computing (MEC) domain to be provided with close-to-real-time

responses [15].

1.1 Challenges for Energy Performance Analysis on Edge

Energy consumption is counted as one of the most challenging constraints for service pro-
visioning in SDs and edge devices. Energy over-consumption in SDs occurs in cases like
amplifying the transmission power for fading/shadowing avoidance and increasing the rate
of forwarding data in a congested multi-hop network eventually leading to energy failure.
Similarly, when SDs are located in remote areas and distant from edge gateways, their vul-
nerability to increased path loss becomes more pronounced, particularly in terms of energy
efficiency. Similarly, as resource-constrained edge devices get more complex, they are re-
sistant to resolving unexpected performance anomalies [16]. Since there are many reasons
for system energy performance dropping such as service resource overloading, it would be a

complicated task to inspect and detect the system execution flaws manually.

The mismanagement of energy consumption in both sensors and edge devices can result in
overheating. This can occur because, in multiprocessor systems, concurrent tasks are often
distributed non-uniformly, creating regions of high energy demand that generate localized
heat. Non-uniform heat generation can cause spatial temperature gradients across the chip,
as different areas of the system experience varying loads depending on task allocation. The
spatial temperature gradients and temporal thermal gradients besides the thermal cycles are
three main factors that degrade the performance and the efficiency of a system during its
lifetime. Ignoring overheating may also cause performance, durability, and reliability loss.
For example, raising the temperature by ten to twenty degrees in metallic materials would

shorten the useful life of the components by sixteen times [17].

Most software-layer energy optimization models perform at the levels of source code, algo-
rithm, and software architecture [18] [19]. The outcome of these energy minimization ap-
proaches is categorized into multiple groups for embedded computing devices [20]. The first
is called Dynamic Power Management (DPM) [21]. DPM temporarily halts any idle element
of the system to avoid wasting energy, like processing cores. In the second group, Dynamic
Voltage-Frequency Scaling (DVFS) permits CPUs to switch between different frequency-
voltage levels to scale down energy consumption [22]. To save a significant amount of energy
expended on generic tasks in the third group, CPUs are customized to meet the requirements
of the tasks on a multiprocessor system-on-chip [23]. The same customization happens for

the fourth group but for the cache-based memory access [24]. By mapping tasks to different



processors, the fifth group performs load balancing across all the cores which results in the

utilization enhancement of processing elements on a multiprocessor system-on-chip [25].

In general, energy consumption evaluation techniques are categorized into measurement-
based, simulation-based, and model-based strategies [26]. Unfortunately, the first two ap-
proaches do not comply with the nature of dynamic service execution on remote devices. The
first strategy requires physical access to nodes at measurement time while the second one
cannot pinpoint runtime transient errors with confidence. On the other hand, the third ap-
proach can track application energy consumption during software execution without relying
on energy measurement hardware or simulators. The third approach uses a behavioral sys-
tem analysis to examine the energy workload efficiency on a machine automatically [27]. By
monitoring the running service responses to the system actions, this approach can diagnose

potential energy anomalies.

Operating at different layers, model-based energy evaluation approaches leverage resource uti-
lization (physical hardware), program analysis (user space), and system calls (kernel space).
Utilization-based modeling estimates the energy consumption of a system by considering
hardware parameters, such as CPU load, disk read/write accesses, and network transmis-
sion rate. Discovering the correlation between hardware utilization and energy consumption
forms the basis of this approach. Program-analysis-based modeling utilizes code evaluation in
user space that mainly performs on the assembly instruction level. As the code instructions
are executed sequentially by the processor, the consumed energy by an individual instruc-
tion is proportional to the number of cycles it takes to execute [28] [29]. Therefore, the
overall energy consumption of a running code is obtained by the collection of the consumed
energy for the execution of comprised instructions in the code. In the context of system-call-
based modeling, system calls play a key role in representing the resource allocation demand
within the system. System calls are the primary mechanism for user space applications to
request access to kernel-managed hardware resources.! Consequently, system-call-based en-
ergy modeling captures energy state variations associated with system call invocations and
the hardware interactions they trigger. These variations depend on the type of the required

resource without having prior knowledge about system workload.

System-call-based and utilization-based modelings take advantage of the tracing mechanism
during runtime as a fundamental technique in data collection. They require tracing tools to
collect hardware counters and system call invocation data. Generally, practitioners use trac-

ing tools to discover the target process execution state, collect granular performance-related

'However, it is important to note that user-space applications can also interact directly with hardware
components in user space (non-kernel time slices) through memory-mapped I/0, direct access to device
buffers, or specialized libraries bypassing system calls.



events, and observe performance problems in run-time. Tracing should not significantly per-
turbate the system; otherwise, many issues cannot be captured properly. Imposing negative
performance impact, consuming additional resources, introducing concurrency overhead, dis-
turbing timing orders, and creating Heisenbug are some of those issues. Tracing fulfills data
collection by providing a comprehensive view of how a program behaves during runtime,

enabling various analysis and optimization tasks.

Tracing-based data collection for an application in run-time requires binary modification
techniques to inject probe points into the executable. Instrumentation may be performed
on the source code statically before the execution, or on the binary dynamically after the
execution has started. In most cases, a probe or tracepoint is a fast user-space function call
or a slow kernel-based trap inserted into the code. It could be inserted into the source code
at compile-time, or into the binary before or after the execution has started. Dynamic binary
instrumentation (DBI) is the process of manipulating an executable code, at the instruction
level granularity, to offer some functionalities like tracing. There is no need to recompile
the target program as dynamic instrumentation uses dynamic code injection mechanisms.
Multiple techniques can be used for DBI to insert probes and user-supplied analysis routines
at run-time into the code. As a separate process, the instrumentation code injector program
controls the target and provides runtime support while injecting code for tracepoints. The
runtime support is handled by an instrumentation agent that is loaded in the same address
space as the running target program. The instrumentation agent controls the tracepoints and
receives commands from the instrumentation code injector program. For example, the GNU
Debugger [30] can inject an in-process agent into a running program to insert low-overhead
conditional tracepoints. It is worth noting that DBI as a source code-independent technique
is used not only for debugging and tracing but also in other domains like software security
and testing [31].

The x86 is one of the most popular platforms in production systems. Unlike ARM and
MIPS architectures with fixed-length instructions, x86 supports variable-length instructions.
Instructions in x86 can take one to several bytes to accommodate a wide range of opera-
tions and addressing modes. In most cases, common instructions have shorter and more
complex encoding. This may shrink the code size, permit a smaller instruction cache, and
save clock cycles, and energy [32]. However, DBI tool developers have been struggling with
multiple challenges associated with this architecture that add complexity to instrumenta-
tion operations by introducing extra memory access and performance bottlenecks. As an
example, variable-size instructions are not aligned to either word, cache line, or even page
boundaries [33] [34]. This can lead to cache coherence issues, particularly for code cross-

modification in multi-core environments. To prevent such problems, Intel proposed a costly



cache coherency control mechanism [35]. Another challenge for DBI with variable-length
instructions is the length of probing instruction. It may overlap subsequent neighbor instruc-
tions if its size (2-byte or 5-byte) exceeds that of the original instruction at the probe site.
If a branch lands on the overlapped instruction(s), the processor will try to interpret the
bytes in the middle of the probing instruction as a valid instruction. Such branches land in
an unintended memory region leading to crashes, security vulnerabilities, or undefined pro-
gram behavior. The concurrency in multi-threaded systems compounded with variable-size
instructions also adds significant complexity to DBI in x86 architecture. For instance, when a
probing instruction replaces several original instructions, additional measures must be taken
for a thread that is running, preempted, or interrupted in the patching area. In light of
the existing limitations, this thesis investigates a new user-space dynamic instrumentation
framework as a data collection structure for x86 architecture. We look over novel strategies
to instrument any multi-byte instruction in optimized codes. We also explore solutions to dis-
cover compiler-agnostic strategies targeting the weakness of current jump-based techniques

in trampoline placement.

Applying existing energy optimization solutions on a peer-to-peer network is not effective
in reducing energy consumption for SDs and edge devices along with alleviating the conse-
quences. These approaches do not consider transmission energy consumption as the primary
cause of battery depletion for SDs in a wireless sensor network [36]. On the other hand,
it remains challenging to develop a unified energy performance analysis framework that ac-
commodates diverse architectures, computational capabilities, energy profiles, and workload
types. Each edge device, from simple micro-controllers to advanced multi-core processors,
has its energy consumption characteristics. Although sensor devices are typically designed as
a single processor board, most existing approaches are devised for multiprocessor system-on-
chips. For example, over-heat generation is much more prone to happen in multiprocessors
than single processor SDs as the former suffers from non-homogeneous heat dissipation in
its processing elements. The second issue is that multi-core processors often use Dynamic
Voltage and Frequency Scaling (DVFS) to optimize energy consumption based on workload,
while this technology does not apply to simpler devices. As a result of this diversity, there
is no one-size-fits-all energy model that can fit all architectures. These devices have varying
computational capabilities, which further complicates energy modeling. During local com-
putations, high-performance devices might consume a substantial amount of energy, whereas
less powerful devices might use a greater level of energy during communication tasks because
of offloading requirements. It can also be difficult to model energy accurately because of the
dynamic and unpredictable nature of workloads at the edge. Edge devices are susceptible

to unexpected spikes in computational tasks like those in processing-intensive data streams.



Energy models are required for these workload variations with adaptive and responsive ca-

pabilities against real-time fluctuations.

Additionally, the operational contexts of edge devices such as whether they are battery-
powered or not, determine their energy profile. While battery-powered devices give higher
priority to energy efficiency (to extend operational lifetime), plug-in devices target perfor-
mance maximization instead. Such pluralism in planning requires specific context-aware

energy management strategies tailored to the individual needs of each device.

By achieving comprehensive data collection, we can extract fine-grained real-time monitoring
data from SDs and edge devices to evaluate energy footprint. By applying DBI on edge
devices and collecting internal traces for system call invocations in each time window, we
aim to devise an energy anomaly detection framework. As the detailed energy information
of a running device can reveal its internal status at each instant, it can also provide a rough
prediction of the energy state of the device shortly and help authorities indicate the best
course of action in monitoring the system’s performance. Apart from the overloaded edge
device with high energy consumption, SDs may also become points of failure in an edge
network. A software update causes SDs to enter a high-power mode more frequently than
necessary during transmission. Consequently, it reduces the network operational time which
recursively leads to a rapid depletion of SD batteries. Similarly, By collecting energy and
other transmission data (link quality parameters and configuration settings) together with
internal tracing data, we aim to develop a new Al-based model to detect anomalies in energy
behavior. This model must avoid supervised learning solutions since data labeling techniques
for energy over-consumption detection [37] are not practically feasible in continuous learning
for IoT domains. We believe this model may prolong the survival time of the whole network
reliably [38].

1.2 Research Objectives

The major objective of this thesis is to develop innovative frameworks and methodologies for
improving data collection, energy efficiency, and anomaly detection in resource-constrained
[oT elements for edge networks. Through DBI, this research addresses limitations in cur-
rent methodologies by creating the NOProbe framework capable of efficient data collection
with minimal overhead. Additionally, the thesis seeks to advance anomaly detection models,
specifically tailored for edge networks, by leveraging both granular tracing data and coarse
transmission and link quality data analysis. By integrating these approaches, the research
intends to improve the performance of energy monitoring, thus contributing to the sustain-

ability and reliability of IoT infrastructures.



Furthermore, we can formulate the following specific objectives as follows:

1.3

o To develop a low-overhead and comprehensive data collection framework

— Existing probe insertion techniques are limited in scope as they are costly in

overhead and intrusive in probe execution. We introduce a framework called
NOProbe (NOP-based Probe), implementing two new user space instrumentation
techniques for the x86 architecture. NOProbe exploits several complementary
strategies to achieve a high success rate in the insertion of fast jump-based probes
for short instructions (<5 bytes) compared to other user-space approaches that

are unable to instrument them.

» To develop a context-aware energy anomaly detection framework using external trans-

mission and link quality data collection

— Obtaining accurate energy data from IoT nodes using current techniques without

external devices is unfeasible. We introduce a deep-learning-driven framework
for energy anomaly detection of IoT nodes using data transmission analysis. We
redesign the conventional loss function by enhancing the impact of our dominant

features to improve the reliability of the anomaly detection framework.

« To develop a context-aware energy anomaly detection framework using internal tracing

data collection

— Most of the energy over-consumption detection approaches make use of smart

plugs or are designed for smart buildings rather than computing devices. We
introduce a new architecture to detect any behavioral anomalies such as over-

threshold energy consumption using system call analysis.

Contributions

Following the research objectives stated above, this thesis presents the following original

contributions, to the field of system performance analysis:

e Develop a multi-strategy user-space dynamic instrumentation framework as a data
collection structure called NOProbe. It can insert a fast probe at almost any instruction
location in a program built with compiler optimizations (such as -O2) or even without it

(stripped binaries). Through our experiments, NOProbe achieved probe effectiveness



rates? ranging from 97% to 99%, far surpassing conventional approaches in existing
tools like GDB, which achieved rates between 0% and 11%.

— In the first strategy, we exploit existing paddings— inserted by compilers for
code alignment optimization purposes— as strategic placement points for installing
trampolines. To achieve this goal, two new algorithms are introduced to assign
paddings to probes within a specified range. One algorithm prioritizes perfor-
mance and follows a greedy approach, while the other focuses on optimizing the

global padding assignment.

— In the second strategy, we utilize pseudo-NOP instructions to explore a wider

range of memory space for the trampoline address allocation.

— Develop an improved user-space mechanism (lock-redirect-load-arm) that can safely

and concurrently patch a basic block of instructions in multi-threaded programs.

o Propose a new energy-aware framework for the detection of energy consumption anoma-
lies that might affect IoT nodes’ lifetime in a wireless sensor network. This framework
collects peer-to-peer communication energy and link quality data and uses a deep-
learning approach to detect the abnormal energy behavior of the SDs. Based on the
result of anomalous energy detection, this framework achieved high performance with
94.8% accuracy, 95.2% precision score, and 95.0% F1 score, overperforming other solu-

tions at the cost of 14% and 17% increase in training and testing time, respectively.

— Propose a learning solution for anomaly detection based on an unsupervised algo-
rithm. We design a new loss function for the conventional variational autoencoder

by analyzing the feature importance of the data using a linear regression model
— Evaluate the proposed approach by using a public dataset

— Implement the proposed approach with other baseline clustering algorithms and
unsupervised deep-learning models, including multi-layer VAEs, to make a com-

parison between their performance and that of our proposed solution

e Propose a new framework for anomaly detection in power consumption of energy-
restricted embedded systems. With accuracy rates of up to 95%, and precision and
recall scores as high as 96% and 95%, the model consistently detects key system calls
in energy over-consumption. System calls such as poll, futex, recvmsg, and listen showed
strong correlations with high energy consumption, as they are heavily involved in time-

intensive or I/O operations that demand significant processing power.

2The number of successfully inserted fast probes using 5-byte call instruction (without using a trap-based
approach) divided by the total number of target probe locations.
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— Methodology
— Methodology
— Data
3rd paper
— Methodology
Objective

Figure 1.3 Illustrative overview for articles

— Propose a learning solution through classification for anomaly detection using the

supervised tree-based and Logistic regression algorithms
— The proposed approach is evaluated by using three public datasets

— The proposed approach is also implemented with some other classification algo-

rithms to observe its performance

The structure of the three papers is illustrated in Fig. 1.3.

1.4 Industrial Application

A fleet of drones is deployed to inspect a vast pipeline system. By using sensors, these drones
can detect leaks, temperature changes, and signs of corrosion, and communicate with edge
gateways to relay their findings. During the inspection operation, energy consumption is

monitored to ensure efficient operation and maximize flight time.

During one of these routine flights, a couple of drones suddenly encountered fast battery
depletion while processing images for leak detection. One of the possible root causes of such
unexpected energy loss could be a software glitch (such as a loop running more often than it
should) or a malfunctioning sensor. To detect the issue, we use NOProbe to instrument the
embedded operating system of drones together with suspicious installed software. Through
NOProbe, we collect detailed tracing data such as resource utilization (such as CPU, RAM,

disk, and NIC usage), in addition to system calls, and function stacks. The internal anomaly
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detection framework analyzes the tracing data and concludes that inefficient memory alloca-

tion has put unnecessary strain on the CPU.

Another set of drones in the fleet experiences a quick battery drain on the different parts of the
pipeline passing through rugged terrain. A potential root cause for this scenario is explained
by a high rate of packet losses, delayed transmissions, and persistent re-transmission. Upon
collecting transmission parameters and communication quality data with their edge gateway,
the external anomaly detection framework identifies the anomaly as congested communication
channels and multi-path interference. It suggests switching to an empty or less congested
channel using frequency hopping techniques. As a second solution, it recommends boosting
transmission power temporarily to strengthen the signal and overcome the interference in

wilderness areas.

Apart from the energy over-consumption reported in the other two cases, a subset of drones
records remarkably low energy usage compared to their counterparts in similar conditions
after completing their assigned tasks. Although energy conservation is desirable for our
drones in general, it also raises concerns about their operational effectiveness. By using
NOProbe and collecting detailed tracing data, the internal anomaly detection framework
diagnoses the issue in those drones. They have been idling for significant periods instead of
actively processing sensor data and making transmission to edge gateways. Further analysis
detects the root cause as a misconfigured energy-saving mode within their operating systems.
Even though we expected the mode to be triggered during low-activity periods to reduce
power usage during low-activity periods, the misconfigured mode erroneously caused the
drones to enter a low-power state prematurely. The internal anomaly detection framework

recommends deploying a software update accordingly.

1.5 Thesis Outline

The rest of the proposal is organized as follows. In Chapter 2, we present the literature
review. We introduce the concepts necessary to understand this manuscript and review the
different research works related to our objectives. In Chapter 3, we describe the design and
the implementation details of the methodology we followed to achieve our research objectives.
We present the articles we wrote as part of this research, in Chapters 4, 5, 6. Subsequently,
in Chapter 7, we discuss the obtained results in light of the previously defined research

objectives. Finally, Chapter 8 concludes the thesis.
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1.6 Publications

The thesis is built on the foundation of the papers that have been published or submitted,

as mentioned here:

o Ahmad Shahnejat Bushehri, Anas Balboul, Adel Belkhiri, Samira Keivanpour, Gabriela
Nicolescu, Michel R. Degenais, "NOProbe: A NOP-based Dynamic Binary Instrumen-
tation Framework for Green Data Collection Using Binary Rewriting" submitted to

IEEE Transactions on Dependable and Secure Computing.

o A. Shahnejat Bushehri, A. Amirnia, A. Belkhiri, S. Keivanpour, F. G. de Magalhaes
and G. Nicolescu, "Deep Learning-Driven Anomaly Detection for Green loT Edge Net-
works," in IEEE Transactions on Green Communications and Networking, vol. 8, no.
1, pp. 498-513, March 2024, doi: 10.1109/TGCN.2023.3335342.

o A. S. Bushehri, S. Keivanpour, M. Azam and G. Nicolescu, "Anomalous energy detec-
tion for resource-constrained embedded systems using tracing data analysis," 2021 IEEE
International Conference on Electrical, Computer and Energy Technologies (ICECET),
Cape Town, South Africa, 2021, pp. 1-8, doi: 10.1109/ICECET52533.2021.9698794.
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CHAPTER 2 LITERATURE REVIEW

This chapter introduces the key concepts in our research context and reviews related work
in the field. It aims to guide our research within its broader setting, emphasizing the novelty

and significance of our contributions.

2.1 General-purpose Energy Consumption Modeling

To make a stable environment-friendly and low-power design for real-time resource-constrained
edge elements, energy consumption should be cut to enable the services to last longer. There
are several energy-aware empirical, reasoning, and reconfiguration approaches that study
various issues at different code, design, and run-time levels. Some comprehensive empirical
studies performed at the multi-stage software life cycle [39] [40] conclude that it is hard
to minimize the energy consumption of software products for developers due to the lack of
software energy optimization knowledge. They fail as most of them do not have a clear es-
timation of how large the amount of consumed energy would be for developed applications.
Moreover, there are still several incorrect interpretations held even by skilled professionals
regarding the principles of energy consumption mitigation [40]. Recent research reveals that
the limitations of tools in the green computing area at both the code level and software archi-
tecture level may avoid reaching the optimization point [41]. In addition, pinpointing where
the energy hotspots are, is a factor that has been used by several experimental strategies to
discover the pieces of code affecting the overall energy footprint of a program [42] [43] [44].
The goal is to make the most effective use of energy spent by applications by looking over the
code. They aim at identifying the energy profile for various energy-consuming concerns [45].
The authors in [46] and [47] displayed that a slight manipulation in the energy model at the
design level would influence energy consumption. Here at this level, having multiple design
solutions and comparing the energy consumed by each of them is considered a challenging
part while seeking compensation for other quality factors. There are also other applicable
techniques addressing the energy-oriented design patterns [42]. The studies in [48] [49] show
how model-based energy efficiency analysis affects various consumption characteristics of soft-
ware architecture. Organizing these models helps us realize the major connection between
all those design patterns and the consumed energy in practice. Apart from the code level,
method level [50], and architectural level power analysis, other approaches keep track of the
energy consumption during run-time [51] or setting up profiles of power usage at each instant

of time dynamically [52].
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As most of the industrial edge servers feature a heterogeneous architecture for multiprocessor

systems-on-chips, it is intended to explain the MPSoC-based energy /thermal models in detail.

2.1.1 Dynamic Energy and Thermal Models in Multi-core Systems

To have long-lifetime battery-powered edge nodes, it is required to replace the energy-
intensive execution models with energy-aware frameworks. All the classic research has been
involved in energy optimization at the levels of systems, architecture, or circuits so far. The
outcome of these energy minimization approaches are categorized in the multiple cases [20].
The first is called Dynamic Power Management (DPM). To avoid wasting energy, DPM
temporarily halts any idle element of the system like processing cores. Dynamic voltage-
frequency scaling (DVFS) as the second case, permits CPUs to switch between different
frequency-voltage levels to scale down the energy consumption. To save a great amount
of energy expended on generic tasks on the third class, CPUs are customized to meet the
requirements of the tasks on a multiprocessor system-on-chip. The same customization hap-
pens for the fourth category but this time for the cache-based memory access. By application
task mapping to different processors, the fifth class performs load balancing across all the
cores that results in utilization enhancement of processing elements on a multiprocessor

system-on-chip.

There is also another factor to consider: over-heat generation, which stems from misman-
agement of energy consumption in multiprocessor system-on-chip. This effect is much more
prone to happen in multiprocessors rather than single processors as the former suffers from
non-homogeneous heat dissipation in its processing elements. Moreover, the non-uniform heat
generation leads to the spatial temperature gradients over the whole chip. The more the load
on a system for concurrent processing, the higher temporal heat generation/dissipation oc-
curs that may impose the temporal thermal gradients on a small area on the chip. Both the
spatial temperature gradients and temporal thermal gradients besides the thermal cycles are
three main factors that degrade the performance and the efficiency of a system during its life-
time [17]. Ignoring overheating in edge nodes may also cause a significant loss in performance,
durability, and reliability. For example, raising the temperature by ten to twenty degrees in

metallic materials would degrade the useful life of the components by sixteen times.

Next, we survey the current techniques for dynamic optimization of energy and thermal
behavior on multicore embedded systems. Those techniques are divided into three classes:
Dynamic Energy Management (DEM), Dynamic Thermal Management (DTM), and mixture
management. For a deep categorization of the energy and thermal optimization techniques,

each class is again grouped into two reactive and proactive subclasses. The management
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in reactive solutions is applied as a reaction that only responds to a newly emerging state
of the system (such as power consumption or temperature) after it has happened. The
statistics regarding the state values are often discovered utilizing performance monitoring
counters (PMCs). On the other hand, the proactive solutions would continuously anticipate
the unseen future states (such as workload and performance metrics) through an estimation

model and devise a plan to overcome the negative effects.

Dynamic Energy Management

Considering the constraints in the performance evaluation of multiprocessor system-on-chip,
several researches have been conducted to optimize the energy consumption. To optimize re-
source management, there is lots of work on DVFS together with task mapping that typically
makes use of offline, online, or hybrid optimization. Such approaches manage the consump-
tion during runtime through reactive or proactive controlling mechanisms. In the case of
reactive methods, a deep design space exploration of hardware and applications is needed for
offline optimization. DVFS and task mapping are used in strategies presented in [53] [54] [55].
By introducing a resource model in [53], the authors enhanced the accuracy of the current
models by taking into account the energy cost of mode switching in runtime in addition to
time. In this approach, by distributing chunks of a given application to the available process-
ing elements, it ensures obtaining the longest system lifetime, while keeping the application
performance unchanged. This is called a software partitioning problem that could be de-
fined and solved in the form of an integer linear programming problem [54]. Although some
other solutions generate a set of mappings per application, they consume a huge amount of
resources for the sake of higher throughput. Such a compromise is not valid in practice since
the expending time in this way makes these approaches unreliable during runtime, mainly in
the case of concurrent running applications. For taking care of dynamic workloads, authors
in [56], and [57] use online optimization to process running applications dynamically. With-
out the need for application recompilation, performance monitoring counters are hired for
an online algorithm in [56] to conserve a remarkable amount of energy. Given the memory
resource utilization, a dynamic execution time prediction model and a corresponding DVFS
technique have been proposed in [57]. All the online methods listed above, have efficient
performance in most of the cases unless for the scenarios in which the decision-making step
should be carried out instantly with no prior application knowledge [58]. Tackling this limi-
tation is possible by using a combination of purely online and offline optimization approaches
which is called hybrid. The work in [59] uses the hybrid method including a reactive control
mechanism. It aims to map threads to specific cores and apply DVFS considering power con-

straints. Similarly, the thread-to-core mapping in [60] is achieved based upon utilization that
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is followed by DVF'S based on the surplus power of a 64-core platform. Normally, the hetero-
geneous platforms are more likely to be in use in industrial machinery as they benefit from
a balanced ratio of energy consumption versus the performance [61] [62] [63] [64]. To take
full advantage of the parallelism facilities in hardware, most of the above-mentioned solutions
prefer to account for multithreaded applications. Although heterogeneous platforms use more
than one type of processor core, most works assign the entire application to just one kind of
core [61] [63] [64]. After considering all the possible simulated application-to-processing-core
mapping by CMP$im simulator in [61], the one predicted with the highest performance is
chosen using a performance impact estimation technique. The mapping problem could be
easily solved but there is no more advantage in obtaining a high performance-energy ratio
for mapping threads onto non-uniform processing cores at the same time. As an attempt to
close this gap, authors in [65] worked on an imitation learning framework that can specify
the frequency, number, and type of active cores in non-homogeneous multi-core processors.
S. Dey et al. in [66] present a newly developed strategy for managing power consumption
during runtime. The next step is followed by transforming the source code of the running
application into the intermediate representation code through a Low-Level Virtual Machine
(LLVM). Then the outcome turns into an image type constantly to be fed into a convo-
lutional neural network model for data classification. The result would be categorized into
three groups: memory-intensive, computation-intensive, and hybrid. According to the result-
ing classification output and for the sake of runtime power optimization, DVF'S is applied to

the multi-core processors.

To manage power consumption dynamically, proactive controlling mechanisms have been em-
ployed in practice in [67], [68], and [69]. Having high energy-saving performance there, [68]
utilizes it to apply online reinforcement learning for the DVFS method in frame-based ap-
plications. In [69] a runtime spatial mapping of streaming applications to a heterogeneous
multiprocessor system-on-chip is proposed to minimize the energy consumption of the en-
tire application. To handle dynamic application workloads and system energy consumption
in [55], a hybrid scenario-based run-time task mapping algorithm is proposed for homoge-
neous multicore platforms. Authors in [61] use a task mapping approach considering the
memory load intensity as the indicator for the task classification. For heterogeneous MP-
SoCs, a domain-specific hybrid task mapping algorithm is proposed in [58] that is performed
on a system-level simulator. It is strictly dependent on offline analysis though. Both proposed
approaches in [58] and [61] are carried out without DVFS implementation and consequently
do not take advantage of its energy conservation feature. To aim at saving energy in het-
erogeneous multicore platforms, an energy-efficient thread assignment technique has been

proposed with varying operating frequencies in [70]. Although using the DVFS technique



17

avoids consuming considerable energy in [71], [68], [62], [63], and [64], there are still large
gaps to be closed. For example in [63], the configuration space exploration is fulfilled for only
one application. The outcome is then applied to the concurrent execution of applications.
This approach is infeasible as the actual configuration space is dramatically larger. The sce-
nario discussed in [64], is not a comprehensive case as the single-threaded applications are
chosen that address single-type cores for executing applications. In contrast, heterogeneous
cores are investigated for concurrent execution as well as thread mapping on non-similar
type cores in [62]. Nevertheless, there is substantial offline/online exploration involved in
generating regression models in this approach. The overhead of such costly operations neg-
atively affects the system performance as it is required for all Dynamic Voltage-Frequency
Scaling levels in addition to the thread mappings. Moreover, their work lacks the online
periodic adjustment for Dynamic Voltage-Frequency Scaling levels, even though it plays a
key role in load variation adaptation and energy conservation. Considering that the works
in [71], and [67] made an effort to overcome this issue, they still suffer from a major de-
pendency on offline results. Authors in [72] target the dependency problem by relying on
an online mapping approach adapted to application arrival/completion times, together with

workload /performance variations.

Dynamic Thermal Management

Even though most reactive and proactive thermal management approaches have investigated
the general-purpose processor, digital signal processor, or network on chips with dozens or
hundreds of cores so far, multicore platforms have not been widely addressed in this domain.
However, some analyses are performed in [20], [73], and [74] to improve the dynamic thermal
performance in mobile systems. To reduce the energy consumption of gaming applications
on heterogeneous multi-processing processors in [73], a proactive approach including DVFS
is used in addition to a frame- and thread-based strategy that predicts the gaming workload
to apply a smart allocation of threads to cores. Alternatively, reactive approaches typically
manage the thermal behavior by defining a certain safe threshold to investigate if the tem-
perature of cores stays in the safe zone or not. In case of violation, an adjustment response
intervenes to take the system back into a safe margin. These correction responses cover a
variety of actions such as running a cooling system, switching off a module, or scaling down
the core frequency. As another example of the reactive mechanisms, a runtime thermal op-
timization method is proposed in [74]. This temperature monitoring system maps a core
frequency to a temperature for the best performance adjustment while keeping the operating
temperature under control. By reducing the design space exploration based on a heuristic

approach, the authors in [20] delimit the operating frequency that enables them to propose
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a runtime thermal management approach with the most applicable frequency to meet the

thermal constraint.

2.2 Edge/cloud-based Energy Consumption Modeling

Minimizing energy footprint can be performed at the node and cloud levels. At the node
level, depending on the communication scenario, such as the location of nodes and the signal
quality, data transmission is the primary cause of energy consumption of an IoT node in
wireless sensor networks [75]. At the cloud level, data centers as powerful processing units
are the decisive elements in the cloud computing domain. They host several power supply
blocks, control systems, data communication, storage, and cooling systems, in addition to
security components. Evaluating energy consumption in such complex systems is challenging
as it requires a deep investigation of various connected elements [76]. We present the above-

mentioned energy-saving approaches at the node and cloud levels in the following sections.

2.2.1 Node-Based Solutions

For ToT sensor nodes, extensive resource exhaustion occurs in transmit (TX) and receive
(RX) states [77]. Several solutions are offered to remedy the high energy consumption rate
and increase the life expectancy for sensor nodes in an IoT scenario. Without working on
reliable energy-saving strategies for IoT nodes, a considerable strain will be put on the energy
harvesting sources to provide sufficient supply for operational activities. There are four
primary categories for network-based energy-saving approaches on IoT nodes: sleep/wake-up
protocols, radio optimization, energy-efficient routing, and data reduction [78]. As we focus
on dynamic link quality and transmission settings in this work, the first two approaches are
investigated here to represent the role of protocols in the transmission energy consumption

of a node.

Radio Optimization

is a set of approaches applied to a radio module as the most energy-hungry element in a
sensor network to optimize the required energy for data communication. This type of radio
optimization manages the energy consumption regime by manipulating the radio parameters.
To this end, several optimization techniques for power transmission, modulation, and antenna
direction are suggested. Moreover, a cooperative communication strategy and cognitive radio
approach deliver substantial improvement to suppress the appetite for the remaining energy

in wireless sensor communication [79]. The cognitive radio, a prominent strategy against
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energy over-consumption in retransmissions (caused by packet loss), enables a transceiver to
distinguish and avoid the occupied channels and access the vacant channels for data commu-
nication. Based on channel states, [oT nodes can intelligently pick a proper channel in the
wireless spectrum and accordingly regulate the TX/RX parameters [80]. By comparing the
cognitive-radio-enabled sensor networks with the classic ones, researchers [81] indicated a 13%
improvement in the network's lifespan. In cooperative communication strategies, a virtual
multi-antenna array is achieved by using multiple single-antenna nodes and sharing anten-
nas with them, which results in a remarkable enhancement of the received signal strength
(RSS) [82]. Evaluating these strategies shows that a large amount of energy could be saved
for contributors in a wireless sensor network. This regime designates a set of nodes as relays
and uses them to distribute the communication load by reducing the distance between [oT
nodes and the gateway. Hence, the required energy for data collection through the gateway

would be cut significantly, and the lifetime of the sensor network would be extended.

Selecting proper antennas affects the energy performance of sensor networks significantly.
For example, replacing an omnidirectional with a directional antenna limits the unwanted in-
terference caused by retransmissions [83]. The considerably enhanced energy comes from the
fact that if a transmission is done toward a specific direction, the neighbor communications
could also be accomplished without interfering with others [84]. Although the advantages of
removing omnidirectional antennas have been demonstrated, there are many practical diffi-
culties in direction adjustment and identifying proper parameters for directional antennas.
One of the solutions for the radio modulation parameter selection could be the modulation
optimization strategy that contributes to energy minimization [85] [86]. By carefully setting
the modulation parameters in a wireless sensor network, a balanced compromise between the
transmission power and the inter-node distance can be devised to regulate an appropriate
circuit/transmission power consumption. In radio communications, the transmission power
is managed using the Dynamic/Transmit Power Control (DPC/TPC) mechanism [87]. While
maintaining the necessary link quality parameters, such as the Received Signal Strength Indi-
cator (RSSI) and Link Quality Indicator (LQI), DPC reduces the power of a radio transmitter.
By avoiding interference, it results in network life span extension as well [88]. However, ap-
plying radio optimization techniques such as adaptive power adjustment at a high rate makes

communications vulnerable to packet loss.

Sleep/Wake-Up Protocols

A practical solution for prolonging the life span of event-driven wireless sensor networks is

to change the behavioral pattern of IoT nodes for data communication with the edge. The
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idea behind behavioral tailoring in event-driven networks is to intermittently let the IoT
nodes switch to sleep/awake mode. While an event is scheduled, the nodes would be in
the awake state (radio on) just before data communication is initiated, and they would be
switched back to sleep mode (radio off) as soon as the data stops flowing (no-event avail-
ability). Offering such a mechanism effectively contributes to energy footprint optimization
in a resource-constrained edge network. For establishing a connection in this scenario, the
sender and receiver should acquire a priori knowledge about the sleep-wake schedule of the
neighbors (synchronization step). Given that information, the endpoint switches to the ac-
tive mode right before the pre-determined moment and is subsequently involved in the data
communication. To conduct the synchronization step, a topology control protocol can be
used while adjusting the communication duty cycle between individual IoT nodes. The duty
cycling technique offers an energy efficiency scheme by enabling nodes to switch between
sleep and awake modes at regular intervals [89]. As the amount of consumed energy in awake
mode doubles compared to that of sleep mode [90], a tuned duty cycle makes the sleep pe-
riod enlarged while keeping the idle listening mode remarkably limited [91]. Duty cycling
turns the radio on by detecting the preamble of a low-level carrier. Optimizing the energy
consumption could be carried on through the topology control techniques (connectivity- and
location-oriented) [92] [93], as they minimize the number of essential IoT nodes to meet
the network connectivity and coverage requirements. The connectivity-oriented protocols for
wireless sensor networks toggle IoT nodes between ON and OFF states dynamically to verify
inclusive coverage and guarantee connectivity among nodes. On the other hand, according
to the physical location of the IoT nodes, location-oriented protocols decide which nodes are
qualified to be put in ON mode and when this transition takes place in a wireless sensor
network to ensure network connectivity and coverage. While this approach reduces energy
consumption, it suffers from a critical weakness. Real-time data collection cannot be per-
formed using this technique as it requires a high-duty cycle of an IoT node and, subsequently,

results in high energy consumption.

2.2.2 Cloud-Based Solutions

Most proposed approaches addressing high energy consumption are grouped into idle server
shutdown and workload consolidation. However, machine-learning-based solutions have re-
cently seen an upward trend in energy optimization. Demirci in [94] presented the produced
heat, virtual machine placement, task scheduling, and power distribution as the main con-
tributors to power consumption, while the environmental control overhead and processing
overload control are considered side effects. However, resource prediction without a priori

knowledge of allocated tasks to the data centers usually comes with a large error margin.
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Thus, an efficient predictive model can significantly enhance energy consumption by provid-
ing an optimized allocation approach. DejaVu [95] is presented as a cloud-based resource
management system. The authors made a classification for load consolidation through a
supervised machine-learning approach. As a result, the system started to be trained by an-
alyzing the allocation process for varying workloads. After this step, DejaVu has already
learned to classify any unseen workload in two ways. It checks if the load is similar to any of
those previously seen or not. If so, the exact allocation applies. Otherwise, it is treated as
a new sample to be learned. As another load forecasting strategy, a neural-network-oriented
predictor is employed in [96] to forecast how large the cloud will be loaded in the future. Ac-
cording to that, the unnecessary running machines would be switched off to prolong the total
uptime of the system. Such green scheduling solutions can keep the same productivity with
fewer servers while consuming less than 60% of energy compared to the standard scenario.
Other works [97] anticipate running tasks’ future energy footprint and service level agreement
metrics like response time using supervised machine learning. The insightful feedback pro-
vided by such estimation helps the maintenance team devise energy-efficient task scheduling
for high-demanding data centers. Applying unsupervised machine learning (ML) [98] could
estimate the required resources by virtual machines. By evaluating the resource estimation,
this approach reduces the consumed energy in data centers by turning unnecessary machines
into sleep mode. A centralized approach in [99] is used for resource allocation using Q-
learning in Heterogeneous cloud radio access networks. Despite a considerable energy budget
saving by this framework, their analysis reports that the interference mitigation is met and

the quality of service is acceptably preserved among users.

Though the data analytics approaches discussed so far are related only to data centers,
leveraging machine learning decision-making to resource-constrained edge devices is also a
high-demanding trend. Due to the limited hardware/software capabilities of edge devices for
[oT applications, mapping large-scale ML algorithms is not practical. However, an energy-
efficient in-memory computing kernel is proposed for linear classification [100]. They use a
split-data-aware mechanism to adjust voltage, process, and temperature changes. This re-
sults in an admissible balance between energy efficiency and accuracy features. On the other
hand, the code size is another critical bottleneck for the resource-constrained edge devices.
To reduce the disk occupancy in such edge devices, several techniques like compression and
weight pruning are leveraged. As Facebook researchers discuss in [101], there are other de-
veloped optimization solutions for code size management in the decision-making process at
the edge level. Starting with compiling applications that contain machine learning models to
platform-specific object code by making use of TVM [102], and Glow [103] are some of those

efforts. Moreover, using vendor-specific APIs from OS suppliers could be another solution
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for large code size volume [104]. To meet the requirements of resource-constrained CPUs on
edge devices, two libraries are integrated into Caffe2 for computation optimization (especially
for multimedia processing) by authors in [101]. The first is NNPACK which is responsible
for the 32-bit floating-point computations, while the second one QNNPACK, performs 8-
bit fixed-point computations. These works explain well how big companies like Facebook
are promoting energy consumption and operating temperature optimization in edge comput-
ing. Apart from optimizing the required energy for task processing, remarkable attention
should be paid to reducing the tail energy. High tail energy is consumed as the NICs cannot
give up working at a high-power state even after sending the packet is finished. Therefore,
managing the tail energy of both third- and fourth-generation NICs is of great importance
for energy optimization [105] [106]. Bonsai, a resource-aware tree-based ML framework is
proposed in [107] for edge devices. By learning a sparse and shallow tree with powerful
nodes, Bonsai reduces the model size and cost of prediction while keeping the same level of
accuracy metrics. As a result, the performance of prediction is outstanding even on legacy
microcontrollers, while the memory occupancy is limited to a few kilobytes and the energy
consumption competency is quite high. Although the edge computing domain has been
improving fast in recent years, implementing CPU- and GPU-based machine learning algo-
rithms on resource-constrained edge devices puts them under a serious computational load
in IoT scenarios. However, FPGA-based edge devices are chosen to be optimized for large
neural networks [108]. By using multiple design strategies such as configurable DNN IPs and
resource allocation across DNN layers, they succeed in achieving an efficient energy pattern
on FPGA. While the processing unit plays a key role in the energy consumption of an edge
device, a high transmission rate of NICs has a strong relation with the battery depletion rate
of edge devices as well [109] [110]. Minimizing the transmission rate of a NIC employing
data compression is also an applicable approach on edge devices. Reducing transmitted data
between edge devices and the edge server could also be achieved through data filtering over
routed data both at the source and intermediate nodes [111]. As another work, For improv-
ing the efficiency of deep learning algorithms such as response time and energy consumption
on edge devices, an offloading technique is proposed in [112]. There are also some software
accelerators like DeepEar and DeepX for deep learning execution that enable edge devices
to notably reduce the edge device resource consumption (e.g. energy) required by low-power
deep learning inferences [113]. As another solution for data compression, a combination of
a lossless Differential Pulse Code Modulation and lossy temporal compression technique is
presented in [114] to obtain a better compression rate and thus a higher energy persever-
ance rate. Similarly, other data reduction strategies are implemented by authors in [115],

and [116] targeting the energy-constrained processing. Following an energy-efficient radio
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Table 2.1 Energy saving mechanisms in IoT domain

Approaches Methodology Strategy Articles
Cognitive Radio 128], [129], [130]
Cooperative Communication 128], [82]
Radio Optimization Directional Antenna 131], [132]
Node__based Modulation Optimization 85], [86
. . Transmission Power Control 87], [88
Energy Saving Mechanisms Duty Cycling =9 To1
p 5
Sleep/Wake-Up Protocols Topology Control 133], 193]
. Unsupervised Learning 134
Cloud_based Node Sleeping Supervised Learning 135], [136], [137], [138], [139]

resource management approach in [117], a strategy for bandwidth occupation and scheduling
is proposed by manipulating the corresponding computation capacity and channel states.
As a result of this technique, the energy usage for edge devices is improved as well as the
performance of the learning process. In addition to all the above-mentioned strategies for
minimizing the energy consumption of edge devices, considerable attention should be at-
tracted to the routing protocol energy footprint. Intelligent routing is considered one of the
most critical elements in the packet loss rate, battery depletion rate, and the performance of
the whole edge network [118].

Most introduced energy over-consumption detection approaches use external devices such
as smart plugs [119] [120] [121] or are designed for smart buildings rather than computing
devices [122] [123] [124]. Some other strategies follow general-purpose models that do not
meet the constraints for edge nodes or use dynamic energy and thermal models with high
overhead [125] [126] [127]. Edge-based energy modelings are mostly application-specific and
may not necessarily target the overall energy consumption of the edge node. In some others,
the energy requirements are known in advance based on contextual information such as
location, time, and device capabilities. In others, the energy-controlling regime will mainly
be deployed unacceptably late. A summary of the discussed energy-saving mechanisms is

presented in Table 2.1.

Through our work, we target the limitations of the existing energy anomaly detection models
to devise a non-intrusive and affordable mechanism to reduce the energy footprint of an edge

network.

2.3 Instrumentation

The instrumentation process is one of the software debugging mechanisms in which a pre-
selected monitoring code is added to an application code for performance evaluation purposes.
Instrumentation and trace recording for embedded systems could be fulfilled by utilizing static
instrumentation to track block code behavior. This is typically performed by changing the

source code permanently which implies a remarkable overhead on CPU and RAM usage. For
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instance, the Google XRay implementation requires compile-time code insertion to reserve
space in the function boundaries [140] [141] [142]. This loads an overhead of 6% on the
performance of the system [143]. In static instrumentation, the tracepoint is inserted into
the source code, and then the updated source code is saved on disk. Thus, the tracepoint
location is known by the run-time. If inserting an instrumentation routine before executing
the code is essential, static instrumentation is the preferred choice. It facilitates using a wider

range of instrumentation tools and precise probe sites within the code.

Although static instrumentation gives the power to manipulate almost every line of the
program, it is not portable across different languages. It requires the availability of the source
code for performing instrumentation and does not scale well in case of probing huge bunches
of code. However, It provides a reasonably reliable and trouble-free technique to gather all
the required information. Still, at the same time, it does not offer much versatility as dynamic
binary instrumentation does. To tackle these issues, dynamic binary instrumentation could

be exploited eventually.

2.3.1 Dynamic Instrumentation

Dynamic Binary Instrumentation (DBI) is known as a run-time executable modification
technique that enables tracing to inspect the behavior of an executable. Through dynamic
code injection mechanisms, dynamic instrumentation injects user-supplied analysis routines
into the user-defined location(s). Transferring the control from a user-defined spot to the
desired location [144] (for monitoring purposes) is done by using a jump or call instruction
(0ze9 or 0ze8) or a trap (Ozcc) as a probe. Without a need for recompilation, this approach
audits the behavior of a program at any selected analytic point [145]. However, DBI is not
bounded just to tracing and debugging. As DBI techniques are flexible and independent
of source code or compiler support, they have been considered an important approach for
software testing, software security, and temporal code verification [146]. One of the legacy
DBI techniques is to overwrite the original instruction(s) with a trap or jump instruction. In
the case of a trap, several transitions happen between user and kernel space that make the
execution time of a probe 600 to 900 times slower than that of the jump-based technique [147]
[148]. Using a jump instruction, the control would be kept in user space that avoids burdening
further loads on performance-sensitive production systems. However, if the size of the probed
instruction (the original instruction under investigation) is shorter than the size of the probing
instruction (jump instruction), there is no choice than overwriting the subsequent neighbor
instructions. This will corrupt the execution flow of the program and make the insertion

process of a jump-based probe longer or even cause undefined behavior in the system. By
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using a legacy jump instruction, keeping concurrency in multi-thread systems would be a
cumbersome issue that degrades the performance of the system and the success rate of jump-
based probe insertion dramatically. From embedded firmware instrumentation [149] and on-
demand scalable testing frameworks [150] to trap-and-emulate hardware VMM of x86 [151],

and malicious software detection [152], DBI techniques have been used in practice extensively.

2.4 Tracing

Event tracing as an effective facility between a process and the Linux kernel enables the user
to collect the kernel activities or application-defined events out of an already-instrumented
application/kernel. Moreover, since edge devices are mostly implemented on multitasking
RTOS (Real-Time Operating System), their performance also depends on response time.
Timing must not exceed a certain threshold. To meet the deadline, developers could make
use of tracing. Tracing as an operative technique collects and discovers the target process
execution state and analyzes the performance of elaborate components. A trace of a program
includes a sequence of events written by probes. The tracing events could be served from a
trace file or even in real-time to debug a kernel /application or to troubleshoot the performance
issues that may occur in an application [153]. As system calls are part of tracing events, they
can spot abnormal behavior of energy consumption in embedded systems such as edge devices.
Detecting anomalies in Liu’s works [154] [155] is done by extracting the histogram of different
system call types. Using a bag of system calls [155], the authors in [156] investigate intrusion
detection utilizing standard ML techniques. Canzanese et al. [157] utilize the number of short
streams of system calls in a fixed time window to detect malicious processes. For process
monitoring, the authors in [158] apply a deep LSTM-based (Long Short-Term Memory)
architecture on a stream of system call count vectors. Selecting the best features for the
classification of malware system call streams in [159] is done by constructing a neural network.
Tandon et al. [160] [161] [162] use multiple values of multiple system call arguments to improve
their rule-based method. The contribution of authors in [161] [163] is considering the name
of the system calls in addition to the CPU cycles count, for anomaly detection in time-
and event-driven processes using kernel traces. In [164], two neural networks (LSTM) are
applied to textual attributes and response time in logs and traces to detect anomalies in

cloud services.

However, tracing at the system call level is one of the most challenging approaches in anomaly
detection techniques as coping with data collection becomes uncontrollable easily [164], due to
the high trace generation rate. The time-delay embedding approach is not able to scale well as

tens of thousands of system calls per second are generated just by a single process [165] [155].
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Specifically, studies like [166] [155] answer this problem by dividing the chain of the system

calls into shorter pieces and then applying feature extraction over a fixed time window.

In general handling effective high-velocity data streams requires real-time data processing
techniques adaptable to pattern change such as streaming algorithms [167]. These algo-
rithms are designed for real-time processing as continuous data arrives. Techniques like
sliding window [168] [169], approximate query processing (AQP) [170], and online aggre-
gation [171] allow for immediate analysis based on the most recent data. There are also
frameworks like Apache Kafka [172], Apache Flink [173], and Apache Storm [174] offering
reliable solutions for real-time data processing. These frameworks offer essential low-latency
processing, fault tolerance, and scalability for handling real-time traffic management in edge

computing environments.

2.5 ML-based Anomaly Detection Approaches

Various unsupervised and supervised ML-based approaches offer different ways to energy
anomaly detection. Since each method contributes differently to detection, it is important

to choose them based on the specific needs of every single edge network.

2.5.1 Unsupervised Learning

These are known as detection techniques by which the anomalous observations could be dis-
covered as the least fit in an unlabeled dataset while most of the instances are considered
normal [175]. By grouping similar data points or estimating density, techniques like k-means,
DBSCAN, local outlier factor (LOF), and Isolation Forest can identify outliers. The unsuper-
vised detection techniques face challenges such as generating false positives and difficulties
with interpretability. They also struggle to adapt to evolving patterns and changing condi-
tions as they do not take advantage of guidance provided by labeled data.

Clustering

In unlabeled datasets, by splitting the energy consumption data into multiple clusters, data is
classified into anomalies and normal ones. It has extensive applications for anomaly detection
in different domains like fraud social account detection [176], video surveillance [177], Internet
of Things (IoT) [178], intrusion detection [179], transaction-based banking systems [180], and
sensor networks [181]. In [182] a two-step anomaly detection strategy in a multi-user energy
consumption monitoring system is presented. At first, an anomaly score is given based on

the history of the user’s consumption. Later, considering the other users’ consumption in the
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vicinity, the anomaly score would be reevaluated. Data integration of the neighbor users en-
abled them to split the anomaly consumption from the variation in normal use. In [183], the
authors detect the anomalous itemsets of events considering their patterns of appearance.
In addition to the frequent itemset mining, this work employs categorical clustering with
clustering silhouette thresholding to analyze the data streams. Therefore, as the outcome is
achieved through collective-event detection rather than single-event one, anomaly detection
can be performed. An integrated scalable framework is proposed in [184] to detect anomalies
in events on massive unlabeled data logs by using clustering and classification techniques.
Anomaly detection in time-oriented data is used to discover unwelcome incidents. [185] puts
forward a framework to detect two different types of anomalies based on their shape and am-
plitude. By introducing a fuzzy clustering and anomaly score, anomalies are captured in the
original representation and autocorrelation representation of the time series. Using mutual
K nearest neighbors (MNN) and K-means clustering algorithms, the processing applies to

power data to cut the measurement samples in [186].

Advanced Learning Models

Deep learning models are increasingly used for anomaly detection as they can identify and
learn complex patterns within data. Auto-Encoders is a type of neural network architecture.
The architecture is composed of an encoder and a decoder. First, the encoder compresses
the input data into a lower-dimensional latent space and captures the essential features by
discarding less critical information. Second, the decoder reconstructs the data from this
compressed representation and reproduces the original input to its best. Secondly, we have
Ensemble learning models that enhance anomaly detection by combining multiple models to
enhance overall performance. Ensemble learning can detect a wider range of anomalies, and
reduce false positives/negatives by taking advantage of the strengths of combined models.
Bagging, boosting, and stacking techniques are commonly used in these models to ensure
more reliable anomaly detection. Wherever maintaining high detection accuracy is required,
ensemble learning is effective, especially in the uncertain and dynamic nature of data. Thirdly,
Reinforcement learning (RL) models learn in adaptive and dynamic systems to optimize their
behavior based on feedback from the environment through trial and error. For anomaly
detection purposes, these models can repeatedly learn to adjust thresholds, trigger alerts,
or adapt their detection strategies dynamically as conditions change. This behavior fits
particularly wherever data distribution and anomalous patterns can vary over time. Such
intrinsic features allow RL models to maintain effective detection strategies despite the traffic

workload condition.
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Note that, in choosing an anomaly detection technique for an edge environment, we should
consider the trade-offs between detection accuracy, computational efficiency, and resource
constraints. Various techniques should be chosen according not only to scenarios, but also
depending on the available resources, the desired level of performance, and the type and

volume of data.

2.5.2 Supervised learning

Trained data is required to be categorized and annotated for supervised anomaly detection
in energy consumption datasets including the labels for normal and abnormal consumption
[187]. Most datasets in practice do not have labels for the collected data consumption.
Therefore, supervised learning is not as adopted as unsupervised algorithms in operational
projects even though they obtain much higher accuracy metrics. Such techniques comprised
three main elements: lowering the dimensional space (Dimension reduction), Developing a
predictive model (Model learning), and grouping similar samples (Binary classification). Of
these techniques, classification is the most common, and it will be explored further in the

following part.

Classification

Given multiple energy consumption, a classification method model identifies the category to
which a not-already-seen energy consumption value belongs. The prediction concludes based
on the values observed during the training model using normal and abnormal consumption
labels. Energy-oriented classification algorithms are divided into two groups: linear clas-
sification (e.g. Logistic Regression (LR), Support Vector Machine (SVM)), and non-linear
classification (e.g. Decision tree (DT), K-Nearest Neighbors (KNN)). The detected anoma-
lous energy in [188] is classified by comparing the performance of KNN versus other classifiers.
Another application of the KNN algorithm in anomaly detection is found in [189] [190] by
using KNN-based heuristic algorithms. A mix of a genetic algorithm and SVM in [191] is pre-
sented to indicate irregular energy consumption and consumers. Similarly, SVM is proposed
in [192] [193] to discover the data anomalies due to energy theft. The work in [194] proposed
an adaptive method for anomaly detection of smart meters based on GMM-LDA (Gaussian
mixture model linear discriminant analysis) clustering feature learning and PSO-SVM (Par-
ticle Swarm Optimization Support Vector Machine). By making use of data generated by
sensors, the authors in [195] detect the anomalies in power consumption utilizing a DT re-
gressor. Using the same supervised algorithm, fraud energy consumption is detected in [196].

An upgraded version of DT is proposed in [197] to identify the consumption data anoma-
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lies by comparing the normal/abnormal class densities. Logistic regression is also a popular

anomaly detection approach as it is used in [188] in power generation plants.

Most of the introduced energy over-consumption detection approaches make use of external
devices such as smart plugs or designed for smart buildings rather than computing devices.
Some other approaches follow general-purpose models that do not meet the constraints for
edge nodes or use dynamic energy and thermal models with a high amount of overhead. Some
edge-based energy modelings are mostly application-specific and may not necessarily target
the overall energy consumption of the edge node. In some others, the energy requirements are
known in advance based on contextual information such as location, time, and device capa-
bilities. In some others, the energy-controlling regime will mainly not be deployed sufficiently

early.

Dealing with the limitations of modern edge network maintenance infrastructure, made re-
searchers and governments pioneer several innovative techniques and novel context-aware
green frameworks for IoT-enabled services. Accordingly, this cooperation would lead to a
smarter edge networking model besides providing stable environment-friendly, and low-power
mechanisms. We intend to discover a network resource over-consuming detection mechanism
to diagnose the energy-intensive edge network nodes. Having a DBI framework for data col-
lection purposes enables tracing on energy-intensive devices. It also follows the main steps
to conduct a learning-based model for resource-constrained edge networks in an IoT domain.
It will be done through practical monitoring of the internal and external behavior of edge

elements.
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CHAPTER 3 METHODOLOGY

In edge networks like Fig. 3.1, energy consumption evaluation for edge devices is essential
due to their limited power resources, typically batteries. The type of tasks these devices per-
form determines the best approach for detecting and addressing energy over-consumption.
There are two primary categories of edge elements based on their predominant activities:
communication-intensive devices (SDs) and processing-intensive devices (edge devices). Each

category benefits from different data collection strategies to diagnose energy anomalies effec-

tively.
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Figure 3.1 Edge computing scenario with communication-intensive IoT nodes and processing-
intensive edge devices (helicopters)

Common communication-intensive devices can be found in [oT scenarios, where devices spend
most of their time transmitting data to edge servers or other nodes. Therefore, their energy
over-consumption often results from prolonged or frequent data communication. The opti-

mal energy over-consumption detection strategy for nodes in this group is performed through
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Figure 3.2 Collecting data from an instrumented kernel, applications, virtual machines, and
containers

external data collection. To this end, network activity monitoring, connection quality check,
signal strength assessment, and communication protocol efficiency verification could be po-
tential methods for energy anomaly detection. On the other hand, processing-intensive de-
vices spend most of their time performing CPU-/GPU-/RAM-/Disk-intensive computational
tasks. Edge devices handling data processing, analytics, or machine learning tasks are the
main representatives for this category. Their potential source of battery depletion is pro-
longed and intensive task processing, leading to high resource utilization. Identifying energy
hotspots for such devices requires internal data collection strategies like resource utilization

monitoring and fine-grained event tracing.

To manage the scenarios mentioned above, we have developed a smart context-aware frame-
work to address the energy challenges that multi-sensor embedded systems face in urban and
suburban areas. This framework is designed for on-demand performance analysis and energy
management, incorporating various techniques to ensure prompt data collection and energy
anomaly detection. Our goal is to enhance the operational longevity of energy-constrained
edge networks, making them more responsive to changes in the energy level of the system.
As the first step in managing energy over-consumption, we designed a novel data collection

framework. Fig 3.2 shows this framework which allows us to systematically gather detailed



32

data from the kernel of uninstrumented embedded operating systems and/or applications in
user space on a device while it operates. It enables us to develop a novel architecture in

future steps to detect abnormal energy behavior of devices on the edge.

The lack of built-in instrumentation in kernels of many embedded operating systems, such
as FreeRTOS, Contiki, TinyOS, RIOT OS, Zephyr, and ChibiOS/RT, can be attributed
to several key factors [198] [199]. Primarily, these operating systems are designed to be
lightweight, accommodating the constrained environments in which they operate. Keeping
the operating system lightweight and free from unnecessary components helps ensure it runs
with fewer bugs. Built-in instrumentation could introduce significant overhead in terms of
memory usage and processing power, potentially undermining the system’s performance and
reliability. For example, FreeRTOS and TinyOS focus on maintaining a small footprint and

fast context-switching times, which might be adversely affected by extensive instrumentation.

Additionally, the highly diverse and specific nature of applications in the embedded systems
domain necessitates a run-time approach to monitoring and debugging. Built-in instrumenta-
tion may not accommodate the varied requirements across different applications. Therefore,
it is often more effective for developers to implement custom instrumentation tailored to their

specific needs.

NOProbe- the data collection framework proposed for the first objective- allowed us to sys-
tematically gather detailed data on a device’s performance while it operates. Using NOProbe
enables us to develop a novel architecture for evaluating energy in processing-intensive de-
vices, where devices spend most of their time performing CPU-/GPU-/RAM-/Disk-intensive
computational tasks. Edge devices handling data processing, analytics, or machine learning
tasks are the main representatives for this category. The potential source of battery deple-
tion for devices of this kind is considered as the prolonged and intensive task processing
which leads to high resource utilization. Fig. 3.3 pictures the role of the proposed energy
management framework proposed in this chapter against other elements on edge. Using
NOProbe also allows us to create a novel framework for assessing energy consumption in
communication-intensive devices, where devices frequently spend most of their time in data
transmission to edge servers or other nodes. Energy over-consumption in communication-
intensive devices often results from prolonged or frequent data communication. Fig. 3.4
pictures the role of the proposed energy management framework proposed in this chapter

against other elements on the edge.
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Abstract Tracing is a technique for analyzing the energy footprint of complex multi-
threaded systems. It is often used to monitor the execution of energy-intensive operations by
inserting probes in running processes. A jump-based probe redirects control flow from the
probe’s location to a runtime-generated trampoline to fulfill the tracing purposes. Hence,
the success and performance of probe insertion and execution are affected by establishing
a proper trampoline placement. Existing techniques are limited in scope as they are costly
in probe injection and intrusive in probe execution. We introduce a framework called NO-
Probe (NOP-based Probe), implementing two new user space instrumentation techniques for
the x86 architecture. NOProbe exploits several complementary strategies to achieve a high
success rate in the insertion of fast jump-based probes for short instructions (<5 bytes) com-
pared to other user-space approaches that are unable to instrument them. Without compiler
assistance, the first method leverages compiler code optimizations for runtime instrumenta-
tion. Besides employing a direct stripped-binary rewriting technique without compiler as-
sistance, the second method operates independently of using compiler optimizations. These
two methods provide a comprehensive solution adaptable to varied runtime instrumentation

requirements.

In the first strategy, we exploit existing paddings— inserted by compilers for code alignment
optimization purposes— as strategic placement points for installing trampolines. To achieve
this goal, two new algorithms are introduced to assign paddings to probes within a speci-
fied range. One algorithm prioritizes performance and follows a greedy approach, while the
other focuses on optimizing the global padding assignment. In the second strategy, we uti-
lize pseudo-NOP instructions to explore a wider range of memory space for the trampoline
address allocation. We also propose an improved algorithm (lock-redirect-load-arm) used by
the NOProbe framework to have a thread-safe patching setup. The experimental results
demonstrate that our approach achieves a higher success rate for fast probe insertion and

maintains a very low execution overhead, outperforming competing techniques.
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4.1 Introduction

As more applications are developed for computationally demanding tasks, such as model
training, energy-constrained devices face challenges in extending their operational lifetime.
In general, energy consumption evaluation techniques are categorized into measurement-
based, simulation-based, and model-based strategies [200]. The first two approaches do not
comply with the nature of dynamic service execution on remote devices. The first strategy
requires physical access to nodes at measurement time while the second one cannot pin-
point runtime transient errors with confidence. On the other hand, the third approach can
track application energy consumption during software execution without relying on energy
measurement, hardware or simulators. Operating at different layers, model-based energy esti-
mation approaches leverage resource utilization (physical hardware), program analysis (user

space), and system calls (kernel space).

Utilization-based modeling estimates the energy consumption of a system by considering
hardware parameters, such as CPU load, disk read/write accesses, network transmission
rate, etc. Discovering the correlation between hardware utilization and energy consumption
forms the basis of this approach. Program-analysis-based modeling utilizes code evaluation
in user space that performs on the assembly instruction level. As the code instructions are
executed sequentially by the processor, the consumed energy by an individual instruction is
proportional to the number of cycles it takes to execute [28] [29]. Therefore, the overall energy
consumption of a running code is obtained by the collection of the consumed energy for the
execution of comprised instructions in the code. In the context of system-call-based modeling,
system calls play a key role in representing the resource allocation demand within the system.
System calls are the only exterior gate for user space applications to hardware. Consequently,
by keeping track of system call invocations made by processes within applications, the energy
state changes can be unveiled. Such variations depend on the type of the required resource

without having prior knowledge about system workload.

System-call-based and utilization-based modelings take advantage of the tracing mechanism
during runtime. They require tracing tools for acquiring hardware counters and system
call invocation information. In general, practitioners use tracing tools to discover the target
process execution state, collect granular performance-related events, and observe performance
problems in run-time. Tracing should not perturbate the system; otherwise, many issues
cannot be captured. Imposing negative performance impact, consuming additional resources,
introducing concurrency overhead, disturbing timing orders, and creating Heisenbug are some
of those issues. Tracing an application in run-time requires binary modification techniques

to inject probe points into the executable. Run-time binary modification is already used
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Y ¢ 2\
| Ill 12 13 |...|JMP/CALL | E_palr%z |...|JMP/CALL |
(a) Before overwriting. (b) After overwriting.

Figure 4.1 Non-thread-safe patching of the short instruction no. 1 with a 5-byte probing
instruction

in various areas, such as cache simulators [201], dynamic kernel patching [202], and JIT
compilers [203]. Many tracing tools, including DTrace [204], support binary modification for

tracing and debugging purposes.

Instrumentation may be performed on the source code statically before the execution, or on
the binary dynamically after the execution has started. In most cases, a probe or tracepoint
is a fast user-space function call or a slow kernel-based trap inserted into the code. It could be
inserted into the source code at compile-time, or into the binary before or after the execution
has started.

Dynamic binary instrumentation (DBI) is the process of manipulating an executable code, at
the instruction level granularity, to offer some functionalities like tracing. There is no need
to recompile the target program as dynamic instrumentation uses dynamic code injection
mechanisms. Multiple techniques can be used for DBI to insert probes and user-supplied
analysis routines at run-time into the code. As a separate process, the instrumentation code
injector program controls the target and provides runtime support while injecting code for
tracepoints. The runtime support is handled by an instrumentation agent that is loaded in
the same address space as the running target program. The instrumentation agent controls
the tracepoints and receives commands from the instrumentation code injector program. For
example, the GNU Debugger [30] can inject an in-process agent into a running program to
insert low-overhead conditional tracepoints. It is worth noting that DBI as a source code
independent technique is used not only for debugging and tracing but also in other domains

like software security and testing [31].

The x86 is one of the most popular platforms in production systems. Unlike ARM and MIPS
architectures with fixed-length instructions, x86 supports variable-length instructions. In-
structions in x86 can take one to several bytes to accommodate a wide range of operations
and addressing modes. In most cases, common instructions have shorter and more complex
encoding. This may shrink the code size, permit a smaller instruction cache, save clock cycles,
and energy [32]. However, DBI tool developers have been struggling with multiple challenges

associated with this architecture that add complexity to instrumentation operations by in-
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troducing extra memory access and performance bottlenecks. As an example, variable-size
instructions are not aligned to either word, cache line, or even page boundaries [33] [34].
This can lead to cache coherence issues, particularly for code cross-modification in multicore
environments. To prevent such problems, Intel proposed a cache coherency control mecha-
nism [35].

Another challenge for DBI with variable-length instructions is the length of probing instruc-
tion. It may overlap subsequent neighbor instructions if its size (2-byte or 5-byte) exceeds
that of the original instruction at the probe site. If a branch lands on the overlapped instruc-
tion(s), the processor will try to interpret the bytes in the middle of the probing instruction as
a valid instruction. Such branches land in an unintended memory region leading to crashes,

security vulnerabilities, or undefined program behavior (Fig. 4.1).

The concurrency in multi-threaded systems compounded with variable-size instructions also
adds complexity to DBI in x86 architecture. For instance, when a probing instruction replaces
several original instructions, additional measures must be taken for a thread that is running,
preempted, or interrupted in the patching area. If the instrumenting agent thread in Fig.
4.1 writes the probing instruction starting at /1, while another thread is already interrupted

at 12, it might cause the latter to see an invalid instruction when it is resumed.

In light of the existing limitations, we propose NOProbe in this paper. NOProbe is a new
user-space dynamic instrumentation framework for x86 architecture to insert low-overhead
probes almost anywhere within a process. We developed a novel strategy to instrument any
multi-byte instruction in optimized codes and in the presence of nearby suitable NOPs. In
addition, we propose an original compiler-agnostic strategy targeting the weakness of current
jump-based techniques in trampoline placement. Apart from the probe insertion techniques,
we also developed a patching algorithm that can atomically patch a basic block ! in symmetric
multi-processing (SMP) environments. Therefore, our instrumentation technique does not

resort to a stop-the-world approach and installs the probe safely with limited intrusiveness.

Our main contributions to this paper are:

o We propose a multi-strategy user-space dynamic instrumentation framework called NO-
Probe. It can insert a fast probe at almost any instruction location in a program built

with compiler optimizations (such as -O2) or even without it (stripped binaries).

o We developed an improved user-space mechanism that can safely and concurrently

patch a basic block of instructions in multi-threaded programs.

LA sequence of instructions that has no incoming branches except for the first instruction and no outgoing
branches except for the last instruction
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Probe site Padding site

| Original instruction(s) | NOP-paddingl |

| EProbing instruclion% | |NOP-padding | |

Patching area

Figure 4.2 General definitions for patching a long instruction before (top figure) and after
(bottom figure) the operation

« We implemented our solution in a user-space tracing tool (uftrace), developing it to

dynamically attach to a running process and inject instrumentation.

o We analyzed and compared the probe performance of multiple existing instrumentation

techniques.

The rest of the paper is organized as follows. Section 4.2 surveys existing approaches and ex-
plains the background concepts required for understanding dynamic binary instrumentation.
Section 4.3 presents a short review of existing instrumentation tools and their limitations. In
Section 4.4, we detail the design and architecture for the proposed NOProbe framework. Sec-
tion 4.5 presents our experimental results comparing NOProbe with existing probing tools.

Finally, Section 4.6 concludes the paper and suggests improvements for future investigations.

4.2 Background

The effectiveness of dynamic instrumentation in x86 binaries significantly depends on the
chosen instrumentation approach. It can vary from kernel-based solutions to user-space
strategies. Either way, code rewriting in this architecture must navigate safe cross-thread
modification and code insertion challenges. To address the first, the literature proposes se-
rialization mechanisms to enforce a strict order of execution for instructions, synchronize
the processor’s internal state, and facilitate thread synchronization in multi-threaded envi-
ronments. Addressing the latter involves multiple approaches, from intrusively stopping the
entire threads to preloading customized libraries to adopting an efficient atomic modification

approach.

We discuss the above-mentioned approaches to tackle various challenges related to concur-
rency, synchronization, integrity, consistency, and coherency when modifying code or data
structures dynamically. In this context, NOProbe leverages advanced binary rewriting tech-
niques by considering the compiler optimizations and semantic NOPs to navigate these chal-

lenges and provide a reliable framework. The definitions for the concepts used throughout
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the article are listed below and illustrated in Fig. 4.2:

e Probe site: The location at which a probe should be inserted.

« Original instruction(s): One or more instructions at the probe site that are replaced

with the probing instruction.

o Probing instruction: The relative jmp or call branching instructions, replacing the

original instruction(s) at the probe site, to transfer the control flow to a trampoline.

» Padding site: The location in which one or more NOP instructions would be replaced

by a branching instruction to reach a probe handler.

 Patching area: The region where the original instruction(s) will be replaced, partly or

completely, by the probing instruction.

4.2.1 Instrumentation Approaches

To insert a dynamic tracepoint at arbitrary instruction locations on x86 platforms, the fol-

lowing three approaches are commonly used:

e Trap-based approach
« Branch-based approach

» Tranch-based approach (Trap-Branch)

The trap-based approach (used in Uprobe and unoptimized Kprobe [205]) leverages a trap
as a probing instruction. As you can see in Fig. 4.3a, the first byte of instruction 7 has
been substituted with one byte INT instruction, commonly referred to as int3, as a probing
instruction. The hexadecimal opcode for this trap instruction is Ozcc. Executing a trap
instruction generates a SIGTRAP signal. This approach also allows for the use of illegal
instructions instead of traps, resulting in the generation of a SIGILL signal during execution
[143]. However, in both cases, the software interrupts are processed by the operating system
in kernel space, then the user-space signal handler is called, and the control returns to kernel
space. After that, execution resumes in user space to skip the trap, execute the overwritten
instruction(s) out-of-line, and continue after the trap. As discussed, the execution of a trap or
illegal instruction causes several transitions between user space and kernel space. This incurs
a significant overhead which may be 600 to 900 times higher than that of the branch-based
approach on x86 platforms [30] [206].
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Figure 4.3 Original instruction(s) replacement by a probing instruction in Trap-based,
Branch-based, and Tranch-based approaches

The branch-based approach is a collection of techniques for dynamically instrumenting bina-
ries in user space without the overhead of exploiting traps. These techniques typically rely
on a relative 5-byte jmp or call instruction (used in GDB fast tracepoint). Therefore, this
approach is unable to instrument an instruction if its size is less than 5 bytes, which is the
case for 75% of x86 instructions [207] [30]. The branch in Fig. 4.3b could be a relative 5-byte
jmp or call, while 0xe9 and 0Oze8§ are the opcodes for these instructions. Both instructions
include a 4-byte signed offset to specify the jump or call target relative to the next instruc-
tion. This requires the branch target (trampoline) to be within a range of a maximum of 2
GB away from the probe site. Because of these constraints on the target instruction size and
the trampoline address range, the insertion of a branch is much more difficult than that of a

1-byte trap/illegal instruction.

When the target instruction is shorter than 5 bytes, the tranch-based approach (used in
LiteInst and Dyntrace) can also potentially fulfill instrumentation in user space [208] [143]
[209]. It overwrites one or more neighbor instructions (the entire /2 and the head byte of 13)
with a 5-byte branch, as depicted in Fig. 4.3c. After overwriting, If one or more overlapped
neighbor instructions are the target of other branch instructions, the branching threads would
find an invalid sequence of bytes there. As a solution, the tranch-based approach selects
the relative offset of the 5-byte jmp/call to contain a trap/illegal instruction at the branch
destination(s) (head byte of neighbor instructions). Compared to the trap-based approach,
the tranch-based one is much more efficient when it is very unlikely that a branch would target
such a trap embedded in the relative offset repeatedly. For an instruction that straddled a hot
path like the beginning of a loop, the embedded trap significantly contributes to a downfall
in performance within the tranch-based approach. To address this issue, employing a trap-
based approach is recommended. Specifically, a trap-based probe can be inserted at the first

byte of the target instruction immediately preceding the loop.

As explained, the tranch-based approach suffers from limitations in multiple scenarios, such
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000000000005c3e0 <pevent_event_info>:

5c3e0: 55 push %rbp
5c3el: 48 89 e5 mov %rsp, %rbp

5c3e4: 48 83 ec 10 sub fJ0x10, %rsp

(a) Typical function prologue as produced by the
GCC and llvm

000000000005c3e0 <pevent_event_info>:

5c3e0: e8 call Ktrampolinep|
5c3el: cc 77 77 INT3
5c3e4: cc 83 ec 10 INT3

(b) Tranch-based instrumentation on function
prologue results in binary rewriting starting at the
address Oz5c3el

Figure 4.4 Function prologue layout before and after the instrumentation

as function and loop entry instrumentation. Using the Ozcc byte code of int3 at the head
byte of an overlapping instruction placed on the last byte of a jmp’s offset is also challenging.
Generally, a memory type in x86 architecture is represented as little-endian. The most
significant byte (MSB) in a little-endian system is stored at the largest address. Fig. 4.4a
and 4.5a represent the typical x86 function prologue and for-loop entry layouts. During
patching, the head bytes of the second and third instructions are overwritten with Ozcc
bytecode (Fig. 4.4b and Fig. 4.5b). The rest of the offset bytes are represented by double
question marks ("??") in these figures. They would be chosen such that they make a valid
relative displacement to a mappable memory (trampoline’s address). The higher significance
the bytes have, the more determinant they are in accessing distant addresses in the vicinity
of the patching area. By setting the most significant byte of the offset with a negative value
of Ozcc (for 0x5c3e4 in Fig. 4.4b and 0x1180 in Fig. 4.5b), the range of the offset to reach a
mappable available memory for trampoline placement gets limited to an extremely restricted

subset of preceding addresses.

Overall, fixing the MSB by embedding traps or illegal instructions in the relative offset of a
call or jmp reduces the opportunity for reaching the available space in the process memory.
Hence, the tranch-based approach significantly impedes the extensive memory exploration

required for appropriate trampoline placement.
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1150: 85 cO test eax, eax

1152: 7e 12 jle 1192 <main+0x42>
1154: 8d 48 ff lea ecx, [rax-0x1]

(a) Typical for-loop entry as produced by the
GCC and llvm

1150: e8 77 call Htrampolinei
1152: cc 7?7 INT3
1154: cc 48 ff INT3

(b) Tranch-based instrumentation on a for-loop
entry results in binary rewriting starting at the
address 0z1150

Figure 4.5 Loop entry layout before and after the instrumentation

Overwritten instruction
. > .
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Figure 4.6 Cache straddling

4.2.2 Cross-modification Challenges

Run-time cross-thread code modification in a multi-thread symmetric multiprocessing envi-
ronment on the Intel x86 platform is complex, poorly documented, and may cause general
protection faults (GPF). The instrumentation thread running on processor core X could
modify some code, while the same code is concurrently executed by another thread running
on processor core Y [35]. The first concern is cache straddling when the size of the prob-
ing instruction is more than 1 byte [143]. There is no problem with atomically inserting
trap/illegal instructions since they occupy a single byte. Longer instructions may sit across
cache-line boundaries and cannot be written atomically [210] (see Fig. 4.6). Consequently,
the thread running on processor core Y might find an invalid partially updated instruction

on either side of the boundary.

Further problems lie in the coherence of the instruction prefetch cache. If the thread on
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processor core Y prefetches the unmodified copy of the code, the micro-operations will be
generated accordingly into the trace cache [211]. Since caching and compiler optimizations
(like reordering and fusion) may affect the structure of micro-operations, no correlation would
be noticed anymore between the original code and the optimized micro-operations. There-
fore, the processor no longer keeps track of the corresponding start and end of prefetched
instructions in the trace cache. At this point, if the CPU invalidates the trace cache because
of an unsynchronized cross-modification, the instruction execution will be terminated with a

GPF exception.

According to Intel’s erratum recommendation [35], issuing a cpuid instruction on each pro-
cessor is required to prevent an unsynchronized cross-modification state. It ensures that all
modifications made to memory regions, registers, and flags are fully processed before execut-
ing subsequent instructions [212]. Although invoking cpuid using Intel’s protocols could solve
the problem, it remains unsatisfactory. Indeed, the protocol not only demands significant
space at the probe site but also introduces a considerable latency through its busy waiting
mechanism. This latency is particularly intolerable for NOProbe due to its performance

constraints.

4.2.3 Approaches for Safe Code Insertion

Modifying a program at run-time for instrumentation purposes must be achieved without dis-
rupting its normal execution flow. As explained previously, dynamically modifying machine
code on modern multicore platforms can lead to many incoherent states. Such modification
affects the instruction code, instruction cache, and instruction prefetch cache, potentially
resulting in the generation of a GPF. In this context, several techniques were proposed for

safe cross-thread code modification:

1. Stop-the-world approach:
By stopping all the process’s threads during dynamic instrumentation, this approach
greatly simplifies the problem. It ensures that any concurrent thread executing the
modified code section does not enter the patching area. However, stopping all the
threads within a process for instrumentation purposes is highly intrusive and often

impractical, especially in performance-sensitive cases.

2. Preloading approach:
This approach seeks quiescence by pre-loading an additional library into the target pro-
gram’s address space using the LD PRELOAD environment variable. It instruments

the program before the execution of the target binary. As a limitation, the tracepoints
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inserted before the start of the execution cannot be removed once the execution has
started. This approach is more straightforward but imposes more constraints than the
Stop-the-world approach. This approach does not allow tracing a long-running process

(in production) that starts to misbehave.

3. Atomic modification approach:
The patching area of the target process could be atomically modified in this approach.
Unlike the other invasive approaches, the probe insertion could be performed during
run time without stopping all the running threads in the target program. By writing
atomically a probing instruction over the probe site, the control flow transfers to the
probe handler. Special care would still be needed not only for the patching of instruc-
tions shorter than 5 bytes but also to ensure the safety of cross-thread code modification

as discussed in 4.2.2.

4.2.4 Compiler Optimization and Semantic NOPs

Compilers serve the essential function of transforming source codes into executable machine
codes. These compilers, such as GCC [213] and LLVM [214], are equipped with several pre-
defined optimization levels, each activated by certain optimization flags. These optimization
levels aim to enhance specific functionality during run-time [215] [216]. Enabling each flag
hinges on specific needs and constraints. Exploiting these flags depends on the software, per-
formance sensitivity, features of the target hardware, etc. In general, optimization is achieved
by modifying the number of involved registers, their usage in the code, and their references.
For instance, there are several optimization levels available in the GCC compiler to generate
customized binaries. The main options are sorted as follows: -00, -0, -O1, -02, -O8. In each
level, all optimizations from the preceding levels are combined with additional optimizations.
The default optimization flag is -O0 where most optimizations are disabled. In -O and -01,
the same optimization applies to a code, resulting in significantly smaller and fast-running
code. The -02 flag switches on those optimizations that do not require a trade-off between
space and speed during compilation. Compared to the previous level, this flag improves the
performance of the binary code, while increasing compilation time. The flag -O2’ is also the
default level of optimization in the release version of software [217]. The resulting optimized
code provides a good balance between performance optimization, portability, and reliability
of the software’s behavior [218]. By adding some additional optimizations (e.g. function
inlining) to those specified in -0O2, the next level (-O3) results in larger code sizes while

lowering execution time [219].

Padding is one of the most frequently used optimizations that modern compilers can make
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Table 4.1 Optimization-level-activated flags at -O2 and -O3 for code alignment in GCC

Flag Description

-falign-functions Aligns the start of functions to the next power-of-two.
-falign-labels Aligns all branch targets to a power-of-two boundary.
-falign-loops Aligns loops to a power-of-two boundary.
-falign-jumps Aligns branch targets to a power-of-two boundary, for

branch targets that can only be reached by jumping.

Table 4.2 NOPs, 1-byte, and 2-byte pseudo-NOPs in x86 architecture [1]

NOP Instructions | 1-byte Pseudo-NOP Instructions
Assembly Byte Sequence Assembly Byte Sequence Ass
(AT&T Syntax) (Hesadecimal) (AT&T Syntax) ~ (Hexadecimal) ntax) (A tax) 2 Syntax)
nop 90 nop 90 rexWrex W 48,48 push ecx, pop ecx 51, 59 PUSHF, POPF vebx, ebx 89, db
xchg eax, eax. 66 90 os 2 axY%ax 6690 dec eax, inc eax 48, 40 pop edx, push g ah.ah 86, 04 89, o
nop DWORD PTR [eax] 0F 1£ 00 cs 2 48,90 bh 86, ff 89, 2
nop DWORD PTR [eax-+0x0] 0f 1 40 00 s 36 13, 9b xchg ch,ch 86, ed  esi 89, f6
nop DWORD PTR [eax-teax*1+0x0]  Of 1f 44 00 00 ds 30 e 18, ce xchg dh.dh 86, 16 mov edi, edi 89, ff
nop WORD PTR [eax-eax*1+0x0] 66 0F 1f 44 00 00 rex W 48 40,48 al s 3
nop DWORD PTR [eax-+0x0] 0 1£ 80 00 00 00 00 s 64 1, 43 bl
nop DWORD PTR [eax-teax*1+0x0]  Of 1 84 00 00 00 00 00 s 65 13, 4b
nop WORD PTR [eax-+eax*1+0x0] 66 0F 1f 8400 00000000 datal6 66 es 19, 41
nop WORD PTR csifeax-teax*1+0x0] 66 2¢ 0 18400 00 00 00 00 addr16 67 e D
lock 0 cs push esp, pop esp
wait 9b cs rex. POPA, PUSHA

PUSHA, POPA
fs nop

64, 9b mov al,al
64, ce mov blLbl

g fwait 65, 9b
gs int3 65, cc ch
nop 67, 90 mov dh,dh
POPF, PUSHF  9d., 9c mov eax, eax

dses 5
ds fwait push ebx, pop ebx
ds int3 3e, ce pop sh ecx
rep nop (pause] reps
nop esp Of, 1f std, eld

BEEYYFFEEEEERY

to generate production code. Such explicit embedded binary optimizations are turned on at
02 and higher levels. The need for compiler padding comes with heavily optimized modern
processors. These processors generally fetch a whole instruction cache line at a time, ranging
in size between 16 and 64 bytes. In this context, it is important to align frequently executed
code and basic blocks (e.g., the start of a loop or a function) on cache line boundaries. If an
instruction straddles a cache line, the CPU would fetch two cache lines. It starts with the one
containing the start of the instruction and then fetches the cache line containing the end of the
instruction. Hence, code alignment techniques enhance prefetching and cache effectiveness,
leading to improved performance. Compilers exploit this mechanism by inserting padding
to align instructions on the next cache line boundary at the cost of increasing the binary
size. Padding is typically added to four critical regions: functions start, loops, labels, and
jumps. Table 4.1 lists the corresponding optimization-level-activated flags enabled in GCC.
Apart from code alignment purposes, data structure alignment [220] [221], loop unrolling and

function inlining [222] also require compiler padding at 02 and 08 optimization levels.

No-Operation Instructions (NOPs) The padding may consist of a single or multiple
NOP instructions to fill the gap. The first column of Table 4.2 lists the various types of NOP-
paddings and the corresponding assembly instructions. The NOP-padding byte sequences
consist of a set of instructions that perform no operation. These instructions have absolutely

no effect on the content of their register operands or flags. They only serve to increment the



0000000000015610 <do_replay>:
15763: 0f 88 d7 00 00 00 js 15840 <do_replay+0x230>

16833: 89 30 ff ff ff jns 15769 <do_replay+0x159>

15839: 1f 80 00 00 00 00 nopl 0x0(%rax)
15840: 83 c4 01 add $0x1,%ri2d

(a) NOP-padding aligning branch target (at ad-
dress 0x15840) to 16 bytes

0000000000027a00 <free_parsed_cmdline>:

27a09: 48 8b 7f £8 mov -0x8(%rdi) ,%rdi

27a20: £3 c3 repz retq
27a22: O0f 1f 40 00 nopl  0x0(%rax)
27a26: 66 2e Of 1f 84 nopw  %cs:0x0(%rax,%rax,1)

00 00 00 00 00
0000000000027a30 <absolute_dirname>:

(b)  Two NOP-paddings aligning  abso-
lute__dirname function to 16 bytes

Figure 4.7 Code alignment using NOPs
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program counter (PC) to the next instruction. The first entry, encoded as a single-byte 0290,
is the most commonly used NOP-padding instruction in the x86 instruction set. Although
0290 is identified as a NOP instruction, the same binary opcode also corresponds to xzchg
Y%raz, %raz instruction (exchange raz with itself) in the x86 architecture. The second entry
indicates another zchg instruction using a redundant prefix (0z66) that does not affect the
no-operation behavior. For the 9-byte NOP-padding in this table, the 0z66 takes the first
byte as a redundant prefix to override the size of the operand. The set of neighboring two
bytes, 0x0F 0Ox1F, is the instruction opcode. The fourth and fifth bytes, 0x84 and 0z00,
represent the operands format specification Mod R/M and SIB, respectively. Finally, the last
four bytes, 0x00000000 are used to hold the displacement for the memory operand.

The NOPs in a binary code may or may not be reachable depending on the execution flow.
Reachable NOP-paddings could be executed by the program at some point. In Fig. 4.7a, if
the jns (jump if not signed) condition is not satisfied, the branch will not be taken and the
nopl instruction will be executed. In Fig. 4.7b, two unreachable NOP-paddings are located
at the end of the function, immediately after the return point (repz retq). While unreachable
NOP-paddings can be modified safely, reachable NOP-paddings should be modified carefully
due to potential concurrent execution issues. For some NOPs, like the 9-byte one in Table
4.2, the no-operation behavior will remain unaffected, even if the SIB field and the 4-byte
displacement are modified. This allows embedding data or code into the NOPs without
impacting the execution flow [223]. Authors in [224] employ a similar obfuscation technique
to hide code by embedding several bytes within specific instructions. They mainly focus on

using 9-byte no-operation instruction in their work.

Pseudo No-Operation Instructions (Pseudo-NOPs) They are defined as a set of in-
structions that collectively imitate the behavior of the NOP instructions. While they are not
explicitly NOPs, they maintain the overall integrity of the execution’s control flow [225] [226].
These pseudo-NOP instructions may alter the control flow, register values, and memory con-
tent temporarily but execute counterpart instructions to reverse the initial changes seman-
tically. Therefore, pseudo-NOPs preserve the original values for registers and memories for
the future use of subsequent instructions. Although variable-length pseudo-NOP instructions
are available, the 1-byte and 2-byte semantic NOP are the minimal form of using them. The
second column in Table 4.2 includes 1-byte pseudo-no-operation instructions, such as register
extension, segment override, operand-size override, and address-size override prefixes. 2-byte
semantic NOPs (the third column of Table 4.2) begin with an invertible instruction which is
then followed by its inverse instruction. For example, the double-byte sequence of push reg,

pop reg or pushf, popf (0x9c, 0x9d) or pusha, popa (0x60, 0x61) instructions, write values to
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the stack and then restore them from it [227] [228]. Another set of invertible double-byte in-
structions is created by incrementing the value of a register and decrementing it immediately
afterward (inc reg, dec reg). The 2-byte instructions like mov reg, reg and zchg reg, reg act
as pseudo-NOPs by replacing the content of a register with itself. However, the latter option
executes less efficiently. Other 2-byte pseudo-NOP instructions are listed in Table 4.2.

Pseudo-NOPs find applications in extensive domains, especially in code obfuscation [225] and
malware detection [229], where precise control over code execution, timing, or architectural
behavior is required. For example, malware strategically inserts semantic NOPs into critical
areas within binaries as part of code obfuscation tactics aimed at evading detection [230].
Inserting a pseudo-NOP instruction between two bytes simply advances the PC, and creates

intentional space within the code.

4.2.5 Out-of-Line Execution (OLX) Buffer

The original instructions, overwritten by the probing instruction, must be executed even-
tually to maintain the integrity of the execution’s control flow. For position-independent
instructions, DBI techniques save a copy of the original code in an OLX buffer. Then, af-
ter the instructions in the OLX buffer have been executed, a jmp or a trap at the end of
the buffer returns the control to the first valid instruction after the patching area. As ex-
plained, instructions that do not depend on the PC can be copied to the OLX buffer without

modification. However, position-dependent instructions should be treated differently.

In the 32-bit x86 platform (x86_32), position-dependent instructions use EIP implicitly,
without specifying it as an operand. For instance, a jump condition code (jcc) instruction
jae 6 would jump to PC+6 if the condition has been met. With RIP-relative addressing
in the 64-bit x86 platform (x86_64), instructions can explicitly use [RIP + displacement]
as an address. For example, instruction mov DWORD PTR [rip+0x1], 0z2 will store the
immediate value 0z2in a double word beginning one byte after the end of the mov instruction.
The effective address of the memory operand in these instructions is established based on
the current value of the instruction pointer (IP). Therefore, the copied position-dependent
code in the OLX buffer would not be executed correctly without relocation. It rectifies
their relative addresses, ensuring they are executed with the same effect as the original
instructions. Moreover, if an instruction is relocated far from its intended target in memory,
we might not be able to access it using the same addressing mode. Those instructions need to
be manipulated to be able to reach their target address. Employing an alternative addressing

mode that offers a larger branch offset could resolve this limitation.
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4.3 Related Work

Several strategies are discussed in the literature to achieve dynamic binary instrumenta-
tion. Some approaches use compiler support, leveraging the compiler’s code transformation
capabilities to inject instrumentation hooks at strategic locations within the binary code.
Alternatively, other methods apply instrumentation directly to compiled binaries without
compiler assistance. The latter category often requires post-compilation techniques to per-
form DBI. In this section, several instrumentation tools exploiting compiler-assisted and

-agnostic techniques are briefly discussed.

4.3.1 Instrumentation Tools

The branch-based approach restricts the size of instrumentable instructions, requiring them
to be 5 bytes or larger. To relax this constraint and minimize the run-time-instrumentation
overhead, compiler-assisted techniques are used through manually-activated flags. These
flags are specified to provide instructions on how to compile the source code and what ad-
ditional features or modifications are required. Manually-activated flags are often defined as
command-line arguments when source files are about to be compiled. Table 4.3 lists compiler
flags/attributes that add sufficiently large space at intended probe sites at compile time. The

space is patched at run-time by inserting a 5-byte branch instruction.

The Linux kernel Ftrace [231] and its user-space version, Uftrace [232] make use of a compiler-
assisted technique. It is enabled by using manually-activated —~mnop-mcount (the GCC flag
in Table 4.3) to insert a 5-byte NOP instruction (nopl 0x0(%rax,%rax,1)) at the entry of
each function [233]. At runtime, Ftrace locks the probe site with a trap instruction before
synchronizing the cores via a low overhead inter-processor interrupt. In user space, Uftrace
patches the NOPs before the program execution. However, once the probe is injected into

the code, Uftrace can not safely remove or even dynamically modify it.

Google Xray leverages another user-space compiler-assisted technique to simplify cross-modification
during run-time. By using the manually-activated -finstrument-functions flag in LLVM (as
listed in Table 4.3), it reserves 11 bytes at function entry by inserting a 2-byte jmp at the
probe site to jump over the following 9-byte reserved NOP sleds [234]. The 2-byte jmp plays
the role of a lock and is aligned in memory not to straddle the cache. At run-time, the
NOPs would be patched easily as they are jumped over and thus remain unreachable. The
probe is finally unlocked by patching a non-straddler 2-byte jmp, eliminating concerns about

cross-modification issues.

Compiler-assisted techniques demonstrate significant shortcomings when compared to other
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Table 4.3 manually-activated flags used for compiler-assisted techniques

Compiler Flag/Attribute Description
LLVM patchable-function Guarantees that the first instruction of the function is greater
than 2 bytes, and will be sufficiently aligned.
patchable__function__enter Inserts a NOP sled as the first instruction of the function
for Google XRay instrumentation.
patchable__ret Replaces the original ret instruction with the NOP sled at runtime

for Google XRay instrumentation. This is the approach to go on CPUs that
have a single ret instruction, such as x86.
patchable__function__exit Prepends the original return instruction with the NOP sled code
preserving the original return instruction just after the NOP sled code.
It is used for CPUs which have multiple options for the return instruction, like ARM.

-fes-profile-generate Generates instrumented code to collect context-sensitive execution information, such as
function entry and exit frequency and branch execution counters.
-forder-file-instrumentation Generates instrumented code to track the order of function execution,
especially during the startup phase of an application.
-fxray-instrument Generates XRay instrumentation sleds on function entry and exit
GCC -pg —mmnop-mcount Inserts a 5-byte NOP instruction at the entry of functions.

GCC & LLVM -fpatchable-function-entry=N Generates N NOPs right at the beginning of each function.
-finstrument-functions Generates calls to instrument function entry and exit.
-fprofile-generate Generates instrumented code to collect runtime information
such as function call frequencies and branch execution information

instrumentation methods. They require access to the source code to perform instrumentation.
Furthermore, the probing locations are defined during compilation, and instrumentation of
arbitrary probe sites is not permitted afterward. Finally, as instrumentation code exists
at every probe site during run-time (such as function entries/exits), this approach can bring
higher memory and time overhead to the execution, even when tracing is disabled. Chamith et
al. measured a total overhead of 6% added by the -finstrument-functions compiler flag [143].
This could be reduced to 2% when smaller functions are left uninstrumented, as implemented

in Google XRay.

Apart from compiler-assisted techniques, compiler-agnostic techniques have the capability
of fully dynamic instrumentation without generating place-holders at compile-time for run-
time patching. These techniques do not require recompilation and do not incur any overhead
when inactive. However, they still suffer from major shortcomings. In branch-based Kprobe,
a b-byte jmp at the probe site may be inserted if no branch is found targeting the patching
area within the current function [210]. Uprobe allows for a fully dynamic instrumentation
for user-space processes. However, its implementation in the kernel relies on slower traps and
requires root privileges. It is faster than the trap-based approach implemented completely in
user space as it avoids mode switching between kernel and user space. It is still much slower
than the branch-based approach, though. While Dyntrace uses both tranch-based and trap-
based approaches, Liteinst is limited to exploiting the tranch-based approach for dynamic
instrumentation [143,208]. Authors in [143] showed that, on average, the embedded trap was
invoked in 14% of the total probe invocations, significantly affecting probe effectiveness. In
Dyntrace, the probing instruction is written atomically at the probe site using cmpzchg in-

struction, which is not sufficient to ensure safe cross-modification operation. Liteinst uses an
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improved version of the wordpatch algorithm for safe cross-modification [235]. The algorithm
waits for a specified upper-bound number of cycles during which modified straddled cache
line(s) will not be fetched for execution. The number of cycles was chosen empirically by
conducting repeated experiments until no GPF exception was raised. Moreover, the upper
bound value depends on the processor model and should be individually extracted for each

one.

In summary, both existing compiler-assisted and compiler-agnostic approaches for dynamic
instrumentation have shortcomings. Although compiler-assisted approaches are efficiently
integrated with the build process, they suffer from source code dependency, fixed probing
locations, high compilation overhead, and compatibility challenges across different compilers.
On the other hand, the existing compiler-agnostic approach, despite offering greater flexi-
bility, provides low probe insertion and execution rates. This method is only applicable for
long instructions and requires costly memory access management and synchronization mech-
anisms. To address these limitations, we developed a new DBI framework called NOProbe,

which leverages NOP and pseudo-NOP instructions to enhance flexibility and performance.

4.4 NOProbe Design and Architecture

In this section, we propose a new multi-strategy framework for DBI called NOProbe. Our
novel contributions cover a comprehensive range of instruction patterns (<1 byte) and condi-
tions at probe sites, aiming for efficient instrumentation. Without having control flow infor-
mation, our contributions accomplish transparent instrumentation while the control flow of
the program remains intact. It is noted that we are not leveraging compiler-generated space
to inject instrumentation code into a program at runtime as the compiler-assisted approach
does. NOProbe gets the advantage of the optimization-level-activated flags to propose a new
technique for instrumenting instructions as short as 2 bytes and longer. Moreover, NOProbe
introduces another novel instrumenting technique for short instructions that is completely
compiler-agnostic. It is not dependent on debug information, such as symbol names, type
info for symbols, files, and line numbers where the symbols come from; thus, making possible

the patching of stripped binaries.

4.4.1 Assumptions

While NOProbe is compatible with a wide range of x86 binaries, we make some basic assump-
tions about the architecture and algorithms discussed in subsequent sections. The operational

performance of NOProbe relies on four assumptions:
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No return address manipulation by the callee: To achieve function exit instrumen-
tation, we replace the return address pushed by the caller on the stack with the address of
a trampoline. We assume that the callee function does not interfere with the probe by over-
writing the return address. Moreover, the callee is not expected to read and find the caller’s
return address from the stack. Although it is rare, techniques used by virtual machines
like on-stack replacement might cause such interference [236]. Stack unwinding in C++ is
another example of a situation where problems could arise. This could easily be solved by

hooking the corresponding functions to restore the call stack when an exception is raised.

No branching from outside the instrumented function: Injecting a probe for DBI
requires replacing multiple bytes. We thus need to verify whether any branching instruction
would target one of the bytes overwritten after the first byte at the probe site. To limit the
scope of this verification, only the branching instructions within the instrumented function are
examined. It is assumed that no branches originate from another function to the instrumented

function, except for its entry point. This assumption generally holds in the C/C++ standard.

No data embedding in the NOPs operand: It is assumed that the target program
does not use NOP-paddings to embed data. Manipulating those bytes to insert probing
instructions would cause interference. While programs rarely do this, some anti-disassembly
and obfuscation techniques use the paddings to overlap instruction streams, to hide some

portions of the code in the program [224].

No instruction overlapping by the executable itself: Instruction overlapping used in
code obfuscation techniques involves intertwining multiple instructions to appear convoluted
[237] [238]. It makes the disassembly and static analysis more difficult. We assume that the
program does not perform code overlapping by branching in the middle of another instruction

intentionally.

4.4.2 Multi-strategy Probing

In this section, we elaborate on the new complementary strategies we have devised for in-
strumentation in NOProbe. The proposed Algorithm 1 represents a complete overview of

our instrumentation approach. It is used as a reference for the rest of the text.

As a framework, NOProbe implements the conventional branch-based approach for target
instructions that are at least 5 bytes long. It also handles shorter instructions that form a

minimum 5-byte basic block with no branches to internal instructions (line 4 in Algorithm
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Figure 4.8 NOProbe execution flow with a 2-byte jmp as probing instruction

1). The call instruction pushes the return address on the stack, which will be used as the
probe identifier (line 5 in Algorithm 1). A 5-byte relative call is used as probing instruction
at the patch site (line 6 in Algorithm 1).

First Strategy

We developed a novel strategy tailored for binaries compiled with optimization-level-activated
flags at the most widely-used level of O2 [239] [240] or higher. This strategy is independent
of manually-activated flags (listed in Table 4.3) used by compiler-assisted approach (line 8 in
Algorithm 1). When the conventional branch-based approach fails, the first assumption is to
have a short instruction of 4 bytes, 3 bytes, or 2 bytes at the probe site while a branch lands
on the patching area (line 9 in Algorithm 1). As demonstrated in Fig. 4.8, this strategy
employs a smaller probing instruction (2-byte relative jmp) compared to the conventional
branch-based approach [241]. Using a 2-byte basic block helps proportionally reduce the
risk of cache straddling. This strategy would make the target probe location ineligible for
instrumentation in cases where a single-byte instruction is located at the probe site, with
potential branches targeting the subsequent instruction. Having a single byte as offset, the
2-byte jmp can only reach target addresses ranging from 128 bytes before to 127 bytes after
the probe site. However, this range may not be large enough to reach a trampoline that
eventually redirects control to the probe handler. To address this issue, we introduce NOP-
paddings as a safe rewritable byte sequence surrounding the probe site. If an unreached
NOP-padding is available within the 2-byte jmp range, it can be used to insert an initial
trampoline including a relative jmp with a 4-byte offset (step 1 in Fig. 4.8). This trampoline
then directs control to the secondary trampoline (step 2 in Fig. 4.8), which contains an
absolute jmp with a 5-byte offset, ensuring access to the probe handler across the entire
memory (steps 3 and 4 in Fig. 4.8). By executing the original instruction(s) stored in the
OLX buffer, step 5 in Fig. 4.8 is completed. An absolute jmp at the end of the OLX buffer
redirects the control flow to the immediate instruction followed by the overwritten original

instruction(s) at the probe site (step 6 in Fig. 4.8).
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Algorithm 1 Instrumentation routine

1: procedure INSTRUMENT NOPROBE (addr)

2 Disassemble the executable in the vicinity of the probe site address

3: Loop through each disassembled instruction

4 if ((I0.size >= 5) || ((2 <= 10.size < 5) && (no branch lands on [I0[0] + 1, 10[0] + 4]))
then

5: initCall Probe(addr)
6: patchSiteCall5B(addr)
7 success < T'rue
8: else if (code compiled using optimization-level-activated flags (e.g. -02, -03)) &&
9: ((2 <= 10.size < 5) && (no branch lands on 10[0] + 1)) then
10: nop < findSuitable N op(addr)
11: if nop # None then
12: init N op Probe(addr, nop)
13: patchPaddingSite(nop) > with a 5-byte call
14: patchSiteJmp2B(addr, nop)
15: success + T'rue
16: else if (code compiled at lower optimization level than -O2 ||
17: optimization-level-activated flags applied with out-of-reach NOP-paddings then
18: follow the Tranch-based technique
19: if (I0[0] + 4) overlaps with the head byte of a neighbor instruction X (X[0]) then
20: double-byte-dictionary [i] = {two-byte pseudo-nop instructions};
21: single-byte-dictionary [j| = {one-byte pseudo-nop instructions};
22: if (X.size equals 3 or more) then
23: for each double-byte pseudo-nop instruction in the dictionary do
24: X[0] < pseudo-nop-dictionary [i]
25: X[1] < pseudo-nop-dictionary [i + 1]
26: X[2] + Ozce
27: if the offset of the call instruction is mappable then
28: success < T'rue
29: break;
30: else
31: =14 2;
32: else if (X.size equals 2) then
33: for each single-byte pseudo-nop instruction in the dictionary do
34: X|0] < pseudo-nop-dictionary [j]
35: X|[1] + Ozce
36: if the offset of the call instruction is mappable then
37 success < T'rue
38: break;
39: else
40: j=7+1
41: else if (X.size equals 1) then
42: X[0] + Ozce
43: if the offset of the call instruction is mappable then
44: success < T'rue
45: break;
46: else

47: follow the Trap-based technique
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The main challenge in this strategy is to discover suitable NOPs. Suitable NOPs are con-
sidered as any NOP-paddings in the vicinity of the probe site that provide us with potential
placeholders for initial trampoline placement, even if it seems unfitting at first (line 10 in
Algorithm 1). For the 2-byte jmp insertion at the probe site, a padding site with at least 5
bytes is necessary to fit a relative call. Consequently, only NOP-paddings that are 5 bytes
or larger are considered candidates. In exceptional cases, the 5-byte call at the padding site
overwrites two consecutive NOP instructions, forming a sufficiently large NOP-padding, as
depicted in Fig. 4.7b. The first block consists of a 4-byte nopl and the second block is a
10-byte nopw. Therefore, the entire first block (4 bytes) and the first byte of the second block
would be patched.

Any unreachable padding of 5 bytes or more is considered suitable for patching. On the
other hand, reachable paddings should be approached with extreme caution. Modifying
reachable paddings could alter program behavior, as the execution flow may eventually reach
that point. For the 8, 9, and 10-byte reachable NOP-padding instructions, the probing
instruction could be inserted within the unused memory operand, specifically in the last 5
bytes. Therefore, this placement ensures that it does not impact the operation, as illustrated
in Fig. 4.9. The 7-byte reachable padding must be treated differently. As shown in Fig.
4.10, placing a 5-byte call on the last 5 bytes of the 7-byte padding will change the third
byte of the NOP-padding (0280 indicating addressing mode Mod R/M). This modification
changes the operation format. As a solution, the 7-byte NOP-padding should be patched
with a 2-byte bypass relative jmp followed by a 5-byte relative call to keep the no-operation

behavior untouched.

When instrumenting several locations, optimizing the global assignment of NOP-paddings is
essential when multiple instances are within the range of each probe site. This optimization

aims to maximize the success rate of probe insertions (line 12 in Algorithm 1).

Search and Assignment of Suitable NOPs Searching for suitable NOP-paddings in
memory could be as simple as exploring instructions in the 256-byte range around the probe
site. During the discovery phase, any suitable NOP-padding that is found is added to a list.
Subsequently, the list is then processed by an algorithm that assigns the most suitable padding
to every probe site as needed. However, this approach is not always feasible in certain cases.
Consider a scenario where function boundaries need to be probed, with two functions f7 and
12, and two NOP-paddings NI and N2 available. N1 may be within the range of both f7 and
f2, while N2 can only be reached by function f2. A non-optimal heuristic algorithm could
assign N1 to function f2 and leave fI unassigned. This underlines the importance of proper

assignation of NOP-paddings to probe sites. This combinatorial optimization assignment



0f 1f 84 00 nop DWORD PTR [rax+rax*1+0x0]
00 00 00 00

(a) Original reachable NOP-padding

Of 1f 84 e8 nop DWORD PTR [rax+rbp*8+0x4030201]

01 02 03 04

(b) Integrating a probing instruction into the
reachable NOP-padding while maintaining its se-
mantic integrity

Figure 4.9 Embedding a 5-byte call in an 8-byte NOP-padding

N

0f 1f 80 00 00 00 00 nop DWORD PTR [rax+0x0]
48 89 c8 mov rax,rcx

(a) Original reachable NOP-padding

eb 04 jmp 0x6
e8 01 02 03 04 call 0x4030208
48 89 c8 mov rax,rcx

(b) A jmp bypassing the NOP-padding followed
by an inserted call

Figure 4.10 Inserting a 5-byte call in a 7-byte NOP-padding
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problem deals with the allocation of multiple resources to the specified sectors on a 1-to-1

basis. This problem could be broadly defined as follows:

Assume that we have a set of distinct functions available to be instrumented and the list of
all paddings reachable from each probe site is known. The algorithm is expected to pair each
function with one padding. The definition of the linear assignment problem is formulated as

follows:

Given a set of P functions and @ NOP-paddings, we have a weight matrix {c;;} ., 0 where

1 if NOP-padding j is in the range of function ¢;
Cij =
0 otherwise.

The algorithm should return a bijection such that the function z is maximized:

P Q

maxrimize z = Z Z CijTij
i=1j=1

The resultant bijective matrix is a binary matrix defined as {z;;},,, where

1 if NOP-padding j is assigned to function ¢;
l’i]’ =
0 otherwise.

Finding {zi;}p,, that maximizes z is equivalent to pairing as many NOP-paddings as possi-
ble with functions. The conventional algorithm employed to address this challenge is known
as the Hungarian algorithm [242], which generates an optimal solution. It operates in poly-
nomial time with a worst-case run-time complexity of O(n?), where n = P + Q. Due to
its time complexity, the Hungarian algorithm is preferably used when the number of instru-
mented functions remains relatively small. The algorithm can be applied to a small subset
of functions since each padding is only reachable from a limited number of functions. For
instance, it can be used on the instrumented function and its nearby functions to obtain a
locally optimal assignment. However, using the Hungarian algorithm to achieve a globally op-
timal assignment by operating on all functions in a binary would be prohibitively expensive,
especially when dealing with a large number of functions. For such cases, a greedy ap-
proach (Algorithm 2) has been developed as an alternative algorithm. The greedy algorithm
takes the list of all the NOP-paddings within the function’s range as input and generates
a non-optimal solution with linear time complexity. For function entry instrumentation,

any function alignment padding is located directly above the entry point and clearly falls
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Algorithm 2 Greedy algorithm for NOP assignment

Input funcList: A list of functions near the probe site. >
Input nopList: A sorted list of potential NOPs. >
Output: A suitable nop if found else None >

1: procedure FIRSTSUITABLENOP

2 for all nop € nopList do

3 if isFunctionPad(funcList, nop) then

4: return nop

5: else if isUnreachable(nop) then

6: return nop

7 else if canEmbedTrampoline(nop) then
8 nop < setEmbedFlag(nop)

9 return nop

10: return None

within the range. If NOProbe uses a 2-byte jmp at the probe site, the target padding can
be accessed within a range of -128 to 127 bytes from the current location. Hence, the same
function alignment padding is likely to be out of range of the preceding function entry, unless
its size is less than 127 bytes. In this context, the greedy algorithm prioritizes using the
function alignment padding over labels, loops, and jumps alignment paddings. This decision
is based on the fact that function alignment paddings reliably remain within the range of the
current function entry and are seldom reachable from other function entries. The list of NOP
paddings is arranged to prioritize those closest to the instrumented function, ensuring they
are visited first. Upon discovering the most appropriate NOP-padding through the search
and assignment algorithm, a 5-byte call is inserted within the padding site. This instruction
is responsible for transferring the control flow to the secondary trampoline, as outlined in
line 13 of Algorithm 1. Eventually, the probe site would be patched with a 2-byte jmp (line
14 in Algorithm 1).

As discussed, function boundaries instrumentation can be achieved by inserting a probe at
the entry and another probe at each exit point. When a function exit (usually marked by a ret
instruction) is positioned at the end of the function’s address space, the probing instruction
may overlap with the NOP-padding aligning the next function entry. If this NOP-padding
is not sufficiently long, an alternative method is employed. Upon function entry in this
method, the probe handler saves the return address and replaces it with the address of the
function exit probe handler. This ensures that the function exit probe handler is invoked
at the function exit. Subsequently, at the end of the function exit probe handler, the saved

return address is restored in the call stack and a normal return to the caller is performed.

If static code analysis cannot confirm the presence of a 2-byte basic block or identify suitable
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NOP-padding within range, we must resort to the second strategy.

Second Strategy

The previous strategy relies on the activation of widely used optimization-level flags, like
-falign-loops to make use of generated NOP-paddings in the performance-sensitive locations
all over the code. However, the second proposed strategy is independent of the optimization-
level-activated flags listed in Table 4.1. Similarly, this strategy does not rely on the manually-

activated flags listed in Table 4.3, which introduce intrinsic compiler dependencies.

If the previous approaches fail, we make four assumptions. First, the conventional branch-
based approach cannot instrument a short instruction (<5-byte) at the probe site while
threads jump to the middle bytes of the offset. Second, the first proposed strategy cannot
locate a 2-byte basic block at the probe site. Third, the first proposed strategy cannot
find NOP-paddings generated by optimization-level-activated flags available at compile time
(lines 16 in Algorithm 1). Additionally, the first proposed strategy may find NOP-paddings
but they are not in the vicinity of the probe site (line 17 in Algorithm 1).

The second strategy develops a new tranch-based approach by overcoming the potential
shortcomings of its conventional version. As explained, the conventional tranch-based ap-
proach attempts to patch those short instructions at the probe site (line 18 in Algorithm 1)
that the branch-based approach cannot handle. Oftentimes, it cannot succeed if the fourth
byte of the probing instruction offset overlaps with a neighbor instruction. The fourth byte
is the most significant byte of the offset as it significantly extends the addressing range of
the probing instruction. Instrumenting typical performance-sensitive examples, such as loop
and function entries suffers from this overlapping limitation (Fig. 4.4b and Fig. 4.5b) as
mentioned in line 19 in Algorithm 1. Loop entry starts with three instructions in a 2-byte,
2-byte, and 3-byte format (step 1 in Fig. 4.11a). A common arrangement for instruction
placement at a function entry comprises 1-byte, 3-byte, and 4-byte instructions (step 1 in
Fig. 4.11b). These two cases are covered in line 22 in Algorithm 1. In step 1 of Fig. 4.11c, a
random combination of 4-byte and 2-byte instructions is arranged (line 32 in Algorithm 1).
Through the second step, the conventional tranch-based approach inserts a branch opcode at
the probe site (I1) and a trap instruction into the head bytes of all subsequent instructions
within a 5-byte range. As a result of step 2 in these figures, the fourth byte of the offset
becomes fixed with the opcode of Ozrcc. By fixing the most significant byte of the probing
instruction offset with Ozcc, the conventional tranch-based approach encounters the most

restrictive condition in exploring the trampoline address within the memory space.

Our proposed tranch-based approach overcomes this limitation by changing the location of



60

o [+ el I o [ [ElEle e
o [« [~ IE I
om-unwwm

eeeeeeee
£

ﬂ---ﬂ EIEEIEIEY
(a) For-loop entry pattern in GCC and (b) Function entry pattern in
LLVM compilers GCC and LLVM compilers

o [ [ [ [+ I
o [o ==~ I

(c) Random pattern

Figure 4.11 Probe insertion at I using the conventional and the proposed tranch-based
approaches on three popular instruction patterns

Ozcc placed on the fourth byte of the offset within the subsequent instruction layout. This
instruction is represented as I3 and /2 in Fig. 4.11a and 4.11c, respectively. By sliding the
Ozcc to the far right byte of these instructions, we make space for inserting one or more
pseudo-NOP instructions at their first bytes (step 3). If the overlapping neighbor instruction
has three or more bytes, the fourth byte of the offset accommodates the first byte of a 2-byte
pseudo-NOP (line 24 in Algorithm 1) listed in the third column of Table 4.2. The second
and the third bytes of the neighbor instruction will be replaced with the second byte of the
pseudo-NOP and the relocated trap (0Ozcc), respectively (lines 25 and 26 in Algorithm 1).
On the other hand, when the overlapping neighbor instruction covers two bytes (line 32 in
Algorithm 1), this strategy replaces the first byte with a 1-byte pseudo-NOP instruction
(listed in the second column of Table 4.2). Simultaneously, the relocated trap sits on the

second byte of the neighbor instruction (lines 34 and 35 in Algorithm 1).

Integrating a pseudo-NOP instruction may not always result in a successful address mapping

on the first attempt. In such cases, the next entries in the second column of Table 4.2
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will be attempted repeatedly until success is achieved (lines 23 and 33 in Algorithm 1). This
accommodation provides a higher chance of discovering the trampoline’s address by exploring
a broad range of values from 0z0f (the first bytes of indv) to Ozfd (the first bytes of {std,
cld}) in Table 4.2. In contrast, the conventional tranch-based approach only considers Ozcc

as a candidate for this position.

Fig. 4.11 shows comparative instrumentation for the conventional and the proposed tranch-
based approaches across three commonly encountered instruction patterns. Following step
3 of Fig. 4.11b, the probe insertion for instruction number 1 (/1) has been completed. A
thread landing on the first byte of /7 executes the 5-byte probing instruction. In another case,
thread number 2 jumps to the first byte of the /2 and executes a trap (0zcc) instruction there.
Eventually, thread number 3 may reach the first byte of the I3 and execute a pseudo-Nop (such
as mov eax, eaz in this case) followed by a nop instruction. The control flow subsequently
reaches the far-right byte to execute the trap instruction that was initially relocated. In this
scenario, the arrangement of bytes in the pseudo-NOP instruction that overwrites I3 directly
affects the displacement calculation for the call instruction. Therefore, the binary rewriting
algorithm prioritizes fixing the pseudo-NOP before exploring the potential displacement for

the call instruction placed at the probe site.

As illustrated by line 47 in Algorithm 1, we apply the conventional trap-based approach when
neither of the previous strategies is applicable. As explained in Section 4.2.1, this approach

uses int3 with the Oxcc byte-code as a less efficient but always applicable probe.

4.4.3 Static Analysis

Before inserting a probe into a function, a static analysis is conducted to determine whether to
use a b-byte call, 2-byte jmp, or int3 (trap). If the original instruction at the probe site is five
bytes long or longer, it can easily be patched using the 5-byte call. Otherwise, the function is
disassembled and the target of every branch is examined. If no potential branch landing on
subsequent overlapped instruction(s) (with the 4 bytes of call offset) is identified, it can still
be patched with the 5-byte call. However, branches may land on the patching area without
specifically targeting its second byte. In this case, if suitable NOP-paddings are available
nearby, we propose adopting the first strategy as a new branch-based approach using a 2-
byte jmp instruction. Otherwise, there may be instances where landing branches target the
patching area, including its fifth byte, without any suitable NOP-paddings discovered nearby.
In this restrictive scenario, the fifth byte overlaps with the opcode of the next instruction
(See Fig. 4.3c). For this case, we propose adopting the second strategy as a new tranch-

based approach. Consequently, a 5-byte call is inserted while replacing the branch-targeting
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bytes of the offset with a trap instruction, except for the fourth byte. For 2-byte overlapped
instructions, a 1-byte pseudo-NOP instruction listed in Table 4.2 sits on the fourth byte
of the offset following the relocated trap (refer to Fig 4.11c). However, if the overlapped
instruction is three bytes long or more, a series of pseudo-NOP instructions will be inserted
starting from the fourth byte of the offset which follows the relocated trap (see Fig. 4.11a
and 4.11b). As a last resort, the probe site can always be instrumented with a single-byte

trap instruction.

Through static analysis, we also identify the unreachable function paddings inserted between
functions, particularly for the first strategy. To achieve this, we extract the function entry
address and size for each function from the Executable and Linkable Format (ELF) files. This
allows us to discover the gaps between functions. Moreover, jump paddings inserted using
-falign-jumps may also become unreachable, especially if they follow an unconditional branch
with no incoming branches. During analysis, when an indirect branch (with a register as an
operand) is found in a function, we conservatively assume that it could branch anywhere in
the function. Thus the search for possible incoming branches will always be affirmative for

such functions.

4.4.4 Safe Patching Setup (lock-redirect-load-arm)

Rewriting binaries at runtime requires a safe patching process in multithreaded applications.
Ensuring the integrity of instrumentation involves the safe and simultaneous execution of
both the original overwritten instruction(s) and the probing instruction. Such modification
creates a consistent scheme in which threads are enabled to execute the original overwritten
instruction(s) without incoherency. Also, another mechanism is needed to provide a solid
scheme for threads to execute the probe transparently. We explain both mechanisms in

detail in the following sections.

Simultaneous Execution Probing In Fig. 4.12, we intend to patch a 2-byte instruc-
tion (/1) with a 5-byte probing instruction. When NOProbe overwrites multiple original
instructions at the probe site, a thread might become trapped in the middle of the replaced
instructions, as depicted in step 1 of Fig. 4.12. So, the concurrent thread could experience
undefined behavior if patching occurs without special care. Therefore, ahead of writing a
multi-byte probing instruction to a patching area that contains two or more instructions, it

is necessary to apply the lock and redirect mechanisms:

1. Ensure that no new thread will enter the patching area (lock).
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Figure 4.12 Lock the probe site and redirect threads to the OLX buffer

2. Move the threads already present out of the patching area (redirect).

The original instructions that are overwritten by a probing instruction are first copied to
the OLX buffer. Then, a trap instruction (int3) is inserted into the probe site, acting as
a temporary trap-based probe (step 2 in Fig. 4.12). Patching or removing a 1-byte trap
instruction is a safe atomic operation and does not result in an incoherent state on Intel x86
platforms. The main role of the trap instruction is to lock and secure the patching area,
ensuring that all the incoming threads are redirected to the OLX buffer. This approach
helps us avoid the invasive stop-the-world action, which would otherwise stop all threads

simultaneously.

The second concern focuses on the threads currently executing, interrupted, or preempted
within the patching area. If these threads resume execution after the area has been patched,
they might execute invalid instructions. Hence, they should not be permitted to remain
there during the patching process. Using signals, the other threads can be interrupted from
user space to execute a signal handler. The instrumentation thread sends an asynchronous
real-time POSIX signal to all the other available threads in the process. The signal handler
verifies if the PC of the receiving thread falls within the patching area. If it does, the thread
changes its interrupt return address. This modification ensures that the receiving thread
is redirected from the patching area to the corresponding original instruction in the OLX
buffer (refer to step 3 in Fig. 4.12). Then, the signal handler clears a flag for the receiving
thread, informing the instrumentation thread that its task has been completed. After all the
receiving threads clear their flags, the instrumentation thread resumes execution. At this

time, no thread is left in the patching area, and no new thread can enter it. Finally, the
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Figure 4.13 Patching the probe site with a 5-byte probing instruction while ensuring serial-
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probing instruction can be safely inserted using the load and arm mechanism explained in

the following section.

Cross-modifying Probing An atomic store mechanism can safely patch a single-byte
probing instruction without causing incoherence for the processor cores. For longer probing
instructions that straddle the cache, they should consider the Intel erratum and issue a seri-
alization instruction, such as cpuid, iret, or rsm on other processor cores. This ensures that
any modifications made to flags, registers, or memory by previous instructions are resolved
before the fetch and execution of the next instruction in the pipeline. Issuing a serialization
instruction must take place before other threads execute the patching area. At step 1 in
Fig. 4.13, the incoming threads to the patching area are blocked with a trap and rerouted to
the OLX buffer. The thread(s) residing within the patching area are also redirected to the
proper place in the OLX buffer. In the second step, the offset of the call probing instruction
can be loaded. Subsequently, the cpuid serialization instruction is issued, either by sending a
real-time POSIX signal or by utilizing the membarrier syscall®>. The membarrier syscall, us-
ing the command MEMBARRIER _CMD_PRIVATE EXPEDITED SYNC CORE, trig-
gers an smp_ mb() memory fence, via an inter-processor interrupt (IPI) to all processors
where the threads of the process are currently running. When returning from the IPI, the

interrupt return (iret) instruction performs the required serialization.

Once the pipeline, memory, and cache lines of each processor core involved have been seri-
alized, we proceed to the third step. In this step, the 1-byte trap instruction at the head of
the probe site can be atomically and safely replaced with a 1-byte call/jmp opcode (arm).

This activates the call probing instruction.

2 Membarrier has been added to the Linux kernel since version Linux 4.3. For this reason, signals are
used for older kernels.
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Table 4.4 Evaluation Machine Specifications

Processor 4x Intel Xeon E7-8867 v3 @2.50GHz
No. of Cores 64 with Hyper-Threading disabled
Operating System Debian GNU/Linux 9.0 and Linux 4.19.0-6-amd64

Compiler & Libraries GCC/G++ 8.3.0 and GLIBC 2.28-10

Memory 256GB

4.5 Results

In this section, we empirically and statistically analyze the distribution of NOPs in program
binaries. We also conduct three micro-benchmarks to assess the performance of instrumen-
tation mechanisms in NOProbe. Table 4.4 displays the specification of the environment in
which our experiments were conducted. The performance overhead of NOProbe includes both
probe injection and execution costs. To maintain the accuracy of our benchmark, we chose
not to use the POSIX timer API due to its high overhead in multi-threaded environments,
mainly caused by sequential locks. Instead, we employed the time stamp counter (TSC)
along with a memory fence instruction [243], which incurs a negligible overhead compared to

the total benchmarking time.

We chose the Uftrace tracing tool as an efficient user-space prototyping vehicle for imple-
menting the new algorithms in NOProbe. Unlike the current version of Uftrace, the legacy
version preloads (LD_PRELOAD) an instrumentation library named libmcount before fork-
ing the target program. This instrumentation library takes care of the whole pipeline, from
reading the symbol table (required for the first strategy) to creating shared buffers, hooking
into functions, instrumenting the target program, and initiating the target program execution
while tracing. The LD PRELOAD technique is a simple and effective approach, but it does
not enable the legacy Uftrace to attach the instrumenting library to processes during run
time. At the time of our experiment, the version of Uftrace we used did not support dynamic
process attachment. We manually enhanced the legacy Uftrace, enabling it to attach to ex-
isting processes and insert instrumentation at runtime. However, the current experimental

version of Uftrace includes this feature.

On-the-fly instrumentation of the tracee requires libmcount to be injected into its address
space. To this end, the ptrace system call is used for a safe and race-free injection. Once
the modified uftrace is attached to a running tracee, it pauses the program using the ptrace
system call. Aiming to minimize the pause duration, a lightweight library named libloader
is injected. Using ptrace, this library resumes the tracee and loads a set of other required

libraries. After injection, libloader creates a dormant thread that waits on a Unix socket
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Figure 4.14 The distribution of reachable and unreachable NOPs at different lengths in
LLVM-ar and Clang

to receive commands. The tracer program can then send commands to this thread to load

(dlopen) the libmcount library for instrumentation and to initiate tracing (start_tracing()).

4.5.1 NOPs Accessibility

NOProbe exploits NOP-paddings within a binary to serve as a readily accessible trampoline
holder. We analyzed the distribution of NOPs in two popular software packages, LLVM-ar
and Clang when compiled with GCC and Clang. Fig. 4.14 illustrates the uniform probability
distribution of NOP lengths and the proportion of reachable and unreachable paddings. It
demonstrates that the paddings in LLVM-ar and Clang can be identified as unreachable in
99% and 58.67% of cases, respectively. This variability can be attributed to compiler design,
optimization level, coding style, etc. NOProbe can utilize any unreachable padding within
the range of the probe site and any reachable padding larger than 6 bytes, as discussed in
4.4.2. In Fig. 4.14a, approximately 51k out of 71k NOPs are 5 bytes long or more. This
implies that approximately 71.83% of NOPs in LLVM-ar and 73.74% of NOPs in Clang
could potentially be used by NOProbe. Such an empirical experiment can also be supported

statistically.

To estimate the expected average length of NOP-paddings in a binary aligned on 16 bytes,
we calculate the gap size (in bytes) from the last instruction in that block to the alignment

boundary. Assuming a uniform probability distribution for the gap size, we can determine the
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Figure 4.15 The inter-NOPs distance distribution in LLVM-ar

probability of having 5-byte or longer NOP-paddings capable of accommodating the 5-byte

call instruction as follows:

P(NOP,p, >5) = P(NOP,, =5)+ P(NOPy,, =6) +--- + P(NOP,,, = 15) i1

=1/15+1/15+ -+ 1/15 = 11/15 = 0.73 @)
Fig. 4.15 presents the distribution of inter-NOPs distances for LLVM-ar. Notably, the density
of [0-128] bytes inter-space is significantly higher than the others. Specifically, 82.59% and
71.92% of NOPs in LLVM-ar and Clang are within 128 bytes of each other. Considering
that a 2-byte jmp with a 1-byte displacement can reach up to 128 bytes away, there is a high
probability of accessing one NOP within easy reach of the probe site.

4.5.2 Probe Effectiveness

In this section, we evaluate the instrumentation success rate achieved by well-known tools.
This rate is defined by the number of successfully inserted fast probes using 5-byte call
instruction (without using a trap-based approach) divided by the total number of target
probe locations. We chose GDB and Dyninst for the branch-based approach, Dyntrace for
the tranch-based approach, and NOProbe which employs both branch- and tranch-based

approaches.

In this experiment, we attempted to insert a 5-byte call probing instruction at every function

entry point in five large widely-used applications— Chrome, LLVM, Git, Vim, and Nginx. To
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prevent potential interference between probe structures in memory, we inserted the probes
one by one, leaving them installed until the experiment’s completion. It is worth noting that
we instrumented the functions within the main executable, leaving shared library functions
untouched. Table 4.5 provides detailed insights into the instrumentation effectiveness re-
flected by the number of successful insertions divided by the total number of instrumentable

locations.

Compilers typically insert a prologue into most functions to set up registers and stack for the
function execution. As explained in Section 4.4.2, the function prologue often begins with
a short (<5) instruction. Therefore, the probability of finding a 5-byte instruction at the
function entry point is quite low. This fact significantly impacts GDB’s success rate as it

requires a minimum of 5-byte instruction in the prologue to employ a branch-based approach.

The operation of GDB is based on the injection of a shared library, called in-process agent
(IPA), into the target process. The IPA initializes trampolines, known as jump pads, and
establishes a tracing infrastructure within the target process. However, a challenge arises in
x86_ 64 architectures where the .text section of a binary typically resides at lower addresses
compared to shared dynamic libraries. Consequently, a 5-byte call instruction placed at a
probe site within the .text section may not reach the trampoline within the IPA. To address
this issue, the experiment manages the compiler to load both the .text section and the IPA

section in close proximity during link time.

Dyntrace suffers from a similar limitation when the .text section is loaded into the lowest
mappable memory area. In its tranch-based approach, if a trap instruction (Ozcc) is placed
in the fourth byte of a call’s displacement at the probe site, the offset becomes negative.
As a result, Dyntrace is forced to map the probe structure before the .text section, which is
not typically feasible by default. This scenario is common in many functions within Git and

LLVM-ar, resulting in poor instrumentation effectiveness, as illustrated in Table 4.5.

On the other hand, DynInst demonstrates an outstanding probe instrumentation success rate.
This is expected since Dynlnst completely rewrites and relocates functions. For function
boundary instrumentation, Dynlnst does not deploy the trap-based approach; instead, it
can relocate the entire function to a new location. Although this approach delivers a high
success rate and flexibility, it comes with substantial costs in terms of attachment overhead

and memory usage.

By conducting the probing operation in user space, NOProbe effectively minimizes the over-
head typically associated with context switching. Unlike the branch-based approach seen
in GDB and Dyntrace, NOProbe allows for user-space instrumentation of any instruction
longer than 1 byte with the help of suitable NOPs. Additionally, NOProbe overcomes the
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Table 4.5 Number of successful fast probing across different benchmarks

GDB NOProbe Dyntrace Dyninst
Benchmark Success Total  Rate Success Total  Rate Success Total Rate Success Total  Rate
chrome 28982 326205 8.88% | 310497 326205 95.18% | - - - 320216 326205 98.16%
llvm-ar 523 19940  2.62% 19104 19940  95.80% | 9318 19940 46.73% | 19940 19940  100%
git 1 9901 0.01% | 9815 9901 99.13% | 4291 9900  43.34% | 9901 9901 100%
vim 0 6396 0% 6279 6396 98.17% | 5506 6396  86.08% | 6396 6396 100%
nginx 137 1148 11.93% | 1109 1148 96.60% | 1054 1148 91.81% | 1148 1148 100%

trampoline placement limitation found in the tranch-based approach of Dyntrace by utilizing
pseudo-NOPs. Through the introduction of two new strategies, the NOProbe instrumen-
tation framework effectively addresses the gaps in instrumenting short instructions in user

space, resulting in higher performance compared to GDB and Dyntrace.

4.5.3 Probe Insertion Performance

In this section, we evaluate the probe insertion costs across Dyninst, Uprobe, and NOProbe,

while varying the number of threads in the tracee and the size of its functions.

Multithreading Overhead In this evaluation, we measure the overhead caused by instru-
mentation when conducted by a single thread. The instrumentation thread inserts probes
in 1000 function entries and exits, maintaining a constant number of probes and function
size while varying the number of threads. The cost per instrumentation point is calculated
by dividing the total time taken to instrument all functions by the number of instrumented

functions. To minimize the jitter, the test is repeated 100 times and the results are averaged.

Our experiment shows that Dyninst attaches very slowly to the target, taking nearly six
seconds. The reason lies in using ptrace for attaching to the tracee. In this scenario, all the
threads within the target process will be paused and only resumed after the instrumentation
is completed. Moreover, Dyninst utilizes all available core resources in the system (64 cores in
this case) to analyze and instrument the target. While measuring probe insertion overhead,
we excluded the attachment cost for Dyninst. However, it is important to mention that we
selected immediate instrumentation mode over batch mode for Dyninst. This decision could
slightly impact its performance due to the inherent caching ability of batch mode, thereby

reducing inter-process communication (IPC) cost [244].

Fig. 4.16 illustrates the probe insertion cost for Uprobe, NOProbe, and Dyninst. In NO-
Probe, the instrumentation thread sends an interrupt signal to all threads at the time of
patching. It then waits for their acknowledgment before proceeding with the patching. This

approach can lead to delays, especially if a thread is blocked while waiting for a resource.
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Figure 4.16 Probe insertion cost versus the number of running threads

Queued POSIX signals are handled once a thread returns from kernel space. In cases where
signal-receiving threads are waiting in kernel space due to locks (used by read/write syscalls
to protect kernel resources), the signal-handling process may experience further delays, par-

ticularly when dealing with a larger number of threads.

Although the Dyninst instrumentation cost is high, it scales well with the number of threads.
This efficient scaling is because ptrace can stop all the running threads before patching. The
NOProbe outperforms other tools when the thread count remains below twenty. However,
beyond this threshold, the Uprobe instrumentation cost maintains stable performance, as
Uprobe operates within the kernel and is not blocked waiting for threads returning to user

space.

In this experiment, we employed membarrier for serialization in kernels version 4.3 or newer,
while using real-time signals for older kernels. Membarrier significantly surpasses signal-
based synchronization by minimizing context switching overhead and employing a direct

synchronization mechanism.

Function Size Overhead This test evaluates how NOProbe scales with the size of instru-
mented functions where probes are inserted. To this end, we measure the average time taken
to insert a probe into every function across six large applications. Then, we calculate the
average size of all instrumented functions within each application. For NOProbe, we separate
the instrumentation cost associated with static analysis from that associated with the lock-
redirect-load-arm patching cost (using membarrier). Fig. 4.17 illustrates the average time

taken by NOProbe to instrument six binaries. They are sorted and characterized by their av-
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Figure 4.17 Probe insertion cost versus the average function size of multiple binaries

erage function sizes: Chrome (65 bytes), Mysql (234 bytes), 7z (251 bytes), Sshd (331 bytes),
Ssh (357 bytes), and Cmake (466 bytes). NOProbe is designed to identify NOP-paddings
placed by the compiler in the locality of the patching area, essential for implementing the
first strategy. Depending on the scarcity of these placeholders and the layout of the neighbor
instructions, NOProbe may make use of the second strategy as well. For either strategy,
a static analysis is conducted on every instruction within a function to discover branches
leading to the patching areas. Subsequently, the most fitting strategy is selected to initiate
patching at the probe site. Therefore, as the size of a function increases, the static analysis
routine must explore a wider range of code for potential branch discovery. The longer this
discovery phase lasts, the higher the overhead imposed on the probe insertion process for

either strategy.

4.5.4 Probe Execution Performance

In this section, we evaluated the probe execution overhead across multiple instrumentation
tools. The overhead is calculated as the additional CPU cycles incurred beyond the normal
execution without probe insertion. To evaluate this, we conducted a benchmark by varying
the number of concurrent threads executing the probe and measured how the overhead scales
with the thread count. Specifically, we probed the entry and exit points of a sample function
in this benchmark. Because GDB lacks native support for instrumenting function entry /exit
points, we forced the compiler to insert a 5-byte instruction at the function entry. This

approach enables us to accomplish only function entry instrumentation with GDB. The probe
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Figure 4.18 Probe execution overhead for Uprobe (trap-based), NOProbe, GDB (trap-based
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handler used for Dyninst, NOProbe, and Dyntrace is a user-space function performing no
operations. This approach was intentional, as we aimed to measure solely the cost of having
a probe, excluding the cost of tracing or other operations. Default behavior differs for GDB
and Uprobe: GDB does not allow users to override its probe handler, whereas in Uprobe,
replacing the probe handler from user space is not feasible. To address this, we recompiled
GDB and statically disabled the call to its probe handler. On the other hand, we kept
Uprobe unchanged, thus including the additional overhead of saving an event in a per-CPU

ring buffer in the results.

We initially executed the probed function with varying numbers of threads, repeating the
experiment 1,000,000 times for each configuration. The total execution time was divided by
the product of 1,000,000 repetitions and the thread count to calculate the average execution
time per thread. Finally, the overhead was determined by subtracting the execution time
of the probe-less function from that of the probed one. Fig. 4.18 depicts the execution
overhead when multiple threads execute a probe simultaneously. As expected, the trap-
based approach utilized by GDB, Uprobe, and Dyntrace performs poorly compared to the
others. All three trap-based tools scale similarly with the number of threads. The increased
overhead can be attributed to the synchronization mechanisms employed by each tool to
ensure coherent execution. Moreover, transferring a trap signal to user space involves kernel
operations like acquiring spin-locks and updating atomic reference counters to protect the
signal handlers’ structure. It is worth mentioning that GDB’s performance is particularly
poor due to its GDB-server using ptrace to receive and handle trap signals while the target

is stopped. The target is resumed only after the probe operation is completed.
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The branch-based probing approach implemented by Dyntrace and GDB outperforms the
trap-based implementations in Dyntrace, GDB, and Uprobe. However, GDB fails to scale
well as it acquires an exclusive lock in the trampoline (jump pad), to protect the tracing
buffer from concurrent write-s [245]. Dyninst probes do not need any lock to protect their
structure, because the patching procedure is not performed on the fly. Dyninst stops all
threads using a ptrace syscall and transfers them out of critical regions before patching the

code.

In NOProbe, a Red-Black tree as a self-balancing binary search tree maintains balance during
insertions and deletions of relocated and replaced instruction(s), with a guaranteed time-
bound operation. While write operations to the lock-less Red-Black tree require costly atomic
(lock) instructions, read operations do not. Consequently, NOProbe possesses the lowest
overhead for probe execution. The results for NOProbe and Dyninst are overlapped in Fig.
4.18. The NOProbe execution overhead scales very well with the number of threads. However,
the read-s may miss an entire sub-tree of a node that is being atomically modified. An
alternative could be a lighter-weight synchronization mechanism like user-space Read-Copy-
Update (RCU), which offers low overhead and solid scalability. In RCU, the writer side waits
until all existing reader-side critical sections are finished before making any modifications to
the tree. Although the reader side avoids any waiting, a minimal overhead may be added,

depending on the library implementation [246].

4.6 Conclusion

Energy tuning for multithread applications is crucial in performance analysis for resource-
constrained devices. Discovering energy hot spots in those complex applications requires
collecting resource utilization or system call requests. Tracing tools provide such granular
information while bringing insights into the application energy behavior by inserting instru-
mentation probes. Efficient probes use user-space binary rewriting techniques to minimize

the overhead of insertion and execution of instrumentation code.

Existing user-space instrumentation approaches suffer from intricate limitations in discover-
ing unmapped memory space for efficient trampoline placement. This paper proposes NO-
Probe, a DBI framework that implements two novel strategies to accommodate trampolines
efficiently and enhance user-space instrumentation. By leveraging NOP and pseudo-NOP
instructions, we have significantly improved the success rate of probe insertion. Our exper-
iments demonstrate that by avoiding a trap-based approach, our probe execution overhead
is remarkably reduced compared to existing techniques in both user and kernel spaces. In

terms of probe insertion rate, NOProbe outperforms its best competitor for probe execu-
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tion overhead, Dyninst. Compared to the single-byte trap-based Uprobe, NOProbe exhibits
superior performance, especially with up to 20 threads. Additionally, we proposed two al-
gorithms for managing NOP-paddings, one emphasizing performance and the other focusing
on instrumentation success rates. Finally, our improved algorithm based on the membarrier
system call and the lock-redirect-load-arm mechanism ensures a safe code patching technique.
Through our experiments, NOProbe achieved probe effectiveness rates ranging from 97% to
99%, far surpassing conventional approaches in existing tools like GDB, which achieved rates
between 0% and 11%.

In the future, we aim to improve the instrumentation success rate of NOProbe by integrat-
ing additional high-performance instrumentation strategies. Additionally, we will focus on

developing methods for safe, scalable, and efficient probe removal from user space.
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Abstract The widespread use of sensor devices in IoT networks imposes a significant bur-
den on energy consumption at the network’s edge. To address energy concerns, a prompt
anomaly detection strategy is required on demand for troubleshooting resource-constrained
[oT devices. It enables devices to adapt their configuration according to the dynamic signal
quality and transmission settings. However, obtaining accurate energy data from IoT nodes

without external devices is unfeasible.

This paper proposes a framework for energy anomaly detection of IoT nodes using data
transmission analysis. We use a public dataset that contains peer-to-peer IoT communica-
tion energy and link quality data. Our framework first utilizes linear regression to analyze
and identify the dominant features of data communication for IoT transceivers. Later, a
deep neural network modifies the gradient flow to focus on the dominant features. This
modification improves the detection accuracy of anomalies by minimizing the associated re-
construction error. Finally, the energy stabilization feedback provides nodes with insight to

change their transmission configuration for future communication.

The experimental results show that the proposed approach outperforms other unsupervised
models in anomalous energy detection. It also proves that redesigning the conventional loss
function by enhancing the impact of our dominant features can dramatically improve the

reliability of the anomaly detection method.

5.1 Introduction

An Internet of Things (IoT) scenario on edge is defined through a set of wireless sensor net-
works connecting a collection of widely distributed monitoring sensor devices (SD) [2]. This
scheme would collect and send the desired data to the edge servers for further processing

and decision-making [5]. Such sensor devices feature a severe constraint on the hardware
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resource, such as stripped RAM size, low-rank CPU/GPU capability, and limited energy
harvesting [7]. However, they are well-adopted in autonomous systems for steady data col-
lection, stable transmission [8], continuous diagnosis [9], and real-time analysis [247]. Energy
consumption is counted as one of the most challenging constraints for SD service provisioning.
Energy over-consumption occurs in cases like amplifying the transmission power for fading
shadowing avoidance. Similarly, when SDs are located in remote areas and distant from
gateways, their vulnerability to increased path loss becomes more pronounced, particularly
in terms of energy efficiency. Hence, energy optimization techniques are required to increase

the battery lifetime of SDs and maintain high-efficiency levels [248].

Most software-layer energy optimization models perform at the levels of systems, architec-
ture, or circuits [18] [19]. The outcome of these energy minimization approaches is categorized
into multiple groups for embedded computing devices [20]. The first is called Dynamic Power
Management (DPM) [249]. DPM temporarily halts any idle element of the system to avoid
wasting energy, like processing cores. In the second group, Dynamic Voltage-Frequency Scal-
ing (DVFS) permits CPUs to switch between different frequency-voltage levels to scale down
energy consumption [22]. To save a significant amount of energy expended on generic tasks
on the third group, CPUs are customized to meet the requirements of the tasks on a multi-
processor system-on-chip [23]. The same customization happens for the fourth group but for
the cache-based memory access [24]. By mapping tasks to different processors, the fifth group
performs load balancing across all the cores which results in the utilization enhancement of

processing elements on a multiprocessor system-on-chip [250].

The mismanagement of energy consumption can result in over-heat generation. The non-
uniform heat generation leads to spatial temperature gradients over the whole chip. The
more the load on a system caused by concurrent processing, the higher temporal heat gener-
ation/dissipation occurs. This may impose the temporal thermal gradients on a small area
on the chip. The spatial temperature gradients and temporal thermal gradients besides the
thermal cycles are three main factors that degrade the performance and the efficiency of a
system during its lifetime. Ignoring overheating in edge nodes may also cause performance,
durability, and reliability loss. For example, raising the temperature by ten to twenty degrees

in metallic materials would shorten the useful life of the components by sixteen times [17].

However, applying the discussed solutions on a peer-to-peer network is not highly effective in
reducing energy consumption for SDs and alleviating the consequences. These approaches do
not consider transmission energy consumption as the primary cause of battery depletion for
SDs in a wireless sensor network [251]. Although sensor devices are typically designed as a

single processor board, most discussed approaches are devised for multiprocessor system-on-
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chips. For example, over-heat generation is much more prone to happen in multiprocessors
than single processor SDs as the former suffers from non-homogeneous heat dissipation in its

processing elements.

SDs can be classified into normal, sink, and gateway nodes. One of the main advantages
of these resource-constrained devices located in hostile environments [252] is forwarding the
collected data to the gateway nodes [253] for further analysis and decision-making (DM) [254].
The nodes with a higher rate of forwarding DM data are more susceptible to energy failure.
By collecting energy and other transmission data (link quality parameters and configuration
settings), an Al-based model can detect anomalies in energy behavior. As supervised learning
solutions require data labeling for energy over-consumption detection [255], they are not
practically feasible for continuous learning in IoT domains. Consequently, there is a need
to investigate if other energy-saving approaches, including unsupervised models and routing

protocols, may prolong the survival time of the whole network reliably [256].

The principal contributions of our study can be summarized as follows.

» Propose a new energy-aware framework for the detection of energy consumption anoma-
lies that might affect [oT nodes’ lifetime in a wireless sensor network. This framework
collects peer-to-peer communication energy and link quality data and uses a deep-

learning approach to detect the abnormal energy behavior of the SDs;

o Propose a learning solution for anomaly detection based on an unsupervised algorithm.
We design a new loss function for the conventional variational autoencoder by analyzing

the feature importance of the data using a linear regression model;

» Evaluate the proposed approach by using a public dataset. Our results show that our
approach achieves high-performance metrics and less intrusive execution time compared

to other alternatives;

o Implement the proposed approach with other baseline clustering algorithms and un-
supervised deep-learning models, including multi-layer VAEs, to make a comparison

between their effectiveness and that of our proposed solution.

This paper is organized as follows. In the following section, we introduce energy-saving
approaches at the network level. The problem statement and research question are presented
in Section 5.3. Data and theoretical analysis are provided in Section 5.4. The methodology
and the details of the energy-aware framework are explained in Section 5.5. The results of

the experiments are described in Section 5.6. Finally, conclusions are drawn in Section 5.7.
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5.2 Background and Related Works

Minimizing energy footprint can be performed at the node and cloud levels. At the node
level, depending on the communication scenario, such as the location of nodes and the signal
quality, data transmission is the primary cause of energy consumption of an IoT node in
wireless sensor networks [257]. At the cloud level, data centers as powerful processing units
are the decisive elements in the cloud computing domain. They host several power supply
blocks, control systems, data communication, storage, and cooling systems, in addition to
security components. Evaluating energy consumption in such complex systems is challenging
as it requires a deep investigation of various connected elements [76]. We present the above-

mentioned energy-saving approaches at the node and cloud levels in the following sections.

5.2.1 Node-based Solutions

For IoT sensor nodes, resource exhaustion occurs in transmit (TX) and receive (RX) states
[77]. Several solutions are offered to remedy the high energy consumption rate and increase
the life expectancy for sensor nodes in an IoT scenario. Without working on reliable energy-
saving strategies for IoT nodes, a strain will be put on the energy harvesting sources to provide
sufficient supply for operational activities. There are four primary categories for network-
based energy-saving approaches on IoT nodes: sleep/wake-up protocols, radio optimization,
energy-efficient routing, and data reduction [78]. As we focus on dynamic link quality and
transmission settings in this work, the first two approaches are investigated here to represent

the role of protocols in the transmission energy consumption of a node.

Radio Optimization

Radio optimization is a set of approaches applied to a radio module as the most energy-
hungry element in a sensor network to optimize the required energy for data communication.
This type of radio optimization manages the energy consumption regime by manipulating
the radio parameters. To this end, several optimization techniques for power transmission,
modulation, and antenna direction are suggested. Moreover, a cooperative communication
strategy and cognitive radio approach improve the remaining energy in wireless sensor com-
munication [128]. The cognitive radio, a prominent strategy against energy over-consumption
in retransmissions (caused by packet loss), enables a transceiver to distinguish and avoid the
occupied channels and access the vacant channels for data communication. Based on chan-
nel states, IoT nodes can pick a proper channel in the wireless spectrum and accordingly

regulate the TX/RX parameters [129]. By comparing the cognitive-radio-enabled sensor
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networks with the classic ones, researchers in [130] indicated a 13% improvement in the
network’s lifespan. In cooperative communication strategies, a virtual multi-antenna array
is achieved by using multiple single-antenna nodes and sharing antennas with them, which
results in a remarkable enhancement of the received signal strength (RSS) [82]. Evaluating
these strategies shows that a considerable amount of energy could be saved for contributors
in a wireless sensor network. This regime designates a set of nodes as relays and uses them
to distribute the communication load by reducing the distance between IoT nodes and the
gateway. Hence, the required energy for data collection through the gateway would be cut,

and the lifetime of the sensor network would be extended.

Selecting proper antennas affects the energy performance of sensor networks significantly.
For example, replacing an omnidirectional with a directional antenna limits the unwanted
interference caused by retransmissions [131]. The enhanced energy comes from the fact that
if a transmission is done toward a specific direction, the neighbor communications could also
be accomplished without interfering with others [132]. Although the advantages of removing
omnidirectional antennas have been demonstrated, there are practical difficulties in direction
adjustment and identifying proper parameters for directional antennas. One of the solutions
for the radio modulation parameter selection is the modulation optimization strategy that
contributes to energy minimization [85] [86]. By carefully setting the modulation parame-
ters in a wireless sensor network, a balanced compromise between the transmission power
and the inter-node distance could be devised to regulate an appropriate circuit/transmission
power consumption. In radio communications, the transmission power is managed using the
Dynamic/Transmit Power Control (DPC/TPC) mechanism [87]. While maintaining the nec-
essary link quality parameters, such as the Received Signal Strength Indicator (RSSI) and
Link Quality Indicator (LQI), DPC reduces the power of a radio transmitter. By avoiding
interference, it results in network life span extension as well [88]. However, applying radio
optimization techniques such as adaptive power adjustment at a high rate makes communi-

cations vulnerable to packet loss.

Sleep/Wake-Up Protocols

A practical solution for prolonging the life span of event-driven wireless sensor networks is
to change the behavioral pattern of IoT nodes for data communication with the edge. The
idea behind behavioral tailoring in event-driven networks is to intermittently let the IoT
nodes switch to sleep/awake mode. While an event is scheduled, the nodes would be in
the awake state (radio on) just before data communication is initiated, and they would be

switched back to sleep mode (radio off) as soon as the data stops flowing (no-event avail-
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ability). Offering such a mechanism effectively contributes to energy footprint optimization
in a resource-constrained edge network. For establishing a connection in this scenario, the
sender and receiver should acquire a priori knowledge about the sleep-wake schedule of the
neighbors (synchronization step). Given that information, the endpoint switches to the ac-
tive mode right before the pre-determined moment and is subsequently involved in the data
communication. To conduct the synchronization step, a topology control protocol could be
used while adjusting the communication duty cycle between individual IoT nodes. The duty
cycling technique offers an energy efficiency scheme by enabling nodes to switch between
sleep and awake modes at regular intervals [89]. As the amount of consumed energy in awake
mode doubles, compared to that of sleep mode [90], tuning the duty cycle expands the sleep
period while limiting idle listening time [91]. Duty cycling turns the radio on by detecting
the preamble of a low-level carrier. Optimizing the energy consumption could be carried on
through the topology control techniques (connectivity- and location-oriented) [133] [93], as
they minimize the number of essential IoT nodes to meet the network connectivity and cov-
erage requirements. The connectivity-oriented protocols for wireless sensor networks toggle
[oT nodes between ON and OFF states dynamically to verify inclusive coverage and guar-
antee connectivity among nodes. On the other hand, according to the physical location of
the IoT nodes, location-oriented protocols decide which nodes are qualified to be put in ON
mode and when this transition takes place in a wireless sensor network to ensure network
connectivity and coverage. While this approach reduces energy consumption considerably, it
suffers from a weakness. Real-time data collection cannot be performed using this technique
as it requires a high-duty cycle of an IoT node and, subsequently, results in high energy

consumption.

5.2.2 Cloud-based Solutions

Most proposed approaches addressing high energy consumption are grouped into idle server
shutdown and workload consolidation. However, machine-learning-based solutions have re-
cently seen an upward trend in energy optimization. M. Demirci in [94] presented the pro-
duced heat, virtual machine placement, task scheduling, and power distribution as the main
contributors to power consumption, while the environmental control overhead and processing
overload control are considered side effects. However, resource prediction without a priori
knowledge of allocated tasks to the data centers usually comes with a large error margin.
Thus, an efficient predictive model can significantly enhance energy consumption by provid-
ing an optimized allocation approach. DejaVu [135] is presented as a cloud-based resource
management system. The authors made a classification for load consolidation through a

supervised machine-learning approach. As a result, the system started to be trained by an-
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alyzing the allocation process for varying workloads. After this step, DejaVu has already
learned to classify any unseen workload in two ways. It checks if the load is similar to any of
those previously seen or not. If so, the exact allocation applies. Otherwise, it is treated as
a new sample to be learned. As another load forecasting strategy, a neural-network-oriented
predictor is employed in [96] to forecast how large the cloud will be loaded in the future. Ac-
cording to that, the unnecessary running machines would be switched off to prolong the total
uptime of the system. Such green scheduling solutions can keep the same productivity with
fewer servers while consuming less than 60% of energy compared to the standard scenario.
Other works [258] anticipate running tasks’ future energy footprint and service level agree-
ment metrics like response time using supervised machine learning. The insightful feedback
provided by such estimation helps the maintenance team devise energy-efficient task schedul-
ing for high-demanding data centers. Applying unsupervised machine learning (ML) [134]
could estimate the required resources by virtual machines. By evaluating the resource esti-
mation, this approach reduces the consumed energy in data centers by turning unnecessary
machines into sleep mode. A centralized approach in [99] is used for resource allocation us-
ing Q-learning in Heterogeneous cloud radio access networks. Despite a considerable energy
budget saving by this framework, their analysis reports that the interference mitigation is
met and the quality of service is acceptably preserved among users. Though the data analyt-
ics approaches discussed so far are related only to data centers, leveraging machine learning
decision-making to resource-constrained edge devices is also a high-demanding trend. Due
to the limited hardware/software capabilities of edge devices for IoT applications, mapping
large-scale ML algorithms is not practical. However, an energy-efficient in-memory comput-
ing kernel is proposed for linear classification [100]. They use a split-data-aware mechanism
to adjust voltage, process, and temperature changes. This results in an admissible balance
between energy efficiency and accuracy features. A summary of the discussed energy-saving
mechanisms is presented in Table 5.1.

Most introduced energy over-consumption detection approaches use external devices such
as smart plugs [119] [120] [121] or are designed for smart buildings rather than computing
devices [259] [260] [261]. Some other strategies follow general-purpose models that do not
meet the constraints for edge nodes or use dynamic energy and thermal models with high
overhead [262] [263] [127]. Edge-based energy modelings are mostly application-specific and
may not necessarily target the overall energy consumption of the edge node. In some others,
the energy requirements are known in advance based on contextual information such as lo-
cation, time, and device capabilities. In others, the energy-controlling regime will mainly be
deployed unacceptably late. Through our work, we target the limitations of the existing en-

ergy anomaly detection models to devise a non-intrusive and affordable mechanism to reduce
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Table 5.1 Relevant energy saving mechanisms in IoT domain

Approaches Methodology Strategy Articles
Cognitive Radio 128], [129], [130]
Cooperative Communication 128], [82]
Radio Optimization Directional Antenna 131], [132]
Node__based Modulation Optimization 85], [86
. . Transmission Power Control 87], [88
Energy Saving Mechanisms Duty Cycling =9 To1
p 5
Sleep/Wake-Up Protocols Topology Control 133], 193]
. Unsupervised Learning 134
Cloud_based Node Sleeping Supervised Learning 135], [136], [137], [138], [139]

the energy footprint of an edge network.

5.3 Problem Statement

A pattern in collected data belongs to an anomaly category if it does not conform to the
defined expected behavior compared to other experiments [264]. In practice, a range of
anomalies may affect the energy efficiency of a wireless sensor network or even expose the
[oT nodes to complete failure. Early anomaly detection strategies for IoT nodes are enabled
by either internal or external data collection. Internal data collection consists of continuous
extraction of granular tracing data [265] [266] [267] [268] out of IoT nodes along with gauged
energy consumption so that abnormal energy patterns can be identified and avoided in fu-
ture scenarios. On the other hand, external data collection consists of monitoring the data

communication among edge elements.

Detected anomalies can be categorized into two groups: point and contextual anomalies [269].
The former discusses a rare individual experiment that diverges from the energy of the
majority of other observations. An example of this type of generated anomaly is a temporary
sensor glitch that was raised from a bug in running software. On the other hand, contextual
anomalies deal with a set of improper observations that occur in a particular time window,
considering that their values do not reveal their nature of abnormal behavior at first glance.
A possible verification process is to detect anomalous patterns by comparing and correlating
the patterns of data in time-related periods (day hours vs. night hours, etc.) for a long
run [270].

There are also cases in which a node works in an underconsumption state of its energy.
Although we believe that this scenario could also be an anomaly, we decided to focus only
on the over-consumption of energy to delimit the scope of our research in this paper. We
believe that IoT nodes and sensor devices are designed to spend most of their lifetime in
standby or sleep mode for an unknown period without intending to start any communication
with other elements. Hence, they often do not spend energy on data transmission. Unlike

obtaining a clear threshold for over-consumption, there is no valid minimum threshold for
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underconsumption in WSN as explained. Accordingly, if an IoT node consumes energy
much less than others, there is no clear threshold-based strategy to detect an anomaly just
through transmission data analysis. Capturing the anomalies in energy underconsumption
in this case, may require more information regarding the internal execution trace of the
system such as system call, resource utilization, and timing analysis to unveil the potential
failure/malfunction of software or hardware components. To this end, our concern in this
paper is to avoid over-consumption and prolong the lifetime of a node as there are cases
in which inaccurate node configuration may reduce its operational lifetime by a hundred
times [271].

5.4 Data Description and Mathematical Analysis

In this work, we use a public dataset! which contains peer-to-peer IoT communication en-
ergy and link quality data. The data is collected and used by [272] [273] [274] to provide
autonomous configuration of communication systems, sustainable modular solutions, and
heterogeneous communication schemes for smart IoT nodes in various environments. The
data collection occurs in a context where several [oT nodes are distributed around the exper-
imental environment. IoT nodes with variant communication protocols for data transmission
surround a unique gateway. Since the nodes are spread randomly around the gateway, the
distance to the gateway varies in line of sight per node. Using variable transmission power
and protocol for each node mapped in diverse geospatial locations results in various energy
consumption at the transmitter’s side and different RSS indicators at the gateway. The
dataset is composed of 18448 observations, while each entry includes nine distinctive features

as presented below:

X position: X coordinate relative to the location of the gateway (0,0)

Y position: Y coordinate relative to the location of the gateway (0,0)

o Scenario: Characteristics of the environment in which the transmission is carried out

(i.e., indoors and outdoors)

o Distance: The distance in meters within which the gateway can be reached in line of

sight

o Obstacles: The number of interfering obstacles placed between an IoT node and the

gateway in line of sight

"https://www.kaggle.com/datasets/andregloria/p2p-iot-communication-energy-and-1ink-quality.
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Protocol: The transmission protocol used by each IoT node

Power: The transmission power used by an [oT node

Energy: The energy used by an [oT node to carry out the transmission

RSSI: The received signal strength indicator at the gateway

Although in this framework all the connections are established with only one gateway, it could
be extended to an actual scenario with multiple gateways. In that case, for each transmission
initiated between a certain node and the counterpart gateway, our proposed framework can

apply diagnostic troubleshooting actions separately.
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Figure 5.1 Covariance matrix of features

5.4.1 Feature Correlation

To display a clear picture of co-linearity between different features of observations, a correla-
tion matrix heatmap is depicted in Fig. 5.1. Each cell in this matrix contains the correlation
coefficient. Blue reflects positive, and red shows a negative correlation. The darker the color,
the larger the correlation coefficient magnitude. Targeting Energy, the two most correlated
features are Protocol and Power. In addition to the practical correlation investigation done by
the covariance matrix, a study on theoretical correlation dependency is also required to find
how transmission-oriented features, including Protocol, Power, and RSSI, affect the Energy

consumption of IoT nodes.
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5.4.2 Mathematical Analysis

In this part, a mathematical energy analysis for our model is provided to justify investigating
the possible role of transmission parameters in energy consumption. Here, three terms are
introduced during a machine cycle to represent the amount of time spent on each machine
state. First, the amount of time for an IoT node in the awake state with the radio on is
defined as Time,.ve. Besides that, the period just before initializing data communication is
called Timegjeep in which the radio turns off. The overall machine cycle (Timery,) is hinged

on the Time,ctive in conjunction with Timegee, in a wireless sensor network [275].

Timerotar = Timeactive + Tlmesleep (51)
10T node 1
Energy
Harvesting Balel)
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i Energy controller {1 loT node 2 1oT node 3
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Figure 5.2 IoT nodes communicating with the gateway at the edge

Fig. 5.2 depicts a wireless sensor network on the edge side. For a machine cycle, the over-
all energy consumption for data communication in a wireless sensor network consists of
Energyactive and Energygeep. The first part of Energyroa is estimated based on the used
energy for data transmission, reception, and task processing on the micro-controller unit
(MCU) in the period of Time,cive- The second part is estimated by the amount of energy
consumed by all operating units like the sensors, MCU, and transceivers while the IoT node
is in sleep mode during Timegeep. The parameters in Equations 5.1 and 5.2 are summarized
in Table 5.2.
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Table 5.2 Parameters in energy consumption modelling

Parameter Description

EnergyTotal The overall energy consumption for
communicating to the sensor through the
transmitter during one machine cycle

Eactive The energy utilization for the period of the
active mode
Esleep The energy consumption during the

sleeping mode by modules such as
micro-controllers, transceivers, and sensors
Esensor. ON The energy consumed by the sensor
during the active mode
Emicro_ON The energy consumed by the
micro-controller while processing the data

Psleep The power utilization for the period of
sleeping mode

Pgsensor ON The power consumed by the sensor during

- the active mode

Pmicro The power consumed by the
micro-controller during the active mode

Prx The power consumption during
receiving mode

Prx The power consumption during
transmission mode

Tsensor ON The period in which a sensor is in active

B mode

Timerotal The total time comprises of Timegctive
and Timegjeep

Timeactive The amount of time for an IoT node in
the awake state with the radio on

Timeg)eep The period just before data communication
initiation in which the radio is off

EnergYTota] = Eactive + Esieep (5.2)

EsensorfON + EmicrofON Psleep xTimeSleep

Pgsensor_ON [(Pmicro+Prx) X Trx]

><Tsensor70N +[(Pmicro +PTX) ><TTX]

In general, the signal broadcasted by the source is affected by multiple environmental fac-
tors associated with the geospatial information of the transmission’s location. For example,
RSSI indicates the estimated level of a radio signal power as it is delivered to the receiver
endpoint. Since the T-R pathway might comprise multiple obstacles in between, the path
loss behavior roughly follows the log-normal shadowing rather than deterministic modelings
such as the ground reflection (Two-Ray) or log-distance approaches [276]. Besides, the signal
power behavior does not conform with the log-distance path loss model along the T-R range.
Consequently, considering the random variations in path loss for IoT nodes in any T-R range,
the log-normal shadowing in Equation 5.3 estimates the RSSI while avoiding the symmetric
path loss values [277].

RSSI = Pry — PLy , (5.3)

PLg,+10n1logy (%)-&-XU

Where, PL,; stands for a reference path loss in the range of random d meters from the
transmitter, n is the path loss rate at which the RSSI drops with the distance d. X, in this
equation defines the X ~ N(u, 0?) with zero mean (u = 0) and standard deviation of o.
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The effect of transmission power on the communication range and the energy consumption of
IoT nodes are investigated in [278] and adjusted based on geospatial features and the IoT node
attributes. However, the correlation with the communication link is not linear, as multiple
nodes transmitting at full power can generate interference in the network [279]. This shows
that it is possible to reduce the energy consumption of the device and improve the network
reliability by adjusting the transmission power of each end node. Equation 5.2 shows the
relation between the total energy consumption of an IoT node in a different set of operating
modes and the associated power consumption. On the other hand, there is an association
between the power consumed for establishing a transmission on the transmitter side and the
received signal strength on the receiver part based on Equation 5.3. In this equation, the n
parameter is sensitive to the propagation environment and estimated by a larger value for a
scenario with a higher number of obstacles between a transmitter and a receiver. The RSSI
and the power of the received signal contain other crucial communication information, such

as the transmission range between IoT nodes in wireless sensor networks [280].

Consequently, all features in the dataset but Protocol are theoretically correlated with the
energy consumption of an IoT node. This article aims to validate how effective other trans-
mission parameters, such as Protocol, are against the energy modeling of [oT nodes in wireless

sensor networks.

As illustrated in Fig. 5.1 and excluding the Energy feature, there is only a relatively high
negative correlation between RSSI-Distance and a high positive correlation between Distance-
X and Distance-Scenario among all possible cases. There is also a minimum correlation
between Protocol and all other features. While enhancing the decision-making process, such

a low correlation avoids providing similar results and increases the execution time [275].

5.5 Methodology

In this section, we explain our proposed machine learning-based approach for energy anomaly
detection at the edge. First, we define what an anomaly is in our scenario and how a sample
can disrupt a predictable pattern in the data. Next, we discuss two deep unsupervised models
for energy anomaly detection and propose a deep learning-based model as a novel special-
ized approach to this problem. In this section, we propose an energy-aware framework for a
point-to-point (P2P) scenario to design an energy-saving framework at the edge of an energy-
hungry wireless sensor network (Fig. 5.3). In this scheme, transmission settings from the IoT
node’s transceiver (see the blue dotted-arrow in Fig. 5.3) are collected together with the link
quality parameters from the edge gateway (see the orange dotted-arrow in Fig. 5.3). The

solution is based on a data analytic approach capable of detecting the over-energy-consumed
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Figure 5.3 The proposed energy-aware Framework

[oT nodes during their transmission to the edge servers using various communication config-
urations. The decision-making process analyzes the observations based on the geographical
location, environmental conditions, communication parameters, and link quality data. To
evaluate the performance of each connection using different protocols, we study a public P2P
dataset containing IoT communication energy and link quality data. Its contributors devel-
oped a script and implemented it on two ESP32 system-on-chip micro-controllers to emulate
two wireless sensor endpoints. The dataset includes the X-Y coordinates of nodes obtained
through GPS connection relative to the coordinate of the edge gateway as set to (0,0). To
collect the RSSI value, multiple transmissions are investigated under various states, such
as the position of nodes, the possibility of having indoor/outdoor scenarios, different node-
gateway distances, and the number of intervening obstacles in between. By recording the
communication parameters, such as transmission power consumption, and the RSSI of the
signal, an array of data is created for every established link to the edge gateway. Additionally,
all of the above-mentioned features are tested for the following communication protocols in
data transmission: ESPNow, BLE, Radio Frequency 434MHz, LoRa, and ZigBee.

5.5.1 Data Labeling

The dataset used in our study comprises the communication configuration and energy con-
sumption for P2P IoT nodes in wireless sensor networks. As the essential part of excessive
energy detection lies in distinguishing normal and abnormal consumption, binary labeling

fits well in this scenario. Table 5.3 describes the transmission power and the corresponding
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Table 5.3 Protocol datasheet

Protocol Transmission Power Energy Consumption
(dBm) (mJ)

BLE 7 150

RF 20 150

LoRa 23 120

ESP-NOW 1 88

ZigBee 8 40

transmission energy consumption for different communication protocols, according to the
datasheets. The power consumption entries in this table are the highest official values for
each certain protocol in the dataset. Thus, we decided to distinguish normal and abnor-
mal data by defining the maximum energy value as a threshold for data labeling. In other
words, the anomaly threshold setting is considered as any energy use of more than 150 mJ
in data transmission. Any resultant energy entry provided in the dataset is designated as an
anomaly if it surpasses the maximum energy consumption of all protocols (150 mJ) according
to the datasheets (Table 5.3). To this end, the actual energy consumption in the dataset
for different protocols is measured and provided using multiple values for all the variables,
including transmission power. To detect energy anomalies in this array, we train an autoen-
coder exclusively on the normal energy data and later expect it to reconstruct the whole data
while minimizing the reconstruction error. These observations will be classified as anomalies
if the error exceeds a certain threshold defined by the maximum energy consumption of all
the protocols under the experiment (Table 5.3). It is assumed that anomalies generate much

higher reconstruction errors than normal data.

5.5.2 Data Normalization

The features of the utilized dataset have different distributions. Data normalization is a
preprocessing step applied to datasets to improve the performance and reliability of machine
learning models. It involves scaling features to a standard range or distribution, often without
altering their relationships. Accordingly, we normalize each feature value to a range between
zero and one. Equation 5.4 illustrates the normalizing formula used in this paper. In this
case, Xpyin and X,.x correspondingly represent the minimum and maximum feature values,

and Xgea1eqa Shows the normalized version of a feature’s value.

Xscaled = (X - Xmin)/<Xmax - Xmin) (54)
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5.5.3 Feature Importance

In training a machine learning model, each feature has a different importance that can be
represented by a score. A higher score leads to a more significant impact on the model, while
some have minor influences and can be ignored or removed from a dataset. In this part, to
obtain each score, a basic discrete choice model is used. It is a linear regression model that is
fitted to the dataset. A coefficient’s absolute value (score) of a feature indicates the impact of
that feature change on the energy consumption of nodes. The mentioned model is shown in

Equation 5.5, where variables X; to Xg represent features and Y represents the final output.

8
Y =3 0CX, (5.5)
=1

Algorithm 3 illustrates the entire process of measuring the contributions of individual input

features to the performance of our learning model.

Algorithm 3 Feature scoring

1: Initialize the Model: Create a linear regression model with randomly initialized coef-
ficients: )
Y - F(Xl,XQ, [P 7X8)7

where Y represents the predicted values.
2: Fit Initial Model: Fit all data samples (X;,Y;) to the model to obtain the initial
predicted values:
VO = P(X, X, .., Xy).

3. Calculate Initial Residuals: Compute the residual error vector: € = Y—f/(o), where
€0 represents the vector of residuals.

4: Set Convergence Threshold: Define a convergence threshold §, representing the pre-
defined tolerance.

5: while |Y — Y®|| > § do

6: Update Model Coefficients: Refit the model to update coefficients:
VW = P(X), X, ..., Xs).
7 Recalculate Residuals: Compute the updated residual error vector:
k) —y _yk)
8: Increment k: k< k+1

©

: Rank Features: Sort the absolute values of the model coefficients in descending order
to determine the contributions of individual features.

Fig. 5.4 shows the absolute value for the coefficients of the features. As apparent, Protocol has
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the highest coefficient absolute value compared to other features and has the most significant
impact on the final output. On the other hand, several features such as X, Y, Distance,

Power, and RSSI have a lower contribution to the performance of the outcome.
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Figure 5.4 The significance of the features’ impact on the energy consumption of nodes

5.5.4 Loss Function Design

As discussed in Section 5.5.3, a linear regression model allowed us to sort all features based
on their impacts on the final output. The Protocol is found to be the most significant feature
among others. In this part, we want to redesign the loss function of the conventional VAE
by integrating Protocol into its definition. The goal is to guide the direction of gradient flow
to focus more on the error between the Protocol feature in the original and reconstructed
versions of data and adjust the model parameters accordingly. As a means of accomplishing
it, the loss function is redesigned by adding a new term that represents the Protocol value
error on the input and output of the model. Equation 5.6 demonstrates the new loss function
(LNew), where the new term contains the absolute value’s square of the difference between the
Protocol feature value in the original and reconstructed versions of data. L, econ is the standard
reconstruction loss (e.g., MSE or binary cross-entropy) while the Lgi, is the Kullback-Leibler
divergence that regularizes the learned latent space. A is a weighting coefficient that controls
the impact of the Protocol term in the overall loss. In this formula, 3 is a hyperparameter
that balances the Lyew and Liecon. It is common to set the value for 5 equal to 1 in a standard

VAE. Moreover, we set A\ to 1 to emphasize that the relevant Protocol term will have the
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same weight as the other components of the loss function.
~ 2
LNew = Lrecon + 8- LK, + A~ (|Xprotocol - Xprotocol|) (5.6)

5.5.5 Deep Unsupervised Learning Model for Anomaly Detection

The proposed framework is divided into training and testing phases. First, we split the
dataset into two training and testing parts. While all training samples are composed of
normal observations, testing samples include both normal and abnormal data. The principal
assumption is to feed normal observations into the model during training to motivate it to
learn the normal data pattern. For this purpose, we apply an encoder on training samples
to convert data to a latent feature space in the bottleneck layer. Then, a decoder network
is applied to the latent data to reconstruct the original input. We then utilize the mean
squared logarithmic error (MSLE) to define the error between the original input data and
the reconstructed version. Equation 5.7 illustrates the MSLE loss function, where X and
X represent the original and reconstructed input data, respectively. In this equation, N

demonstrates the number of input data samples.

N
MSLE(X, X) Z log (X; + 1) — log (X + 1)) (5.7)

Next, we define a threshold value based on the MSLE loss function to differentiate between
normal and abnormal input samples. We obtain the threshold value during the training
phase when we feed only normal samples to the model; therefore, the threshold indicates
the maximum margin between the normal original and reconstructed input data. Equation
5.8 depicts the threshold formula, which consists of two terms. The first and second terms

represent the mean and standard variation of the MSLE loss function, respectively.

2
N A R
Threshold = NZM LE(X, X) + ¥ (5.8)

i=1

M Standard deviation
ean

l; in Equation 5.8 represents the MSLE loss value for the i-th sample, computed as:
. 2
l; = (10g(Xi +1) — log(X; + 1))

Next, we compute the MSLE loss between the original and reconstructed test samples in the
testing phase. If the MSLE loss value of each test sample is higher than the threshold, the
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Algorithm 4 Anomaly Detection

Input: Mixed data
Output: Normal and abnormal data
Training Phase:
Feed the Encoder with normal data: p,0? = Encoder(Xain)
Set the latent variable Z as Z = ju + ¢ - €7 /2, where € ~ N(0,1)
Feed the Decoder with Z: X = Decoder(Z2)
Compute MSLE (X ain, Xtrain) based on Equation 5.7
Compute a threshold value based on Equation 5.8
Compute VL by using Equation 6:
0,6 < Adam(VL,6, ¢, «)
Testing Phase:
Feed the Encoder with sample i: p;, 02 = Encoder(Xes, )
9: Set a latent variable Ziest, as Ziest, = i + € - i /2
10: Feed the Decoder with Zie,: Xtesti = Decoder(Zest, )
11: Compute MSLE( X e, , Xtesti) based on Equation 5.7
12: if MSLE(Xest,, Xtest;) > threshold then

*

13: Xiest; 1S an anomaly.
14: else
15: Xiest; 1s normal.

observation is abnormal, and vice versa. Algorithm 4 shows the summary of the mentioned
entire process systematically. VL is the gradient of a loss function that measures the rate
of change of the loss function L concerning the model parameters 6. It is a vector that
indicates the direction of the most rapid increase of the loss function. # and ¢ are parameters
(weights) of the model to be explored for optimal values that make loss function minimized.
The hyperparameter « is responsible for changing model parameters after each model weight
update, according to the estimated error. Technically, an appropriate selection of o has a

significant impact on the convergence of the training process.

5.6 Experiment

In this paper, we seek to verify the performance of the energy over-consumption detection
framework through the transmission settings and link quality parameters. The data is gen-
erated in a point-to-point data transmission between an IoT node and an edge gateway in a
wireless sensor network. It is important to note that the design of our proposed framework is
transmission-oriented. Therefore, we can simply scale up the concept to many transmissions

between a node and multiple gateways.
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5.6.1 Experiment Design

In this section, we describe the design of the experiment and discuss the result of the deep
neural network models for detecting anomalies in the energy consumption of IoT devices.
In practice, online anomaly detection frameworks could be designed as “continuously ac-
tive" [281] and “active on-demand" [282]. Our proposed framework is designed to work on
demand. In other words, we use this framework for diagnosis purposes. If the edge network
requires energy troubleshooting, the framework starts to collect the communication argu-
ments only for a bounded time. Data collection in the proposed framework follows the least
intrusive technique which is called dynamic binary instrumentation. DBI (Dynamic Binary
Instrumentation) [283] is known as a run-time executable modification technique that en-
ables a tracing mechanism to collect detailed software/hardware granular data with the least
perturbation [19] [284] [285] [286]. Tracing imposes an extremely low overhead and therefore
it is unlikely to impact the energy consumption of nodes significantly [287] [288]. Since dy-
namic binary instrumentation is a run-time mechanism for collecting desired data, it does not
impose any long-term overhead on the devices under experiment and the overhead of data
collection could be safely lifted on the nodes immediately after the diagnosis ended. Since
the troubleshooting procedure is designed to be performed in the limited time of diagnosis
in our scenario, it is undeniable that the cost of our short-term analysis compensates for the

cumulative over-consumption in the long run for IoT anomalous nodes.

According to equations 5.2 and 5.3, the energy consumption of an IoT node has an intrinsic
relationship with all of the parameters such as T (Transmission time), P (Transmission
power), d (Transmission distance), and RSSI. To evaluate the possibility of correlating energy
consumption and other transmission parameters, a public dataset is used as a testbed for the
experiment. Our proposed framework is expected to integrate the imbalanced attention for

features and provide better performance metrics than traditional machine learning models

and VAEs.

For the dataset, the influential features associated with the energy consumption of IoT de-
vices are extracted by analyzing the features of experiments through a covariance matrix and
linear regression. We verify a strong Protocol- Energy correlation as a first step. By Finding
that Protocol is the most correlated parameter with energy in the dataset, we accordingly
design a new loss function for our neural network (variational autoencoder) by adding the
error between the Protocol value in the original and reconstructed output to guide the di-
rection of gradient flow. According to the binary labeling strategy for anomaly detection
scenarios, multiple baseline clustering algorithms have been applied to evaluate the efficiency

of those models. The given scores for these models are calculated based on their clustering



95

estimations’ accuracy. By investigating how performance metrics vary for most baseline clus-
tering algorithms, attention is drawn to the key role of data labeling in anomaly detection.
In our case, the data labeling strategy discussed in Section 5.5.1 is set based on the offi-
cial datasheets of the available protocols under the experiment. Such an approach not only

defines a realistic threshold for model training but also makes the final result comprehensible.

An activation function is the main part of the neural network design as it describes the trans-
formation of the weighted sum of an input to an output from the node(s) in a network layer.
We provide comparisons to demonstrate how configuration parameters are associated with
the model’s performance in neural networks. This section uses popular activation functions
to conduct the comparison experiment. Sigmoid function as a non-linear activation function
transforms the values to a range between 0 and 1. Secondly, as a symmetric activation func-
tion, the Tanh function carries out the transformation while the output range is constrained
between -1 and 1. Regarding the last activation function, the ReLu, as a computationally
efficient function, activates the neurons for which the output of linear transformation gets

above zero and deactivates them otherwise.

In addition to the provided performance metrics, we evaluated the indirect complexity of the
proposed algorithm by measuring the model execution time. It contains the training and
testing time of the model that relatively represents how feasible the model implementation

is considering other constraints imposed in certain scenarios.

5.6.2 Result and Discussion

By modifying and training a 2-layer VAE with normal energy data and testing it on a
mix of normal and abnormal energy consumption observations, the performance metrics
and execution time are compared to an unmodified 2-layer VAE in Fig. 5.5. This figure
depicts the performance of a 2-layer VAE against the proposed 2-layer modified VAE model
measured by accuracy, precision score, F1 score, Mean Absolute Error (MAE), Root Mean
Squared Error (RMSE), training time, and testing time using three active functions. The
performance metrics and execution time (training/testing time) computation are designed
to get the advantage of multiple K from 1 to 5 for a K-fold setting. With Tanh as an
activation function, the proposed 2-layer modified variational autoencoder performs best
(Fig. 5.5a-5.5e). While the performance of 2-layer VAEs for ReLu and Sigmoid degrades
compared to the proposed modified version, the anomaly detection capability of 2-layer VAE
for Tanh improves in its modified form. Meanwhile, none of the proposed 2-layer modified
VAEs could gain any better performance than that of the 2-layer VAE in accuracy, precision
score, F1 score, MAE, RMSE levels, and execution time. Based on Fig. 5.5f and 5.5g, the
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Figure 5.5 A comparison between performance metrics and execution time for 2-layer VAE
and the proposed 2-layer modified VAE using different activation functions: (a) Accuracy;
(b) Precision score; (c) F1 score; (d) MAE; (e) RMSE; (f) Training time; and (g) Testing
time

execution time for each activation function increases in the modified form. It makes sense as
the newly designed loss function has an additive term that comes with additional time for
processing and computation (see Equation 5.6). These figures not only confirm that none of
the performance metrics for the proposed modified 2-layer VAE improved but also indicate an
11 and 5 percent increase in training and testing time (ReLu) compared to that of the 2-layer
VAE (ReLu). Besides, the ReLu activation function takes the least training and testing time
of all. Therefore, considering all the activation functions, the 2-layer VAE using the ReLu

activation function outperforms the other configurations.

To better evaluate the model performance, a different number of hidden layers is inserted as
the depth of our neural network. Fig. 5.6 represents performance metrics, execution time,
and configuration for a 3-layer VAE and the proposed 3-layer modified VAE to investigate
the effect of the number of hidden layers on the efficiency of our model. By comparing the
performance among the three activation functions for different K parameters, the proposed
3-layer modified VAE using the ReLu activation function accomplished the best. It achieved
a higher accuracy, precision score, and F1 score while obtaining lower MAE and RMSE values
at the cost of 12 and 2 percent increase for the training and testing time, respectively. Fig.

5.6f and 5.6g illustrate how temporally efficient the ReLiu activation function is compared to
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Figure 5.6 A comparison between performance metrics and execution time for 3-layer VAE
and the proposed 3-layer modified VAE using different activation functions: (a) Accuracy;
(b) Precision score; (c) F1 score; (d) MAE; (e) RMSE; (f) Training time; and (g) Testing
time

other counterparts both in the modified and unmodified 3-layer VAE. One of the advantages
of ReLu in obtaining the best execution time lies in sparsity, as a majority of the neurons
are inactivated in a layer for a given input. The fewer number of neurons staying active,
the lower the computational load and time would be. By keeping all the neurons active
in the other activation functions, Sigmoid and Tanh are computationally expensive. In the
case of Sigmoid, the execution time is larger than that of others. This activation function
contains an exponential term in its definition. This term requires a series expansion and a
complex numerical approximation that makes its computation costly, in particular for large
values of input. Sigmoid also involves a division operation which adds extra overhead to the
computational cost. Moreover, the symmetry in the Sigmoid function requires the computa-
tion of both negative and positive values of the input, thus doubling the computational cost

compared to non-symmetric activation functions.

At this point, comparing the performance metrics and execution time of a 2-layer VAE using
ReLu against the proposed 3-layer modified VAE using ReLu activation function results in a
comprehensive analysis of our investigation. Considering the three activation functions, Fig.
5.7 shows that the highest accuracy, precision, and F1 score in parallel with the lowest MAE
and RMSE belong to the proposed 3-layer modified VAE. The highest performance metrics
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Figure 5.7 A comparison between performance metrics for 2-layer VAE and the proposed
3-layer modified VAE using ReLu activation function: (a) Accuracy; (b) Precision score; (c)
F1 score; (d) MAE; (e) RMSE; (f) Training time; and (g) Testing time

level is obtained with three hidden layers for the ReLu activation function at the cost of 14
and 17 percent increase for the training and testing time, respectively. As already discussed,
our diagnostic framework performs in an 'active on-demand"' mode for a short duration
in practice. Therefore, such overhead for a troubleshooting framework can be tolerated
by the network compared to the driven benefits of conserving excessive amounts of energy

consumption in a lifetime of anomalous nodes.

Although 1 or 2 percentages of improvement are negligible for performance metrics with
values lower than 90% level, it becomes remarkably challenging to make further improvements
as a model becomes more accurate than 90%. In other words, as the 2-layer VAE has already
obtained high performance (above 90%), even small gains for the proposed 3-layer modified
VAE can be significantly important to achieve because we are operating in a region where

errors are inherently hard to reduce.

A comprehensive overview of the performance metrics of the several baseline clustering mod-
els and the proposed 3-layer modified VAE is presented in Table 5.4. According to the
comparison, the performance of our proposed 3-layer modified VAE is improved dramatically
not only for accuracy but also for precision score and F1 score against the baseline models. To

evaluate the efficiency of the normalized 3-layer modified VAE model, we concentrate on the
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Table 5.4 Comparison between the baseline clustering algorithms and the proposed modified

VAE

Models Accuracy  Precision Score  F1 Score
Kmeans 0.706 0.857 0.774
Normalized Kmeans 0.640 0.829 0.722
Mean Shift 0.594 0.858 0.702
Normalized Mean Shift 0.646 0.847 0.733
Spectral Clustering 0.552 0.872 0.676
Normalized Spectral Clustering 0.569 0.845 0.680
Birch 0.621 0.857 0.720
Normalized Birch 0.640 0.829 0.722
DBSCAN 0.150 0.860 0.260
Normalized DBSCAN 0.920 0.840 0.880
Mixture Model 0.713 0.857 0.778
Normalized Mixture Model 0.644 0.848 0.732
BGMM 0.477 0.857 0.613
Normalized BGMM 0.640 0.829 0.722
Agglomerative Clustering 0.621 0.857 0.720
Normalized Agglomerative 0.640 0.829 0.722
Clustering

Normalized 3-layer
Modified VAE using 0.948 0.952 0.950
ReLu activation function

performance metrics in Table 5.4 and Fig. 5.7. The output of Sigmoid and Tanh activation
functions is saturated for large positive and negative inputs. Such poor performance results in
the vanishing gradient problem. This is a common problem in creating neural networks [289].
It originates from flattening the derivative of the activation function. Therefore, there will
be almost no new updates on parameters in the process of model training which leads to
poor convergence. Similar to the pruning mechanisms, the Rectified Linear Unit (ReLu) can
invalidate the statistically nonessential features by putting them to zero. In other words,
the linear structure of ReLu (non-saturating feature) boosts model training efficiency as the
output of the partial derivative of the loss function will be mapped to a binary result (0 or

1) and consequently stops the gradient from vanishing.

We find out that identifying the dominant features and redesigning the loss function accord-
ingly, gives the network a deeper understanding of distinguishing the normal and abnormal
data patterns. Our investigation manifests that choosing the proposed 3-layer modified VAE
using the ReLu activation function improves the robustness of the model according to the
obtained values for accuracy, precision score, F1 score, MAE, RMSE, training time, and

testing time.

Eventually, our investigation proves that unfit adjustment of link parameters in data trans-
mission, such as the Protocol plays a key indicator of high energy consumption between an

[oT device and the edge elements. Based on the protocol type, intuitive assumptions could
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be devised for the reason behind the over-consumption of resource-constrained devices. Se-
curity protocols, those which require significant cryptographic processing with costly cipher
parameters, increase the energy consumed by the battery-powered nodes. For communication
protocols, those that are susceptible to collisions (large packet loss) made by simultaneous
flooding of tag responses are energy-exhaustive mechanisms. For routing protocols, those
determining routes statically and relying on periodic advertisements generated by routers
consume significantly more energy than traditional ones. It should be declared that the on-
line frameworks equipped with energy-aware protocols should also take care of a limited time

window for service provisioning without compromising QoS to avoid operation interruption.

According to the provided statistics, we can verify that the delivered anomaly detection
framework could be appointed as a validated approach for energy over-consumption analysis.
Further, the energy stabilization feedback enables us to alter the transmission settings which
determine the alternative with the least energy footprint, under any given operating environ-
ment. It may toggle the node configuration towards a greener setting. In such settings, rout-
ing protocols, security protocols, and communication protocols will meet energy-awareness

standards, while network responsiveness ensures the necessary QoS levels and reliability.

5.7 Conclusion

Artificial-intelligence-integrated Internet of Things (AloT) is an emerging discipline that in-
tegrates Al analysis and approaches into the Internet of Things field of interest. By nature,
applications running in the AloT domain are computation-intensive. They require a high
level of real-time processing to achieve decisions made by ML (Machine Learning), DL (Deep
learning), and data analysis operations. The high number of constraints imposed on an AloT
scenario, such as limited energy harvesting potential and demanding energy consumption,
makes achieving a better quality of service (QoS) challenging for applications. Since ignoring
the energy anomalies can easily result in battery depletion and network failure eventually,
our work focuses on the early detection of the hotspots communicating with the edge gateway
according to their link quality and communication configurations. Accordingly, this paper
proposes a deep learning approach and a binary labeling strategy for identifying energy-
intensive operations. Such a self-configuring scheme uses a 3-layer modified VAE to detect
anomalies for peer-to-peer connections using link quality and communication features. Addi-
tionally, several unsupervised clustering algorithms are presented, validated, and compared
with the performance metrics of our model, including the Mixture Model, Bayesian GMM,
Agglomerative Clustering, Birch, and Modified Variational Autoencoder. By analyzing these

performance metrics, the best efficiency in anomaly detection for the energy consumption of
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IoT nodes in wireless sensor networks is achieved. As shown earlier, the proposed 3-layer
modified VAE model reached an outstanding performance of 94.8% accuracy, 95.2% precision
score, 95.0% F1 score, 0.06014 MAE, and 0.24489 RMSE for anomalous energy detection.

As a primary conclusion, we find out that an improper configuration of IoT nodes (e.g., com-
munication protocol selection for data transmission) may considerably increase the energy
consumption of nodes. Such settings subsequently stop the necessary services from executing
satisfactorily and fulfilling expectations. Establishing energy-sustainable networks on edge
requires a real-time monitoring system to discover the energy-hungry nodes. Most existing
Al-based solutions propose offline frameworks using supervised or intrusive approaches. The
supervised solutions on low-power IoT nodes are mostly invalid due to the infeasible energy
labeling in real-time. High-intrusive approaches modify the native software or hardware to
monitor the energy behavior of different components of the nodes. While energy sampling
methods can capture the energy peaks in predetermined periods, they cannot target con-
textual anomalies. The major reason for such deep suffering lies in insufficient precision
for complex sensing activities/computation. Moreover, providing thousands of sensors with
external energy monitoring hardware is not practical, especially if flexibility, price, and phys-
ical size come into the scene. Hence, for early energy anomaly analysis and transmission
parameters adjustment, we employ a deep learning approach to detect abnormal energy data

indirectly without supervision.

For future work, using time-series data for transmission parameters and link quality data
not only helps us identify patterns but also creates the opportunity to detect contextual
anomalies and predict future patterns. Using feature interaction learning, we can also capture
predictive information (interactions between features) to improve the modified loss function.
Moreover, besides having the external data regarding data communication, collecting the
internal data such as CPU/GPU/RAM utilization and NIC I/O rate gives us more data to
train the model. We hypothesize that such a model not only detects the anomalous nodes
in an underconsumption state but can minimize the number of false positive anomalies as
it is contextually bound to the internal behavior of the system rather than just a constant
threshold setting.



102

CHAPTER 6 ARTICLE 3: "ANOMALOUS ENERGY DETECTION FOR
RESOURCE-CONSTRAINED EMBEDDED SYSTEMS USING TRACING
DATA ANALYSIS"

Authors Ahmad Shahnejat Bushehri, Samira Keivanpour, Muhammad Azam, Gabriela

Nicolescu

Submitted on October 10, 2021 and accepted on October 28, 2021 in IEEE International
Conference on Electrical, Computer and Energy Technologies (ICECET), DOI: 10.1109/ICE-
CET52533.2021.9698794

Abstract Since the multi-sensor embedded systems are spread all over urban and suburban
areas, there should be a real-time performance analysis framework to monitor the energy
consumption of sensors and services. To this end, applying artificial intelligence to model
the behavior can improve operational efficiency and over-consumption detection. Most of
the energy over-consumption detection approaches make use of external devices such as
smart plugs or designed for smart buildings rather than computing devices. This paper
proposes a new architecture in which we extract real-time execution traces after identifying
the suspicious running applications using the dynamic binary instrumentation technique. The
output of this step is fed to a data analytic framework to detect any behavioral anomalies
such as over-threshold energy consumption. Finally, depending on the decision made by
the anomaly detection step, some sensors might be switched to standby mode to meet the
essential expectations for other sensors or services. Since we have a resource-constrained
embedded system and a real-time decision-making constraint on sensor control, the amount
of computation that could be done in real-time varies. Accordingly, the desired performance
may dictate how, when, and where the processing operations might occur (on the embedded
system or a remote server).

This work is mainly focused on anomaly detection operations using tracing data analysis.
The experimental results show that the over-consumption detection model achieves a high

level of accuracy metrics for classifying abnormal consumption behavior.

6.1 Introduction

As resource-constrained embedded systems get more complex, they are not susceptible to re-

solving unexpected performance anomalies any longer [155]. Since there are several reasons
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for system performance dropping such as service resource overloading, it would be a compli-
cated task to inspect and detect the system execution flaws manually. One of the solutions
to tackle this limitation could be a behavioral system analysis to inspect the performance of
the running processes on a machine automatically [27]. By monitoring the running service
responses to the system actions, the behavioral system analysis approaches can diagnose the
potential anomalies. One of these approaches is the analysis of tracing events using dynamic
binary instrumentation.

In this paper, we propose a framework with a focus on an anomaly detection model to iden-
tify over-consumption system states by using the number of various system calls generated in
each time window. In this work, we validate the performance of the proposed framework by
applying anomaly detection on three separate public datasets' provided by authors in [290].
As the detailed energy information of a running device can reveal its internal status at each
instant of time, it can also provide a rough prediction of the energy state of the device shortly
and help authorities to indicate the best course of action in monitoring the performance of
the system.

To the best of our knowledge, although the tracing data analysis has been considered in
the performance evaluation of systems, using system calls for anomaly detection in power
consumption has not yet been addressed in embedded systems.

The contributions of this paper are as follows:

e Propose a new framework for anomaly detection in power consumption of energy-

restricted embedded systems.

e Propose a learning solution through classification for anomaly detection using the su-

pervised tree-based and Logistic regression algorithms

o The proposed approach is evaluated by using three public datasets. The results show

that the proposed approach achieves a high level of accuracy metrics.

o The proposed approach is also implemented with some other classification algorithms

to observe the effectiveness of our proposed solution

The rest of the paper is organized as follows. In Section 6.2 dynamic binary instrumentation
(DBI) and tracing are introduced. Our proposed methodology for the classification framework
and data labeling approach is presented in Section 6.3. Section 6.4 provides the experimental
framework, results of experiments, and discussion. Eventually, Section 6.5 is dedicated to

conclusions and future work.

Thttps://github.com/greentrace/green-dataset
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6.2 Literature Review

6.2.1 Dynamic Instrumentation

DBI (Dynamic Binary Instrumentation) is known as a run-time executable modification
technique that enables tracing to inspect the behavior of an executable. In dynamic instru-
mentation, a probe has been injected into the user-defined location(s) at run-time to transfer
the control into the desired location [144] and toggling among inserted probes to audit the

behavior of the program at those analytic points [145].

Run-time binary modification frameworks including DTrace [291] play an effective role in
debugging purposes. They are used in a variety of other areas such as cache simulators [292],
and JIT compilers [293]. From embedded firmware instrumentation [149] and on-demand
scalable testing frameworks [150] [24] to trap-and-emulate hardware VMM of x86 [151], and

malicious software detection [152], DBI techniques have been used in practice extensively.

6.2.2 Tracing

Event tracing, a facility between a process and the Linux kernel, enables the user to record the
kernel activities or application-defined events on a log file. Since embedded systems are mostly
implemented on multitasking RTOS (Real-Time Operating System), their performance also
depends on response time. The timing must not exceed a certain threshold. To meet the
deadline, developers use tracing. Tracing as an operative technique discovers the state of
execution of the target process and analyzes the performance of elaborate components. A
trace of a program includes a sequence of events written by probes. The tracing events could
be served from a log file or even in real-time to debug a micro-service or to troubleshoot
the performance issues that may occur in an application [153]. As system calls are part of
tracing events, through this paper, we propose to use them, to spot abnormal behavior of
energy consumption in embedded systems such as edge devices. However, coping with data
collection /management becomes uncontrollable [164]. The time-delay embedding approach
is not able to scale well as tens of thousands of system calls per second are generated just by
a single process [165] [155]. As an answer to this problem, other studies, such as [166] [155]
divide the chain of the system calls into shorter pieces and then apply feature extraction
over a fixed time window. A dynamic length sliding window method is used by Eskin et
al. [169] that is independent of the context of the system call streams. Detecting anomalies
in Liu’s works [154] [155] is done by extracting the histogram of different system call types.

Employing a bag of system calls, the authors in [156] detect intrusion and describe the misuse
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with the standard machine learning techniques. Canzanese et al. [157] utilize the number
of short streams of system calls in a fixed time window to detect malicious processes. For
process monitoring, the authors in [158] apply a deep LSTM-based architecture on a stream of
system call count vectors. Selecting the best features for the classification of malware system
call streams in [159] is done by constructing a neural network based on the convolutional
and recurrent network. Tandon et al. [160] [161] [162] use multiple values of multiple system
call arguments to improve their rule-based method. The contribution of authors in [163] is
considering the system call name, the CPU cycles count, and the distribution of characters in
the values of the arguments for anomaly detection in time- and event-driven processes using
kernel traces. In [164], two neural networks (LSTM) are applied to textual attributes and
response time in logs and traces to detect anomalies in cloud services.

The emergence of edge computing in the Internet of Things (IoT), introduced edge devices (as
embedded systems) that are located closer to the sensors/users. These embedded systems
are involved in the decision-making process and can reduce communication latency, data
migration, and bandwidth consumption [11]. To make a stable environment-friendly and low-
power design for these real-time resource-constrained embedded systems, energy consumption
should be cut significantly to enable the services to last longer. There are several energy-aware
empirical, reasoning, and reconfiguration approaches that study various issues at different
code, design, and run-time levels. Recent comprehensive empirical studies performed at the
multi-stage software life cycle [39] [40] showed that it is almost impossible to minimize the
energy consumption of software products for developers due to the lack of software energy
optimization knowledge. Accordingly, they do not attempt to improve its efficiency, since
most of them do not have a clear estimation of how large the amount of consumed energy
would be for developed applications. Moreover, there are still several incorrect interpretations
held even by skilled professionals regarding the principles of energy consumption mitigation
[40]. Recent research reveals that the limitations of tools in the green computing area at both
the code level and software architecture level may prevent us from reaching the optimization
point significantly [41]. Pinpointing where the energy hotspots are, is a factor that has been
used by several experimental strategies to discover the pieces of code affecting the overall
energy footprint of a program [42] [43] [44]. The goal is to make the most effective use
of energy spent by applications by looking over the code. They mostly aim at identifying
the energy profile for various energy-consuming concerns [45]. The authors in [46] and [47]
displayed that a slight manipulation in the energy model at the design level would influence
the energy consumption for the more efficient one. Having multiple design solutions and
comparing the energy consumed by each of them is considered a challenging part while seeking

compensation for other quality factors such as efficiency and productivity. There are also
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other applicable techniques addressing the energy-oriented design patterns [42]. The studies
in [48] [49] show how model-based energy efficiency analysis affects various consumption
characteristics of software architecture. Organizing these models helps us realize the major
connection between all those design patterns and the consumed energy in practice. Apart
from the code level, method level [50], and architectural level power analysis, other approaches
keep track of the energy consumption during run-time [51] or setting up profiles of power

usage at each instant of time dynamically [52].

6.3 Methodology

In this work, we consider a performance analysis approach by recording the stream of system
calls to monitor and improve the energy efficiency of the battery-powered embedded systems
with a focus on the anomaly detection phase of the whole process. First, by inserting probes in
the running applications through DBI, a real-time execution trace is extracted from a system.
Tracing generates fine-grained text-based labels in which the footstep of service execution
and the corresponding timing data are available. The detailed data contains the reciprocal
system requests exchanged among service layers regarding CPU, GPU, RAM, disc, and other
hardware components of the system that are known as events. Then, a new context-aware
energy-saving framework would apply data analytics to detect any behavioral anomalies for
over-threshold power consumption by sensors. Finally, depending on the decision made by
anomaly detection, some sensors might be switched to standby mode to meet the essential
expectations for other sensors or services. Since we have a resource-constrained embedded
system and a real-time decision-making constraint on sensor control here, the amount of com-
putation that could be done in real-time varies a lot. Accordingly, the desired performance
may dictate how, when, and where the processing operations might occur, on the embedded

system or a remote server.

An overview of the proposed framework is presented in Fig. 6.1. It illustrates the main steps
to conduct an energy-aware model for practical monitoring of electrical power consumption
by making use of tracing data analysis. In our architecture, we have three consecutive steps
to reach a stable energy analysis of an embedded system: Tracing, Anomaly detection, and
stabilization feedback. The core of this work is to present a proof of concept for realizing the
second step as the identification of anomalous energy consumption of the battery-powered
embedded systems. To this end, experiments are conducted on three sets of publicly available
datasets. Each dataset contains the system calls trace logs that are converted to short
sequences using a sliding window. Then, datasets are arranged by the frequency of individual

system calls and their corresponding average power consumption in each sliding window.
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Figure 6.1 The complete architecture for the proposed anomaly detection framework

Finally, a supervised machine learning-based approach is applied to discriminate between

normal and anomalous system call/power consumption pairs.

We have a real-time decision-making constraint here. The amount of computations that
could be done in real-time varies depending on whether information processing occurs on the
embedded system or a remote server. One way of modifying the scale of the computation
is to change the level at which we are working (i.e., system call level, function call level,
the whole request level, etc.,). Knowing that the more information (lower level) comes, the
more informed decisions would be made that result in better performance. If we have a
real-time decision-making constraint, the desired performance may dictate the data level and

the required resources in the end.

6.3.1 Data Labeling

The features of data stored in the Greentrace dataset (created by authors in [290]) are
composed of average power consumption in a time window and the number of system call
invocations in the same period. Along with the current research for anomaly detection, we
are proposing a supervised machine learning approach that requires the annotated data for
further actions. Since we are dealing with detecting anomalies in data, a binary labeling
approach has been chosen to distinguish between normal and abnormal power consumption.
In this binary approach, a label is created based on the labeling strategy presented in Table
6.1 to discover the anomalous and normal behavior of energy consumption. By empirically

setting a threshold on the average power consumption, we can categorize the data into normal
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Table 6.1 Labeling strategy for three datasets

Classes \ Class labeling strategy
Dataset 1

Class A (Abnormal) | if POWER > 19.96856

Class B (Normal) if POWER < 19.96856

Dataset 2
Class A (Abnormal) | if POWER > 20.67112
Class B (Normal) if POWER < 20.67112

Dataset 3
Class A (Abnormal) | if POWER > 21.80403
Class B (Normal) if POWER < 21.80403

and anomalous classes concerning power consumption as shown in Table 6.1. In this way,
we can validate the effectiveness of the development of the anomaly detection model in our

proposed framework considering the existence of normal and abnormal consumption data.

6.3.2 Proposed Classification Framework

Figure 6.1 demonstrates the complete architecture for the proposed over-consumption detec-
tion framework considering tracing data. This architecture acquires a supervised machine-
learning algorithm for the classification of power consumption. We have the average power
consumption as the first feature followed by the frequency of system call invocations in a
time window in which the power consumption has been gauged. The binary class labels
are introduced as the presence or absence of anomalous power consumption as stated in the
previous section.

We have divided the data into training and testing sets and applied multiple supervised algo-
rithms for model training. The set of applied algorithms on datasetl, dataset2, and dataset3
is listed in Tables 6.4, 6.5, and 6.6 respectively. We evaluate the performance of those al-
gorithms in the testing step by multiple performance metrics such as Accuracy, F1 Score,
Precision Score, and Recall Score. Accordingly, the eligible model for predicting the real-
time consumption data is the one that benefits from the highest performance metrics in the
tables 6.4, 6.5, and 6.6. The result of this step could provide us with an insightful overview
of the system behavior and enable the stabilization feedback loop to recognize anomalous
trace patterns in advance and react more smartly. The responsibility of the feedback loop
is to reconfigure the sensors based on the result given from the anomaly detection step and

switch sensors to sleep mode to meet the essential expectations for other sensors. Overall, by
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Table 6.2 Structure of datasets

POWER |getsocketname|send|- - - [getegid32|readlink
21.96170492 4 16 |--- 2 45
22.09574430 3 20 |--- 10 44
20.38008439 3 12 |- 11 42

taking advantage of the outcome of the anomaly detection phase, the stabilization feedback
loop promotes long-term system efficiency. Accordingly, the system consumes sufficiently low

energy to improve the system lifetime, especially in the case of fast battery depletion.

6.4 Experiments and Results

6.4.1 Experimental Framework

In this step, we show how the proposed anomaly detection model can be used in our frame-
work for energy consumption data in practice. We make use of three public datasets generated
by authors in [290] consisting of tracing data for different versions of applications versus the
corresponding average energy consumption under multiple test cases. These datasets are
the result of studying the gedit (An open-source editor) and the mpg1238 (an open-source
player). Different versions of both gedit and mpg123 have been built for generating these
three datasets. Besides, data collection has also been done by developing two test cases.
Every dataset is provided with the collected data directly from each test case. As it is shown
in Table 6.2, datasets contain the average power consumption as the first feature column
while the rest of the columns include the number of a specific system call invocation in the
period in which the consumption is measured. Rows of datasets represent the detailed data
of various versions of each of the two applications. Some of the highly variable features of all

three datasets are arranged in Table 6.3.

In our framework, we create a labeling scenario for data to distinguish anomalous and normal
behavior. This labeling is based on defining an empirical threshold (as a proof of concept)
as shown in Table 6.1. Once the labels are created, the data is applied to the presented

framework for modeling and examining the effectiveness of the proposed approach.

6.4.2 Results of Experiments and Discussion

In this section, we provide the result (as a proof of concept) for the classification of tracing
data based on the associated power consumption. We also show that machine learning algo-

rithms can discover anomalous power consumption using tracing data analysis. In addition,
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Table 6.3 The most highly variable features of all datasets and the associated descriptions

System call ~ Description

poll It waits for one of a set of file descriptors to be available for I/O operations.

futex It facilitates waiting and waking up at a particular address for a program.

listen It labels a connection-mode socket, as accepting connections.

recvimsg It receives a message and its header from a connected or unconnected socket.

recv It receives data on a connected socket and stores it in a buffer.

writev It always writes a complete area into multiple buffers before proceeding to the next.
close It closes an open file descriptor such that it does not refer to any file anymore.
mprotect It modifies permissions on any mapped memory region of a process.

stat64 It gets file status and returns the associated information in a buffer.

read It attempts to read data from a file descriptor and stores it in a buffer provided by the calling process.
mmap?2 It establishes a mapping between an address of process space to another memory.

we present our results in this section.

Research question 1:

How applicable is the categorization of anomalies and normal trace data ex-
tracted from an embedded device with a high performance based on the level of
power consumption?

Tables 6.4, 6.5, and 6.6 are provided to give a comprehensive overview of the performance
of the anomaly detection models by calculating how accurate their estimations are. Based
on binary labeling, multiple algorithms have been deployed to assess the efficiency of power
consumption classification. In these tables, the classification results for each dataset using
binary labeling are given. We aim to verify the effectiveness of the power over-consumption
detection by analyzing the tracing data (system calls) generated using the dynamic binary
instrumentation process on the running applications. By detecting a pattern for system call
frequency in each time window, the corresponding power consumption is estimated by em-
ploying the most stable classification algorithm among all. This model is designated through
the testing phase by evaluating the classification performance metrics such as Accuracy, F1
Score, Precision Score, and Recall Score. As you can see in these tables, we achieved the
accuracy of 95%, 93%, and 92% for those three datasets. In the same order, the F1 score
reaches 95%, 94%, and 92%. The next performance metric (precision) gains 96%, 95%, and
93% scores for the respective datasets. The recall score is considered the last performance
metric with values of 95%, 93%, and 92%. The numerical outputs for three datasets are
presented in Tables 6.4, 6.5, and 6.4. They show performance for most of the presented
algorithms in this article. Consequently, using system calls as fine-grained internal indicators

of interactions between a process of an application and the kernel, helps us to dig more into
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finding its correlation with power over-consumption.

Research question 2:

How applicable is the interpretation of the result of classification algorithms in
practice based on the nature of granular tracing data?

We choose two out of three datasets to generate heat maps to examine the correlation among
different features of datasets. This correlation helps us represent the importance of the effi-
cient feature selection step for the pre-processing of the modeling stage. As the first intuitive
example, the poll, and futer system calls (listed in Table 6.3) have the highest correlation
with power consumption as it is easy to grasp on the heat map shown in Figure 6.2. The poll
system call lets the process wait for occurring an event and resumes the process execution
once the event happens. The futer system call allocates a method to stay waiting until a
particular condition comes true. These two system calls are strongly correlated with time.
Secondly, based on the heatmap illustrated in Figure 6.3, the recumsg and listen systems
calls show a high correlation with power consumption in the second dataset. The recvmsg
is responsible for receiving and storing messages on a socket. The listen system call keeps
listening on a socket to accept incoming connection requests. It accepts all the connections
to the point that nothing is left in the queue. Both the recvmsg and listen systems calls are
the players of input/output operation that are explicitly considered as one of the most time-
intensive tasks in performance evaluation. In other words, the more time-intensive system

calls detected within a time window, the higher power consumption is likely to be detected.

We gain highest accuracy of 87% for SVM, 93% for GNB, 92% for BNB, 95% for DT, 93%
for MLP, 93% for LDA, 92% for QDA, 92% for KNN, 95% for Log-Reg, 91% for RF, 93%
for EntraTree, 95% for AdaBoost, and 95% for Grad Tree Boost.

By reviewing the performance metrics of all the aforementioned models in Tables 6.4, 6.5,
and 6.6, it can be easily concluded that the presented anomaly detection technique including
the binary classification could be considered as a trusted approach for energy consumption
assessment in energy-restricted systems. By looking over the variation of accuracy metrics
for algorithms in three datasets, it is realized how crucial the role of data labeling in anomaly
detection is. Thus, reaching sufficiently accurate data labels is also expected by precisely
defining the actual amount of threshold for model training. However, defining a certain fine-
tuned energy consumption threshold for such systems is not an easy task. Taking all the
results into account, it is preferred to follow the logistic regression and tree-based algorithms

for data classification in our framework.
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Figure 6.2 Heat map- The correlation between features in the first dataset
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Table 6.4 Experimental results for the first dataset

Model Accuracy|F1 Score|Precision Score|Recall Score
SVM 0.8695 | 0.8088 0.7561 0.8695
GNB 0.8260 | 0.8432 0.8734 0.8260
BNB 0.8260 | 0.8260 0.8260 0.8260
DT 0.9565 | 0.9590 0.9673 0.9565
MLP 0.9130 | 0.9216 0.9478 0.9130
LDA 0.6521 | 0.6864 0.7246 0.6521
QDA 0.8695 | 0.8088 0.7561 0.8695
KNN 0.8695 | 0.8088 0.7561 0.8695
Log-Reg 0.9565 | 0.9590 0.9673 0.9565
RF 0.9130 | 0.8933 0.9209 0.9130
EtraTree 0.8695 | 0.8088 0.7561 0.8695
AdaBoost 0.9560 | 0.9590 0.9673 0.9565
Grad__Tree_Boost| 0.9565 | 0.9590 0.9673 0.9565

Table 6.5 Experimental results for the second dataset

Model Accuracy|F1 Score|Precision Score|Recall Score
SVM 0.8461 | 0.8461 0.8461 0.8461
GNB 0.9230 | 0.9230 0.9340 0.9230
BNB 0.9230 | 0.9221 0.9326 0.9230
DT 0.9230 | 0.9230 0.9340 0.9230
MLP 0.5384 | 0.3769 0.2899 0.5384
LDA 0.9230 | 0.9230 0.9340 0.9230
QDA 0.9230 | 0.9230 0.9340 0.9230
KNN 0.9230 | 0.9230 0.9340 0.9230
Log-Reg 0.9230 | 0.9230 0.9340 0.9230
RF 0.7692 | 0.7664 0.7730 0.7692
EtraTree 0.8461 | 0.8461 0.8461 0.8461
AdaBoost 0.9230 | 0.9230 0.9340 0.9230
Grad__Tree_Boost| 0.9230 | 0.9230 0.9340 0.9230

Table 6.6 Experimental results for the third dataset

Model Accuracy|F1 Score|Precision Score|Recall Score
SVM 0.8750 | 0.8166 0.7656 0.8750
GNB 0.9375 | 0.9281 0.9416 0.9375
BNB 0.8125 | 0.7844 0.7583 0.8125
DT 0.9375 | 0.9281 0.9416 0.9375
MLP 0.9375 | 0.9281 0.9416 0.9375
LDA 0.9375 | 0.9425 0.9583 0.9375
QDA 0.8750 | 0.8750 0.8750 0.8750
KNN 0.8750 | 0.8166 0.7656 0.8750
Log-Reg 0.9375 | 0.9281 0.9416 0.9375
RF 0.8750 | 0.8166 0.7656 0.8750
EtraTree 0.9375 | 0.9281 0.9416 0.9375
AdaBoost 0.9375 | 0.9281 0.9416 0.9375
Grad Tree Boost| 0.9375 0.9281 0.9416 0.9375

6.5 Conclusion and Future Work

For resource-constrained autonomous embedded systems, meeting the QoS metrics such as
response time, delay, and electrical energy consumption is necessarily required. There are

cases like power over-consumption that ignoring an anomaly, could fail a system to function
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and may result in unwanted scenarios such as fast battery depletion. Hence, the main purpose
of our work is to control the damage by identifying the anomalies that may eventually cause
an outage by exceeding battery depletion and stopping other vital services from working
properly.

To this end, we extract system calls from the tracing events that are generated by the dynamic
binary instrumentation. Thereafter, we integrate an anomaly detection approach into the
systems to keep an eye on the always-running services. We proposed a classification model
based on binary labeling to differentiate the normal and abnormal power consumption data
within every three datasets. Then we evaluate a highly effective over-threshold consumption
detection framework through performance metrics shown in Tables 6.4, 6.5, and 6.6.

For future work, apart from the frequency of system call invocation in an interval, we can use
the tracing event name, and its duration as well. Therefore, it is a reasonable assumption that
collecting this information gives us more data to train the model. We hypothesize that the
model decision would improve this way, and hopefully lead to a better decision. Considering
the huge amount of system calls in a generated trace, we have no choice but to apply filters
due to real-time data processing constraints and a high degree of data correlation between
features. The high level of correlation between system calls (areas in dark blue) in Fig. 6.2
and 6.3 shows that most of the dataset features (system calls) are more linearly dependent on
each other and hence have almost the same effect on the power consumption. One solution
could be to consider just the system calls located on the critical path of application execution
instead of the entire tracing events. The critical path is the longest in the Directed Acyclic

Graph (DAG) of the program execution.

Building upon these ideas, expanding the scope to include user-space tracing presents another
opportunity for further research. User-space tracing enables the monitoring of application-
level events, such as function call traces and user-level execution states. This added gran-
ularity would not only enhance the detection of energy anomalies but also support a more
detailed performance analysis by correlating application behaviors with energy consump-
tion. Moreover, integrating user-space and kernel-space tracing could provide a comprehen-
sive, cross-layer view of system performance, bridging the gap between application logic and

system-level resource utilization.
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CHAPTER 7 DISCUSSION

In this chapter, we revisit the research objectives we set earlier and evaluate how well the
work presented in Chapters 4-6 has helped us achieve them. Our main goal is to develop
solutions for analyzing the energy performance of IoT elements used in edge networks. From
this primary aim, we have specific objectives focusing on data collection, energy anomaly
detection for SDs using internal tracing, and anomalous energy detection for edge devices

using transmission data analysis.

Efficient data collection As the first objective, this thesis presents NOProbe, a user-space
DBI framework developed to target significant challenges in tracing and data collection for the
sake of energy optimization within multi-threaded systems. The design and implementation
of NOProbe offer solutions for the limitations of traditional instrumentation techniques,

particularly in the context of popular x86 architecture in production systems.

NOProbe introduces several innovative techniques to enhance DBI, leveraging low-overhead
probe insertion and safe instruction patching mechanisms. NOProbe integrates a multi-
strategy approach to insert fast probes at nearly any probe site, including in compiler-
optimized or stripped binaries. This flexibility enables efficient performance analysis and
debugging without imposing existing constraints made by other DBI strategies. The devel-
opment of a light atomic patching algorithm for basic block overwriting in SMP environments
is also a remarkable achievement. This solution ensures that the probe insertion procedure

does not interfere with multi-threaded operations by avoiding a stop-the-world approach.

NOProbe implements the proposed strategies within the user-space tracing tool uftrace to
demonstrate its practical application. NOProbe’s performance and effectiveness both in re-
ducing overhead and maintaining accurate trace collection capabilities are evaluated against
existing instrumentation methods. The results demonstrate that NOProbe outperforms other
conventional DBI techniques by offering substantial improvements. NOProbe presents a dis-
tinct advantage over conventional DBI techniques, which frequently experience performance
degradation or program execution interference, especially when handling variable-length in-

structions in the x86 architecture.

We employ NOProbe’s granular trace data collection for energy consumption evaluation in
prospective steps. A model-based approach is then leveraged to provide insights into applica-
tion energy behavior without relying on intrusive measurement hardware. This non-intrusive

method aligns with the needs of non-disruptive service execution on resource-constrained [oT
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devices.

While NOProbe represents solid progress in efficient data collection, there is always room for
further exploration and improvement. Future work could focus on expanding the support
for NOProbe’s applicability to other architectures and exploring additional optimizations to
reduce overhead for probe insertion and execution further. Additionally, integrating new
strategies for uninstrumentable instruction patterns with NOProbe could provide a more
comprehensive solution for system monitoring and energy optimization. As systems continue
to grow in complexity, scaling NOProbe to meet the requirements for instrumenting even
larger and more dynamic applications will be crucial. Investigating how NOProbe can retain
its performance benefits in such scenarios will be the most important aspect of future re-
search of this kind. Future efforts could also explore alternative solutions for embedding Oxcc
bytecode in a tranch-based approach in NOProbe to enhance its efficiency in performance

monitoring.

Energy Anomaly Detection for Communication-Intensive Edge Elements As the
second objective, we have addressed a significant challenge in the operational lifetime of edge
networks: energy consumption, QoS in service provisioning, and the early detection of energy
anomalies. Our work underscores the importance of proactive energy management to extend
the lifespan of IoT devices and secure the reliability of the network. Traditional energy
management techniques, such as DPM and DVFS, optimize energy usage at the system,
architecture, or circuit levels. While effective in certain contexts, these techniques are not
customized to address the unique challenges of IoT devices, particularly the energy footprint
of data transmission operations. We have developed a novel framework for energy anomaly
detection using a deep learning model in the form of a modified variational autoencoder
(VAE). By identifying dominant features through linear regression and incorporating them
into the loss function of the VAE, we have improved the performance metrics and reliability

of the anomaly detection model.

Unlike factors easily found in theoretical energy consumption formulation such as power,
time, and distance, monitoring the impact of link quality data and transmission settings
(such as communication protocols) for network elements is vital for energy evaluation. By
enabling early detection of energy anomalies, our framework allows IoT devices to adapt their
transmission configurations dynamically, thereby prolonging battery life. Misconfigured pa-
rameters can lead to excessive energy usage, which our framework can effectively detect
and mitigate through a feedback loop. Protocols that are prone to collisions, static routing
protocols that rely on periodic advertisement, and those requiring extensive cryptographic

processing are some examples of misconfigured settings when targeting the conservation of
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the remaining battery level. For instance, protocols that lack effective collision avoidance
mechanisms, such as Aloha or basic CSMA (Carrier Sense Multiple Access), can lead to
frequent packet collisions. Each collision constrains extra retransmission, which increases en-
ergy consumption. Protocols like CSMA/CA (Collision Avoidance) used in Wi-Fi networks
reduce collisions but still consume more energy compared to protocols designed for low-power
networks, such as Zigbee which endures for months on a single battery. Dynamic routing
protocols adapt to frequent network changes for routes that are adjusted based on network
conditions. Such protocols like those used in routing protocol for low-power and lossy net-
works are adjustable to network changes and can reduce energy consumption by modifying
path selection. Protocols with high control overheads such as frequent status updates and
acknowledgments, are expected to consume more energy. Lightweight protocols designed for
low-power devices such as MQTT-SN (Message Queuing Telemetry Transport for Sensor Net-
works) minimize overhead and consume lower levels of energy. Security protocols employing
complex cryptographic operations such as TLS/SSL (Transport Layer Security/Secure Sock-
ets Layer) can drain the battery faster. Lightweight security protocols designed for IoT such
as DTLS (Datagram Transport Layer Security) offer a better compromise between security
and energy consumption. Protocols with adaptive duty cycle management can save energy
based on network traffic and device state. These protocols like IEEE 802.15.4 can put devices

into sleep mode during idle periods, thus significantly reducing energy consumption.

Energy anomalies identified in an adequately short period prevent premature battery deple-
tion, securing longer operational periods for IoT devices in remote or inaccessible locations.
These proactive configuration adjustments obviate the need for manual intervention and pe-
riodical maintenance. In particular, large-scale IoT deployments are taking advantage of
configuration adaptation, especially where maintaining an industrially scaled number of de-
vices can be costly and time-consuming. Our adaptive energy management framework allows
[oT nodes to fine-tune their performance based on real-time link quality and transmission

setting data.

Energy Anomaly Detection for Processing-intensive Edge Elements As the third
objective, this study emphasizes that system call traces can reveal the effect of various opera-
tions on energy consumption. It can be used to implement context-aware energy management
strategies for edge elements engaged in processing-intensive operations. For instance, system
calls associated with CPU-bound tasks, such as data encryption/decryption or video encod-
ing, can lead to significant energy consumption due to the intensive computational load. By
analyzing these traces, it is feasible to optimize the scheduling and execution of such tasks,

potentially reducing their energy footprint. Consequently, the frequency and duration of
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specific system calls are often associated with misconfiguration or malfunctioning services
which results in detectable energy patterns. For example, frequent use of system calls like
fork() and ezxec() in multi-threaded applications can indicate incompetence in process man-
agement. Subsequently, the system remains active longer than necessary, draining battery
life in IoT devices. These operations which involve creating and executing new processes
are resource-intensive and can lead to significant energy consumption, particularly if not

managed properly.

System call tracing also enables the development of customized energy optimization strategies
tailored to specific applications or use cases. This could involve fine-tuning system call usage,
adjusting application workflows, or implementing custom power management policies based
on the insights gained from granular tracing data. Additionally, by integrating system call
data with internal factors of a system such as task priority, edge devices can adaptively toggle
energy states to optimize performance and efficiency. For example, system call traces may
detect resource over-consumption for a CPU-bound task while running at a low priority. The
system in return throttles the CPU frequency or reschedules the task during underloading

periods to conserve energy.

To summarize, a user-space DBI framework is developed through this thesis to overcome
the limitations of traditional instrumentation methods by making performance analysis more
efficient with low-overhead probe insertion and safe patching. We also developed a new frame-
work for detecting energy anomalies in edge devices. It uses a modified Variational AutoEn-
coder which helps optimize data transmission settings and extend battery life. Additionally,
we explored system call tracing to create context-aware energy management strategies for
services demanding significant processing power. These contributions address existing gaps
in data collection and energy management by offering practical solutions for improving IoT

network performance.

7.1 Limitations and Future Research

While our contributions offer significant advantages in terms of efficient data collection and
anomaly detection frameworks, they are not without limitations. Understanding these limita-
tions is crucial for guiding future research and development efforts to enhance the frameworks’

capabilities. The primary limitations are as follows:

NOProbe can instrument any series of instructions, but it does not offer benefits over con-
ventional branch-, tranch-, and trap-based approaches if both the first and second proposed

strategies fail. The first strategy fails if the instruction at the probe site and the subsequent
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neighbor instruction are both single-byte and a branch lands on the second instruction. An-
other scenario for failure occurs when a suitable NOP cannot be found in the vicinity of the
probe site. The second proposed strategy loses the advantage over the legacy techniques if
there are two single-byte instructions at the fourth and fifth bytes following the probe site.
These constraints arise from the complexity of the x86 architecture and the challenges as-
sociated with safe code modification. We demonstrated that NOProbe outperforms Dyninst
in terms of performance, even with a large number of threads. However, despite efforts to
reduce probe insertion costs compared to Dyninst, NOProbe cannot maintain its advantage
over the trap-based approach implemented in Uprobe when the number of threads exceeds
20. Given that the overhead varies with the number of concurrent threads, future work
should focus on reducing performance bottlenecks in the probe insertion algorithm. The ex-
isting architecture of NOProbe is primarily designed for single-node systems. Extending its
design to distributed systems and large-scale deployments faces serious challenges in the con-
text of data synchronization, network transmission overhead, and maintaining low-overhead
instrumentation. In such environments, the scalability of NOProbe requires a deep investiga-
tion and enhancement to ensure the level of data generation is tolerated without significant
degradation in performance. NOProbe is currently developed for the x86 architecture. Sup-
porting other architectures, such as ARM requires additional development efforts and may
introduce architecture-specific challenges. The limited architectural support restricts the ap-
plicability of NOProbe in heterogeneous computing environments, where different types of
processors and accelerators are used. NOProbe also lacks a design method for safe, scalable,
and efficient probe removal from user space, maintaining system stability and ensuring min-
imal application disruption. Future work could also explore the possibility of using modern
hardware-assisted features such as Intel Processor Trace (Intel PT) in DBI. This feature
is supported on Broadwell processors and other newer generations. Additionally, employ-
ing static and dynamic code analysis techniques could optimize the type and placement of

probes, reducing performance impact while maximizing coverage.

The effectiveness of deep learning models for anomaly detection is highly dependent on the
quality and quantity of the training data. Inadequate or biased data can lead to poor model
performance and generalization issues. Therefore, future work should focus on developing
methods for improving the quality and representativeness of the training data, including
techniques for data augmentation and synthetic data generation. While deep learning mod-
els can provide high accuracy, they often require significant computational resources, which
may not be feasible for resource-constrained IoT edge devices. Therefore, this computational
overhead can itself be energy-intensive, potentially counteracting the benefits of detecting

and mitigating energy over-consumption. Designing energy-efficient deep learning algorithms
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specifically tailored for resource-constrained IoT edge devices is essential to ensure the fea-
sibility of deployment. A balance between detection performance and resource consumption
should be explored by drawing insights from lightweight deep learning architectures, such
as MobileNet and SqueezeNet, which are optimized for energy efficiency. Additionally, as
the number of IoT devices and the volume of data increase, scaling the deep learning-based
anomaly detection framework may become challenging. To this end, ensuring that the sys-
tem can handle large-scale deployments without performance degradation is crucial. Another
area for improvement involves the static threshold settings used for anomaly detection, which
may not be optimal for all scenarios. Dynamic or adaptive thresholds customized for spe-
cific protocols and transmission setups could improve energy conservation. In future work,
anomaly prediction and detection frameworks could be integrated using time series data and
feature interaction learning to enhance proactive management in IoT edge networks. By
predicting anomalies before they occur, the system could optimize energy consumption and
prevent potential disruptions. Incorporating internal resource consumption metrics such as
CPU/GPU/RAM utilization and NIC I/O rate could also offer a more comprehensive un-
derstanding of energy footprint, leading to even more accurate contextual underconsumption

detection.

Integrating system call tracing data with additional contextual information can lead to the
development of better context-aware energy management strategies. These strategies inves-
tigate the impact of various contextual factors, such as network traffic patterns, activity
types, and environmental conditions, on energy consumption. Such adaptive energy man-
agement techniques dynamically adjust system behavior based on real-time tracing data and
context. To inform the design of energy-efficient systems, energy-intensive operations should
be identified and categorized. Consequently, the impact of system call patterns for a wide
range of heterogeneous workloads on energy consumption should be studied by collecting
and analyzing traces from a diverse set of devices and applications. The real-time constraint
can potentially aggravate the decision-making process, as the computational capacity varies
depending on whether processing occurs on the edge or in the cloud. The current design may
have limitations in handling high-frequency data or large-scale deployments efficiently. Trac-
ing at the system call level is one of the most challenging approaches in anomaly detection.
This method often leads to uncontrollable data collection and management issues due to the
high rate of trace generation. The time-delay embedding approach struggles to scale as tens
of thousands of system calls can be generated per second just by a single process. To manage
demands, adjusting the scale of data collection—such as system call level, function call level,
or request level-can be practical. Since lower-level data provides better decision-making and

performance, a compromise should be made to manage the associated resource consumption



121

effectively. Therefore, real-time constraints and desired performance levels may ultimately

determine the appropriate data granularity and resource allocation.



122

CHAPTER 8 CONCLUSION

In the Industrial Internet of Things (IIoT), gathering comprehensive operational data is es-
sential to analyze the performance and maintain efficiency and reliability across industrial
systems. Accurate data collection supports real-time monitoring and is fundamental for
detecting energy anomalies that could signal potential failures. As the complexity of man-
aging energy in remote devices grows, having detailed and timely data becomes increasingly

important for taking proactive measures and making informed decisions.

This thesis emphasizes NOProbe’s significant role in this data collection process. NOProbe
is introduced as an efficient DBI framework, specifically designed for the x86 architecture.
It uses innovative NOP- and pseudo-NOP-based techniques to gather detailed data while
minimizing performance impact. This makes NOProbe particularly suited for analyzing the
performance of resource-constrained IIoT elements. Traditional instrumentation techniques
often come with high overhead due to the complexity of binary code modification and manag-
ing variable-length instructions. NOProbe addresses these challenges by using userspace-safe
probe insertion methods. These methods avoid unnecessary user-kernel space switches dur-
ing probe execution, significantly reducing performance overhead. This reduction allows
NOProbe to improve real-time monitoring and make a more efficient and effective tool for

data collection in complex edge systems.

NOProbe’s detailed and low-overhead data collection integrates well with anomaly detection
frameworks. It provides the precise input needed for accurate energy monitoring. Efficiently
collecting transmission settings—like signal strength, bandwidth utilization, and link quality
metrics—is crucial for identifying early signs of energy anomalies. Properly configuring these
settings, including the choice of transmission protocols, has a direct impact on the energy
consumption of SDs and edge devices. By continuously monitoring and optimizing these
parameters, the system can detect deviations from normal patterns that indicate potential
failures or inefficiencies. This allows for timely interventions and adjustments, ensuring
that transmission settings are optimized to minimize energy consumption while maintaining

performance.

System calls, as captured by NOProbe, also play a key role in understanding the energy
dynamics of IToT elements. By monitoring the frequency, type, and sequence of system calls,
the anomaly detection framework can correlate specific operational behaviors with energy
consumption patterns. This enables the early detection of anomalies, such as unexpected

spikes in energy use that might be linked to inefficient processes or hardware malfunctions.
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In conclusion, this thesis presents two complementary anomaly detection frameworks—the
first leverages external data collection for communication-intensive edge elements through
transmission settings and link quality data. The second focuses on internal data collection
for processing-intensive edge elements through system calls. NOProbe’s efficient data collec-
tion enhances both frameworks by delivering granular system traces that significantly aid in
diagnosing energy performance. This allows for more accurate and timely anomaly detection,

ultimately optimizing energy management in IIoT environments.
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