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ABSTRACT The expansion of cyberthreat landscape has been driving power utilities to investigate
innovative methods for attack detection while leveraging the converged data generated across the grid
Information Technology (IT) and Operational Technology (OT) systems. In this paper, we propose a
tensor-based cybersecurity data analysis method and we prove its efficiency using tensors of IT and OT data
obtained through the cosimulation of an electricity distribution system using wireless Long-Term Evolution
(LTE) technology for synchrophasor communications. An approximate CANDECOMP/PARAFAC (CP)
decomposition and Higher Order Singular Value Decomposition (HOSVD) are used to exploit the underlying
hidden patterns in the low-rank data tensors. The effectiveness of the low-rank modeling using both
decompositions is confirmed by demonstrating relatively low reconstruction error. A residual extraction
method is also considered to distinguish the normal subspace of tensor dataset from the anomalous dataset
resulting from the attacker actions. Finally, we highlight the intrusion detection performance of the proposed
method compared to that of the Tensor Robust Principal Component Analysis (TRPCA) and the discrete-time
nonlinear autoregressive neural network (NARX).

INDEX TERMS Cosimulation, CP decomposition, cyberattack, distribution grid, IT/OT convergence, LTE
network, synchrophasor network, tensor decomposition.

I. INTRODUCTION

Distribution grids are evolving into smarter and more com-
plex systems that can accommodate advanced metering and
sensor technologies being developed for data gathering and
grid intelligence [1]. In particular, fast and accurate measure-
ments provided by synchrophasor technology and Advanced
Metering Infrastructure (AMI) significantly improve moni-
toring and control of smart distribution grids [2]. However,
with the proliferation of such systems that rely on high
connectivity, smart distribution grids become increasingly
exposed to malicious intrusions and cyberattacks. Prompt
and effective detection of these events can be achieved
through a comprehensive analysis of the data collected

The associate editor coordinating the review of this manuscript and
approving it for publication was Parul Garg.

from the Phasor Measurement Units (PMUs), the smart
meters and their supporting communications infrastructure.
An appropriate testbed for grid operations and cybersecurity
analyses can be obtained through the use of multi-scale
and multi-physics simulators which are capable of integrat-
ing components and/or generating different synchrophasor
network and distribution grid datasets [3]. The generated
data consists of synchrophasor data as well as a large
volume of multi-source and heterogeneous communication
network data including Internet Protocol (IP) parsing packets,
network traffic statistics, and flow tables. Tensor-algebraic
formulations can be used to preserve and process multidi-
mensional data in its original form. Accordingly, two types of
dataset can be constructed namely communication network
tensor and distribution grid tensor. The communication
network tensor can be constructed using IP flow statistics

© 2024 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License.
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(e.g., jitter, delay, ...) and time. Similarly, the distribution
grid data can be represented as a tensor of bus variables
(e.g., voltages, frequency, ...) and time [4].

Extending the application of traditional security solutions
that are based on siloed IT security and OT security
solutions is proving increasingly inefficient, thus, the need
to develop new security solutions that leverage the large
amount of multi-source input data, namely, the aggregation
of the data generated by different communication network
systems (IT) and by different control systems and electrical
equipment (OT). This data can be used to simultaneously
counteract different types of cyberattacks that can have
various impacts on the distribution grid operations and the
associated communication networks. For instance, the Denial
of Service (DoS) attack gradually increases the traffic flow
through flooding whereas the delay attack firstly causes
a sharp increase in traffic flow and then reduces it [5].
Conversely, the impacts of False Data Injections (FDI) and
replay attacks are more pronounced on the distribution system
operation [6].

A. MOTIVATION

The growing exposure of power grids to cyberattacks has
been motivating utility operators to enhance their cyberde-
fense capabilities including intrusion detection. The detection
of cyberattacks targeting power systems is particularly
challenging because of the increasing attack surface and
sophistication on one hand, and because of the scarcity
of data generated by real power systems under attack
that can be used to build accurate intrusion detection
algorithms, on the other hand. Traditional machine learning
techniques are prone to several issues that make them
unpractical for cybersecurity applications [5], [6]. The
classical supervised learning approaches, such as signature-
based techniques, are ineffective in operational contexts
because it is impossible to characterize normal and abnormal
behaviour upfront [7]. With the evolution of cyberattack
tools and patterns, a cyberattack detection mechanism must
address the unknown behaviour rather than detecting the
known behaviour. Unsupervised approaches generally offer
more efficient attack detection capability. However, these
approaches rely on training a model using a large amount
of data which can affect their training and testing time and
limits their ability to deal with emerging patterns of sophis-
ticated cyberattacks. Unsupervised techniques become more
efficient if they are trained using the low-rank tensor extracted
from the data rather than the data itself. Principle Component
Analysis (PCA) is a widely used unsupervised technique
for cyberattack detection that leverages the low-dimensional
structure inherent in high-dimensional data [8]. Despite its
wide application, PCA has a significant limitation in that it is
sensitive to grossly corrupted or outlying observations, which
are common in real-world data. Furthermore, PCA can only
handle 2-way matrix data, which is a major drawback since
real-world data is typically multidimensional.
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Tensors are a natural way to express multidimensional
data as an array of arbitrary dimensions which can discover
complex correlations between multiple data attributes simul-
taneously [9]. The authors in [9] proposed a Tensor Robust
Principal Component Analysis (TRPCA) to take advantage
of tensor structure for the PCA technique. However, this
technique can not capture the nonlinearities and extract the
latent features. Conversely, tensor decompositions associated
with unsupervised learning techniques factor data into
components, each of which reflect a distinct pattern of
the original data, and may be used to detect cyberattacks
without the limitation of supervised techniques (learning
incrementally) and linear unsupervised techniques such as
TRPCA. In [10], the authors proposed a tensor decomposition
technique to detect botnet activity in network traffic data.
Tensor-based analysis approach for time series network
measurements is used to detect anomalous patterns in the
network traffic [11]. Also, some tensor-based techniques have
been proposed for state estimation [12] and for the analysis of
ambient oscillations [13] in power systems. One can use the
tensor-based techniques to identify abnormal patterns in the
power system measurements that may indicate a cyberattack.
Tensor analysis is particularly effective when an attacker
conceals an attack by impersonating regular behaviour and,
thus, avoiding traditional detection techniques. If any pattern
matched benign activity in all dimensions at the same time,
it would not be identified as an attack (e.g., a natural
equipment fault), else, there must be at least one dimension
within which the attack can be recognized [14]. However,
the choice of tensor-based technique will ultimately depend
on the specific application and the characteristics of the
data. The authors in [15] proposed a tensor completion
technique to construct new stealthy FDI attack patterns
by manipulating compromised measurements of IoT-based
smart grid matching historical measurement patterns.

B. CONTRIBUTIONS

This paper proposes a tensor-based algorithm to carry
out multidimensional data analysis while overcoming the
aforementioned limitations of traditional machine learning
techniques for cybersecurity applications in smart grids.
In many analyses and classification approaches, low-rank ten-
sor approximation plays an important role in dimensionality
reduction, feature extraction and feature selection [16]. This
paper, for the first time aims to extend the application of
low-rank approximation of multiple tensors for cyberattack
detection in smart distribution grids and its associated
communication network. This study builds upon the thesis
in [17], which aimed to develop a multi-agent Functional
Mock-up Interface (FMI)-compatible cosimulation platform.
This platform integrates simulators for power systems and
communication networks to enhance cybersecurity analysis
in smart grids by generating synthetic data. The main
contributions of this paper are as follows:

1) Cosimulation of a Photovoltaic (PV)-based distribution
grid and the associated communications network to
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perform rigorous cybersecurity analysis: The cosimu-
lation platform is not only used to simulate the attack
and study its impact on the power grid, but also
to generate the synthetic OT and IT data required
to develop efficient intrusion detection techniques.
To this end, a Long-Term Evolution (LTE) wireless
communication-based synchrophasor network capable
of tracing the packets and traffic flows is developed
and simulated in NS-3. The distribution grid model
including the PMUs are simulated in EMTP and
the Phasor Data Concentrator (PDC) and the intru-
sion detection system are modeled and simulated in
MATLAB/Simulink.

2) Evaluating the benefits of tensor-based intrusion detec-
tion data analysis by computing approximate CAN-
DECOMP/PARAFAC (CP) decomposition and Higher
Order Singular Value Decomposition (HOSVD) [18]
and by using IT and OT data collected from the
distribution grid and its associated communications
infrastructure. To demonstrate the effectiveness of
the proposed approach, a comparison with the linear
TRPCA method is conducted.

3) Residuals extraction to perform anomaly detection
and its comparison with the discrete-time nonlinear
autoregressive neural network with exogenous inputs
(NARX). This is important for the definition of
new metrics for I'T/OT convergence-based cyberattack
detection.

The remainder of this paper is organized as follows:
Section II provides a brief overview of tensor algebra and
introduces the compression graph analysis and the residual
extraction method. Section III proposes an offline multi-agent
cosimulation platform and introduces a Long-Term Evolution
(LTE)-based wireless synchrophasor network. In Section IV,
the simulation results for the low-rank approximation and the
outcomes of the cyberattack detection compared with other
data analysis methods are presented. Concluding remarks are
provided in Section V.

Il. TENSOR ALGEBRA

The tensor notations and the tensor algebra terminologies
used in this section are defined in the Appendix where
the tensor decomposition and calculation methods are also
presented.

A. LOW-RANK TENSOR SELECTION

We explore several ways to arrange IT and OT data in the
form of tensors to obtain the optimal tensor decomposition
in terms of the least reconstruction error. Then, to check
whether there is a low-rank tensor structure in the IT and
OT tensors, we use the compression graph (which depicts
distortion vs. compression). The idea of using a compression
graph coarsely resembles rate-distortion graph. We assess the
performance of distortion (quality of the reconstructed data)
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by calculating the reconstruction error according to

5 2
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where 7~ denotes the estimated tensor of the input tensor 7.
Moreover, we assess the performance of the data compression
by the Compression Ratio (CR), defined as the ratio of
parameters in the low-rank model to the number of data
samples in the original data. Consider 7~ € CM1*M2x..xMg
of rank R, then the number of parameters for 7 is:

R
M=]]M, )
r=1

Accordingly, the numbers of parameters in the low-rank
model of the CP decomposition and the truncated HOSVD of
T are respectively given by [21]:

R
CP (rank-d): Mcp = HM, x d 3)

r=1

R
HOSVD (rank-d): Myosvp =d* + [[M, xd ~ (4)

r=1

B. EXTRACTION OF RESIDUALS

In this section, we present a process to estimate the normal
subspace model of a tensor and extract the residuals as the
difference between the normal subspace model and the new
input dataset. The normal subspace model can be obtained
using tensor decomposition. The idea is to track the changes
in the normal subspace and identify the anomalous subspace
through residual analysis. In this paper, the proposed anomaly
detection technique is based on the residuals derived from
the CP decomposition. Tensor decomposition captures the
normal subspace to construct the patterns, and anomalies
are detected by evaluating deviations from the modeled
patterns [11].

Let 7 ) be the i-th horizontal slice of tensor 7; a
two-dimensional matrix obtained by fixing the first mode
(first dimension of 7) at index i. Then, for each measurement
of T;.) € CI*/*K e obtain an estimate model
V., € C*K ysing the CP decomposition and the
ALS procedure [18]. In general, the residual £; . ) €
C!*/*K can be calculated as the difference between the
input dataset and the model estimate £; )y = T, ) -
V..,). Having obtained the residual £ ), we compute
the residuals for new measurement datasets that were not
previously used to parametrize estimated model V. Let
T «,.,) indicate the measurements corresponding to a new
dataset for the first mode. The obtained factor matrices B
and C from the previously estimated model V along with
the new measurements ’j' (k,.,.) can be used to construct
vector a(k) € C'*R. Using the newly generated vector of
a(k) € C*R the factor matrix A, = a(k) can be derived.
Accordingly, the new model of lA)(k,.,_) with corresponding
error of é(k,.,.) can be calculated using the factor matrices
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FIGURE 1. Cosimulation of the study system including: a) IEEE-123 bus test system in EMTP, b) LTE-based Synchrophasor network in NS-3, c)
Tensor-based data processor in MATLAB/Simulink.

A, B and C. Thus, the residuals of new dataset for the first
mode are obtained by é(k,,,,) = ’ZA'(k,,,,) —\A)(k,,,‘), where model
Vi..) € C/*K contains the new factor vector a(k). The
idea is to minimize quadratic error between model estimates
1}(1(,,,‘) and measurements ’ZA'(kW) using vector a(k). Assume
that ‘j'(k,,,,)(l) is the matrix unfolding of tensor 'j’(k,.,.) in its
first mode, where 7. )1y € C'*/K_ Then, we can write

2(k,.,.) = 'j'(k,.,.) - ‘A;(k,.,.) (5)
a()(C OB =Tu, (6)
atk) = T, 1 ((C OB )

Subsequently, we use the residual extraction of IT/OT
tensor-based datasets to define new metrics for cyberattack
detection.

In the following section, we describe an offline cosimula-
tion platform that relies on the integration of multi-domain
software tools to generate IT/OT tensor-based datasets and
to derive spatio-temporal tensor-based correlations among
the collected IT and OT data. This platform incorporates
a distribution grid model and various power system com-
ponents, including PMUs, to measure and transmit OT
data via an LTE-based synchrophasor network model. The
model simulates the communication network and includes
data flow probes specifically designed for the collection
of relevant IT data. The synthetic data generated by the
co-simulation platform is then used to construct the IT and
OT tensor structures. Finally, this platform is used to simulate
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a cyberattack scenario and to evaluate the effectiveness of the
proposed tensor-based intrusion detection method.

Ill. COSIMULATION PLATFORM DESIGN

In this paper, we use offline cosimulation by integrating
multi-domain software tools (namely MATLAB/Simulink,
EMTP and NS-3) to model the operations of the distribution
grid as depicted in Fig. 1. With access to real power
grid data being difficult, this offline cosimulation platform
can readily generate the required data for the operation
modeling and the cybersecurity analysis of distribution
grids and their supporting communication networks. Such
data include the distribution bus data (i.e. synchrophasors,
consumption and production power) and the statistics of
the communication network traffic (i.e., throughput, delay,
and jitter). These data will be used for offline tensor-
based analysis. Furthermore, such cosimulation platform
can be employed to derive the spatio-temporal tensor-based
correlation among the collected IT and OT data. In our
cosimulation platform, a Linux-based discrete-event simula-
tor NS-3 interacts with the Windows-based Functional Mock-
up Units (FMUs) generated from MATLAB/Simulink and
EMTP. Integrating and interfacing these tools require dealing
with different computing models, discrete and continuous
variables, and various time-steps [22]. Compared to offline
simulation, real-time simulation or Hardware-in-the-Loop
(HIL) simulation has several limitations. The major constraint
is the synchronization issue with external hardware, which

VOLUME 12, 2024
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hampers the real-time simulation process. Additionally, the
practical application of real-time simulation is limited to
testing physical control and protection equipment, making it
unsuitable for large-scale distribution grid simulation.

The NS-3 simulator operates on a significantly finer
time resolution (nanosecond scale) than the FMUs which
operate on a coarser timescale (millisecond scale). Therefore,
a conversion process is necessary to align the timestamps
of exchanged events between these two simulators. This
transformation operation is incorporated into the coupling
artifacts between NS-3 and the FMUs as can be seen in
Fig. 2. The continuous equation-based models implemented
in EMTP and MATLAB/Simulink are exported as FMU
blocks and then integrated into the cosimulation platform as
shown in Fig. 2. The EMTP solver runs its models and the
imported FMUs from MATLAB/Simulink in asynchronous
mode, in which both the host and client components perform
their calculations independently at their respective time steps.
The cosimulation core handles the data exchange between the
FMUs (simulated in EMTP and MATLAB/Simulink) and the
synchrophasor network, which is simulated in NS-3. Further
details about the cosimulation platform performance can be
found in [3].
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FIGURE 2. Cosimulation platform design including Models, Agents, Model
artifacts, and Coupling artifacts.

Detector

The developed cosimulation platform exhibits great poten-
tial for conducting in-depth investigations into various
aspects of distribution grid operations and cybersecurity.
It is highly adaptable and can be easily leveraged to model
and study the integration and the operations of different
Distributed Energy Resources (DERs). Its flexibility and
versatility make it well-suited for the simulation and impact
analysis of different cyberattack scenarios as well as for
the design and validation of appropriate mitigation strategies
using advanced data analytic tools. Further details about the
cosimulation platform performance can be found in [3].

A. DISTRIBUTION GRID MODEL

We use the IEEE-123 bus distribution system with a radial
configuration as a test system to evaluate the performance
of the proposed intrusion detection methods, as shown
in Fig. 3. The test system operates at a nominal voltage
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of 24.9 kV and comprises 15 optimally placed PMUs to
ensure complete observability. These PMUs are strategically
assigned to substations with PV-based DER units, enabling
each device to monitor a balanced portion of loads while cap-
turing representative synchrophasor data across primary and
secondary networks. Although practical distribution systems
often deploy larger numbers of uPMUSs for high-resolution
measurements, our placement methodology revolves around
achieving full observability with minimal redundancy and
efficient data flow to the central distribution operation
center [23]. Each load is equipped with a smart meter,
and the data collected from these meters is gathered by
a Smart Meter Collector (SMC). The collected data are
transferred to the meter Head-End System (HES) and then
to the substation central controller for voltage regulation
purposes. The synchrophasor communication network that
is used to transfer the PMU packets employs the LTE
wireless communication technology as explained in the next
subsection.

B. LTE-BASED SYNCHROPHASOR NETWORK MODEL

In this work, we consider an LTE-based wireless communi-
cation network interconnecting the PMUs of Fig. 3. The LTE
is among the widely used cellular communication network
standards for high-speed mobile devices that allow exten-
sive installation and proliferation for Machine-to-Machine
(M2M) communication [24]. Among the available commu-
nication technologies for synchrophasor networks, wireless
communications can facilitate the transfer of synchrophasor
data between geographically separated PMUs and Phasor
Data Concentrators (PDCs). In some distribution grids, the
large-scale wired-line based communication infrastructures
are not flexible enough to easily support grid topology
upgrades, which makes wireless communications the only
feasible solution where Ethernet is not available. Owing
to its low installation cost/time and flexibility, the LTE
technology has recently attracted the attention of Distribution
Network Operators (DNOs) for real-time synchrophasor data
transmission [25]. However, this technology is characterized
by relatively high delays, packet reordering, considerable
data loss, and vulnerability to cyberattacks [26]. To properly
address the availability and quality as well as the cyber-
security issues of synchrophasor data in the modern smart
grids, communication latencies, impairments and cyberattack
impact and remediation should be investigated. To facilitate
these studies, one can resort to cosimulation platforms that
model the LTE-based synchrophasor network. To the best
of our knowledge, the LTE-based synchrophasor network
has not been simulated yet using offline cosimulation
platforms. In fact, the LTE communication for synchrophasor
networks has only been studied through experimental vali-
dations [25]. In this paper, the performance and efficacy of
the cybersecurity analysis method will be validated through
elaborate cosimulation of LTE-based wireless synchrophasor
network on a low-voltage distribution grid as shown in
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Fig. 4. We chose to use User Datagram Protocol (UDP)
for PMU data communications because it requires less
overhead than Transmission Control Protocol (TCP)-based
communications.

The LTE network has two main parts including Radio
Access Network (E-UTRAN) and Enhanced Packet Core
(EPC) [27]. To implement the LTE-based synchrophasor
network in NS-3, we use the LTE/EPC module which
consists of several network elements, including the User
Equipments (UEs), LTE base station (eNodeB), EPC, and
IP servers. The LTE/EPC module can be divided into
two libraries. The main library (LteHelper) facilitates the
evaluation of the following elements of LTE systems:
1) Radio Resource Management, 2) QoS-aware Packet
Scheduling, and 3) Inter-cell Interference Coordination. The
second library (EpcHelper) is used to model the EPC
for supporting 1) the interconnection of multiple UEs to
the internet, 2) IPv4-based Packet Data Network (PDN),
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and 3) S-GW (Serving Gateway) and P-GW (Packet Data
Network Gateway) nodes implementation. To capture the
LTE network data flow, we use the FlowMonitor module
in NS-3 which contains one FlowMonitorHelper instance,
one Ipv4FlowClassifier, and several Ipv4FlowProbes per
Node [28]. Using this module, first, the probes collect packets
before reporting to the global FlowMonitor abstract flow
events, which are subsequently utilized for statistical data
collection. Then the module requests the flow classifier
to assign IDs to each packet. We use the following data
flow attributes that are obtained through the FlowMonitor
module in NS-3: 1) The timeLastRxPacket variable holds
the absolute arrival time of the last packet in the flow,
2) The timeFirstTxPacket variable indicates the absolute
departure time of the first packet in the flow, 3) Dura-
tion represents the difference between timeLastRxPacket
and timeFirstTxPacket, 4) txBytes and txPackets reflect
the total number of transmitted bytes and packets for the
flow, respectively, 5) rxBytes and rxPackets indicate the
total number of received bytes and packets for the flow,
respectively, 6) delaySum is the sum of all end-to-end
delays for the flow’s received packets, 7) jitterSum is the
sum of all end-to-end jitter (delay variation) values for
the flow’s received packets. Using these attributes, we can
compute the metrics such as Mean Delay, Mean lJitter, and
Throughput, presented in equations 8-10, which are essential
for evaluating network performance and ensuring that quality
of service (QoS) requirements are met:

delaySum
Mean Delay = ®)

rxPackets
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. jitterSum
Mean Jitter = ———— O]
rxPackets-1
rxBytes x 8
Throughput = y— (10)
Duration

For the tensor-based data processor in MATLAB/Simulink,
we collect and sort all the PMU packets using an advanced
PDC structure shown in Fig. 1. An absolute waiting time
is used to deal with the PMUs reporting latency and the
communication network latency to push each time-tagged
PDC dataset to the application, as described in [3]. The data
are transmitted to the PDC through a dedicated gateway,
which also serves as a firewall, ensuring safe connections
for the DNO’s center. The primary problems that DNOs
confront in this context are cybersecurity and data streaming
performance [26]. The PMUs transmit synchrophasor data
at a rate of 60 frames per second (fps) to the PDC through
dedicated LTE routers, using the communication protocol
defined in the IEEE Std. C37.118.2 [29]. Each LTE router
selects the closest LTE base stations (eNBs) among the three
eNBs simulated in this network, as can be seen in Fig. 5.
The downlink and uplink bandwidth is considered to have
6 resource blocks (1.4 MHz) with the transmission power
of 40 dB for each base station. The UDP-based point-to-
point communication link between the P-GW/S-GW and
the remote host (PDC) has the data rate of 1 Gbps and the
Maximum Transmission Unit (MTU) of 1500.

. .
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FIGURE 5. Multi-cell environment representation in NetAnim for the
synchronized PMUs with the GPS signal.

C. IT AND OT TENSORS’ STRUCTURES

We divide the data flows (IP flows) of the synchropha-
sor communication network into 15 channels to form a
communication channel-oriented (or IT data) tensor. The
associated three sets of variables collected for each channel
are depicted on the right-hand side of Fig. 6: 1) jitter, 2) delay,
and 3) throughput. Additionally, the distribution grid was
divided into 15 substations based on electrical zoning and the
geographical location of loads and generation sources, with
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FIGURE 6. Bus-oriented (OT) and channel-oriented (IT) tensors (Mode-1
fibers).

each PMU monitoring a balanced portion of loads to avoid
overloads on certain PMUs. Positioning the PMUs alongside
the PV-ESS DERs substation allows for real-time monitoring
of both power generation and consumption, enhancing the
observability of distributed generation impacts on the grid.
This approach depicts the entire distribution grid using
15 substations, each representing one PMU, one PV system,
and several loads, to form a bus-oriented (or OT data) tensor.
In this tensor structure, we investigate the correlation between
variables. The associated three sets of variables collected
from the distribution grid for each substation are depicted in
the left hand side of Fig. 6: 1) voltage magnitude reported by
the PMU, 2) consumption power of each substation reported
by HES, and 3) production power based on the PV generation
data.

D. A COMBINED FDI AND DOS CYBERATTACKS SCENARIO
In this paper, we focus on sophisticated cyberattacks for
which the IT and OT data measured from the communication
network and power system are subject to hardly detectable
changes. Stealthy attacks with low detection probability
would cause significant harm to the power grid systems.
Considering a combined FDI and DoS attack scenario,
we aim to find the most correlated tensor structure among
the compromised measurements and develop a tensor-based
attack detection algorithm using IT and OT data tensors.
Tensor analysis may find complex correlations between
multiple data variables at the same time since it operates in
an arbitrary number of dimensions. This would allow for
the identification of discrepancies between the data being
received from the IT network and the expected values of the
OT network. This can be particularly useful when the attacker
conceals an attack by imitating normal behaviour, which
renders intrusion detection very difficult using conventional
data analytics.

For the FDI attack component of our scenario, it is assumed
that the attacker injects false UDP frames through the
synchrophasor network by manipulating the synchrophasors
transmitted from the PMUs installed in the substations to
the PDC, as shown in Fig. 3. We consider a case where the
attacker targets the voltage values collected by the PMU?2,
PMU4, PMUS5, PMU9 and PMUI11 over the time interval
[300, 700] min. This attack gradually increases the reported
voltage values by 0.05 pu within 50 min, thus, impacting
the whole distribution grid performance if not detected at the
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right time. Moreover, we assume that the attacker launches
the DoS component of the attack over the time interval
[500, 600] min against the point-to-point communication link
between the P-GW/S-GW and the PDC by knowing the IP
address and port number of PDC. To this aim, the attacker is
injecting legitimate UDP packets for 100 min with the rate
of 150 Mbps using the attack pattern of timed square-wave
packet burst. It is worth mentioning that low-rate DoS attacks
unlike high-rate attacks are difficult to detect.

IV. SIMULATION RESULTS

We consider the distribution grid shown in Fig. 3. The
experimental and large-scale fluctuations of solar irradiance
data are taken from NRCAN [30] and used to simulate
the time-varying power generation of PVs over a period of
16 hours. In this paper, the complete offline simulation time
is 1000 min. The production power of PV based Distributed
Energy Resources (DERS) is reported over the time interval
of [300, 700] min for 15 substations in Fig. 7, which reveals
the voltage fluctuation pattern induced by PV irradiance
profiles. As can be seen in Fig. 8, the voltage profiles reported
by 15 PMUs are within the permissible voltage deviation
thresholds during normal operation.

Production power (kW)

700

600

500
400 time (min)

FIGURE 7. 3D representation of production power reported at each
substation.
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FIGURE 8. Voltage profiles reported by 15 PMUs.

Furthermore, the LTE communication network statistics
of 15 flow data based on three attributes of jitter, delay,
and throughput are collected. To have better insights into
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FIGURE 9. Uplink delay for LTE network at 15 channels, 120 fps.

the delay distribution for the LTE network, Fig. 9 shows the
relative frequency of each delay value for 15 IP flows. The
IEEE C37.118.2 standard recommends a latency of less than
20 ms for the most restrictive PMU applications. As seen in
Fig. 9, the delay values for LTE are more widely distributed,
resulting in less deterministic transmission behaviour.

We form the OT tensor and the IT tensor using the data
generated by the cosimulation platform of Fig. 1 for the
distribution grid and its associated communication network,
respectively. These IT and OT data are arranged in the
form of three-way tensors, as described in Section III-B
and illustrated in Fig. 6. As a result, we manually selected
T or for the distribution grid with orders of buses x
time x variables and 7 ;r for the communication network
with orders of channels x time x variables. We use Tensorlab
3.0 [31] and Tensortoolbox which are available in MATLAB
for the tensor analysis. To apply the tensor decomposition
effectively, the time interval of [300, 700] min is considered
for both tensors as the most informative time window of the
simulation. Therefore, the final dimensions of both tensors
are 15 x 40000 x 3. Also, each of the tensors has to
be normalized, as the normalization of the tensors makes
the distribution grid’s and communication network’s various
amplitude scales and units consistent.

TOT TIT
Tor = —2% Tr=—2" (a1
T N Torln ST S

Next, we apply the tensor decomposition schemes of
Section II to the generated tensors, resulting in various low-
rank schemes. To evaluate the benefits of using tensor-
based processing, we compute approximate CP and HOSVD
decompositions. In fact, we consider two different algorithms
ALS and SECSI (Appendix) to calculate the CP decompo-
sition of three-way tensors. Typically, we gain from using
tensors if the tensor has a low-rank structure that we can
exploit. Therefore, there must be an underlying structure in
the tensors of interest. We assess whether there is a low-rank
tensor structure in the data by analyzing the compression
graph of Fig. 10 that depicts the ratio of distortion versus
compression. As seen from Fig. 10, rank-2 components
indicate a significant fraction of the OT data in both HOSVD
and CP decompositions.
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FIGURE 10. 7T o Distortion (reconstruction error) vs. compression
(number of parameters in the low rank model / number of data samples).

The fraction of rank-2 components confirms that there
is a low-rank structure. It is also interestingly seen from
Fig. 10 that the reconstruction error for rank-2 component
is about 0.015 when having only 4.4% of the samples. This
enables cybersecurity professionals to compress the main
tensor structure to rank-2 tensor without losing the correlated
information that can be used for cyberattack detection. As can
be seen in Fig. 11, a comparison between the reconstructed
and original consumption power of substation 1 reveals the
effectiveness of low-rank modeling. In terms of the type of
variables, consumption power reconstruction has the smallest
error of about 0.0371 for all methods in rank-2. It can be
attributed to the fact that consumption power is a global
quantity and the information from all locations contributes to
data recovery. Voltage reconstruction shows a slightly larger
error which is about 84.82, accounting for a 1.12% error.
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FIGURE 11. Rank-2 reconstruction of original tensor for the consumption
power at substation 1.

Furthermore, as seen from Fig. 12, the rank-2 reconstructed
component indicates a significant fraction in the IT data
for both HOSVD and CP decompositions which proves that
there is a low-rank structure. The reconstruction error for
rank-2 component of both CP decompositions and HOSVD
is about 3.032 x 107°. In fact, the components and their
obtained reconstructed tensor exhibit a high quality for the
compressed data in rank-2 which can be used to extract the
multilinear subspace.

A. CYBERATTACK DETECTION
As explained in section III-D, the intruder launches the
FDI component of the attack targeting the voltage values
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FIGURE 12. 7T ;7 Distortion (reconstruction error) vs. compression
(number of parameters in the low rank model / number of data samples).

of PMU2, PMU4, PMUS5, PMU9 and PMU11 over the
time interval [300, 700] min. For the system under attack,
the voltage reconstruction error for rank-2 reconstructed
tensor is increased from 84.82 to 114.3670. Meanwhile,
the reconstruction error for consumption and production
power under attack remains constant, confirming that the
attack must always be detectable in at least one dimension
of the T or. It is also observed that the reconstruction
error is increased for the substations that encountered the
attack, while remaining constant for the other substations.
This approach can be used to distinguish an attack from
equipment faults or other disruptive events that are not caused
by malicious actions. Next, for the tensor 7 o7, we extract
residuals of different cases, one with the FDI attack and the
other one without the FDI attack, using the residual extraction
techniques described in Section II-B. We divide our dataset
into three distinct sets. The first set (Tpri) contains the
15 solar irradiance profiles and is used to extract the normal
subspace of tensor 7 or. To fit the normal subspace using
residuals derived from the tensor model, we utilize a second
set (Tor2) with a different solar irradiance profile. A third
dataset (T,) contains the FDI attack on voltage magnitude,
which is utilized to demonstrate anomalous performance. The
histogram presented in Fig.13 demonstrates that the selected
datasets properly differentiate residuals of the cases with
and without attack. This is due to the fact that the FDI
attack footprint does not match the normal subspace in all
dimensions of 7 o7 at the same time.

Regarding the DoS component of the attack scenario,
we consider that the attacker launched DoS attack over the
time interval [500, 600] min by targeting the point-to-point
communication link between the P-GW/S-GW and the PDC.
As shown in Fig 14, delay and jitter values for the IP flow
of PMUI are increased by 0.2 ms and 0.1 ms, respectively.
These increases can be seen in all IP flows. During the attack,
the delay reconstruction error for rank-2 reconstructed tensor
T r is increased from 0.0002 to around 0.00055 and the
jitter reconstruction error is increased from 5 x 107 to
9 x 10~*. However, the reconstruction error for throughputs
is not impacted by the DoS attack which again confirms that
the attack is detectable in at least one dimension of the 7 7.

191901



IEEE Access

D. Jafarigiv et al.: Tensor-Based Cybersecurity Analysis of Smart Grids Using IT/OT Convergence

6 "

[ without attack
[ Wwith attack | A

Frequency
w
T

LML L Ll

0 0.1 0.2 0.3 0.4 0.5
Residual values

FIGURE 13. Histogram of residuals for two different cases of OT data.

0 100 200 300 400 500 600 700 800 900

Time (min)

FIGURE 14. Impact of DoS attack on the IP flow of PMU1.
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Tensor residual extraction can be applied to the 7 ;7 to detect
the DoS attack by comparing the normal subspace obtained
from the normal operation of synchrophasor network with the
dataset of DoS attack. As can be seen in Fig. 15, the tensor
residual extraction can differentiate the normal subspace from
the DoS attack dataset.

In this paper, we considered IT and OT data tensors that
have been analyzed in parallel which can be used to detect
combined DoS attacks on the 7 ;7 and FDI attacks on the
T or or detect individual attacks. Further generalization of
our method can be considered as a future work for the
detection of combined complex attacks through the parallel
processing of the IT and OT tensors. This would contribute
to identifying the underlying attack zones and provide new
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insights for enhancing the distribution grid resilience against
cyberattacks.

B. PERFORMANCE OF TENSOR DECOMPOSITION-BASED
DETECTION METHOD

While tensor decomposition-based detection method has
several advantages over other methods for cyberattack
detection in power systems, it has the disadvantages of
computational complexity and subjective interpretability.
For high-dimensional data, the tensor decomposition can
be computationally expensive and make it difficult for the
real-time applications where fast detection and response to
cyberattacks is required. In this work, the computation time
to find the low-rank approximation and obtain the normal
subspace of T ;7 and T o7 with dimensions 15 x 40000 x 3
was less than 3 minutes on a Windows-based machine with
Intel(R) Core(TM) i7-7700HQ CPU @ 2.80GHz processor
and 16 GB RAM. Then every 3 minutes, the new tensors
will be constructed using the new measured values, and the
residuals will be extracted to detect the attacks. Using this
approach, the computational time required for cyberattack
detection will be relatively short while maintaining high
efficiency, thus, allowing for near-real-time detection of
cyberattacks. Such detection time can be further improved
by using a more powerful machine with a higher processing
speed. Moreover, the interpretable results depend on the
order by which the IT and the OT data is arranged, which
is determined by the test system structure. Therefore the
approach proposed in section II-A should be followed to find
the underlying structure in the tensors of interest for each test
system.

C. COMPARISON WITH THE TRPCA AND NARX METHODS
In this section, we compare the performance of tensor
decomposition method with a TRPCA approach for obtaining
the low-rank tensor structure and exploring its efficacy in the
context of cyberattack detection. The authors in [9] present a
novel approach for tensor-based Robust Principal Component
Analysis (RPCA) by introducing a tensor nuclear norm that
captures the low-rank structure of tensors. This approach
addresses the limitations of traditional RPCA methods, which
are designed for matrix data and face challenges when applied
to tensors. The TRPCA problem for tensor M € C/*/*K can
be presented as [9]:

min |[L]]« + AI8]l1,st. M=L+8&  (12)
LS

where the £ and 8 represents the low rank component and
the sparse component, respectively. The parameter X is equal
to 1/4/max(l, J) x K. This convex optimization problem can
be solved using the standard Alternating Direction Method
of Multiplier (ADMM) [9]. Further details about the nuclear
norms and the ADMM can be found in [9]. By solving
the TRPCA problem, we can recover the low-rank structure
and spare components from their sum tensor M. Using
the TRPCA toolbox which is available in MATLAB [32],
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we aim to get the low-rank model of the normalized 7 o7 and
T ;7 and compare the results with the tensor decomposition
method described in Section II. To apply the TRPCA
effectively, the time interval of [300, 700] min is considered
for both tensors as the most informative time window of
the simulation. The selected tolerance is le — 5 and the
maximum number of iterations is 500. The step size for dual
variable updating in ADMM is le — 4 and the A for the
normalized tensors of 7 or and 7 ;7 is 0.00288. By applying
the TRPCA on the T oy, we get the low-rank structure
of a tensor with rank 3 which indicates the reconstruction
error of 0.0222. However, for the system under attack, the
reconstruction error of the measured tensor with rank 3 is
decreased from 0.0222 to 0.0114. For the 7 ;r, we also solved
the same TRPCA problem to obtain the low-rank structure.
The reconstruction error for 7 ;7 is 1.592¢ — 06, while for the
system under attack the reconstruction error of the measured
T 1 is reduced to 9.35¢ — 05. These results indicate that the
nonlinearities of the power system and the communication
network measurements and their complex behaviour cannot
be captured using the TRPCA method.

For further evaluation of the performance of the
tensor-based attack detection approach, we compare the
results of tensor-based residual extraction with the supervised
learning approach proposed in [22]. To this aim, we develop
neural network-based time-series algorithms for each of the
IT and OT datasets to detect the attack scenario explained
in III-D. The developed detection method is based on the
discrete-time nonlinear autoregressive neural network with
exogenous inputs (NARX), as discussed in [22]. In this
case, the exogenous inputs are the consumption power and
the production power for the OT dataset, while jitter and
throughput are selected inputs for the IT dataset. As we can
have only one target for NARX model, the target value for
the prediction of a time-series using NARX for the OT and
IT datasets are the voltage value measured by PMU4 and
its IP flow delay, respectively. It is worth noting that the
voltage profiles reported by PMUs shown in Fig. 8, with
a good approximation, follow the same pattern of the PV
total power fluctuations in Fig. 7. In other words, there is
a nonlinear correlation between the voltage profiles and the
PV total power fluctuations which can be an advantage for
using the NARX method. While FDI attack impacts the
measured voltage values of PMU4, it is interestingly seen
that the predicted voltage values are not affected by the FDI
attack. This is due to the fact that there is no change in
the consumption power and the production power during
the FDI attack. The difference between the predicted and
the measured voltage values can be used for the detection
of the FDI attack on the voltage values reported by PMUs.
These results were validated and confirmed in our previous
work [22].

However, the NARX model for the IT dataset can not
track the fast dynamic behaviour of IP flow statics and
predict the correct values of delay, as the throughput value
is unchanged during the DoS attack and the jitter is affected
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by the DoS attack. This is due to the fact that there is a
correlation between the delay and jitter and both are impacted
by the DoS attack. It is worth mentioning that the developed
NARX-based algorithm enables the detection of the FDI
attack on the synchrophasor values, but is not able to detect
the DoS attack on the IP flows’ statistics. Moreover, one can
note the complexity and the limitation of the NARX method
for the prediction of multiple targets simultaneously. In fact,
unlike tensor-based analysis, the NARX-based detection
approach cannot operate on multiple targets, therefore, it is
not able to look for the patterns in all dimensions at the same
time.

In general, tensor-based analysis can handle multidimen-
sional data naturally, capture nonlinearities of power system
and communication network measurements, provide inter-
pretable results to understand the underlying structure of the
data, and apply to large datasets. Moreover, the tensor-based
decomposition method provides robustness against missing
or noisy data that can be encountered in power system mea-
surements due to sensor failures or communication errors.
By representing data as tensors, tensor algebra effectively
captures complex correlations between multiple variables,
allowing for better handling of missing and noisy data
compared to traditional machine learning methods. These
advantages render the tensor based decomposition method a
promising solution over other unsupervised and supervised
learning techniques for improving the cybersecurity of
power systems. Furthermore, in order to implement a robust
tensor-based intrusion detection system, it is important to
address the existing barriers such as data integration, system
complexity and computing resource constraints. This can be
achieved by developing a comprehensive data integration
plan that harmonizes and consolidates data from different
sources. Implementing data normalization and mapping tech-
niques ensures interoperability between disparate systems,
while the use of data integration frameworks or middleware
solutions facilitates smooth data exchange. Advocating for
industry standards in data representation, communication
protocols, and interoperability is essential, along with
exploring cost-effective solutions such as cloud computing
and outsourcing to overcome resource limitations.

V. CONCLUSION

This paper presented a tensor-based methodology for multi-
dimensional IT/OT converged data analysis that overcomes
the constraints of traditional machine learning techniques
and contributes to the enhancement of distribution grid
cybersecurity. By leveraging the strengths of tensor-based
analysis, our approach effectively handles multidimensional
data, captures nonlinearities in power system and commu-
nication network measurements, and provides interpretable
results that clarify the underlying data structure. Using a co-
simulation platform, we generated relevant IT and OT data to
assess the efficiency of our method under a combined FDI
and DoS cyberattack scenario targeting a PV-based distri-
bution system with PMUs communicating over a wireless
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Long-Term Evolution (LTE) network. To exploit the hidden
patterns in the low-rank modeling of the collected IT/OT
data, we computed approximate CANDECOMP/PARAFAC
(CP) decomposition and Higher Order Singular Value
Decomposition (HOSVD). Our simulations demonstrated the
effectiveness of low-rank modeling, achieving a relatively
low reconstruction error for just 4.4% of the samples
(rank-2 components) across both decompositions. We com-
pared these results with those obtained from the Tensor
Robust Principal Component Analysis (TRPCA) method,
which did not capture the impact of the cyberattack on the
system. Additionally, our findings indicated that extracting
the residual vector from tensor datasets can effectively
identify all components of the cyberattack. Finally, we eval-
uated the performance of our tensor-based method against
a neural network-based (NARX) time-series algorithm
applied to the same datasets, revealing that the NARX
method achieved only partial detection of the cyberattack
components. In conclusion, while implementing a robust
tensor-based intrusion detection system requires complex
data integration methods and advanced computing resources,
an enhancement in detection performance is observed, which
would be crucial for grid operators to implement timely
reponse to OT cyberattacks and to prevent potential service
disruptions.

APPENDIX

In this paper the following notations are used: Scalars are
signified by italic capital or lower-case letters, A, a. Vectors,
matrices, and tensors are indicated by bold-faced lower-
case letters a, capital letters A, and calligraphic letters A,
respectively. Transposition, Hermitian transposition, matrix
inversion, and Moore-Penrose pseudo matrix inversion are
denoted by the superscripts T, H, =1 and f respectively [18].
The operators ||.||r and ||.||g represent the Frobenius and
the higher order norms, respectively. The k-th 3-mode slice
of A € CI**K s denoted as A _x) and one element
is denoted as A jx). A superdiagonal or identity N-way
tensor with dimensions R x R... x R is represented by
symbol Zx r. A tensor’s inner product (scalar product) is
defined as the sum of the product between all entries of the
two tensors. Furthermore, an n-mode product of a tensor
A e Chxbx.xIv and a matrix B € C/*! is defined as
A x,B,forn=1,2,...N.

(A.B) =D AuBy = (vec(A),vec(B))  (13)
ijk

using Equation (13) we can define the higher order norm of
a tensor and its relation with Frobenius norm as,

LAIIE = (A, A) = [[vec (A) |3
> = [lAplE = 4ok = 14l 14

More fundamental tensor algebra terminology and defini-
tions can be found in [18] and [19].
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A. TENSOR DECOMPOSITIONS
The CP decomposition, or CANDECOMP (canonical decom-
position) / PARAFAC (parallel factors) factorizes a tensor
into a sum of the n-fold outer products of rank-1 tensors [18].
The CP tensor decomposition is an extension of the Singular
Value Decomposition (SVD) to multidimensional arrays
(tensors) [18]. Let T € CI*/*K of rank R, then a CP
decomposition factorizes 7~ as a sum of rank one tensors, i.e.,
R
T~> a0boc, =[A.B.C]
r=I1

:Ig’R X]A XzBX3C, (15)

where [ ]| denotes the CP decomposition operator and the
operator “‘o” represents the vector outer product. The rank
of tensor 7 represents the lowest number of rank-one tensors
that sum to 7. The vectors a,, b, and ¢, are the corresponding
columns of the factor matrices A € C/*R, B ¢ C/*R
and C € CK*R respectively. The rank decompositions of
higher-order tensors are “‘unique’” which means that this is
the only conceivable combination of rank-one tensors that
sums to 7. The HOSVD is another multilinear extension
of the SVD and it is much easier to calculate than the CP
decomposition. The HOSVD of the rank R tensor 7 €
CI*/*K i5 given by [18],

T =8x1U; x,U;p x3Us3, (16)

where 8 € CI**K i5 the core tensor. The matrices U; €
CI*I Uy e C/* and Uz € CK*K are unitary matrices that
span the column space of the n-mode unfolding of 7°, for n =
1,2, 3, respectively. Accordingly, the truncated HOSVD 771
is defined as

T = S5 Ul i, UV 5 UY, (17)

where Sl ¢ CR*RxR ig 3 truncated core tensor and the
matrices U; € CI*R U, € C/*R and Uz € CK*R have
unitary columns.

B. COMPUTING THE CP DECOMPOSITION
Given T € CI*7*K and some target rank, R, finding the best
R-rank approximation of 7~ is an NP-Hard problem:

arg  min_ |7 — T (18)
T Rankcp(T)<R

A heuristic approach such as the Alternating Least Squares
(ALS) algorithm 1 can be used to solve this NP-Hard
problem [18].

Where © holds for the Khatri—-Rao product which is the
column-wise Kronecker product. The ALS approach fixes B
and C to solve for A, and then fixes A and C to solve for B,
and then fixes B and C to solve for A. Using Equation (18),
this procedure is continued until a convergence condition is
met. By fixing all matrices and solving the problem for one
of them, the problem is simplified to a linear least squares
problem:

argmin |71y — A(C © B)"|| (19)
A
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Algorithm 1 Alternating Least Squares (ALS)
Require: Tensor 7 and target rank R
Ensure: A, B, C cach with R columns such that 7 =~
[A,B, C]
Ensure:
1: Initialize A, B, C randomly
2: repeat
3 A < argming || T —AC OB ||,
4 B < argming || T —B(C 0A) ||,
5
6

C < argming [|T (1) — CAOB) ||,
: until < convergence >

the optimal solution of Equation (19) to find A is given
by [18]:

A=Ty(CoB) (20)
———
JK xR
this is obtained directly from the fact that
argmin ||[Ax —b|| = ATb 1)

In our implementation of the ALS method, the convergence
criterion for our algorithm is defined by a maximum limit of
3000 iterations, which prevents the algorithm from running
indefinitely and ensures efficient use of computational
resources. Additionally, we monitor the reconstruction error
to assess convergence, setting a threshold of § = 1078, The
algorithm will stop if the decrease in the reconstruction error
is less than this threshold, indicating that further iterations are
unlikely to yield significant improvements.

Another efficient semi-algebraic solution to compute the
CP decomposition is to use simultaneous matrix diagonal-
ization (SECSI) framework [20] that calculates all possible
simultaneous matrix diagonalizations and then, in a final step,
finds the best available solution using appropriate heuristics.
In this paper, we utilize low-rank approximation methods
via the CP and HOSVD decompositions to approximate OT
and IT data. We consider two different algorithms of ALS
and SECSI to calculate the CP decomposition of three-way
tensors representing the IT and OT tensors.
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