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Abstract

In the rapidly evolving domain of Industry 4.0, effective management of software updates is crucial for maintaining system con-
tinuity and security. This paper presents a novel machine learning-based approach for a prompt and effective triage of software
updates, leveraging an evaluation of six release note classifiers to categorize updates by component type, release type, and security
risk. Our methodology, tested on a dataset of 1,000 release notes commonly encountered in Industry 4.0 ecosystems, demonstrates
Logistic Regression as the most accurate classifier. The findings not only highlight the practical applicability of our approach in
real-world data but also set the foundation for future enhancements to streamline the machine learning triage process further.
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This is an open access article under the CC BY-NC-ND license (https://creativecommons.org/licenses/by-nc-nd/4.0)
Peer-review under responsibility of the scientific committee of the Conference Program Chairs
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1. Introduction

Software ecosystems today comprise independent software teams that release and install updates autonomously,
and these updates wield significant impact over the Software Engineering (SWE) process. The challenge lies in
promptly assessing their impact, given the unpredictable nature of update behavior. Triage, the process of evaluat-
ing a software update impact, presents difficult challenges, including factors such as the frequency of daily updates,
unclear technical release notes description, varied update practices, and as a result, the potential for cascading impact.
This challenge is particularly common in Industry 4.0 ecosystems, where a lot of inter-dependent software is updated
independently by multiple stakeholders, including product teams and actual customers[1]. For example, in safety-
critical ecosystems like healthcare, prompt software update triage is essential to ensure patient safety [2, 3]. Previous
research, including our own, primarily relied on graph-based impact analysis, leveraging version dates, numbers, and
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Fig. 1. Release Note Classification Process

description tags [4, 5]. However, this approach has many limitations. For example, it often overlooks dependencies,
fails to strictly adhere to semantic versioning principles, and relies on manual triage, as crucial details are often em-
bedded in release notes details. To address these limitations, our proposed work evaluates the classification of release
notes to categories, with the aim to support prompt and a more automatic triage process. Towards that objective, we
will evaluate the following three common software application ecosystem impact-critical category types:

o Classification based on software release note component type, allows for fast triage of high-impact component
updates. This is particularly critical in Industry 4.0 ecosystems with central server components interfacing many
adjacent dependent components. [6].

e (lassification based on software release type, with a focus on major updates that necessitate rapid assessment
due to their expected breaking impact. This is particularly important, since not all release notes adhere to
semantic versioning and the major breaking update information is often included in the release notes details [7].

o Classification based on software security risk severity presented by the update, enabling the fast triage of zero-
day updates to mitigate potential zero-day attacks. This is particularly important, since zero-day updates are
often released as patch versions and unless the release notes details are manually reviewed, the significance of
the impact of the patch update is often unknown [8].

To illustrate this approach, Figure 1 illustrates a systematic process for training and evaluating classifiers on a set of
1,000 release notes. The process begins with the release notes being fed into the training phase where six different clas-
sifiers, namely: Multinomial Naive Bayes, Support Vector Machine (SVM) with Linear Kernel, Logistic Regression,
Random Forest, Gradient Boosting, and K-Nearest Neighbors—are trained across three distinct categories: Compo-
nent Type, Release Type, and Security Risk. Once trained, each classifier model is run and its category predictions
are validated, with a subset of 20 random release notes undergoing manual expert validation and the remainder being
validated automatically. Finally, the performance of each classifier is evaluated, completing the classification work-
flow. Our primary focus is on an unexplored area in software update classification, with an explicit emphasis on high
impact category classifier. The goal is to determine the suitability of classifiers for different impact categories. The
following sections will address the related work, experimental setup, result analysis, and concluding remarks.

2. Related Work

Recent research has focused on utilizing metadata from software release notes to address various challenges in
software engineering. Abebe et al. in [9] utilize machine learning to classify software release notes, analyzing 85
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notes from 15 different systems to enhance understanding of their informational content. This approach is similar to
Bi et al. in [10], who conduct a case study involving an empirical analysis of 32,425 release notes from 1,000 GitHub
projects, aiming to augment release note details.

Several studies, including those by Nath et al. [11], Moreno et al. [12], Cseker et al. [13], and Khalfallah et al.
[14], focus on generating comprehensive release notes. In support of this, Ma et al. [15] propose an automatic classi-
fication of software artifacts, while Linares et al. [16] apply machine learning for domain categorization of software
applications, an approach that could extend our work into safety relevant domains like health care.

Araujo et al. in [17] apply machine learning for decision support in planning future releases, similar to our work
in aiding stakeholders’ decision-making. However, our research diverges by concentrating on the impact of existing
software updates rather than future releases. Alsolai et al. in [18] provide a systematic literature review on software
maintenance, underscoring the growing impact of release notes in software ecosystem engineering.

Contrasting these approaches, our work specifically aims to apply and evaluate classifiers to concisely summarize
release notes, particularly focusing on their impact to support a prompt triage. The objective is to support the rapid
triage of release notes based on their impact, a critical task for maintaining the operations of Industry 4.0 ecosystems.

3. Data and Experimental Setup

For data collection (see Figure 1, Step 1), we randomly selected 1000 release notes from the year 2023, sourced
from a pool of 55,232 release notes spanning 10369 components and 20 repositories, including GitHub, Mitre, and
Wikipedia. This ensured the variety of our data set, including recent software component updates, various software
release types, security-related patch updates, as well as open source and closed source software updates. Below are
three examples of release notes, illustrating an update to a central server component, a major disruptive update, and a
security patch for a browser.

1. ”Next generation frontend tooling. It’s fast! vite, hmr, frontend, build-tool, dev-server, vite, production, 20230103, 4.0.4

2. "Expressive middleware for node.js using ES2017 async functions koa, koa, beta, 20230102, 3.0.0, node.js”

3. ”Inappropriate implementation in HTML parser in Google Chrome prior to 99.0.4844.51 allowed a remote attacker to
bypass XSS preventions via a crafted HTML page. (Chrome security severity: Medium) mitre cve, cve, 20230102, 99.0.4844,
xss, bypass, html, chrome”

To arrive at this standard release notes format, all differently supported properties (brand, license, tags, timestamp,
version, channel, etc.) from different repositories were merged into a single description field. For researchers seeking
to replicate our entire process, we have provided a repository on GitHub'. This repository contains the requisite data,
software, and documentation enabling a reproduction of our analyses and results.

For the second step (see Figure 1, Step 2) we proceeded to train the release notes of all classifiers. The classifier
were trained to categorize release notes based on three high impact dimensions: component type, release type, and
security risk.

4. Results and Analysis

In this section, we present an analysis of our methodology, encompassing three critical stages: running the model,
validating the categories, and evaluating the classifier performance (see Figure 1, Steps 3-5). Firstly, the ’'Run Model’
stage involved applying our trained classifiers to the entire data set, where each classifier predicted categories based
on the training data. The subsequent *Validate Category’ phase entailed an assessment of the predictions. This step
combined manual and automated validation. Finally, in the "Evaluate Classifier’ stage, we conducted a evaluation of
each classifier. This evaluation was anchored on key performance metrics such as accuracy and precision, providing
an understanding of each classifier’s efficacy in categorizing the release notes. This overall classification process, from
model execution to validation and evaluation, is instrumental in demonstrating the effectiveness and applicability of
our classifiers in real-world scenarios.

! GitHub repository link: https://github.com/SEI40E/ReleaseNotesClassification
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Component Type Category Release Type Category Security Risk Category
Multinomial Naive Bayes 772 (72%) Incorrect 992 (92%)
SVM with Linear Kernel 771 (77%) Incorrect 949 (94%)
Logistic Regression 889 (88%) Incorrect 997 (99%)
Random Forest 776 (77%) Incorrect 949 (94%)
Gradient Boosting 708 (70%) Incorrect 944 (94%)
K-Nearest Neighbors 583 (58%) Incorrect 811 (81%)

Table 1. Results of Classifier by Category Combinations of 1000 Release Notes

4.1. Run Model

In this study, when running the models across 1,000 release notes, the classification process for each note, encom-
passing all three category types, was performant, averaging approximately one second per release note. It underscores
the practicality of the model in real-world applications, where rapid categorization aligns well with the aim of a prompt
triage.

4.2. Validate Category

Initially, a manual expert review and iterative training and validation process was established for the first ran-
dom 20 release notes to ensure accuracy in the classifier’s categorization. The most complex release note involved a
cryptocurrency trading API.

{
"A JavaScript / Python / PHP cryptocurrency trading API with support
for more than 100 bitcoin/altcoin exchanges altcoin, api, arbitrage,
bitcoin, bot, cryptocurrency, crypto, e-commerce, ethereum, library,
strategy, trading, btc, eth, trade, merchant, ccxt, production, 20230115,
2.6.19, python, javascript, php"

}

It necessitates the creation of a custom “bitcoin’ category due to its coverage of multiple component types, including
programming languages and APIs. Following this, a hybrid validation method, combining partial manual and full
automatic processes, was applied to the data set of 1,000 release notes, aiming for a relative majority correctness in
classifications. This approach was replicated across different category types. However, challenges were observed in
achieving majority accuracy across all classifiers, particularly in the initial set of 20 notes for the release note type
category. For the security risk category, the specific labels achieved a clear categorization, resulting in a majority
consensus on the correct categorization.

4.3. Evaluate Classifier

In the classification of software component types, applying a relative majority category vote yields accurate classi-
fier results. In particular, Logistic Regression showed the most accuracy. As illustrated in Table 1, Logistic Regression
excelled in classifying software release notes due to its adeptness in handling binary (security risk) and multi-class
(component type) classification [19]. However, future work will focus on refining the classifier training for high im-
pact component types to enhance precision. Classifying software release types presents a challenge, particularly with
labels like [.0.0”, “major”, “breaking”, “dependency”’]. The difficulty lies in categorically defining non-major up-
dates, which often leads to either overfitting or underfitting in the classification process. Regarding security risks, the

LEENEL) EEENEE)

labels are specific, including terms like [’mitre”, “cve”, ’bitdefender”, “certificate”, ’xss”, "untrusted”, “attacker”,
“vulnerable”, ”vulnerability”, "firewall”, “encryption”, "OWASP”, “escalation”, privilege”]. This specificity signifi-
cantly improves the accuracy of all classifiers offering release notes in this domain to promptly triage zero-day patch
updates.

This overall promising result allows exploring combinations of categories, such as updates that simultaneously
fall into high impact component types and security risks. Future work will further improve accuracy by enriching

software release notes with additional contextual data. For instance, incorporating classifications from the release
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notes repository for certain categories could provide more precision. Overall, the results, particularly in the areas
outside of release type classification, are promising and offer an opportunity for future research directions in this field.

5. Conclusion

In this work we introduce a method to promptly triage software updates in Industry 4.0 ecosystems, focusing on the
impact evaluation of updates using machine learning to classify 1,000 release notes across component type, release
type, and security risk. Utilizing classifiers like Logistic Regression, the study demonstrates effective categorization
of updates, incorporating a comprehensive evaluation process that combines manual iterative training and validation
with an automated approach. This research offers a structured methodology for a prompt triage of software updates,
crucial for complex ecosystems. Future work will focus on the development of an algorithm that integrates the output
from predicted categories with larger data sets derived from our previous graph-based impact assessment model. This
integrated approach with the objective to further improve the triage process. Lastly, we plan to validate the algorithm’s
effectiveness within a real Industry 4.0 ecosystem environment.
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