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Abstract: In recent years, there has been a tremendous increase in the use of connected devices as part
of the so-called Internet of Things (IoT), both in private spaces and the industry. Integrated distributed
systems have shown many benefits compared to isolated devices. However, exposing industrial
infrastructure to the global Internet also generates security challenges that need to be addressed to
benefit from tighter systems integration and reduced reaction times. Machine learning algorithms
have demonstrated their capacity to detect sophisticated cyber attack patterns. However, they often
consume significant amounts of memory, computing resources, and scarce energy. Furthermore,
their training relies on the availability of datasets that accurately represent real-world data traffic
subject to cyber attacks. Network attacks are relatively rare events, as is reflected in the distribution
of typical training datasets. Such imbalanced datasets can bias the training of a neural network
and prevent it from successfully detecting underrepresented attack samples, generally known as
the problem of imbalanced learning. This paper presents a shallow neural network comprising
only 110 ReLU-activated artificial neurons capable of detecting representative attacks observed on
a communication network. To enable the training of such small neural networks, we propose an
improved attack-sharing loss function to cope with imbalanced learning. We demonstrate that our
proposed solution can detect network attacks with an F1 score above 99% for various attacks found
in current intrusion detection system datasets, focusing on IoT device communication. We further
show that our solution can reduce the false negative detection rate of our proposed shallow network
and thus further improve network security while enabling processing at line rate in low-complexity
network intrusion systems.

Keywords: network intrusion detection system (NIDS); neural network; machine learning; network
security; network attack detection

1. Introduction

The last few decades have shown significant growth in the interconnectedness of
almost all parts of life. The proliferation of ever-faster wired and wireless network connec-
tions combined with advances in energy-efficient and powerful mobile processors has led
to a massive deployment of ubiquitous Internet of Things (IoT) devices.

The COVID-19 pandemic in 2019, with its restrictive social distancing measures,
accelerated the push towards a much more digitalized society [1]. In weeks, the whole
economic sector and most of the education sector were forced into predominantly digital
interactions. Mobile healthcare services were also swiftly put in place. The long-lasting
impacts of these transformations are hard to predict, but digitalization will most probably
continue to occur.

The transition from a pre-digitalized society towards a mostly digital one yields
tremendous opportunities for improved and more economical services. However, the
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dependence on digitally connected devices and services renders us susceptible to attacks
on the underlying network and its connected appliances.

Attackers of the systems above can be classified into three attack scenarios [2]. Based
on the attacker’s motivation, resources, and the complex nature of the attack, it is possible
to distinguish between cybercrime, cyber-terrorism, and cyber-warfare. Cybercrime is often
motivated by financial incentives. Cybercriminals often indulge in ransomware or phishing
attacks. Cyber-terrorism aims to spread terror to push some form of ideological agenda.
Cyber-warfare is funded or executed by nation-states and often shows high sophistication.

The presence of cyberattacks makes it necessary to implement mechanisms to protect
digital infrastructures and ensure the secure and continuous operation of the corresponding
services. Hardening digital services to protect them from malicious activities can take many
forms, such as intrusion detection systems (IDSs) that analyze network traffic to detect
suspicious activities or intrusion prevention systems (IPSs) that can act upon the detection
of a potential attack.

Traditional intrusion detection systems use specially crafted patterns to match certain
network traffic characteristics to detect malicious activities. Such systems produce deter-
ministic and dependable results, but the maintenance and creation of the patterns take lots
of time and effort. Furthermore, a growing number of detection patterns increases the work-
load of the underlying network infrastructure and can reduce throughput. In [3], machine
learning algorithms can learn complex patterns reliably while detecting and classifying
various attack types.

Another advantage of machine learning algorithms is their inherent capability to
generalize and thus correctly classify an input, even if it differs from the initially provided
training data.

Since about 2012 [4], there has been a renewed interest in machine learning. This
renewal in interest was mainly driven by the development of new training methods like
stochastic gradient descent and by advances in graphic processing units (GPUs) capable of
dealing with computationally complex tasks like the training of deep neural networks|[5].
Advances in graphical object detection and natural language processing driven by ever
deeper neural networks led to the now conventional wisdom that good results in machine
learning is only possible with deep and complex neural architectures. However, these
deep neural networks pose a sizeable challenge when using them in edge computing
devices or with high-throughput applications, such as switches in a network infrastructure.
Both applications (edge devices and switching infrastructure) came with their own set of
specific challenges. Modern switching infrastructure has to cope with high throughput
and short latencies. Limiting the computation spent for each packet is necessary to satisfy
those requirements.

Embedded systems are often subject to tight energy budgets and possess limited
processing power. An example of embedded systems that can profit from machine learning-
powered attack detection algorithms is distributed autonomous systems like satellite
constellations as described in [6]. Detecting attacks on such connected edge devices can
reduce reaction times and thus help to improve network security. However, using deep
neural networks on edge platforms is very challenging, and applications are often trans-
ferred to some form of cloud server. Communication with the necessary cloud services
generally consumes a considerable amount of energy and imposes additional processing
latencies and financial costs for the communication services. In addition, securing the
interaction with the cloud provider is necessary, which further increases the processing and
communication burden on the edge device. In a high-throughput environment, calculations
must be performed quickly. Deep neural networks may perform millions of computations
for a single inference step, which would take a long time to complete on low-power edge
devices. By contrast, using more powerful processors is costlier and generally incompatible
with edge devices” power and energy budget.

In this paper, we show that a deep neural network may not be necessary to treat the
problem of network flow analysis for attack detection. The reported results show that a
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shallow neural network can perform equally well as competing deeper neural architectures.
Using a shallow network reduces the overall processing cost and energy consumption. An
additional advantage of a shallow neural network is its low computational latency, which
can be further improved by parallelization.

Our main objective in this article is to analyze the traffic of a computer network to
detect malicious activities. We use flow statistics that characterize the network traffic to
achieve this goal. Typical characteristics of network flow entries are the mean packet size,
the mean time between two packets, the total number of packets exchanged, or the number
of packets per second. The advantage of using network flow characteristics is that they
do not contain packet payloads, which are often encrypted and can combine multiple
elementary packets into a single set of characteristics, further limiting the amount of data
to analyze.

Typical attacks that can be detected are, for instance, denial-of-service attacks, where the
attacker tries to bind a maximum of server resources to prevent the victim from servicing
other clients [7]. Another type of attack is a port scan. In this attack, the attacker tries to find
open ports on the victim’s server. When the attackers find such an open port, they check
in their database whether known vulnerabilities are associated with them. When attackers
successfully identify a vulnerable system, they try to exploit the vulnerability to compromise
the corresponding system. Yet another type of attack consists of guessing a username and
password for a standard service like FTP, SSH, or any other type of restricted access.

Our objective is to find the best fully connected neural network to detect and classify
such types of attacks on edge devices.

The main contributions of the present paper are as follows:

*  Proposing a shallow neural network capable of detecting and classifying network
attacks for various network applications.

*  Proposing an improvement of the attack-sharing loss function proposed by Dong et al. [8].

¢  Proposing a straightforward architecture search strategy for a low-complexity neu-
ral network.

e Showing the applicability of our approach with different intrusion detection training
datasets representing general Internet use as well as Internet of Things and indus-
trial applications.

Section 2 presents the datasets used for this article. This section contains a detailed
description of the CIC-IDS2017 and its derived Lycos dataset, and a brief overview of
additional datasets used for extended testing of our proposed solution. In Section 3, we ex-
plore the problem of imbalanced learning, which is associated with all significant intrusion
detection training datasets. Based on the observed problem of imbalanced learning, we will
provide an overview of possible mitigation strategies and present our proposed improve-
ment on the attack-sharing loss function, proposed by Dong et al. [8]. Section 6 introduces
the different metrics used to determine a neural network’s performance. In Section 7, we
present the performances achieved with our proposed solution. We will discuss our results
in Section 8. Finally, Section 9 summarizes the paper’s main contributions and concludes
this work.

2. The Training Dataset
2.1. The CIC-IDS2017 Dataset

For a deep learning algorithm to be trained successfully, it is necessary to use a
sufficiently large and detailed training dataset. Problems in the training data, such as
biases or misclassifications, are later reflected in the trained neural network. That is why
creating a suitable training set is a critical task. There is a variety of different network
intrusion training datasets available for the scientific community to use. This article uses
the CIC-IDS2017 dataset that the Canadian Institute for Cyber Security freely provides.

A detailed description of the dataset and a comparison with other available datasets
is given in [9]. The CIC-IDS2017 dataset is based on a realistic setup consisting of a small
network with several server and client computers and another network that is the source
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of attacks. The researchers of the Canadian Institute for Cybersecurity (CIC) performed
with this setup various network attacks over the timespan of a week. The captured
network traffic was then converted into a series of network flows. The flow generation
was performed using the CICFlowMeter tool, also developed at the Canadian Institute for
Cybersecurity. In the last step, the researchers labeled each flow with either the benign
class or one of the 14 attack classes. Table 1 shows the 15 classes (14 attacks and the benign
case) present in the CIC-IDS2017 dataset. In addition to the different classes, Table 1 also
shows the corresponding number of flow entries.

Table 1. CIC-IDS2017 and Lycos-IDS2017 attack classes and number of samples.

Class CIC-IDS2017 Lycos-IDS2017
BENIGN 2,273,097 1,395,675
DoS Hulk 231,073 158,988
PortScan 158,930 160,106
DDoS 128,027 95,683
DoS GoldenEye 10,293 6765
FTP-Patator 7938 4003
SSH-Patator 5897 2959
DoS slowloris 5796 5674
DoS Slowhttptest 5499 4866

Bot 1966 735

Web Attack Brute Force 1507 1360
Web Attack XSS 652 661
Infiltration 36 -

Web Attack Sql Injection 21 12
Heartbleed 11 11

2.2. Problems of the CIC-IDS2017 Dataset

During our work with the CIC-IDS2017 dataset, we observed various issues concerning
different aspects of the generated network flow data. The “Flow Byte/s” and “Flow
Packet/s”, feature fields contained infinite values. The “Fwd Header Length” column
was duplicated. A total of 8 features had all zero values. Ten features contained negative
values even though the represented flow feature did not allow negative values. Examples
of features containing negative values are “Flow Duration” and “Init Win Bytes Forward”.
Further literature analysis revealed the availability of a corrected version of the CIC-IDS2017
dataset called Lycos, published by Rosay et al. [10]. This version of the dataset addresses
the shortcomings mentioned above.

2.3. The Lycos Dataset

Rosay et al. [10,11] describe the different issues of the CIC-IDS2017 dataset in their
article. In response to those errors, they developed a new flow extraction and labeling
tool called LycoSTand. This new tool aims to create a corrected dataset that can serve as a
standard for future machine learning for intrusion detection. The Lycos-IDS2017 dataset
contains 78 features and the class label. Table 1 shows the various class labels and the
corresponding number of flow entries in the Lycos-IDS2017 dataset.

Comparing the two leftmost columns of Table 1 shows that the number of flow entries
of the Lycos-IDS2017 dataset is lower than that of the initial IDS-2017 dataset. According
to [10], the decrease in flow entries can be attributed to corrections in the flow extraction
process. Comparing the number of flows within the dataset shows that the majority of the
samples in the dataset are of the benign class.
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2.4. Dataset Simplification

The data in Table 1 reveals a strong imbalance of the different attack classes. To mitigate
the effects of this imbalance, we followed the simplification strategy proposed by Boxiang
Dong et al. [8]. In their paper, the authors propose combining attacks of a similar family and
dropping those severely underrepresented. Figure 1 illustrates this simplification process
schematically.

Utilized Attacks Simplified Dataset Deleted Attacks

IWebAttackBF |

o ==

= =

I Web Attack XSS |

DoS Hulk

IWeb Attack SQLI. |

I Bot |

| Infiltration —l

I Heartbleed |

Attack classes that were kept unchanged
in the simplified dataset.

Attack classes that were combined
in the simplified dataset.

Attack classes in the simplified
dataset.

I:I Attack classes that were deleted because
of their low number of samples.

Figure 1. Schematic representation of the dataset simplification process

A detailed description of the sample distribution of the simplified dataset is shown
in Table 2. The obtained simplified dataset exhibits a much more balanced distribution, but
still contains a strong difference in the number of samples between the majority class (the
benign traffic) and the minority class (the Brute-Force attack).

Table 2. Distribution of the simplified dataset.

Class Samples
Benign 1,395,675
DoS 176,293
Infiltration 160,106
DDoS 95,683
Brute-Force 6962

We included the following intrusion detection training datasets to expand our pro-
posed solution’s applicability. The advantage of those datasets is their inclusion of smart
devices that are becoming an increasingly important aspect of today’s network landscape.

2.5. Bot IoT Dataset

The Bot IoT [12-14] intrusion detection dataset, created at the University of New South
Wales (UNSW), has about 73 million entries. The authors also proposed a subset containing
about 3 million flow entries to obtain a more manageable dataset. Each flow entry of the
5% reduced dataset contains 46 features. Furthermore, the provided data comprise 11 flow
categories, of which one is the benign category of regular network traffic. The dataset
consists of different attack scenarios on various smart devices, such as weather stations,
smart fridges, automated garage doors, and motion-activated lights communicating via the
MQTT protocol with a simulated cloud service.
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Heartbleed

‘Web Attack Sql Injection
Infiltration

‘Web Attack XSS

‘Web Attack Brute Force
Bot

DoS Slowhttptest

DoS slowloris
SSH-Patator
FTP-Patator

DoS GoldenEye

DDoS

PortScan

DoS Hulk

BENIGN

Backdoor

CommInj

Reconn

DoS

normal

2.6. WUSTL-IIOT-2021 IDS Dataset

The WUSTL-IIOT-2021 [15,16] simulates an industrial installation of connected sensors
and actuators. The dataset comprises about 1 million flow entries with 49 flow features and
5 traffic categories. The communication between the different smart devices was realized
via the Modbus protocol. Figure 2 shows the distribution of samples in each intrusion
detection training dataset.

CIC IDS2017 Dataset Lycos Dataset

n heartbleed 9
21 webattack sql injection 12

36 webattack xss —+ 65

652 bot 733

1507

1966

webattack bruteforce 1360

ssh patator 2957

5499

ftp patator 4001
5796

sow * 4865
ss07 dos slowhttptest

7938 dos slowloris 5673

dos goldeneye o764

10,293

128027 ddos 95,681
158,930 portscan 158929

231,073 dos hulk 158,988

2,273,097 benign 440,632

10

10° 10° 107 10 10% 10°

WUSTL-IIOT-2021 Dataset Bot IoT Dataset

Theft Data Exfiltration

6
21 Theft Keylogging ————— 73
Normal Normal ~—————————— 477

259 DDoS HTTP —— & a9

DoS HTTP —————————————————— 1485

8240 Reconnaissance OS Fingerprint 17,914

Reconnaissance Service Scan 73,168

7820 DoS TCP 615800

DDoS UDP 948,255
DDoS TCP 977,380

1,107,448
DoS UDP 1,032,975
10 10% 10° 10 10% 10°

Figure 2. Overview of the class distribution of the different training datasets.

The distributions depicted in Figure 2 show that all four intrusion detection training
datasets are heavily imbalanced. The imbalance lies in the fact that some traffic classes
have much fewer samples than others. In the datasets CIC-IDS2017, Lycos, and WUSTL-
IIOT-2021, the imbalance lies mainly between the normal traffic and attack data. The Bot
IoT dataset has a strong imbalance between some attacks and the normal traffic and the
much stronger represented DoS and DDoS attacks.

Such a strong imbalance in the datasets can harm the training and, thus, the perfor-
mance of a neural network. In the next section, we will explore the effect of imbalanced
training datasets in more detail and propose a solution to the challenges an imbalanced
learning task poses.

3. Imbalanced Learning

From Table 1 and Figure 2, it is obvious that attacks are relatively rare events in
the training dataset. Training neural networks on such imbalanced data poses several
challenges. The problem is that a machine learning algorithm in a supervised learning
environment can classify all inputs as belonging to the majority class and produce a low
global error rate. In this case, one could observe good results for some basic accuracy
metrics, even if the actual performance of the trained system is quite poor for some less
frequently observed classes. There are numerous strategies to deal with the problem of
imbalanced training data. A comprehensive overview of such strategies can be found
in [17]. One class of such strategies consists of changing the dataset to shift the distri-
bution of samples towards a more balanced one. One possible way of achieving this
is to copy samples of the minority class via an oversampling algorithm [18]. It is also
possible to follow the opposite strategy and remove samples from the majority class via
undersampling [19]. Some strategies combine oversampling and undersampling algo-
rithms, such as the Difficult Set Sampling Technique (DSSTE) proposed by Liu et al. [20].
Another method to deal with imbalanced data that does not change the underlying dataset
is using specialized loss functions like the attack-sharing loss proposed by Dong et al. [8].
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In the present article, we use an improved version of this loss function, which we will
describe in the following section.

Improved Attack-Sharing Loss

To address the problem of imbalanced learning, Dong et al. [8] proposed an adapta-
tion of the cross-entropy loss function, which they called attack-sharing loss, that can be
quantified with Equation (1).

Jas = JcE — [Z)\( 1)log Pg) Y 1(y"Y,j) log (1 pﬁ”))] (1)
=

Jck is the vanilla cross-entropy loss function, N is the number of training samples in
the batches, and c represents the number of classes in the training dataset. The factor A
scales the effect of the regularizing term. A small value of A makes the loss function behave
almost like the vanilla cross-entropy function. y(*) is the i-th label and pgl) the i-th predicted
probability for the first (majority) class. The function I(a, b) is the indicator function defined

by Equation (2).
1 ifa=b
I(a,b) = 2
(a,5) {O otherwise @)

To further tune the regularization term of the original attack-sharing loss function, we
introduce two new parameters: a and . Our aim with this new loss function (3) is to reduce
the false negative rate even more by increasing the regularization penalty contribution in
the case where the current sample belongs to the minority class.

N

Jas = Jce — 111[2 <0‘ ( 1(y",1) 108P1 )—i—Zs j) log (1—P§)))] 3)

i=1

The factor a scales the penalty contribution for the case where the current training
sample belongs to the majority class. The second parameter § is multiplied by the inverse
frequency of the current sample’s minority class, resulting in the scaling factor s; as shown
in (4). n;

1- 4
S] IB ( ch) ( )

In Equation (4), n; represents the number of samples in the current batch belonging
to the minority class j, Ny, represents the total number of minority samples in the batch.
The scaling factor s; thus reflects the distribution of the minority classes in the current
batch. Rare samples in the batch cause a higher regularization penalty, which in turn causes
a stronger displacement of the decision boundary towards the attack classes. The two
factors w and B are hyperparameters, allowing a more nuanced training process tuning. In
our tests, for which detailed results are reported later, we achieved good results with an
empirical value of 5 for « and 20 for .

4. Neural Network Architecture Search

We aim to define a neural network adapted to detect attacks on the edge. We choose to
conceive a multi-layer perceptron (MLP), a well-known model currently used in detection
problems. This kind of neural network conceptually consists of multiple layers of artificial
neurons. The first layer, the input layer, consists of neurons whose only purpose is to pass
the provided input data to the next layer. The input layer has one dedicated neuron for
each input feature.

Multiple layers of neurons follow the input layer. Those are called hidden layers
because they lack direct connections to the input. The last layer of an artificial neural
network consists of neurons that produce the network’s output. Traditionally, there are as
many such neurons as classes in a classification task. The output neurons produce values
between 0 and 1 that can be interpreted as a probability that the presented input describes a
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sample of the corresponding class. The overall structure of such an artificial neural network
is called a neural network architecture.

4.1. Overview of Architecture Search Strategies

There are various possible strategies to find good and effective neural network architec-
tures. It is, for instance, possible to use a grid search algorithm [21] to explore the possible
solution space. Possible parameters of a grid search are the width (number of neurons in
each layer) and depth (number of layers) of the neural network. A corresponding network
is built and trained for each value of such a grid. The best-performing network is then
picked. An advantage of this strategy is that it is relatively easy to implement. However,
training a potentially large number of neural networks is quite time-consuming.

Other strategies involve reinforcement learning or genetic algorithms [22]. Such search
algorithms are time-consuming and difficult to implement. Aiming for a simple search
strategy producing low-complexity networks led us to define our strategy.

4.2. Our Network Search Strategy

Our strategy is based on a variant of the grid search algorithm. It consists of iteratively
increasing the size of the network architecture under test. The procedure starts with a
minimal neural network comprising one input layer with one neuron per feature, one
output layer with one neuron for each detectable category, and just one hidden layer
initially consisting of only a couple of neurons, to which we gradually add neurons. Each
network was trained, and the performance was compared to the previous architecture. We
did this until the performance increase was no longer significant.

In a further step, we continued the search by adding hidden layers. We trained the
network for each additional layer and compared its performance with the previous model.
When the performance gain reached a level where it was not significant anymore, we
stopped the search. Figure 3 shows a schematic representation of the algorithm.

Start

Add Layer
Build Model
Train Model

Add Neurons

Build Model
Train Model

Performance
gain

Performance
gain

End

Figure 3. Schematic representation of our architecture search algorithm.

5. Implementation

We have defined a strategy to find an efficient MLP that can detect network attacks
on the edge; in the next step, we implemented a data preparation pipeline to manage
out-of-range dataset values such as infinite or Not a Number. We chose to replace infinite
values with the corresponding column’s maximum value. Missing values, indicated by the
Not a Number (NaN) value, were replaced with the column’s median value by applying
the Scikit-learn SimpleImputer class. Further, the data were normalized by subtracting the
mean value and dividing by the corresponding standard deviation. For this normalization
step, we used the Scikit-learn StandardScaler class.
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To improve confidence in the generalization capacity of the model, we used the Scikit-
learn StratifiedKFold class for a 5-fold cross-validation. We further split the holdout set
into two equal parts using the Sciekit-learn train_test_split function with the stratify option
activated. The advantage of the stratified shuffle split is that the train, test, and validation
datasets contain the initial proportion of samples for each class label. For the Lycos-IDS2017
dataset with all attack classes, this approach however led to the problem that for some class
labels, the holdout set did not contain enough samples for the split. We therefore applied
in this case a standard stratified shuffle split to obtain an 80% training, 10% validation, and
10% test dataset.

The MLP is implemented in Pytorch. We use the rectified linear unit (ReLU) as
activation function for the artificial neurons in the single hidden layer. The advantage
of the rectified linear unit (Equation (5)) is its very low computational complexity. The
ReLU activation function can be implemented by combining a comparison and a value
assignment operation.

£(x) = max(0,x) ©)

We use the Softmax activation function for the output nodes, shown in Equation (6).

e~

0(z); = W
j:

(6)

The training was performed with the standard stochastic gradient algorithm. The
values of the weights and biases were initialized with the HeNormal initializer [23]. As an
optimizer, we chose the Nadam optimizer from the Pytorch library, which had a learning
rate of 0.001.

We used a custom early stopping to prevent overfitting that monitored the validation
loss and F1 score.

6. Performance/Complexity Measures

We use the confusion matrix to judge each neural network’s performance. A confusion
matrix shows the results of multiple inferences typically made with the test dataset at the end
of the training to evaluate the model’s performance. Figure 4 shows a schematic representation
of a confusion matrix for a binary classification problem. Every cell of such a matrix contains
the number of samples classified according to the corresponding class. The columns of a
confusion matrix represent the true value given in the test dataset. The rows represent the
model’s prediction. The binary case has two correct classifications: true negatives (T Ns) and
true positives (TPs). These values are located on the diagonal of the confusion matrix. They
represent cases where the model could correctly classify the input data.

The number of negative samples wrongly classified as positive is called the number of
false positives (FPs). The number of positive values wrongly classified as negative is called
the number of false negatives (FNs).

Model Prediction
Negative Positive

Negative TN FP

Actual Value

Positive FN TP

Figure 4. Schematic representation of a binary confusion matrix.
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Several performance metrics exist based on the values shown in a confusion matrix.
The recall metric represents a ratio of the true positive values and the total number of
positive class samples, as shown in Equation (7). The recall metric can be interpreted as the
capacity of the network to predict the positive class.

TP

Recall - m

(7)

The precision metric, as shown in Equation (8), is the ratio of the number of true
positive predictions relative to the total number of samples classified as positive. The
precision metric can be interpreted as the quality or pureness of the prediction. A precision
value close to one means that only a few false positive predictions exist.

TP
Precision = TP L EP 8)
It is possible to derive a combined measure by applying the harmonic mean. This type
of performance metric is called F1-Score, shown in Equation (9). The F1-Score always lies
between the two performance metrics, precision and recall. It gives a good overall measure
of the neural network’s performance.

Precision - Recall
F1— =2.
Score Precision + Recall ©)

For neural networks with more than two classes, it is also possible to calculate the
performance using the abovementioned metrics. To obtain a global measure for precision,
recall, and the F1-Score, it is necessary to calculate the individual metrics for each class first.
The number of false positives for the i-th class is, in this case, the sum of all values in the
column representing the corresponding class without the value at c;—; x—;, which represents
the true positives value (TP;). The formula for the number of false positives is shown in
Equation (10), where N is the number of classes and ¢;; the entry of the confusion matrix
at row j and column k.

Fpi= ) ik (10)

The value for the false negatives of the i-th class can be calculated by adding the
values of the i-th row of the confusion matrix except for the value at ¢;—; x—;, as depicted by
Equation (11).

N
FNi= ) cjx (11)
j=iksti
From these values, it is possible to calculate the individual performance metrics. The
mean value of the individual performance metrics is then calculated to obtain a global
performance measure for the multi-class neural network.

7. Results

We have applied our search strategy and produced different MLPs of different sizes.
We can see the results in Figure 5. The left part of the figure shows the performance
measurements of precision, recall, and F1-Score for different numbers of neurons in a
single layer. It shows that initially, the performance increases rapidly with the number
of neurons when that number is increased. The graph shows that the network achieved
very good results with only a few neurons. However, we observed that the performance
still increased with additional neurons. The network achieves very good performance
with 110 neurons in the hidden layer. If we increase the number of the neurons, the
supplementary computational cost increases according to Equation (12), where X" is the
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number of additional neurons in the hidden layer, X’ is the number of neurons of the input
layer, and X is the number of neurons of the output layer.

Coup = X"+ X' + X"+ X0 = X"+ (X' + X°) (12)

This leads to necessary memory allocations of Cs;,, weights and an increase in terms of
clock cycles that is proportional to Csyp, to obtain a very small gain (less than 0.1). Therefore,
we concluded that 110 artificial neurons in the hidden layer appear to be a good trade-off
to minimize network complexity while maintaining a high detection rate. Following the
proposition in [8] and to allow deeper architectures to be explored more rapidly, we limited
the number of neurons in each hidden layer to 100. The graph shows that the performance
of a network with a single hidden layer is already quite high (F1-Score of 0.9985). It is
also apparent that additional layers cannot yield much better results. On the contrary,
additional layers appear to degrade the neural network’s performance.

All Attacks

0.98 . . A
§ 0.96 N g 0.9 .
g 3 Metric
£0.94 g ~Fl
£ L08 = Precision
5] | Recall
~0.92 (=¥
0.90 0.7 ‘/\=
0 50 100 150 200 1 2 3 4 5 6 7 8 9 10
Number Neurons Number Layers
Simplified Dataset
1.0 v Ny 1.000
[S]0]¢
8 © 0.999
= g ]
£09 £0.998] ¢ Measure
Z g 1 - F1
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5 £ 0.997 Reool
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| 0.996
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0 >0 100 150 200 i 5 3 i 5 6 - 3 § 10

Number Artificial Neurons
Number Layers

Figure 5. Results for different numbers of neurons (left) and hidden layers (right) for the complete
and simplified dataset.

The graph on the right-hand side of Figure 5 shows the neural network’s performance
for different depths, trained on the Lycos-IDS2017 dataset with all attacks included. The
single-layer network performs quite well, with an F1-Score of 0.9199. However, additional
layers significantly degrade the overall performance of the network.

The two confusion matrices in Figure 6 show that our improved attack-sharing loss
function improved the excellent results obtained with the original basic cross-entropy
function. These results indicate that the additional regularization term successfully reduced
the false negative rate of the classification caused by the disproportion of the training
dataset towards the benign case. The confusion matrix on the left also shows a slight
increase in false positives for the improved attack-sharing loss, representing a trade-off of
our proposed solution. In terms of security, the false negative rate is more detrimental to
the overall network security than the false positive rate, as falsely benign classified network
traffic spreads into the network and can cause damage. These results, furthermore, show
that a shallow neural network can classify the different attack classes in the simplified Lycos
dataset. Based on this MLP architecture exploration, we chose a single-layer MLP. Table 3
shows the performance measurements of our single-layer MLP trained with the original
simplified CIC-IDS2017 dataset and the simplified version of the improved Lycos-IDS2017
dataset (first two rows). We compare our results with those published by Boxiang Dong
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et al. [8] for a network with 10 layers of 100 neurons each. The reported results are the
mean results of the published individual scores, since Dong et al. did not publish a global
performance measurement.

Benign 44,001. 6 2 1 Benign 44,018. 3 0 0

= DoS 2 7618 9 0 0 = DoS = 13 17614 2 0 0
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= +
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Prediction Prediction

Figure 6. Comparison between the improved attack-sharing (IAS) loss function and the basic cross-
entropy (CE) loss function.

The results in the first two rows show that the improved Lycos-IDS2017 dataset
yields better results than the original CIC-IDS2017 dataset. A second result that is shown
in Table 3 is that our shallow neural network can substantially outperform the much
deeper architecture.

Table 3. Results for Lycos-IDS2017 and CIC-IDS2017 simplified dataset.

Precision Recall F1

Our results on the Lycos-IDS2017 dataset 0.9981 0.9989  0.9985
Our results on the CIC-IDS2017 dataset 0.9945 0.9948  0.9946
Boxiang Dong et al. on the CIC-IDS2017 dataset [8] 1 0.5766 0.6177  0.5965

! values are calculated from published individual class scores.

Table 4 shows a comparison between our results obtained with a shallow neural network
consisting of a single hidden layer with 110 ReLU-activated artificial neurons and the results
proposed by Rosay et al. [10] who implemented an artificial neural network consisting of two
hidden layers, one of 64 and a second one of 32 SELU-activated neurons. To obtain the results
in Table 4, we trained our proposed neural network on the complete Lycos-IDS2017 dataset
without simplification. This way, all attack classes participated in the training.

The first row of Table 4 contains the mean values of the individual performance
measurements, as described in Section 6. The second row shows the performance of the
aggregated confusion matrix. To calculate these values, we combined the results of all
attacks while keeping the benign case separate. This way, we obtained a binary confusion
matrix that distinguishes only the two cases, benign and attack. The third row of Table 4
shows the performance measurements of the aggregated confusion matrix as they were
presented by Rosay et al. [10]. Comparing Table 4 results show that our network could
successfully classify network flows with an average F1-Score of about 92% If we compare
our shallow MLP solution with the two hidden layers MLP from Rosay et al. [10], rows
2 and 3, we see that they achieved similar performances. They obtained around 99%
accuracy, confirming that shallow MLPs can classify network attacks as effectively as
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deeper networks. An advantage of a single hidden layer is that the entire hidden part of
the inference step can be efficiently parallelized and accelerated. In addition, our shallow
MLP uses the ReLU activation function. This activation function can be very effectively
implemented. Rosay et al. use the SELU function, which implies calculating an exponential
function in combination with several floating-point multiplications. Those mathematical
operations are computationally very costly. Thus, our algorithm would run faster on most
embedded systems.

Table 4. Results for the Lycos-1DS2017 dataset that isolate all attack types.

Precision Recall F1
Our result (mean of the individual results)  0.9070 0.9661 0.9199
Our result as binary classification 0.9992 0.9984 0.9988
Rosay et al. [10] 0.9989 0.9954  0.9967

Figure 7 shows the confusion matrix for the test results of our proposed neural network
for the simplified Lycos-IDS2017 dataset (left side) and the complete Lycos-IDS2017 dataset
(right side). For the simplified dataset, it shows that we achieved very good results, with
only a few samples wrongly classified.

The confusion matrix for the complete dataset with all attacks shows that most attack
classes were very well classified. The “webattack_bruteforce” class, however, was less well
detected. Difficulties to detect this attack class were also reported in [24]. Another aspect
highlighted in the confusion matrix is that only a few of the provided attack samples were
classified as benign. The small values visualize this in the first column of the confusion
matrices shown in Figure 7. The small number of attacks wrongly classified as benign
indicates a low false negative rate, which is important for an intrusion detection system, as
already explained.
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Figure 7. Confusion matrix for the simplified dataset (left) and the complete dataset (right).

Table 5 shows the individual precision and recall performance measures for each class
of the complete Lycos-IDS2017 dataset obtained with our shallow neural network with 110
ReLU-activated neurons in a single hidden layer.
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Table 5. Detailed performance metrics for the complete Lycos-IDS2017 dataset

Class Precision Recall F1-Score
benign 0.9999 0.9997 0.9998
bot 0.9865 1.0000 0.9932
ddos 1.0000 1.0000 1.0000
dos_goldeneye 0.9926 0.9941 0.9934
dos_hulk 0.9999 0.9999 0.9999
dos_slowhttptest 0.9508 0.9918 0.9709
dos_slowloris 0.9947 0.9947 0.9947
ftp_patator 1.0000 1.0000 1.0000
heartbleed 1.0000 1.0000 1.0000
portscan 0.9999 0.9999 0.9999
ssh_patator 0.9933 0.9966 0.9950
webattack_bruteforce 0.8969 0.6397 0.7469
webattack_sql_inection  0.3333 1.0000 0.5000
webattack_xss 0.5505 0.9091 0.6858

Table 6 compares our results for two additional intrusion detection datasets, WUSTL-
IIOT-2021 and Bot IoT, with performance scores reported in the literature. All three con-
sidered datasets were used to find the structure that produced the best performance with
our proposed architecture and search algorithm. The best classification performance was
obtained with approximately 110 neurons in all cases. Therefore, we chose the same model
size of 110 artificial neurons for all datasets. We trained a model for each intrusion detec-
tion dataset, utilizing early stopping to prevent overfitting. Figure 8 shows the receiver
operating characteristic (ROC) curve for the corresponding datasets. The curves show that
we achieved excellent classification results for the Lycos-IDS2017 and Bot IoT datasets.
However, the curve for the WUSTL-IIOT-2021 dataset shows that the model had difficulties
classifying the backdoor attacks. This particular attack type had the smallest number of
samples in the training dataset, which may have contributed to the decreased classification
performance for this specific flow category.

Table 6. Comparison of our results with MLP implementations in the literature for IoT-centered
training datasets.

Precision Recall F1 Score

WUSTL-IIOT-2021 Dataset [15]

Our Result 0.9689 0.9488 0.9564
Gaber et al. [25] 0.882 0.792 0.832
Alani et al. [26] - - 0.9994
Gaber et al. [25] K-NN 0.946 0.94 0.942
Gaber et al. [25] RF 0.954 0.958 0.956

Bot IoT Dataset [13]

Our Result 0.9991 0.9818 0.9899
Koroniotis et al. [27,28] 0.999 0.999 0.999
Alsamiri et al. [29] 0.88 0.84 0.83
Alsamiri et al. [29] K-NN  0.99 0.99 0.99

Alsamiri et al. [29] RF 0.97 0.97 0.97
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For the training datasets from Washington University in St. Louis and the UNSW
Institute for Cybersecurity, we obtained an F1-Score well above 90 percent.

Our F1-Score of 0.9564 for the WUSTL-IIOT-2021 dataset is well above the F1-Score of
0.832 reported by Gaber et al. [25]. However, the authors only used the 17 most significant
dataset features for their neural network in their paper. This, on its own, results in a consid-
erable reduction in complexity but also comes with a decrease in model performance. Alani
et al. [26]’s DeeplloT architecture achieved an F1-score of 99%, but they only performed
a binary classification into benign and attack traffic categories. However, classifying the
nature of an attack can be advantageous when it comes to mitigation strategies, and thus
might justify a slight decrease in the detection rate. Alsamiri et al. [29] reported an F1-Score
of 0.83 for their multilayer perceptron implementation for the Bot IoT dataset. The authors
only used the seven best-performing features. The comparison of those results with ours
shows again the tradeoff between performance and accuracy. Koroniotis et al. [27,28]
obtained an F1-Score with a binary classifier for the Bot IoT dataset of 0.999 with a much
deeper neural network.

The bottom part of Table 6 presents the classification results for the respective datasets
with the two commonly used algorithms K Nearest Neighbor (K-NN) and Random Forest
(RF) as presented in the literature. For the WUSTL-IIOT-2021 dataset, our proposed solution
outperformed the classification results presented by Gaber et al. [25]. We achieved an F1-
Score close to the cited K-NN score for the Bot IoT dataset. Alsamiri et al. [29] also presented
an F1-Score of 0.97 for the Adaboost and ID3 algorithms. It is also worth noting that the
K-NN algorithm has the highest computational cost and, therefore, the longest runtime.
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Figure 8. Receiver operating characteristic (ROC) curve for the Lycos-IDS2017, WUSTL-IIOT-2021
and Bot IoT datasets.

8. Discussion

This article presents several contributions to finding an optimal MLP to detect and
classify network attacks on the edge. We have proposed an MLP search strategy consisting
of an iterative approach to successively add neurons and layers to the MLP, which is then
trained and its performance evaluated to find a neural architecture that, on the one hand,
maximizes performance and, on the other hand, minimizes the computational cost of the
network. This search strategy led to the surprising result that an MLP with a single hidden
layer performs the best in the researched task. This finding contrasts the widely accepted
wisdom that only deep neural networks can perform well on complex tasks.

To deal with the inherent imbalanced nature of attack detection in digital communication
networks, we have improved the special attack sharing loss function [8] to further reduce the
number of false negatives. The false negative rate is an essential characteristic of an intrusion
detection system because attacks labeled as benign traffic cannot be further processed to refine
and validate (or invalidate) the detection eventually. We have used a shallow MLP generated
through a proposed simple search strategy to analyze different datasets representing different
communication protocols on the Internet and in an IoT context.
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We have shown that our shallow MLP performs well and could perform even better on
the corrected CIC-IDS2017 dataset proposed by Rosay et al. [10], which further underlines
the importance of well-designed training datasets in machine learning. It achieved a 99.85%
F1-Score on the much more balanced simplified subset of the Lycos-IDS2017 dataset. This
is a very good result that allows us to consider implementing our shallow MLP in an actual
intrusion detection system.

On the considerably imbalanced complete Lycos-IDS2017 dataset, we achieved an
F1-Score of 91.99%, which is significantly lower than the results of the simplified dataset.
However, we calculated the overall performance measures as the mean value of the in-
dividual performance metrics. Such an approach makes the resulting global measure
quite sensible to the performance of the minority classes. We could also have used a
weighted mean (as provided in the Scikit-learn library) to calculate the global metrics,
which would have resulted in a higher performance score because of its emphasis on the
majority classes. Nevertheless, this would have hidden that the model struggles with some
minority classes. Our presented results thus give a more conservative judgment of the
actual model performance.

When the objective of the neural network is more focused on detecting an attack
than the actual classification, it is advantageous to consider measurements based on the
aggregated confusion matrix. Comparing the reported results of the last two rows of Table 4
shows that we were able to further improve on the performance published in the literature.

Another objective was to evaluate the capacity of our proposed neural network solu-
tion to classify network traffic in different networking scenarios. To validate our approach,
we chose various network intrusion detection training datasets. The CIC-IDS2017 and its
derived Lycos dataset represent a more general networking scenario of everyday Inter-
net usage. In contrast to those two datasets, the WUSTL-IIOT-2021 and Bot IoT datasets
include different types of smart devices and industrial applications. Those additional
networking applications introduce new network protocols and connection patterns to
the network traffic classification and attack detection task. Our results have shown that
the proposed shallow neural network can detect attacks with a high F1-Score for both
networking scenarios.

The presented results encourage us to extend our research in the future to further
networking scenarios and to an implementation of our proposed neural network for the
detection of network attacks in an embedded environment. Exploring additional model
compression techniques like bit reduction or feature search and engineering also seems
promising for successfully implementing our neural network on an embedded device.
Another promising future research direction is combining our classification solution with
an anomaly detection algorithm that could trigger alerts for possible threats not currently
detected by the proposed network. An additional interesting research direction will be the
combination of our approach with secure communication using Blockchain technology [30].

9. Conclusions

Network services have become economically and socially crucial for our society.
The advancement of digitalization is projected to only increase in the coming decade.
Alongside this increase in connected devices and services, the number of attacks on digital
infrastructure is projected to grow equally. The rise of extremism and global tensions
further fuels this trend. In this article, we proposed a shallow neural network to detect
and classify attacks on digital communication infrastructure. Successful detection of an
ongoing attack is the goal of every security mechanism.

We have shown that a straightforward architecture search can yield good results in
obtaining a neural network architecture that is sufficiently small to limit the computational
requirements of high-throughput or embedded devices. We have further shown that a
shallow neural network with 110 ReLU-activated artificial neurons can detect and classify
network attacks with an F1-Score well above 90%.
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To counteract the impact of imbalanced learning caused by a strong imbalance of the
sample distribution in the training dataset, we proposed an improvement on the attack-
sharing loss function proposed by Dong et al. [8]. We have shown that the proposed
specialized loss function can decrease the number of false negatives and thus improve the
overall detection rate of the model.

We have further shown that our proposed MLP can successfully be applied to different
networking scenarios realized in the different training datasets used in this paper. Our
results have shown that a shallow neural network is equally capable of detecting attacks in
normal Internet usage and smart device communication networks. This finding is important
because it shows that our proposed solution is well-adapted to various communication
protocols and access patterns.
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Abbreviations

The following abbreviations are used in this manuscript:

MLP Multi-layer perceptron
K-NN K Nearest Neighbor

RF Random Forest
1D3 Iterative Dichotomiser 3
DoS Denial of Service attack
DDoS  Distributed Denial of Service attack
TIoT Internet of Things
IIoT Industrial Internet of Things
IDS Intrusion Detection System
IPS Intrusion Prevention System
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