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RESUME

Une ville intelligente a acces a beaucoup de données a travers divers systemes
interconnectés et des capteurs qui recueillent des informations sur ses résidents, son
infrastructure et son environnement. Des dispositifs de type Internet des objets (IoT) et des
capteurs sont déployés dans la plupart des villes pour collecter des données en temps réel
sur différents aspects, tels que les mouvements des personnes, la qualité de lair, la
température, ’humidité, la circulation routiere, la gestion des déchets et la consommation
d’énergie. Ces données peuvent étre utilisées par des systéemes basés sur l'intelligence
artificielle (AI) pour améliorer les opérations de la ville, améliorer les services et prendre des
décisions basées sur les données. L’utilisation d’algorithmes avancés peut aboutir a la

création d’un environnement urbain efficace et durable pour les résidents.

Dans le cadre de la présente recherche, une méthode de reconnaissance des activités
humaines dynamiques (HAR) est appliquée a plusieurs ensembles de données publiques
basés sur le WiFi dont ’ensemble (WiAR) & la base de nos travaux. Une évaluation des
performances est réalisée a l'aide d'un cadre de traitement des données basé sur
I’apprentissage automatique. Apres avoir détecté les activités humaines pertinentes, il est
souhaitable de distinguer les personnes qui semblent effectuer une activité spécifique. Nous
détectons automatiquement l’activité humaine en suivant ’évolution du spectrogramme des
signaux RF WiFi et en comparant 1’énergie liée au mouvement avec un seuil dynamique.
Nous proposons une méthode utilisant la distribution d’énergie a la fois en fréquence et en
temps en analysant le spectrogramme des signaux REF WiFi pour distinguer un changement

d’énergie di a un changement de vitesse de mouvement lors d’une activité humaine.

Ensuite, nous évaluons les performances de la méthode proposée lorsqu’elle utilise
différentes caractéristiques détectées dans 1’ensemble de données. La question est de savoir
combien de caractéristiques utiliser et avec quelle dimensionalité pour obtenir de meilleures
performances. Pour relever ce défi, nous combinons l'analyse en composantes principales
(PCA) et l'algorithme de I'arbre de décision afin de déterminer les caractéristiques du signal
qui permettent d’améliorer la précision du modele et d’obtenir de bonnes performances. La
méthode PCA effectue une projection selon les directions ayant la plus grande variabilité.
Etant donné que le systeme varie dynamiquement dans un ’environnement, ses parametres
non déterministes peuvent étre controlés par un algorithme heuristique ou un arbre de

décision pour fournir une solution de prise de décision. L’application de la PCA avant
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I’analyse par l’algorithme de l'arbre de décision permet une idenfication efficace des
caractéristiques qui aident l'arbre de décision afin qu’il apprenne plus rapidement et
produise une précision plus élevée avec le moins de caractéristiques possible. Nous mesurons
la pertinence des caractéristiques en fonction : a) de la matrice de covariance de la PCA et

b) de l'entropie dans la méthode de prédiction des activités humaines.

Il existe un compromis entre la latence, la précision et la sélection d’un ensemble de
caractéristiques. Bien que le temps de calcul réduit soit un choix approprié dans certaines
applications, il peut ne pas répondre a une exigence cible souhaitée telle qu'une grande
précision ou l'estimation de la durée d’une activité humaine. Ainsi, cette recherche tente de
choisir les caractéristiques les plus efficaces en fonction des métriques de performance, puis
de recommander les caractéristiques les plus efficaces pour la tache de détection explorée
en fonction de la variabilité observée, du gain d’information et de la corrélation entre les
caractéristiques. Les résultats montrent qu’en combinant la PCA et I'algorithme de I'arbre
de décision, nous réduisons le nombre de dimension a seulement deux tout en obtenant

d’excellentes performances.
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ABSTRACT

A smart city is exposed to a lot of data through various interconnected systems and
sensors that collect information about its residents, infrastructure, and environment. Internet
of Things (IoT) devices and sensors are deployed throughout the city to collect real-time
data on various aspects, such as people’s movements, air quality, temperature, humidity,
traffic flow, waste management, and energy consumption. This data can be used by artificial
intelligence (AI) based systems to enhance city operations, improve services, and make data-
driven decisions. Using advanced algorithms to process such data can result in an improved

and sustainable urban environment for residents.

With that general goal in mind, a dynamic human activity recognition (HAR) method
is proposed and applied to a public dataset for WiFi-based activity recognition (WiAR)
in this research. A performance evaluation is carried out using a machine learning-based
data processing framework. After detecting the related human activities, it is desirable to
distinguish people who appear to be performing a specific activity. Our proposed method
automatically detects human activity by tracking the evolution of the spectrogram of WiFi RF
signals and comparing the movement-related energy with a dynamic threshold. We propose
a method based on energy distribution in frequency and time that analyzes the spectrogram
of WiFi RF signals to distinguish a change in energy due to a change in speed of motion

during a human activity.

The thesis explores and characterizes the performance of the proposed method when it
uses different signal features. An important research question is to determine how many
signal features to use and with which number of dimensions to achieve good performance
while keeping the computational effort at an acceptable level. To overcome this challenge,
we apply the principal component analysis (PCA) method before the decision-tree algorithm
to efficiently characterize features and to improve the model accuracy while achieving a
high performance. PCA transforms data to retain the dimensions that have the highest
variability. The environment to detect human activity changes dynamically. There is an
element of randomness or uncertainty involved in determining the final outcome. Such non-
deterministic behavior and parameters can be controlled by heuristic algorithms or by decision
trees to provide a decision-making solution. Applying the PCA method before the decision-
tree algorithm allows effective feature characterization and makes the decision-tree algorithm

learn faster and achieve a higher accuracy with the least number of features. We measure
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the relevance of features based on: a) the PCA covariance matrix, and b) the entropy in the

human activity prediction method.

This work is motivated by the evidence of trade-offs between latency, accuracy, and
selection of a set of features. Although less computational time is a proper choice in some
applications, it may not comply with a desirable target requirement such as high precision
or estimating the duration of human activity. Thus, this research attempts to characterize
features based on performance metrics and then recommends the most effective features for
the explored detection task according to the observed variability, information gain, and
correlation between features. The results show that by applying the PCA algorithm before
the decision-tree algorithm, we can reduce the number of considered feature dimensions to

two while approaching the highest performance that was found to be possible.
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CHAPTER 1

INTRODUCTION

Smart cities around the world are implementing initiatives to promote greener and safer
urban environments, with cleaner air and water, better mobility, and efficient public services.
These initiatives are supported by technologies like the Internet of Things (IoT) and big data
analytics, that form the base of the smart city model [1]. According to [2], for a city to be
smart, it should use technology and data to deliver a better quality of life. It should create
more livable, sustainable, and efficient urban environments that improve the well-being of

residents while fostering economic growth and innovation.

1.1 Problem Description

Data analytics is the most important key to creating smart cities, improving urban
mobility, and helping these cities better manage their infrastructure. It has an important
role in all aspects of city operations and public services. Real-time data collected from
sensors and other devices can help to reduce the costs of operation and improve convenience

through better information services for users using advanced data analytics.

Human activity recognition (HAR) can be very useful in smart city platforms. HAR is the
process of interpreting human motion using advanced data analytics. For instance, human
motion can be detected by analyzing data recorded by sensors or WiFi devices. Another
challenge with HAR is that activity recognition and detection should be automatic, possibly

using artificial intelligence (AI) based algorithms.

1.2 Motivations

In smart cities, human activity recognition and people count (HARC) is an important area
of Al research that could help urban planners make informed decisions about infrastructure
development. Some authors have reported the capacity to estimate the number of people

in a crowd from WiFi signals [9]. However, no dataset allowing crowd estimation was made



public. Several datasets allow human activity recognition from WiFi signals are available
[10] [11] [12]. Consequently, the rest of this thesis focuses on HAR a simpler subproblem
of HARC. Using advanced algorithms achieves higher accuracy in detecting and classifying
human activities. This leads to more reliable results and reduces false positives and false

negatives.

Technically, the complexity of human activity detection makes it a challenging domain in
smart cities. It has been investigated by several researchers from computer vision [3], signal
processing [13], and wireless networking [14]. The drawbacks of the computer-vision-based
approach include 1) a requirement for a network of cameras to be installed in the area of
interest, resulting in a high deployment cost, 2) an inability to work in the dark, 3) an inability
to work behind walls, 4) a requirement for a Line-of-Sight (LoS) condition, and 5) significant
privacy issues. Additionally, adapting the location of cameras on a site can be difficult, and

complex environments may have numerous blind spots.

Some solutions use wearable devices for human activity recognition [4]. Wearable devices
such as smartphones are small and lightweight, making them easy for individuals to wear and
carry throughout the day. A limitation of this method is data availability. Indeed, only the

participants who have a wearable device or suitable mobile application can be detected and

TABLE 1.1 A summary of approaches, technologies, advantages, and limitations of different
techniques for human activity detection.

\ Approach \ Technology \ Advantages \ Limitations \
Vision-based Camera [3] High High cost, complex computation,
accuracy privacy issue
Wearable devices | Smartphone Low cost The person must carry a device
4
Sound-based | Low cost Exposed to environmental noise and
method [5] limited coverage area
Infrared  [6] | Low cost Very sensitive to noise, temperature
[7] variations, dust, and smoke
WiF1i [8] Low cost, | The performance of WiFi-based
Device Free available methods can be influenced
everywhere, by  environmental factors like
no privacy | interference, signal attenuation,
concerns backscattering, and multipath
reflections. It requires advanced
analytical and machine-learning-
based methods.




it requires a high training cost. Sound-based methods [5] are exposed to environmental noise
and their coverage area is too small. Detecting human activity using Infrared IoT sensors
[6] is possible but it is relatively unreliable as it is sensitive to electrical noise, temperature

variation, dust, and smoke.

By contrast, radio frequency (RF) signals able to penetrate through objects, such as walls,
combined with the ubiquity of wireless devices, such as WiFi routers, provide great potential
for imaging, tracking [8], and occupancy estimation. This thesis exploits a WiFi-based public
domain dataset [12] generated from an Intel 5300 wireless NIC card to apply advanced data
analytics and machine learning techniques as a predominant technology to tackle the challenge
of human activity detection. Table 1.1 summarizes the approach, technology, advantages, and

limitations of the different techniques for human activity detection.

Despite these challenges and disadvantages, WiFi-based methods for activity detection
remain a valuable and promising approach due to their widespread availability and cost-
effectiveness. Applying deep learning to WiFi-based methods has received strong research

interest.

1.3 Proposed Data Processing Framework for HAR

Unlike available surveys related to deep learning in human activity recognition [15], we
propose a framework depicted in Figure 1.1 for a system that can automatically detect human
activity. That framework is used as a test bed to process channel state information of WiFi
signals that we took from the public domain WiAR dataset [12]. That dataset was generated
using an Intel 5300 wireless NIC card and its associated CSI tool [16]. The wireless NIC card
that was used to produce the test set contains 2 Tx, 3 Rx antennas and each antenna receives
30 subcarriers which creates 180-dimensional CSI vectors. The data was collected using an
IEEE 802.11n monitor mode at 5 GH z. In a preprocessing step, 1) we create CSI signatures
for each known human activity that can be used as inputs to the classification model [17], 2)
since raw CSI data is not directly usable for feature extraction, the weighted moving average
method is utilized to filter out noise from the CSI signals [18], 3) the PCA method is then
applied for further denoising, and dimensionality reduction. This preprocessing is a vital
phase that must be applied to enable successful training of machine learning models while

preventing overfitting.

In reference to Figure 1.1, let us first emphasize that people perform the same activity at
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FIGURE 1.1 Proposed human activity recognition architecture.

different speeds and for varying durations. The framework first applies a Short-Time Fourier
Transform (STFT) on the preprocessed data to enable analysing the CSI signals both in
time and in frequency. Thus, the methods explored in this thesis, track the movement of
persons in both time and frequency domains. The goal of characterizing feature components
is to choose a proper subset of features that is sufficient to describe a target. In this part,
we investigate whether partially orthogonal features allow gaining any substantial additional
information or not. Orthogonal signals should provide additional information to the model.
Features that are orthogonal to the others should contain information not contained in the
others. Moreover, before training a model to extract some features, it is important to apply
feature selection techniques and characterize them to avoid overfitting, long training time,

and the use of noisy data as input.

The proposed framework applies PCA before the decision tree algorithm to automate
the decision-making of features by transforming data in the directions that have the highest
variability and information gain. Both temporal and spectral domain features are extracted.
Among the various temporal features, dominant features such as chirp rate and frequency
of movement are evaluated. Also, spectral features such as the delta band power that we
proposed, and the spectral flux are considered. After deriving the values of features both in
the time and the spectral domains, we estimate a dynamic threshold as a decision boundary
of the classifier to predict the higher movement energy activities that have a higher speed. To
estimate the optimal values of various dynamic thresholds, we predict the best threshold of
the support vector machine (SVM) to classify the data. The proposed framework also allows
applying a 5-fold cross-validation method and a confusion matrix is used to validate the
model and monitor the data. It was also observed that there is a trade-off between latency,
accuracy, and the set of selected features. This led us to explore the most effective selection

of features based on observed variability, information gain, and correlation between features.



1.4 Summary of Contributions

The contributions of this thesis are summarized as follows :

1) A data processing framework for HAR is proposed and implemented. It is inspired
by the MAPE-K loop method [19]. As HAR is a complex task due to the diversity of
activities and the data variability, a method that can do it successfully represents a
significant contribution. Previously published work does rather naive preprocessing such as
applying a low-pass filter directly and inject the filtered data into ML-based processing
methods, which is rather inefficient and much less flexible due to the burst and impulse
noises in CSI streams. So, put simply, the proposed framework for HAR in Section 1.3
provides a structured context to combine preprocessing and ML processing methods to

implement detection systems that are better organized and efficient.

2) A workflow is defined to estimate the efficiency of features and detection
parameters to improve the recognition performance. This is a very challenging task
explored in Chapter 4, Section 4.2. Activity recognition, as a classification task, shares a
common challenge with other classification problems. For these methods to be effective,
they must rely on feature extraction methods. Indeed, different activities may exhibit
similar characteristics such as walking and running. Consequently, generating distinct
features to uniquely represent these activities is a challenging endeavor. Several prior
studies have employed machine learning techniques for human activity recognition [20].
They heavily depend on time-frequency transformation [21], and statistical approaches [22].
Authors in [11], [15] only discuss deep learning models such as CNNs and RNNs that can
be used for activity recognition. There were no systematic approaches for feature extraction
to effectively capture distinctive features for human activities. In this thesis, we expand the
scope to the techniques that can be combined successfully with deep learning methods to

tackle HAR which is a complex classification problem.

3) A means to estimate the chirp rate is proposed to detect human activity. Indeed, this
feature proved quite effective when analyzing incoming channel state information (CSI) data
from a public domain dataset. The chirp rate relates to the rate at which the signal frequency
changes over time [23]. In the context of human activity detection, robust feature detection is
essential for dealing with the challenges posed by stochastic environments because it can help
to improve the accuracy and reliability of activity recognition systems. It was found that a
chirp rate is somewhat invariant to the stochastic nature of the environment. The chirp rate

was previously used in radar systems for detecting SAR images [24], [25], but it has never



been used in a context similar to or comparable to the applications explored in this thesis.

4) We showed that applying PCA before the decision-tree algorithm allows effective
characterization and automatic detection of features by transforming data along directions
having the highest variability to obtain the largest information gain. This solution, proposed
for the first time in this thesis, addresses the problem of how many features should be used
for effective human activity detection. Authors in [26] used some preprocessing methods for
WiFi-based crowd estimation by extracting 13 spectral descriptors. However, estimating all

those statistics is a computationally expensive process.

5) Finally, a method is proposed to efficiently classify imbalanced datasets, and the
impact of imbalance on feature selection and classification performance is also explored.
The training and evaluation of learning techniques require large annotated data samples which
is a time-consuming task. Therefore, the scarcity of annotations poses a significant challenge
for activity recognition, giving rise to another issue known as class imbalance. Handling class
imbalance is discussed in machine-learning-based algorithms and is developed for the context

of human activity detection in this thesis for the first time.

1.5 Publications Resulting from the Thesis

A HAR data processing framework was proposed and published as a first contribution
in [17] IEEE 5G World Forum (5GWF) and Chapter 3. In that paper, 1) human activity
was characterized based on PCA and spectrogram analysis, 2) CSI data was mapped to
different kinds of human activities, 3) These activities were categorized by applying a time
series classification algorithm based on the LSTM-RNN model, 4) A method was proposed to
distinguish walking and running speeds with CSI changes, 5) HAR accuracy were estimated
as well. It is of interest that the speed of movement was proposed as a means to predict
people who appear to get into a vehicle, which was the intent of the paper, however, the
database that was used in this work was not explicitly captured in the context of a smart

transportation system.

A method to estimate features and an adaptive threshold for tracking signal activities in
time and frequency from a spectrogram was proposed as a second contribution. The purpose
of that estimation method was to try to automatically detect human activity assuming that
it is somewhat analogous to people who appear to get into a vehicle as was proposed in [27]
IEEE ICECS2022 and in Chapter 4. In [27], the impact of feature selection on the performance



of the classification was explored. This paper also raised the question of how many features
should be used for effective human activity detection. Chapter 6 is an attempt to answer this

question.

Contributions 3 and 4 listed above in Section 1.4 are the focus of Chapter 6, which also
corresponds to a paper accepted recently to the IEEE Journal of Intelligent Transportation
Systems. Finally, contribution 5 proposed in Chapter 5 was recently published in IEEE
ICECS2023. Table 1.2 summarizes the list of publications in this thesis.

TABLE 1.2 List of publications.

R. Alizadeh, Y. Savaria, and C. Nerguizian, “Human activity recognition and people
count for a smart public transportation system,” in 2021 IEEE 4th 5G World Forum
(5GWF), IEEE, 2021, pp. 182-187.

R. Alizadeh, Y. Savaria, and C. Nerguizian, “Automatic detection of people getting
into a bus in a smart public transportation system,” in 2022 29th IEEE International
Conference on Electronics, Circuits and Systems (ICECS), IEEE, 2022, pp. 1-4.
R. Alizadeh, Y. Savaria and C. Nerguizian, "Characterization and Selection of WiFi
Channel State Information Features for Human Activity Detection in a Smart
Public Transportation System,” in IEEE Open Journal of Intelligent Transportation
Systems, doi : 10.1109/0JITS.2023.3336795.

R. Alizadeh, Y. Savaria, and C. Nerguizian, “Enabling Human Activity Recognition
in Smart Public Transportation Systems in Presence of Dataset Imbalance,” in 2023
30th IEEE International Conference on Electronics, Circuits and Systems (ICECS),
IEEE, 2023, pp. 1-4.

1.6 Dissertation Outline

The thesis is organized as follows. In Chapter 2, we present a background overview of
human activity recognition using WiFi signals. We describe the development of WiFi and
the 802.11 standards and their extensions. We also overview some basic characteristics of
wireless channels such as multi-path fading. We review wireless sensing using different types
of signals and devices, such as radio-frequency identification (RFID), received signal strength
indication (RSSI), mmWave, and CSI. We discuss the challenges of WiFi-based sensing and
using deep learning for activity recognition. Methods for addressing imbalanced datasets and

a concise overview of the chirp transform are also included.

In Chapter 3, we explore multi-path reflection models for human activity recognition.



We describe WiFi-based human activity recognition based on a proposed human activity
recognition (HAR) processing framework. We explain how to pre-process data, reduce data
dimensionality, and apply machine learning algorithms to detect different human activities.
Performance comparison with the result of processing another dataset using the LSTM-RNN

model and deep learning methods are taken into account in this chapter as well.

In Chapter 4, we tackle the challenge of automatically detecting human activity treated
as a classification problem using higher movement energy. Suitable dynamic thresholds are
identified to classify people according to higher movement energy, with a support vector
machine (SVM). Results on human activity detection based on higher movement energy
obtained with the WiAR dataset are also compared with those obtained using another

dataset.

In Chapter 5, we propose a method to efficiently classify imbalanced datasets. We
benchmark the impact of the imbalanced dataset and the feature selection in our machine
learning classification algorithm in terms of performance. Performance comparison with
another method and another dataset to handle imbalanced datasets are also performed in

this chapter.

In Chapter 6, we extract the relevant features of multi-dimensional CSI data
pre-processed with the STFT. This chapter notably proposes a method to extract chirp
parameters from which HAR can be performed. The analysis proposed in this chapter first
characterizes features by applying PCA before the decision-tree algorithm to automate a
decision-making solution for feature selection. Moreover, based on the obtained results, we
recommend the most effective features for the explored detection task according to the
observed variability, information gain, and correlation between features. To validate the
generality of the proposed methods, another comparison between results obtained with the
WiAR dataset and those obtained with another dataset is performed in relation to the
identification of the features important for HAR detection. Finally, Chapters 7 and 8,

discuss and conclude this thesis, respectively.



CHAPTER 2

LITERATURE REVIEW ON METHODS TO RECOGNIZE HUMAN ACTIVITY
FROM RADIO FREQUENCY SIGNALS AND RELATED SIGNAL PROCESSING
TECHNIQUES

Human activity recognition plays an important role in people’s everyday life and is a
core technology that enables a wide range of applications such as vital signs monitoring
[28], human-machine interactions [29], safety surveillance [30], and user identification [31].
Therefore, having a well-defined categorization of sensing technologies is essential to
designing human activity recognition systems. Various sensing technologies utilize cameras
[3], wearable sensors [4], and RFIDs [32] for human activity recognition. It should be noted
that computer-vision and camera-based methods do not work in a dark environment and
can be easily affected by line-of-sight obstacles and bad weather that may cause smoke and

fog. Additionally, these methods introduce a privacy issue that restricts their wide use.

Methods based on wearable devices have limited sensing capability and require users’
active participation that typically imposes wearing sensor devices or carrying specialized
sensors. This is a serious limitation in security monitoring applications, such as intrusion
detection at home. Researchers also explored RFID-based solutions for activity recognition.
However, RFID devices are not common in our daily use and the readers are still expensive
for a large-scale deployment. These aforementioned techniques all have key limitations that
prevent practical and scalable human activity recognition that is non-intrusive while offering

a low-cost solution.

WiFi-based human activity recognition [33], [34], [35], [36], [37] emerges as a promising
solution that can overcome these problems. WiFi signals are almost ubiquitous in our daily
activities, including our homes, workplaces, business areas, and even many outdoor streets.
Radio propagation can reach tens of meters from a WiFi sender even with line-of-sight
obstacles, allowing a wide range of activity sensing using only limited devices. With these
advantages, it opens a promising option for pervasive and cost-effective activity recognition

with very little overhead.

To measure the changes in the received WiFi signals, commercial network interface cards
such as the Intel 5300 NIC [16] and Atheors 9580 NIC [38] are available to quantify the
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physical layer properties over wireless channels such as the channel state information (CSI).

The received signal strength indicator (RSSI) is another measurable metric of wireless
channels. However, it can only detect limited types of human activities due to the
coarse-grained channel state information (single path loss value per packet). Additionally,
the stability of the RSSI is not guaranteed even in a static indoor environment [39]. By
contrast, CSI provides more fine-grained features including both amplitude and phase of
multiple sub-carriers. Therefore, we can quantify the exact changes of reflected radio signals
caused by human activities with the intent of correlating the CSI patterns with the activity
features [12].

2.1 Human Activity Recognition Using WiFi Signals

Recent research has shown a rapid development of human activity recognition through
WiFi signals given its advantages of low cost, ubiquitous deployment, and privacy protection.
The key point is that different human movements and positions create different multipath
distortions in WiFi signals and different patterns in the time and frequency domains of
the CSls. The original activities can be recognized by analyzing the underlying patterns of
different WiF1i signals. These signals are subject to complex distortions, but recent advances
in machine learning bring new possibilities toward more intelligent and accurate recognition

methods relating to signal distortions and features of interest.

In this chapter, we review the methods for activity recognition with wireless sensing
and learning. We start by introducing the development of 802.11 WiFi standards, and the
evolution trend toward wireless sensing. Moreover, we present some basic characteristics of
wireless channels to better understand wireless-based activity sensing. We conduct a review
of existing wireless sensing approaches using different types of signals such as RFID in Section
2.5, mmWave in Section 2.6, RSSI in Section 2.7, WiFi-based probe monitoring methods in
Section 2.8 and CSI in Section 2.9. Then, we discuss the opportunities and challenges of WiFi-
based sensing using deep learning methods for activity recognition. We present the CSI-based
dataset used to analyze each human activity. We show how to overcome imbalanced sets of
data in machine-learning-based analysis. Finally, since the duration and the dynamic speed
of each activity are different for each person, we discuss an important feature, the chirp rate

that corresponds to the duration and the dynamic speed range of each activity.
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2.2 Evolution of WiFi

WiFi is classified under the IEEE standard 802.11 which refers to Wireless Local Area
Networks (WLANS). The IEEE 802.11 standard specifies the Medium Access Control (MAC)
and the Physical (PHY) layers for wireless connectivity in a local area within a radius of less
than 100 meters. It addresses many important issues such as security, power management,
and roaming. Therefore, many novel wireless computing applications have been created using
WiFi technology [40]. In the next Section, we briefly review the evolution of 802.11 WiFi

standards and discuss their evolution from wireless communication to wireless computing.

2.2.1 802.11 Standards and Its Extensions

The rapid development of wireless, broadband, and Internet technologies raises the use
of the IEEE 802.11-based Wireless Local Area Network (WLAN) as a ubiquitous networking
technology around the world. The 802.11 standard has been further developed by several
extensions. Each extension has its specific characteristics, such as frequency band or coverage
range. The main goal of each successive extension was to increase the data rate. Table 2.1

summarizes the most important extensions and their characteristics [41].

The 802.11 standard frequency band is 2.4 GHz, which is the unlicensed Industrial,
Scientific, and Medical (ISM) short-range radio frequency band [42]. The 802.11 protocol is
Carrier Sense Multiple Access (CSMA). The Collision Avoidance (CA) mechanism is used

TABLE 2.1 IEEE 802.11 standard [41]

IEEE 802.11 | 802.11a | 802.11b | 802.11g | 802.11n | 802.11ac | 802.11ax
standard

Alternative - - - - WiFi4 | WiFi 5 WiFi 6
notation

Publishing 1997 1999 1999 2003 2009 2013 2019
year

Frequency 2.4 5 2.4 2.4 24/5 |5 2.4/5
band [GHz]

bandwidth 22 20 22 20 20,40 | 20,40, 20,40,
[MHz] 80,160 80,160
Usable 13 19 13 13 13,19 | 19 8
channels

Range [m] 20-100 | 35-120 | 40-140 | 40-140 250 50 N/A
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in the 802.11 standard to avoid collision during carrier sensing.

IEEE 802.1la operates in the 5 GHz band and supports data rates in the range of 6
to 20 Mbps [43]. It uses Orthogonal Frequency Division Multiplexing (OFDM) instead of
direct sequence (DS) spread spectrum and allows 12 non-overlapping channels in a local area.
Because 802.11a operates in a higher frequency (5 GHz) band, it faces lesser radio interference
than 802.11. Because of its higher data rate, this standard has great potential to support
various multimedia applications in a LAN environment. IEEE 802.1lb is an enhancement
of the 802.11 standard [44]. It operates in the 2.4 GHz band and uses a direct DS spread
spectrum. The bandwidth of an 802.11b channel is 22 MHz. IEEE 802.1lg is an extension of
802.11b. It is designed to achieve data rates up to 54 Mbps [45]. However, to be compatible
with 802.1lb, it still uses the 2.4 GHz band, but OFDM is used instead of DS spread spectrum.

The 802.11 standard uses the Stop and Wait for Automatic Repeating reQuest (SW-
ARQ) scheme to send data. In this protocol, the sender transmits a single packet and then
waits for the acknowledgment. It creates a lot of overhead due to the time spent on sensing
the channel before sending the packet and sending the acknowledgment after receiving each
packet [46]. To overcome this challenge, IEEE 802.11n uses the BlockAck mechanism (sending
single acknowledge instead of several acknowledges) to reduce the protocol overhead, improve

the efficiency of the channel and enhance the throughput performance [47].

802.llac further increases the multi-station WLAN throughput to at least 1 Gbps and
provides a single link throughput of at least 500 Mbps [48]. This is accomplished by enhancing
the air interfaces in 802.11n with wider radio bandwidth (up to 160 MHz) in the 5 GHz band,
Multiple-Input-Multiple-Output (MIMO) streams, multi-user MIMO (MU-MIMO), and high-
density modulation. The standard 802.11ax (also known as WiF1i 6) is a robust, highly efficient
signal transmission for better operation at significantly lower signal strengths [49]. It uses
orthogonal frequency-division multiple access (OFDMA), down-link MIMO and MU-MIMO,
which further increases throughput. It offers real-world speeds that are roughly 30% faster
than 802.1lac, with theoretical maximum speeds up to around 10 Gbps. The transmission
bandwidths for both IEEE 802.11ac and 802.11ax standards are 80 and 160 MHz to achieve
a more precise time-based position determination with these WiFi signals [49]. In our work,

we use the public domain 802.1ln WiFi-based dataset [12] for activity recognition.
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2.2.2 Wireless Sensing

With the rapid development of wireless communication over the past decade, considerable
attention has been drawn on wireless communication. Because of the ubiquitous coverage
and high speed of WiFi, the new generation of smart [oT devices and advanced computing
technologies enable a promising direction from wireless communication to wireless sensing.
Therefore, a broad range of computing applications, such as human-computer interactions
on smart home appliances, elderly care, smart health care systems, safety surveillance, and

smart city were created [50].

The movements of objects and humans impact the wireless signal propagation through
reflection, diffraction, and scattering, which provide great opportunities to detect an object
and human motion by analyzing the received wireless signals. The result of such an analysis
can be leveraged for intelligent wireless sensing, e.g., activity recognition, target localization

as well as tracking and target identification.

By contrast, vision-based sensing does not work in dark environments and requires a clear
line-of-sight path. Wireless sensing, however, has a much lower dependency on the working
environment. Additionally, wireless sensing can effectively protect users’ privacy, which is
quite important in security-sensitive application scenarios. Therefore, wireless sensing has
attracted increasing attention in recent years. In the next section, we briefly introduce some

characteristics of wireless channels that can affect wireless sensing.

2.3 Channel Characteristics of Wireless Systems

The spatial features of emitted wireless signals are at the basis of wireless-based target

detection. In this section, we briefly discuss the characteristics of wireless channels.

2.3.1 Multipath Fading in Wireless Sensor Networks

Multipath fading has a key impact on wireless links. If the position of a receiver or
a transmitter is varied by about half a wavelength, the level of attenuation of the signal
changes dramatically. This phenomenon is considered to be a small-scale form of fading.
Another important physical phenomenon is shadowing; it is considered to be a large-scale

fading. In this case, the position of the receiver and the transmitter are static. It corresponds
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to the deviations of the RF signal from its mean due to the presence of large obstacles, which
create shadow zones that cause deep fades [51]. It can occur due to reflection, refraction,

scattering, and diffraction.

Multipath fading occurs when a signal reaches the receiver via multiple paths (some of
which bounce off buildings, ground, and other objects). It causes variations in received signal
power. The attenuated signals arrive at different times and phases. The multiple instances
of the signals can cancel each other, causing the loss of signal or connection. The problem

becomes more severe when higher data rates are explored [52].

Multipath fading is the main factor of signal degradation in an indoor environment.
There are lots of static objects and some dynamic moving objects in indoor environments.
Refraction, diffraction, and scattering effects caused by the ground and buildings and
moving objects such as vehicles in outdoor environments are also important causes of signal

degradation.

Several recent researchers have dived deep into the physical layer and leveraged the
finer-grained power feature, channel response, to discriminate multipath characteristics. The
transmission loss and multipath fading mostly are used to estimate static characteristics of
wireless transmission. Such characteristic patterns can be leveraged for static sensing, such
as target localization. The attenuation of radio signals during propagation is taken into
account to perform indoor localization and detect targets through wireless sensing. The

different locations of a target will cause quite diverse signal losses and fading effects [53].

For dynamic sensing of targets, researchers mainly focus on dynamic features derived from
wireless channels. A moving object in an indoor environment affects the reflected signals, thus

causing dynamic changes to the characteristics of wireless channels.

2.4 Wireless-based Activity Recognition

With the development of wireless technologies and sensing methodologies, the demand
for high-performance applications such as human activity recognition, intrusion detection,
gesture recognition, and user identification are increased. To implement such emerging
applications, relevant features must be extracted from collected wireless signals. Various
methods have been proposed based on specific features of different technologies, devices,
and types of sensors. These methods can be divided into the following categories : 1)
radio-frequency identification (RFID) based methods, 2) mmWave-based methods, 3)
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received signal strength indicator (RSSI) based methods, 4) WiFi-based probe monitoring
methods, and 5) channel state information (CSI) based methods. These various methods
have enabled many novel recognition applications that could be used in smart home and
office environments, safety protection, smart healthcare monitoring system, and smart city.
In the next sections, we review the literature on wireless-based activity recognition

approaches.

2.5 RFID-based Methods

Radio Frequency IDentification (RFID) is a promising technology to automatically
identify and track tags by detecting the electromagnetic pulse from a nearby reader. Since
the signal strength received by the reader is changed by the movement of humans in the
vicinity, it can be used for human activity recognition. Table 2.2 summarizes the existing

works focusing on RFID tag-based sensing.

TABLE 2.2 A summary of existing approaches for RFID-based human activity recognition

’ Authors ‘ Applications ‘ Summary ‘
Yang et al. | Elder Monitor daily behaviors of elder people in healthcare
[54] Monitoring services
Damayanti et | Exercise Detect the exercise details like the number of rotations
al. [32] Monitoring and motion of the hand
Wang et al. | Breathe Monitor breathing by attaching lightweight tags to
[55] Monitoring users’ clothes and track the periodic body movement

caused by the inhaling and exhaling
Zhang et al. | Gait Analysis | Construct a tag array attached to a wall to analyze
[56] people’s gait characteristics

Yang et al. [54] proposed a dense convolutional network for RFID-based activity
recognition to analyze the basic daily behaviors of elder people in healthcare services.
Damayanti et al. [32] developed a device to detect exercise, to track the number of times
some exercise has been repeated, and the motion of the hand to guide the person. RFID
tags, a RFID reader, and a Hall effect sensor are used for the detection. Wang et al. [55]
proposed a method to monitor users’ breathing using commercial-off-the-shelf (COTS)
RFID systems. In this system, passive lightweight RFID tags are attached to users’ clothes.
A commodity RFID reader reports the decoded backscatter radio waves. The periodic body

movement due to inhaling and exhaling were detected by analyzing the low-level data
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reported by commodity readers. Zhang et al. [56] designed a tag array attached to a wall to
analyze people’s gait characteristics. Although RFID-based methods achieve a relatively
good recognition performance in some specific scenarios, RFID readers are expensive. Using
them for large-scale deployment would lead to expensive systems. Additionally, RFID
devices are susceptible to interference in certain environments, which might cause erroneous

data to be analyzed and acted upon.

2.6 MmWave-based Methods

In comparison with WiFi devices with a 2.4/5 GHz frequency band, mmWave-based
devices generate a 60 GHz radio signal with a small wavelength. The associated shorter
wavelength radio signals create stronger reflection from small objects. Table 2.3 summarizes

existing works that explored using mmWave to track objects.

TABLE 2.3 A summary of existing approaches for mmWave-based human activity recognition

Authors/Approach \ Applications \ Summary

mmTrack [57] | Localization | Passively localize —and track multiple users
and  Object | simultaneously
Tracking
M-gesture Gesture Build a robust real-time gesture recognition method
[58] Recognition | based on millimeter-wave radar
Meng et al. | Multiple Co-existing multiple people using millimeter-wave
[59] People Sensing
Detection
mmEye [60] Object Super-resolution imaging system
Imaging

For example, mmTrack [57] was implemented on a commodity 802.11ad device and
evaluated indoor environments to passively localize and track multiple users simultaneously.
This technique improves the spatial resolution by performing digital beamforming using the
receiving antennas to detect multiple targets with a robust clustering technique. M-gesture
[58] proposed a robust, high-precision in-air gesture sensing system to recognize different
gestures for interactive computer graphics based on millimeter-wave radar. Meng et al. [59]
proposed a method called mmGaitNet that used 60 GHz mmWave signals to detect
multiple persons with about 90% accuracy. To further improve the sensing resolution and

accuracy, mmEye [60] proposed a super-resolution imaging system to construct a 60 GHz
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radar system using the MUSIC algorithm. They proposed a joint transmitter smoothing
method, which jointly uses the transmit and receive arrays to boost the spatial resolution
while not sacrificing the aperture of the antenna array. Since mmWave-based approaches
highly rely on specialized radar devices that are relatively costly, it is not a suitable solution

for large-scale deployment of daily activity sensing.

2.7 RSSI-based Methods

The received signal strength indicator (RSSI) indicates the path loss of wireless signals
with respect to a certain distance using any commodity WiFi device [61]. Table 2.4
summarizes the existing works on sensing human activities using RSSI coming from

WiFi-based devices.

TABLE 2.4 Summary of existing approaches for RSSI-based human activity recognition

’ Authors ‘ Applications ‘ Summary ‘
Apidet et al. | Indoor Target | Focus on human movement effects on the accuracy using
[62] Localization | RSSI
Zixiang et al. | Activity Detect human activity based on a genetic algorithm
[63] Recognition | using RSSI
Chuku et al. | Localization | Outlier detection to remove errors in RSSI-based
[64] distance estimation using RSSI
Dib et al. [65] | Activity Hierarchical threshold-based algorithm to classify RSSI

Recognition data to detect human activities
Wu et al. [66] | Indoor 3D | Multi-floor localization based on multi-classifier fusion
Localization
Mostofi et al. | Crowd Count | Crowd count through walls Using WiF'i
[67]
Depatla et al. | Occupancy Occupancy estimation wusing only WiFi power
68] Measurement | measurement

In [63], the authors extracted multiple features from collected RSSI data and utilized a
genetic algorithm to recognize human daily activities. [69] proposed to use a single
commercial-off-the-shelf transceiver pair to detect a user’s breathing rate by measuring
RSSI from 16 frequency channels. Authors in [64] proposed a solution to overcome
shadowing effects caused by natural and man-made obstacles in order to increase accuracy.
To further Dib et al.

improve the sensing ability, [65] proposed a hierarchical
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threshold-based algorithm to classify RSSI data into two classes. The first one encompasses
static movements. The second one groups dynamic movements. In this paper, the features
used in machine learning algorithms are unconventionally based on the statistical
characterization parameters of the body channel in an indoor environment. These
parameters include the average of a slow-fading channel component and a fast-fading
component cumulative distribution function (CDF). Wu et al. [66] proposed a WiFi indoor
3D localization method based on multi-classifier fusion named Floor Localization based on
Multi-Classifier Fusion (FLMCF) to estimate the height of the location.

Mostofi et al. [67] proposed a method to count the total number of people walking inside
a building (or in general behind walls), using readily deployable WiFi transceivers that are
installed outside the building, and only based on WiFi RSSI measurements. Key contributions
of [67] are : 1) They showed that the effect of a single person on the WiF1i link can be modeled
using a process that they referred to as a “Renewal-type” random process. 2) They then
showed that the inter-event times carry vital information on the total number of people, and
are more robust to the attenuation caused by the walls. More specifically, they used theories
from the Renewal process literature to model the effect of N people as a superposition of
“Renewal-type” processes. They then derived the Probability Mass Function (PMF) of the
inter-event times based on this model, and used it to estimate the number of people using a

maximum likelihood (ML) estimator.

Authors in [68] were interested in counting the total number of people walking in an
area. based on only WiFi RSSI measurements between a pair of stationary
transmitter /receiver antennas. They proposed a framework based on understanding two
important ways that people leave their signature on the transmitted signal : blocking the
line of sight (LOS) and scattering effects. By developing a simple motion model, they first
characterized mathematically the impact of crowds on blocking the LOS. Then they
characterized probabilistically the impact of the total number of people on the scattering
effects and the resulting multipath fading component. By putting the two components
together, they then developed a mathematical expression for the probability distribution of
the received signal amplitude as a function of the total number of occupants using
Kullback-Leibler divergence. To confirm the framework, they ran extensive indoor and
outdoor experiments with up to nine people and showed that the proposed framework can
estimate the total number of people with a good accuracy with only a pair of WiFi cards

and the corresponding RSSI measurements.

Based on an outdoor experiment, [68] did both estimations with directional antennas and
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with omnidirectional antennas. For the first case, directional antennas are used at both the
transmitter and the receiver. More specifically, GD24-15 2.4 GHz parabolic grid antennas
were used from Laird Technologies. This model has a 15 dBi gain with 21 degree horizontal
and 17 degree vertical beamwidth and is suitable for IEEE 802.11 b/g applications. For the

second case, omnidirectional antennas were used at both the transmitter and the receiver.

Although, RSSI has been widely deployed for human activity sensing in recent years,
because of the coarse-grained channel state information, it detects limited types of human
activities and its value diminishes rapidly with distance. Moreover, since the stability of the
RSSI is not guaranteed even in a static indoor environment [39], it is unreliable in many

applications.

2.8 WiFi-based Probe Monitoring Methods

Since nowadays each smartphone is generally associated with a specific human user,
counting unique MAC addresses of smartphones can generate a fairly close estimate of the
number of users in an indoor space and their movement patterns. Although indoor
localization using wireless technology has been extensively studied, using probe packets for
crowd monitoring has rarely been investigated. WiFi probe requests are special network
frames emitted by wireless client devices to discover 802.11 Network Access Points (APs) in
their vicinity. As the probe requests carry the unique MAC addresses of users (MAC
randomization is so far used in a very limited scope), this enables tracking of a user in an

indoor environment, if the location of their smartphone can be tracked.

In [70], authors proposed a non-invasive WiFi-based approach for indoor crowd analysis
which works by passively monitoring the probe packets generated by smartphones. The
authors achieved crowd monitoring in indoor environments through passive sniffing of WiFi
probe requests generated by the client devices. Their aim was to localize multiple users
(crowd) and to track their spatio-temporal pattern of movement over a longer term. The
authors mentioned that localizing users for crowd analysis passively monitoring the WiFi

probe requests appears to be a fairly novel problem worthy of deeper investigation.

By active localization, authors referred to the location fingerprinting technique which
works by logging the RSSI values of multiple nearby wireless Access Points (APs) observed
by the user’s smartphone. Passive localization, on the other hand, deploys a set of listeners

that passively listen to the WiFi probe requests generated by the smartphones around them.
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By parsing the probe requests, they estimate the number of users and their locations.

In this paper, the authors proposed the MiamiMapper system which can capture the WiFi
probes requests of users and can localize individual users as well as capture the flow of large
crowds without requiring any Internet connection. The client smartphones are just required
to keep their WiFi on in search of the neighboring APs which will emit probe packets. The
proposed system captures those probe packets to uniquely identify the number of users and
analyzes them for crowd modeling. The entire system is developed using COTS hardware

and software.

Active localization is the approach by which pregenerated location fingerprints are used
to localize a new user. Passive localization, on the other hand, uses some static Sensing Units
(SSUs) to determine the location of a new user without the active participation of the user
being located. So, while the active scheme captures AP beacons to localize a user device, the
passive scheme uses the probe requests emitted by a user device and captured by a set of
Locator(s).

2.8.1 MiamiMapper Test Setup

Passive Localization e Active Localization
Localization

F1GURE 2.1 The MiamiMapper system architecture [70].

The overall system has three different stakeholders — Client, AP, and Locator. A Client
is a person carrying a Wi-Fi-enabled smartphone whose location is to be tracked. APs are

the wireless access points available in the surroundings of the Client. The Locator side is
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comprised of 4 Static Sensing Units (SSU) and a Cloud Server. SSUs are deployed at strategic
points. Clients moving through the range of an SSU will be identified uniquely through their
MAC IDs. Below, the Client and Locator modules in more detail are described. Figure 2.1

illustrates the MiamiMapper system architecture as well.

Client Side : client devices are wireless devices like laptops and smartphones having Wi-F'i

support.

Locator Side : Locator side is divided into two parts — four Static Sensing Units (SSUs)
and the Cloud Server. The cloud server carries out the processing of probe requests captured

and transmitted by the SSUs and uses the information for user localization.

2.8.2 Performance Metrics

Authors in [70] tested the MiamiMapper system using the following performance metrics :

— No. of Unique Devices (Ng) : It measures the number of unique MAC IDs seen through
a day or week. This is the prime metric for crowd measurement.

— No. of Processed Packets : It measures the total number of probe packets being handled
by the SSUs on an hourly basis.

— Location accuracy (Lge) : It is the distance (measured in meters) between the actual
location of the user to the predicted location. Location accuracy has been calculated

for both active and passive localization schemes.

2.9 CSI-based Methods

The limited performance of RSSI measurements due to its noisy and unstable
characteristics typically makes such methods inappropriate for human activity recognition.
The main drawback of RSSI is that it fails to capture multipath effects. The wireless
propagation channel is modeled as Channel Impulse Response (CIR) to fully characterize
the individual paths [71]. Authors in [72] showed that compared to traditional signal
strength (RSSI) measurements, CSl-based techniques achieve more stable and reliable
amplitude and phase information over the wireless link using commodity off-the-shelf WiFi
NICs card such as Intel 5300 Wireless Card. Each activity generates a specific pattern on
the amplitude and phase of CSI signals. Therefore, CSI is used in a wide range of

applications to recognize human activities. Table 2.5 summarizes the existing works to sense
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TABLE 2.5 A summary of existing approaches for CSI-based human activity recognition
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’ Authors/Approach ‘ Applications ‘ Summary

WiFine [73] Gesture Deployed a lightweight WiFi-based gesture recognition
Recognition system on low-end edge devices

WiBFall [74] | Activity Distinguish the falling activity in a bathroom.
Recognition

WiEat [75] Activity Monitor users’ eating activities
Recognition

CARM [12] Activity Correlate the human movement velocity and the CSI
Recognition dynamics to distinguish different activities.

FingerDraw Activity Track finger drawings in the air leveraging WiF1i signals

[76] Recognition

XModal-ID Person Recognize WiFi-video cross-modal gait-based person

[77] Identification | identification
Recognition

CrossGR [78] | Gesture Develop a deep neural network to perform gesture
Recognition recognition using WiFi signals

WiVelo [79] Walking Leverage multipath effects to estimate fine-grained
Velocity walking velocity using Wi-Fi signals
Recognition

GaitID [80] Identification | Develop a WiFi based human identification system
Recognition

DeepCount Crowd Develop a WiFi-based crowd counting system using

9] Counting deep learning algorithms

WiFine [73] deployed a lightweight WiFi-based gesture recognition system on low-end

edge devices. WiBFall [74] applied a CSI-based fall detection approach that constructed a
radio propagation model and manually selected features to distinguish the falling activity in
the bathroom. WiEat [75] proposed a device-free eating monitoring system to automatically
monitor users’ eating activities by identifying the fine-grained eating motions and detecting
the duration of chewing and swallowing. CARM [12] proposed a novel CSI-speed model that
correlates the human movement velocity and the CSI dynamics to detect specific human

activities.

Fine-grained recognition applications were explored using CSI-based sensing technology as
well. For example, FingerDraw [76] proposed a sub-wavelength level finger motion tracking
system using WiFi signals from commodity devices, without attaching any sensor to the

finger. To achieve more subtle activity recognition, XModal-ID [77] proposed a framework



23

to recognize cross-modal gait-based person identification. It uses the WiFi signal to detect
the area where a person walks in and a video footage of a walking person in another area to
determine whether it is the the same person in both cases or not. CrossGR [78] developed a
deep neural network to perform gesture recognition by extracting gesture-related WiFi signal

characteristics.

WiVelo [79] further developed accurate velocity estimation by spatial-temporal signal
correlation features observed from different antennas. In this paper, two correlation features
for direction and speed estimation were defined by extracting subcarrier shift distribution
(SSD) from CSI signals. Moreover, the mesh model was designed by the antennas’ locations
to enable a fine-grained velocity estimation. GaitID [80] estimated various walking trajectories
and speeds by extracting target-specific features that best characterize gait patterns. Then

the normalization algorithms were applied to eliminate gait irrelevant perturbation in signals.

In order to solve the problem of human behavior perception in a multi-human
environment, crowd counting using deep learning and WiFi signals were proposed in [9].
Since the use of WiFi to directly count the crowd is too complicated, Convolutional Neural
Networks (CNNs) are used to automatically extract the relationship between the number of
people and the channel, and Long Short Term Memory (LSTM) resolves the dependencies
of the number of people and CSI.

To overcome the massive labeled data required by deep learning methods an online
learning mechanism is added to determine whether or not someone is entering/leaving the
room via an activity recognition model [9]. By massive training samples, the end-to-end
learning approach can achieve an average of 86.4% prediction accuracy in an environment
of up to 5 people. By applying a door switch mechanism into the activity recognition
model, the accuracy of the deep learning model was improved up to 90% [9]. Authors in [9]
suggested exploring how to improve the maximum distinguished number of people as future

work.

Therefore, CSI-based methods are currently used in a wide range of applications and
extensively applied in activity recognition systems. They can deliver accurate results without

requiring excessive computational resources or complex hardware.
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2.10 WiFi-based Dataset

In this section, we introduce the public WiFi-based dataset in terms of activity type, data

format, data acquisition methods, and influential factors.

2.10.1 A Dataset for WiFi-Based Human-to-Human Interaction Recognition

The Dataset has been provided by [10] and includes twelve different interactions performed
by 40 different pairs of subjects in an indoor environment. Each pair of subjects performed
ten trials of each of the twelve interactions and the total number of trials recorded in this
dataset for all the 40 pairs of subjects is 4800 trials (40 pairs of subjects x 12 interactions
x 10 trials). The publicly available CSI tool is used to record the WiFi signals transmitted
from a commercial off-the-shelf access point to a desktop computer that is equipped with an
Intel 5300 network interface card. The recorded WiFi signals consist of the RSSI and the CSI
values [10]. The MIMO streams are established between the access point and the Intel 5300
NIC card. Two transmit antennas at the access point and three receive antennas at the NIC

card are considered [10].

This dataset can be exploited to explore WiFi-based human activity recognition methods
such as those based on various machine learning algorithms that could be used to recognize
different human-to-human interactions. All the interactions were performed in a line-of-sight
manner with respect to the access point and the NIC at a frequency band of 5 GHz. Table 2.6
summarizes the specifications of this dataset. Figure 2.2 illustrates the description of the
fields in the structure that contain a WiFi packet. Figure 2.3 demonstrates IEFEFE 802.11n

modulation and coding schemes [81].
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TABLE 2.6 Specifications Table :

Subject :

Computer Science Applications

Signal Processing

Human-Computer Interaction

Computer Vision and Pattern Recognition

Specific subject area :

Activity recognition, Human-to-human interaction recognition using Wi-Fi signals.

Type of data :

Raw dataset

How data were acquired :

The WiFi signals were captured in an indoor environment (furnished room) from 40
different pairs of subjects while performing twelve different human-to-human interactions.
The CSI tool [1] was used to record the WiFi signals transmitted from a commercial
off-the-shelf access point to a desktop computer

that is equipped with an Intel 5300 Network Interface Card (NIC). The number of transmit
antennas in the utilized access point are two antennas, while the number of receive antennas
in the employed NIC is three antennas.

Data format :

Raw

Parameters for data collection :

The twelve interactions were thoroughly explained to the subjects before the beginning of
data recording. All the interactions were performed in a line-of-sight manner with respect
to the access point and the NIC. The access point was configured to operate at a frequency
band of 2.4 GHz, wireless channel number 6, and channel bandwidth of 20 MHz.
Description of data collection :

The WiF1i signals were recorded from 40 different pairs of subjects while performing twelve
different human-to-human interactions. Each pair of subjects performed ten trials of each
interaction. The recorded Wi-Fi signals consist of the Received Signal Strength Indicator
(RSSI) values and the Channel State Information (CSI) values.

Data source location :

Institution : German Jordanian University, Department of Computer Engineering
City/Town/Region : Amman, 11180

Country : Jordan

Latitude and longitude (and GPS coordinates) for collected samples/data : 31.77673°N,
35.8025°F

Data accessibility :

Repository name : Mendeley Data

Data identification number : 10.17632/3dhn4xnjxw.1 Direct URL to data :

https  ://data.mendeley.com/datasets/3dhndxnjxw/draft 7a=90c726d4-5493-4efc-9ee6-
973bcd922b31
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Field Description

timestamp_low The arrival time of the Wi-Fi packet, which is represented by the lower 32 bits of NIC's
clock [1]. This timestamp also represents the arrival time of the RSSI and CSI values
comprised within the Wi-Fi packet.

Nrx Nrx represents the number of antennas used at the receiver side (i.e., the NIC) and its value
is ser w 3.

NtX Ntx represents the number of antennas used at the transmitter side (i.e., the access point)
and its value is set to 2.

noise The measured noise over the channel.

age Represents the automatic gain control parameter of the NIC measured in dB. The value of this

field along with the value in the noise field are necessary to convert the unit of the RSSI
values from dB to dBm as described in the CSI tool.

RSSI_a RSSI_a represents the RSSI value received at the first antenna of the NIC measured in dB.
RSSI_D RSSI_b represents the RSSI value received at the second antenna of the NIC measured in dB.
RSSI_c RSSI_c represents the RSSI value received at the third antenna of the NIC measured in dB.
Csl The channel state information in the form of a complex three-dimensional matrix that has a

dimension of NtxX = Nrx = Nsc. Nsc represents the number of subcarriers constructed using
the Orthogonal Frequency-Division Multiplexing {OFDM) modulation scheme, which is
applied to the utilized 20 MHz wide channel. The CSI tool specifies the value of the Nsc
parameter to 30 subcarriers.

label The recorded trial for any of the twelve human-to-human interactions consists of two types
of intervals, namely the steady-state and the interaction intervals. During the steady state
interval, the pair of subjects are standing against each other without performing any
activity. On the other hand, during the interaction interval, the pair of subjects perform one
of the twelve different human-to-human interactions.
Thus, this field assigns a label to the Wi-Fi packet to specify whether the packet has
arrived during the steady state interval or the interaction interval. In particular, the
assigned label is a string of the form In, where n is an integer in the range of 1 to 13 that
is assigned to each Wi-Fi packet as follows:

Label Description

I} A Wi-Fi packet is labeled as 11 if it arrived while the pair of subjects were
performing the approaching interaction.

12 A 'Wi-Fi packet is labeled as 12 if it arrived while the pair of subjects were
performing the departing interaction.

13 A Wi-Fi packet is labeled as I3 if it arrived while the pair of subjects were
performing the handshaking interaction.

14 A Wi-Fi packet is labeled as 14 if it arrived while the pair of subjects were
performing the high five interaction.

15 A Wi-Fi packet is labeled as 15 if it arrived while the pair of subjects were
performing the hugging interaction.

16 A Wi-Fi packet is labeled as 15 if it arrived while the pair of subjects were
performing the kicking with the left leg interaction.

17 A Wi-Fi packet is labeled as 17 if it arrived while the pair of subjects were
performing the kicking with the right leg interaction.

13 A Wi-Fi packet is labeled as 18 if it arrived while the pair of subjects were
performing the pointing with the left hand interaction.

19 A Wi-Fi packet is labeled as 19 if it arrived while the pair of subjects were
performing the pointing with the right hand interaction.

1o A Wi-Fi packet is labeled as 110 if it arrived while the pair of subjects were
performing the punching with the left hand interaction.

111 A Wi-Fi packet is labeled as I11 if it arrived while the pair of subjects were
performing the punching with the right hand interaction.

112 A Wi-Fi packet is labeled as 112 if it arrived while the pair of subjects were
performing the pushing interaction.

113 A Wi-Fi packet is labeled as 113 if it arrived while the pair of subjects were in

the steady state interval.

FIGURE 2.2 Description of the fields in the structure that contain a WiFi packet [10].
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Data rate (Mbit/s)

MCS  Spatial Modulation Coding 20 Ntz channal 40 M ohanal

index| streams type rate
800 ns Gl 400 ns Gl 800 ns G1/400 ns Gl
o 1 BPSK 1/2 6.50 7.20 13.50 15.00
1 1 QPSK 172 13.00 14.40 27.00 30.00
2 1 QPSK 34 19.50 21.70 40.50 45.00
3 1 16-0AM 1/2 26.00 28.90 54.00 60.00
4 1 16-0AM a4 20.00 43.30 81.00 80.00
5 1 64-0AM 23 52.00 57.80 108.00 120.00
6 1 B4-0AM 4 58.50 65.00 121.50 135.00
Li 1 B4-0AM 5/'8 65.00 72.20 135.00 |150.00
B 2 BPSK 1/2 13.00 14.40 27.00 30.00
9 2 |QPsK 1/2 26.00 28.90 54.00 60.00
10 2 QPSK 4 38.00 43.30 81.00 80.00
11 2 16-0AM 1/2 52.00 57.80 108.00 | 120.00
12 2 16-0AM 34 7B.00 BB.T0 162.00 1B0.00
13 2 B4-0AM 23 104.00 115.60 | 216.00 240.00
14 2 B4-0AM a4 117.00 130,00 [243.00 270.00
15 2 B4-0AM 56 130.00 144,40 |270.00 300.00
16 3 BPSK 1/2 19.50 21.70 40.50 45,00
17 3 |QPsK 1/2 309.00 43.30 81.00 20.00
18 3 aPsK 34 5B8.50 65.00 121.50 |135.00
18 3 16-0AM 172 78.00 B6.70 162.00 1B0.00
20 3 16-0AM 4 117.00 130,70 |243.00 |270.00
1| 3 B4-0MM 23 156.00 173.30 |324.00 |380.00
22 3 B4-0AM 34 17550 19500 |384.50 |405.00
23 3 B4-0AM 5/6 185.00 216.70  [405.00 450.00
. 4
n 4  B4-0AM 5/6 260.00 288.90 |540.00 |600.00

Ficure 2.3 IEEE 802.11n modulation and coding schemes [81].

2.10.2 WiAR : A Public Dataset for WiFi-Based Activity Recognition

The WiAR dataset can be used to explore means of distinguishing the impact of mobility
factors in the presence of human activity on WiFi signals and then explore WiFi-based human

behavior recognition in different indoor environments [11].

Experimental Setup To obtain this dataset, a commercial TP-Link wireless router was
used as the transmitter operating in the IEEE 802.11n AP mode at 5 GHz. A Thinkpad
400 laptop running Ubuntu 10.04 was used as a receiver. This laptop is equipped with an
off-the-shelf Intel 5300 card running a modified firmware. During the process of receiving

WiFi signals, the receiver pings 30 pkts/s from the router and records the RSSI and CSI
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from each packet. Three experimental environments were utilized including an empty room,
a meeting room, and an office to collect data. Figure 2.4 illustrates different receiver types
and the corresponding number of sub-carriers and frequency bands. This dataset is further
described in Chapter 3, Section 3.5.

Types Subcarriers  Frequency  Modify-firmware  Year
IWL5300 30(2)* 20HM=z Y 2011
IWL5300 30(4) 40HMz Y 2011
USRP N/A N/A Y 2013
Atheros 56 20HMz N 2015
Atheros 114 40HMz N 2015
Intel 72657 - - - 2019

FiGURE 2.4 Different types of receivers and the corresponding number of sub-carriers using
CSI tool [11].

Machine learning-based algorithms are required for the advanced processing of WiFi
signals to achieve accurate recognition. Therefore, in the next section, we introduce some

machine-learning-based methods to detect human activities.

2.11 Deep Learning and Classification Algorithms to Detect Human Activity

In the previous section, we have discussed different methods to collect data for human
activity recognition. The next step is to explore the relationship between the signal features
and the activities using proper deep learning and classification methods to detect accurate

human activity.

Deep learning is a subset of machine learning based on artificial neural networks. It is
capable of learning complex patterns and relationships present in the data set. It is inspired
by the functioning of the human brain and consists of layers of neurons called interconnected
nodes that process and transform data. The main characteristic of deep learning is the use of
deep neural networks including one input layer, one or more hidden layer(s), and one output
layer. Feed-forward neural networks and recurrent neural networks (RNN) are the popular
types of deep learning architecture. Figure 2.5 illustrates the architecture of a feed-forward

neural network [82].

RNNs are feed-forward neural networks that introduce a notion of time to the model. It

includes a memory component, where information can flow in cycles through the network.
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Output

Input

FIGURE 2.5 The architecture of a feed-forward neural network [82].

This allows the network to process sequences of data, such as time series observed in speech
or natural languages. Recurrent neural networks are used for many supervised tasks like
classification and recognition. Supervised machine learning is the machine learning technique

that makes predictions or classifies data based on the labeled datasets [83].

Besides recurrent neural networks which can represent time dependencies, Markov chains
can model transitions between states in an observed sequence as well. Hidden Markov models
(HMM) have been studied since the 1960s [84]. For example, CARM [12] performed a hidden
Markov model (HMM) to predict the sequential states of each human activity. However, this
approach is limited because its states must be drawn from a sized discrete state space S.
The dynamic programming algorithm that is used to perform efficient inference with hidden
Markov models scale in time according to O(|S]?), where |S| represents the number of states
in the HMM [85]. Additionally, the size of the transition table to predict the probability of
moving between two time-adjacent states is of the order of |S|?. Therefore, it is infeasible to
use HMM for a large set of possible hidden states [86]. Given the limitations of Markov models,

it is reasonable to use recurrent neural networks capturing long-range time dependencies.

2.11.1 Classification Algorithms

Classification is a subset of a supervised machine learning algorithm. Supervised
learning is a type of machine learning where the algorithm learns from labeled training
data. In supervised learning, the algorithm is provided with input data (features) along
with corresponding output labels (the correct category or class in which each input data
point belongs). The algorithm’s objective is to learn a mapping from the input features to

the output labels so that it can make predictions on new, unlabeled data. Human activity
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detection is an example of the classification. In this section, we describe the classification

algorithms used in this thesis.

Long Short Term Memory (LSTM) : LSTM is a special kind of RNN which is capable
of learning long-term dependencies. It was introduced by Hochreiter and Schmidhuber to
overcome the vanishing gradient problem in 1997 [87]. In this neural network model, a memory
block takes the place of each ordinary neuron in the hidden layer of a standard recurrent

neural network [82].

LSTMs help preserve the error that can be back-propagated through time and layers. By
maintaining a more constant error, they allow recurrent nets to continue to learn over 1000
time steps. Similarly to computer memory, LSTM enables the information to be stored in,
written to, or read from a cell. The cell makes decisions about what to store, and when to

allow reads, writes, and erases via gates that open and close.

output

block output qﬁ'!; i

LSTM block

FIGURE 2.6 LSTM block diagram [82].
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The LSTM block shown in Figure 2.6 has an input gate, a forget gate, and an output
gate which regulate the flow of information into and out of the cell. The forget gate decides
how much of the old memory to preserve, the input gate determines what new information to
store in this cell, and the output gate gives the output of each cell the same dynamic range
as an ordinary tanh hidden unit. Figure 2.6 illustrates different LSTM gates, block input,
and block output as the following :

Block input : This unit is labeled z' as presented in Equation (2.1). x* is the input vector at
time t, W, is the weight connecting x* to the three gates and block input, R, is the recurrent
weight connecting y*~1 to the three gates and block input, b, is the bias vector and g is the

tanh activation function.

Block input is a node that takes activation in the the standard way from the input layer
2! at the current time step as well as from the hidden layer at the previous time step y'—!.

The summed weighted input is run through a tanh activation function g.
2= g(W,a' + Ryt +b.) (2.1)

Input gate : This unit labeled ' as presented in Equation (2.2). Wj is the weight connecting
x® to the three gates and block input, R; is the recurrent weight connecting y*=1 to the three
gates and block input, b; is the bias vector, o represents the logistic sigmoid function. A gate
is a sigmoidal unit that takes activation from the current data point z' as well as from the
hidden layer at the previous time step. A node is called a gate because its value is used to
multiply the value of another node. It is a gate in the sense that if its value is zero, then the

flow from the other node is cut off. If the value of the gate is one, the flow passes through.
it = O'(Wixt + Riyt_l + bz) (22)

Forget gate : This unit is labeled as f presented in E