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RÉSUMÉ

Pendant les dernières décennies, l’ingénierie informatique a fait de formidables progrès. Une
des avancées récentes les plus importantes est l’intégration de l’apprentissage automatique
dans les systèmes informatiques. Des applications qui auraient été impossibles à constru-
ire, telles que les voitures autonomes, font leur apparition dans notre vie quotidienne. En
parallèle à l’arrivée de ces nouveaux produits, un nombre croissant de nouvelles rapportent
les comportements indésirables de systèmes basés sur l’apprentissage automatique (SAAs).
Seulement aux États-Unis, plus de 400 accidents de véhicule autonome ont eu lieu entre juil-
let et mai 2022. En plus de causer des problèmes de sécurité, les SAAs de mauvaise qualité
peuvent nuire à de nombreux aspects de la vie quotidienne. Par exemple, un outil expéri-
mental de Amazon créé pour faciliter le recrutement de candidats pour un emploi rejetait les
candidatures de femmes plus souvent que celles des hommes. Les SAAs modernes ont donc
des problèmes de qualité, et, comme pour plusieurs problèmes, il faut les comprendre pour
les résoudre.

L’objectif de ce mémoire est de comprendre et définir les problèmes de qualité des SAAs
et d’identifier des remèdes potentiels à ces problèmes. Pour ce faire, nous avons réalisé des
entrevues (i.e., étude qualitative) auprès de praticiens afin de connaître et comprendre les
problèmes de qualité qu’ils rencontrent et les techniques qu’ils ont mises en place afin d’en
atténuer les conséquences. Après avoir réalisé 42 entrevues, nous avons établi une liste de
18 problèmes de qualité, pour lesquels nous décrivons leurs causes et conséquences. Nous
rapportons 21 techniques utilisées par les praticiens pour atténuer les problèmes de qualité
identifiés et en proposons 12 autres basées sur nos connaissances de la littérature. Pour
valider les résultats de notre recherche, nous avons partagé un questionnaire avec 21 prati-
ciens dans lequel ils indiquaient la fréquence avec laquelle ils rencontraient les problèmes
que nous avons identifiés. Nos résultats montrent que (1) l’utilisation de l’apprentissage au-
tomatique dans des systèmes informatiques pose un ensemble unique de défis et que (2) les
praticiens peinent à construire des SAAs de qualité. La plupart des problèmes découlent (1)
d’un manque d’outils appropriés, (2) de problèmes organisationnels, ou (3) de connaissances
limitées parmi les développeurs/praticiens. Notre recherche montre aussi qu’un grand nombre
de praticiens ont des problèmes de qualité des données menant à des conséquences négatives
sur les SAAs. Ils rapportent souvent devoir travailler avec des ensembles de données com-
portant des valeurs manquantes ou incorrectes. Ainsi, dans une deuxième étude, une revue
systématique de la littérature sur le nettoyage des données et l’apprentissage automatique
a été menée dans le but d’identifier des remèdes potentiels aux problèmes de qualité des
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données. Cette étude s’intéresse aux travaux qui proposent des techniques de nettoyage des
données pour l’apprentissage automatique, ou qui utilisent l’apprentissage automatique pour
automatiser le nettoyage des données. Au total, 101 articles publiés entre 2016 et 2022 et
issus de diverses bases de données académiques ont été lus et analysés. Cette revue couvre
six activités de nettoyage de données: le nettoyage des attributs d’ensembles de données, le
nettoyage des étiquettes d’ensembles de données, la détection de doublons, l’imputation et le
nettoyage holistique des données. Basées sur la revue de littérature, 24 suggestions de travaux
futurs sont faites. Ces travaux futurs orbitent autour des six idées centrales suivantes: (1)
d’améliorer les techniques d’augmentation des données pour le nettoyage des données, (2) de
créer davantage d’ensembles de données publics pour les problèmes de nettoyage des données,
(3) de fournir de meilleurs outils pour le nettoyage des données, (4) d’étudier comment les
grands modèles de langage peuvent être utilisés pour le nettoyage des données, (5) d’explorer
des approches de nettoyage holistique des données et (6) de développer des approches de net-
toyage des données interactives. Nous espérons que notre travail permettra à la communauté
scientifique d’avoir une meilleure compréhension des problèmes de qualités des SAAs en plus
de servir de savoir fondateur pour les travaux futurs cherchant à résoudre ces problèmes.
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ABSTRACT

The last decades have brought significant advancements in Software Engineering (SE). One
of the latest and most important milestones in SE is the integration of Machine Learning
(ML) into software systems. New applications that would have been almost impossible to
build without ML, such as self-driving cars, are now becoming part of our daily lives. In the
meanwhile, more and more instances of these undesirable behaviors from these applications
are reported. In the United States alone, over 400 car crashes of automated vehicles happened
between July 2022 and May 2022. In addition to causing safety issues, ML Software Systems
(MLSSs) of poor quality can have pervasive effects on many other important aspects of our
daily lives. For example, an experimental recruiting tool developed by Amazon was shown to
prefer men over women when filtering candidates for a job role. Hence, MLSSs have quality
issues, and, like many issues, they must be understood to be solved.

In this thesis, our goal is to understand and explain the quality issues of MLSSs and iden-
tify potential remedies. To achieve this objective, we first conduct a research study based
on qualitative interviewing with practitioners to gather insights about their experience and
practices when dealing with ML quality issues. Based on the knowledge gathered from 42 in-
terviews, we extracted a list of 18 quality issues of MLSSs, for which we explained the causes
and consequences. We report 21 mitigation techniques used by the practitioners to address
the identified quality issues and propose 12 additional remedies based on the literature we
reviewed. To validate our findings, we shared a questionnaire with 21 practitioners where
they indicated how often they encountered the issues we identified. Our findings show that
(1) using ML in software systems brings a unique set of challenges, and (2) practitioners
struggle to build qualified MLSSs. Most of the issues stem from (1) a lack of appropriate
tooling, (2) organizational challenges, or (3) limited knowledge of a topic among develop-
ers/practitioners. Our research also shows that many practitioners experience data quality
issues leading to negative downstream effects on MLSSs. The most common data quality
issues were missing values and incorrect features or labels. Therefore, in a second study, we
conducted a Systematic Literature Review (SLR) on data cleaning and ML hoping to identify
remedies to data quality issues. More specifically, we examined works that proposed data-
cleaning techniques for ML or used ML to automate data cleaning. In total, we reviewed 101
papers published between 2016 and 2022 inclusively, from various academic databases. We
covered 6 different types of data cleaning activities: feature cleaning, label cleaning, entity
matching, outlier detection, imputation, and holistic data cleaning. Based on our review, we
provide 24 future research directions and highlight some promising data-cleaning approaches
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that can be further extended. Our future research directions revolve around 6 core ideas:
(1) to improve data augmentation techniques for data cleaning, (2) to create more public
data cleaning datasets, (3) to provide better tooling for cleaning datasets, (4) to study how
LLMs can be used for data cleaning, (5) to explore holistic data cleaning approaches, and
(6) to develop more interactive data cleaning approaches. We hope that this work will give
the research community a deeper insight into the quality issues of MLSSs and serve as a
foundation for future works addressing these issues.
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CHAPTER 1 INTRODUCTION

1.1 Context and Problem statement

The last decades have brought significant advancements in software engineering (SE). One of
the latest and significant milestones in SE is the integration of Machine Learning (ML) into
software systems. New applications that would have been almost impossible to build without
ML are now pervasive in our daily lives. For example, more and more people report using
ChatGPT [3], OpenAI’s chatbot, as a personal assistant to increase their velocity at work
(e.g., writing emails, data analysis, etc.) [4]. In addition, autonomous driving companies such
as Waymo have already made their product available to citizens of large cities such as San
Francisco.

Behind these technologies is ML, which brings a complete paradigm shift to SE. Instead of
telling a computer what to do, programmers can now tell them how to learn to do a task.
Hence, behaviors that are difficult to describe programmatically but intuitive for a human
can be implemented in computers because of ML. This fundamental change in how software
systems are built is not without any risk, especially for safety-critical systems. For example,
United States regulators have reported over 400 car crashes with automated vehicles between
July 2021 and May 2022 [5]. Machine Learning Software Systems (MLSSs) of subpar quality
can negatively affect different aspects of our lives. For example, an experimental ML-based
recruitment tool designed by Amazon was shown to discriminate female candidates [6]. One
of the reasons behind the difficulty of ensuring quality in MLSSs is the fundamental difference
between traditional software systems and MLSSs. Computers now learn behavior from data
instead of being told what to do by a programmer. Evaluating whether an ML model complies
with the requirements of a project is much more difficult than with a traditional program.
Additionally, new quality dimensions previously irrelevant to traditional software systems now
emerge because of ML. For example, explaining the behavior of an MLSS (explainability)
can be difficult because of the complexity of the model used, but is necessary for critical
applications, such as disease detection in healthcare.

Problem

As ML is being integrated into a growing number of applications, there is an increasing
number of reports of MLSSs with quality issues. The fundamental paradigm shift
brought by ML requires us to rethink our quality assurance processes.



2

1.2 Research objectives

In light of the problem described in Section 1.1, it is obvious that there is a need for new tools
and quality assurance processes for MLSSs. These tools and processes will have to build upon
a clear understanding of the issues they are addressing. Hence, in this thesis, our first goal is
to understand and explain the quality issues experienced by practitioners when developing or
working with MLSSs. Based on the results, our second goal is to describe existing approaches
that can be used to address the aforementioned quality issues. By achieving these goals, we
hope to outline the issues that need to be further researched and highlight some promising
research directions for future works aiming at addressing these issues.

Research objectives (ROs)

Explain the quality issues of MLSSs (RO1) and how they can be addressed in the
current state of technology (RO2).

1.3 Thesis outline

As explained in Section 1.2, our research objectives are to (1) understand quality issues in
MLSSs and (2) describe existing approaches to address them. In order to tackle RO1, we
conducted an interview study with 42 practitioners to learn about real quality issues. Our
findings notably revealed that a lot of the quality issues they experience stem from poor data
quality. Thus, in a second study, we conduct a systematic literature review of data cleaning
approaches to tackle RO2. More precisely, we focus on approaches that are designed for ML
datasets or that use ML to clean data.

The rest of this thesis is structured as follows. In Chapter 2, we explain fundamental concepts
that serve as the building blocks for the rest of the document. For example, we provide a
brief overview of ML. Then, in Chapter 3, we survey the literature on quality assurance of
MLSSs. Our research works are presented in Chapter 4 and Chapter 5. The interview study
to understand the quality issues experienced by practitioners is in Chapter 4. The systematic
literature review of data cleaning and ML is in Chapter 5. Finally, in Chapter 6, we conclude
the thesis and discuss its limitations, as well as future work directions.
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CHAPTER 2 BACKGROUND

In this Chapter, we explain basic concepts that will help understand the rest of the thesis.

2.1 Machine Learning

ML is a subfield of Artificial intelligence where algorithms enable computers to learn to do
a task. A more formal definition of ML is provided in [7]: “A computer program is said to
learn from experience E with respect to some class of tasks T, and performance measure P,
if its performance at tasks in T, as measured by P, improves with experience E”. Problems
that were formerly difficult to describe with code, such as language translation, can now be
implemented using ML. While there exist complex model architectures with superior learning
capabilities, such as transformers [8], simple models, such as linear regression, also fall under
the umbrella of ML.

To learn a desired behavior, ML algorithms “train” on datasets. A dataset is composed of
individual samples. Samples can also be called “examples” or “records”. The data contained
in an example can either be a feature or a label. For a house price prediction problem, the
label of a record would be the house’s price. Its features would be any other information
that describes the house and can be used to infer the house’s price by a model (e.g., size,
location. etc.). Once an ML algorithm has finished training a model, the latter can then be
used for inference (i.e., making predictions).

ML can be broadly divided into three large categories: supervised, unsupervised, and rein-
forcement learning. The difference between the three boils down to the type of feedback that
is received by an ML algorithm. In supervised learning, an algorithm is told for each input
what is the correct output. The correct output is referred to as a label. In the context of
supervised learning, we usually identify two tasks: classification and regression. In classifi-
cation problems, an ML model must predict the class a record belongs to. An example of
a classification task is to predict whether an animal shown in a picture is a cat or a dog.
In regression problems, an ML model must instead predict a numerical value for a record,
such as predicting a house’s price. Contrary to supervised learning, unsupervised learning
problems are not provided with any labels and instead rely on the similarity between exam-
ples to generate predictions. Thus, a common unsupervised learning problem is clustering
(i.e., identifying groups of records based on their similarities). Finally, reinforcement learning
problems rely on a reward to guide them in their learning process. This reward does not
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indicate what is the right answer, but only how good or bad the output of a model was. For
example, for a self-driving car, the model driving the car would be positively rewarded when
the car stays on the road, but negatively when it goes out.

2.2 Serving ML Models

While building ML models has become increasingly easier thanks to the libraries providing
good abstractions of ML concepts (e.g., Sklearn [9], TensorFlow [10], PyTorch [11]), reliably
serving and maintaining these models is still considered challenging [12]. ML models are
tightly coupled to the data they have been trained on, and any change in the data distribution
might considerably influence the model’s performance. As most problems modeled with
ML algorithms change naturally over time, ML models tend to lose accuracy as they get
older [13–16]. Thus, a model must be continuously “re-trained” on the latest data for it to
maintain its performance.

Shifts in the data distribution happen as the modeled problem changes but also happen
because of unstable data providers (an entity providing data to an MLSS for prediction). For
example, a data provider could change the units used to measure a phenomenon, which, in
turn, would severely hinder a model’s performance. In addition to causing distribution shifts,
data providers may be unavailable at times, which prevents the MLSS that consumes this
data from generating ML predictions and makes the prediction service unavailable. Thus,
a careful selection and monitoring of these data sources is a critical step toward building
reliable MLSSs.

As with any software system, MLSSs sometimes have bugs. A bug is defined as a problem
causing a disparity between the requirement specification of a system and its actual behavior
[17, 18]. Bugs in MLSSs may be caused by incorrect predictions of their ML models as well
as faults in their program or infrastructure. Identifying the root cause of a defect in an ML
model can be challenging as there are many components to inspect, such as training data,
program code, execution environment, and third-party frameworks [19]. To fix a bug, it is
often necessary to reproduce it by having the system in the same state as when the bug
happened, in addition to having the input that caused the bug. Thus, versioning all the
artifacts that generated a model in production (e.g., training datasets) in addition to the
models and the code is necessary to effectively debug MLSSs.

When serving models in real-world applications, aspects other than accuracy become impor-
tant. For example, for safety-critical applications, it may be important to understand why
a decision was taken by a model. Additionally, for applications having a significant impact
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on one’s life, it is important to ensure the predictions are not undesirably biased against a
group of persons sharing the same attribute (e.g., sex, race, etc.). We elaborate on this topic
in the following section (Section 2.3).

2.3 Software Quality

Software Quality refers to the degree to which a program or system possesses a desired
combination of attributes [20]. The quality of a software system can be evaluated along
different quality dimensions. Examples of notable quality dimensions are maintainability,
security, and scalability [21]. With the integration of ML in software systems, other quality
aspects grew in importance as they became more challenging to achieve than previously
with traditional software systems. Below, we describe such quality dimensions that can be
challenging for MLSSs:

• Explainability: The ability to understand and explain an ML model’s prediction [22].
Understanding a model’s prediction has many uses. For users of a MLSS, providing
explanations for a prediction may increase confidence in the system. For developers,
it may help understand why the model made an error. Simple models, such as linear
regressions, are interpretable. However, complex models, such as neural networks, are
not interpretable. Thus, to understand their prediction, explainability techniques can
be leveraged. These techniques generally aim to provide explanations that are compre-
hensible for humans and that accurately represent the underlying decision process of
the model.
• Fairness: The capacity of a model or MLSS to not have any prejudice or favoritism

toward an individual or group based on their inherent or acquired characteristics [23].
Unfair models can have disastrous consequences in critical applications. For example,
a tool used by the court in the United States to help the judge decide whether a
convict’s sentence should be shortened or not was shown to be prejudiced against
African Americans [24]. The unfair behavior of an ML model generally stems from
existing bias in a dataset. Various techniques can be used to mitigate model bias. One
can modify the dataset at hand to not display bias (pre-processing algorithms). Other
approaches modify the learning algorithm (in-processing algorithms) or the predictions
of the model (post-processing algorithms) [23].
• Efficiency: In SE, efficiency refers to the aptitude of software to have appropriate

performance relative to the number of resources (e.g., memory, CPU time, etc.) used
[21]. State-of-the-art models in domains like NLP are notoriously known to consume a
lot of resources. For example, the energy needed to train the MegatronLM model [25]
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developed by Nvidia was similar to the annual consumption of three households during a
full year [26]. Numerous techniques have been proposed to make models more efficient,
such as quantization [27] and distillation [28].

2.4 Data Cleaning

Data cleaning is the process of detecting errors in data and repairing them [29]. It is a
problem that has been addressed by the database community for a long time [30–32] and has
recently gained traction with the ML community because of the importance of data quality
for ML performance. A survey published in Forbes revealed that cleaning and organizing data
takes up to 60% of data scientists’ time and is considered to be one of the least enjoyable
activities [33]. Thus, there is an interest in building data cleaning solutions to make the
process easier and more effective.

Data cleaning approaches generally aim to address one of three data errors: incorrect values,
missing values, and duplicate records. In the following, we describe a few different types of
approaches to tackle these issues.

• Incorrect values: Dirty data may hinder an ML model’s performance at training time
as well as at inference time. Thus, fixing data errors is an important step when building
ML models. Techniques to detect or repair incorrect values include outlier detection,
rule-based data cleaning, and ML-based approaches. More information regarding out-
lier detection and ML-based approaches can be found in Chapter 5. As its name
suggests, rule-based data cleaning approaches define a set of rules that clean data must
abide by. Any data infringing a rule is likely to be dirty. For example, to identify an
incorrect country of residence, one could define the following rule: “Two persons living
in the same city must live in the same country”. If two persons in a dataset have con-
flicting information, one can suppose that one of them has an incorrect city or country
value.
• Missing values: ML models can not process records with missing values. A simple

solution to the problem is to “avoid” missing data by ignoring records or attributes
with missing values. However, valuable information will be dropped during the process,
potentially hindering a model’s performance. Thus, to address this issue, imputation
approaches estimate a realistic value for missing data.
• Duplicate records: Generally, two records can be considered duplicates if they refer to

the same real-world entity. Duplicate records could have different attribute values but
refer to the same entity for many reasons. For example, a customer might be recorded
multiple times in a database if he used different names when buying a product [34].
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Approaches that detect duplicates, also named entity matching approaches, compare
records one against another to find the ones that refer to the same real-world entity.
Because comparing every record one against another can take a lot of time, entity
matching is usually preceded by a blocking step, where pairs of records that are not
a match are efficiently identified. As a result, entity matching approaches can avoid
processing these pairs.
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CHAPTER 3 LITERATURE REVIEW

In this chapter, we cover the literature on quality assurance of MLSSs. The first step toward
building qualified MLSSs is to define appropriate requirements. Thus, in Section 3.1, we
cover the literature on that topic. Then, we describe various papers discussing the challenges
of building, deploying, and maintaining MLSSs in Section 3.2. If poorly handled, these
challenges often lead to quality issues. In reaction to the growing concern about ensuring the
quality of MLSSs, other works identified recurring patterns leading to quality issues, which
we cover in Section 3.3. Conversely, other studies proposed best practices to follow to avoid
these issues. We review this topic in Section 3.4. Finally, in Section 3.5, we discuss the
challenges and current remedies for various quality aspects in MLSSs.

3.1 Requirement Engineering for MLSSs

One of the first steps when building a software system is to define good requirements. These
requirements specify functional and non-functional properties that must be obtained for a
system to be considered a success. A system that does not achieve these goals will most likely
have quality issues. Because of ML components in MLSSs, defining appropriate requirements
is more challenging. Previous requirement specification processes and tools must be adapted
to the new paradigm brought by ML. The following details these challenges and describes
previous work studying this issue.

The authors in [35] conducted a systematic mapping study on requirement engineering for
MLSSs. They report three challenges frequently reported by the research works covered in
their study. First, specifying requirements for ML models is challenging, because there is
not a reliable way to express quality targets and trade-offs answering a business’s needs. For
example, how one should set performance requirements for a recommender system? Sec-
ond, new quality attributes must be considered because of ML, and measuring them can
be difficult. For instance, how to specify an MLSS’s transparency? Third, handling cus-
tomer’s expectations can be sometimes challenging because they do not understand the po-
tential limitations of ML. Other studies identify similar challenges. For example, Vogelsang
and Borg [36] describe some of the additional challenges MLSSs have compared to tradi-
tional software systems during requirement engineering. Similar works are done in [37–39].
Researchers in [38] focused on non-functional requirements and explained the difficulty of
defining measurable success criteria for quality attributes. The authors in [39] conducted a
Systematic Literature Review (SLR) to identify current requirement engineering challenges
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and described common notations and modeling languages that are commonly used for ML
projects. In reaction to the aforementioned issue, different works propose an approach to
objectively specify and assess the quality attributes of MLSSs [40,41]. Similarly, the authors
in [42] propose an approach to test requirements for robustness (a quality aspect) for MLSSs
based on human perception.

3.2 Challenges in MLOps

In the following, research works discussing the challenges that are encountered when building
and maintaining MLSSs are presented. The studies included in this category either consider
the problem holistically (i.e., what are recurring problems with developing MLSSs) or focus
on one step or aspect of MLSSs development.

Previous studies focused on understanding and describing MLOps holistically and described
the general challenges of building MLSSs. The authors in [43] reviewed published reports of
deploying MLSSs with the objective of highlighting the challenges practitioners experience
during every step of building and maintaining MLSSs. In the following, we detail some of
the challenges reported by the researchers for each and every phase. For data management,
some of the identified issues are: having access to a sufficient quantity and quality of relevant
data and the lack of tools to troubleshoot and understand datasets. The bulk of the issues
for the model learning phase stem from the high resource consumption of ML algorithms
when training. Similarly, for the model validation phase, most of the issues are caused by
the opaque nature of ML models; assessing with high confidence that a model complies with
business or legal requirements is difficult. The reported issues for the model serving phase
stem from the fact that models are only performant for the data distribution they have
been trained on, and any change might severely hinder their performance. The authors list
various ways a model may become stale, such as feedback loops. Simply by interacting with its
environment, an MLSS may modify it, rendering its model less relevant. For example, models
competing against one another for stock trading will hinder another model’s performance
every time they are retrained.

Other studies have done similar work. The author in [44] performed an SLR of 141 papers
to uncover MLOps challenges at every step of an MLSS lifecycle. Similar to the previous
works, [45] listed the challenges experienced by practitioners. To do so, they performed a
Multivocal Literature Review and verified their findings through interviews with practition-
ers. Similarly, in [46], authors interviewed 19 practitioners and extracted a list of recurring
challenges along with common anti-patterns. A similar work is done in [47] using the an-
swers of 80 practitioners to a survey to identify challenges and best practices. Based on a
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literature review, [48] built a taxonomy of 31 quality assurance challenges experienced during
various phases of building an MLSS. Bosch et al. [49] conducted an interview with practi-
tioners from 16 different companies operating in different domains (e.g., real estate, weather
forecast, etc.) and of different sizes (ranging from startups to multinational companies). The
authors present companies’ different maturity stages when adopting ML in their organiza-
tion and describe key challenges that the enterprises experienced, similar to other works [50].
Authors in [51] presented the current state of MLOps along with its challenges. Addition-
ally, the authors proposed different ways techniques such as Automated ML (Auto-ML) and
explainability could be leveraged to address some of the aforementioned challenges. In a
similar vein, [52] suggests reusing practices from DevOps to facilitate building MLSSs. The
authors in [53] observed that a majority of papers analyzing ML in practice are based on the
experience of practitioners from large software companies (e.g., Google), which could lead
to a biased representation of the domain. As a result, the authors conducted an interview
study with 17 practitioners not working in these companies. Their findings show the tensions
caused by the resource constraints of small companies. Crucial aspects, such as fairness and
explainability, can not be considered because of a lack of time and money. The study also
underlines the unreasonably high expectations of managers and consumers for the quality of
the developed ML models, expecting them to compete with ML models of large technological
companies (e.g., Google).

Other works focused on the challenges with a specific aspect of an MLSS. Sambasivan et
al. [54] describe different challenges with data that cause negative downstream effects on
MLSSs. For instance, the authors reported that practitioners sometimes do not have enough
domain expertise to understand a dataset hence making bad data modeling decisions instead
of consulting a domain expert for help. Researchers in [55] conducted an SLR and reviewed 24
papers to understand state-of-the-art ML deployment practices. The authors also explained
current challenges in MLOps and gaps in the tooling available to practitioners. Other studies
focused on the maintenance of MLSSs. The authors in [56] discuss challenges in key areas
of MLSS maintenance (e.g., data drift detection and model monitoring). Similarly, in [57],
authors conducted an SLR and extracted a list of 13 maintainability challenges. The authors
reported the challenging aspect of ensuring compliance with minimum quality standards for
some applications. Authors in [58, 59] discussed data management challenges and in [60]
presented model management challenges. The challenges mentioned include selecting data
validation alerts that will have the most impact in production while avoiding alert fatigue [59].
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3.3 Technical Debt and Anti-Patterns in MLSSs

The authors in [61] define Technical Debt (TD) as the presence of design or implementation
constructs that provide short-term advantages but create a technical context that may render
future changes more costly or even impossible. Similarly, the term “anti-patterns” refers to
recurring solutions to problems that yield sub-optimal results [62]. While these concepts were
initially conceived for systems devoid of ML components, recent research has extended their
applicability to MLSSs. One of the first works to do so is the seminal paper of [63] describing
the challenges and types of TD faced by Google while building, deploying, and maintaining
ML models. Namely, they explained the unnecessary usage of a large number of data sources
makes the model more brittle. They also described how easily ML pipelines become overly
complex and difficult to maintain. From this work stemmed many others [62, 64–70]. In the
following, studies that try to uncover the types of technical debt and anti-patterns commonly
found in MLSSs are presented. Studies on code smells are also discussed since they are tightly
related to anti-patterns. Code smells are potential indicators of bad practices, while anti-
patterns are a bad practice [62].

Previous studies have attempted to discover bad practices when building MLSSs by mining
public data sources such as code repositories. Authors in [64] mined open-source GitHub
repositories to aggregate a list of the most common maintenance-related modifications in
Deep Learning (DL) projects. From this list, they extracted 5 code smells in DL systems.
Furthermore, they measured how prevalent and problematic the code smells are from the
point of view of practitioners using a survey. Similarly, researchers mined 26 open-source
MLSSs and identified 14 refactorings and 7 new TD categories specific to ML [65]. Authors in
[71] identified and cataloged 8 design smells that frequently occur in DL systems by reviewing
the existing literature on DL systems’ design and manually inspecting 659 DL programs
with performance issues and design inefficiencies. Finally, researchers in [66] examined the
frequency, distribution, and impacts of code clones (a code smell) in DL systems, as well as
developers’ code cloning practices. Instead of mining code repositories, researchers analyzed
66 hours of talks recorded by an MLOps community to extract a list of 17 socio-technical
anti-patterns [67]. Namely, the authors have reported that requesting data from other teams
is difficult because they are not incentivized to provide endpoints for the requesting team.
They also indicated that data producers may cause data leaks, by providing information for
historical data that will not be available online.

Other studies described anti-patterns based on their personal experience. [68] shared with
the scientific community how TD appeared in the early phases of an industrial DL project.
Similarly, [69] provides a catalog of common anti-patterns observed in financial MLSSs.
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Facing the increasing number of papers regarding technical debt and code smells in MLSSs,
[62] attempted to aggregate the knowledge on these topics by performing a systematic map-
ping study that presented 4 new types of technical debt, 72 anti-patterns along with 46
solutions. Similar work has been done by [70] but by consulting gray literature as well.

3.4 Patterns and Best Practices with MLSSs

Similar to the research works in Section 3.3, the papers covered in this section try to offer
guidance toward building and maintaining MLSSs. However, instead of telling what one
should avoid doing, they provide guidelines to follow. The studies generally do so by providing
a list of best practices or patterns. A pattern can be defined as “a well-worn and known good
solution to a common problem” [72].

The authors in [73] conducted a multivocal literature review to collect design patterns for
MLSS. Based on the review of 51 resources, they identified 70 patterns, out of which 34 were
unique to MLSSs (but often inspired by patterns in traditional software engineering). For in-
stance, the authors describe the “deploy canary model” pattern, which amounts to deploying
a model on a small number of servers in production in order to assess the performance of the
model. A similar work was previously done by [74]. In addition to providing 12 architecture
and 13 design patterns, the authors provided 8 anti-patterns. The authors extended their
work in another contribution [75] where they selected and described three ML patterns in
more detail.

Other studies likewise provided guidelines for practitioners, but named these guidelines “best
practices” instead of “patterns”. The authors in [76] provide a list of best practices based
on their experience at Microsoft. A similar work is done in [77]. Authors in [73] searched
the academic and grey literature and identified 29 best practices when building MLSSs.
Additionally, the authors conducted a survey with 312 practitioners to measure their degree
of adoption and validate their perceived effectiveness. Some of the most adopted practices
include versioning data, model, and configuration and monitoring models’ performance. The
authors found that mature teams tend to adopt more practices. A similar work was done
in [78] based on a literature review of 41 posts of the grey literature and 37 scientific papers.
The authors identified 91 best practices grouped into six categories: designing, developing,
testing, and deploying MLSSs. Similar to guidelines, the authors in [79] share a checklist to
assess the production readiness of MLSSs at Google.

Instead of giving guidelines, other studies provide methodologies that facilitate building qual-
ified MLSS. The authors in [80] proposed CRISP-ML(Q) a quality assurance methodology
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for the development of ML applications that is inspired by CRISP-DM [81]. It details, for
every step toward building an MLSS, the actions that must be taken in order to ensure the
quality and success of the project. For example, as one of the first steps of their methodology,
the authors encourage verifying the feasibility of an ML project and defining success criteria
on different levels (e.g., business success, ML performance, etc.). A similar work based on
CRISP-DM [81] is done in [82]. In addition to providing a methodology, the authors also
provide a taxonomy of the types of MLOps papers. Similarly, [83] proposes a methodology
tailored for IoT devices.

Finally, other papers focused on a specific aspect of MLOps when providing guidelines. Based
on their observation that datasets are often opaque, poorly documented, and maintained, the
authors in [84] propose a framework for dataset development that treats datasets as any other
software engineering artifact. Notably, it includes rigorous documentation at every phase of
a dataset’s lifecycle, from requirements to maintenance. Differently, the authors in [85] build
a responsible artificial intelligence (AI) catalog based on a multivocal literature review. The
provided catalog aims to address the observed issue: most responsible AI practices operate
at the algorithmic level only (e.g., fairness algorithms), ignoring other ways bias can incur.
For instance, the authors suggest developing an ethics committee in every organization to
address responsible AI issues.

3.5 Quality Aspects in MLSSs

As ML is integrating a growing number of applications, there is growing concern among the
population about its potential negative consequences on our lives. In a survey conducted in
2023 by [4], over 60% of the respondents reported being anxious about the impact of AI on
society. The main causes of concern were privacy threats, corporation or government misuse
of AI, or job losses. In reaction to these concerns, the trend of responsible AI emerged with
the objective of ensuring an ethical development of AI systems to benefit humans, society,
and the environment [85]. In the following, we cover the quality aspects of MLSSs, focusing
on the four core pillars of responsible AI: fairness, transparency, robustness, and privacy.
The definition, challenges, and current remedies will be discussed for every quality aspect.

3.5.1 Fairness

As ML integrates a growing number of applications, there is an increasing number of reports
of unfair treatment from ML applications. For example, an experimental tool developed by
Amazon to help recruiter screen resumes preferred men over women [6]. Another striking
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example is an early version of a chatbot developed by Microsoft that showed racist and
sexist behaviors [86]. These issues often take root in the dataset used to train the unfair
models, which already display bias [87, 88]. Since the model learns from the data it has
been trained on, it is bound to replicate the bias in the dataset if no corrective measure is
applied. In reaction to these issues, there is a movement to develop techniques to ensure
ML applications do not discriminate against groups sharing sensitive attributes (e.g., race).
Public libraries provide implementations of fairness techniques [89–91]. Fairness approaches
either directly mitigate bias in a training dataset (pre-processing approaches), modify the
learning objective of the model to ensure fairness (in-processing approaches), or adjust the
predictions of the model to be fair (post-processing approaches). In the following, we describe
fairness approaches from all three categories based on existing surveys of the literature [23,
92,93].

Pre-processing approaches

As previously mentioned, fairness pre-processing approaches mitigate fairness issues by mod-
ifying the training dataset of a model in a way that mitigates bias. A straightforward way to
remove bias from a dataset is to reduce the impact of examples that are deemed unfair during
training, and, inversely, give more importance to the ones that are considered fair [94–96].
Similarly, other approaches rely only on re-sampling training data (i.e., assigning weights of
0 or 1 to training examples) to remove bias from a dataset [96–98]. Instead of modifying
training samples’ weights, other approaches modify their features or labels. Based on the
intuition that similar samples should have similar treatment by a classifier, the authors in [99]
leveraged the k-nearest neighbors algorithm to identify examples that might be discriminated
against and assign them a positive outcome by changing their labels. Similar works are pro-
posed in [95, 96]. Others altered features instead of labels [100], where authors proposed an
approach that modifies the features of samples so that discriminated samples are more likely
to be positively classified. The approach focuses on preserving the ordering of samples in the
same group: a sample in a discriminated group that is more positively treated by a model
than another one in the same group should still be favored after the transformation. Similar
works are proposed in [101–103]. Instead of altering features or labels, the approach proposed
in [104] represents samples of a dataset in a fair latent space.

In-Processing Approaches

In-processing approaches modify the ML algorithms so that the trained model is devoid of
bias. Various approaches tried to decorrelate a model’s outcome with sensitive attributes.
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The authors in [105] added a regularization term to the objective function so that the mutual
information between a sensitive attribute and the model’s outcome is minimized. Similarly,
the approach described in [106] proposes a split criterion for constructing decision trees such
that information gain (the original objective) is maximized, but the resulting groups are
homogeneous with respect to the sensitive attribute. Similar approaches were proposed as
well [107–109,109]. Other approaches in this area used adversarial learning to prevent models
from being unfair [110,111]. Trained models have the objective to be as accurate as possible
while preventing an adversary from predicting sensitive attribute values.

Post-Processing Approaches

Instead of mitigating bias (in a dataset or model), post-processing approaches correct the
predictions of a classifier for fairness. After observing that examples from a discriminated
group tend to have a lower probability of positive outcomes, the authors in [112] propose
to use different thresholds based on the value of sensitive attributes. As a result, samples
from a discriminated group would be more likely to have a positive outcome even with low
model probability scores. Similar approaches are described in [113,114]. Instead of modifying
threshold values, the authors in [115] proposed an approach to ensure that the proportion
of positive predictions for all groups is the same as the proportion of positive examples from
the training dataset. Similar approaches are proposed in [116,117].

3.5.2 Transparency

Transparency in ML refers to the aptitude of an MLSS to explain how a prediction was made
in an understandable way [118,119]. For the users of an MLSS, understanding why a decision
was made can increase their confidence in its correctness. For developers, it may help find
the root cause of a bug or help certify a model’s decision is not influenced by unwanted bias
(e.g., sexism, racism, etc.). Having transparent MLSSs tends to be more challenging than
with traditional software systems because of the opaque nature of many ML models. Indeed,
for most models, understanding the factors that influenced a model’s prediction is difficult,
or unintuitive for a human’s mind. For example, how can one explain, in an intelligible
way, the decision process of an ensemble of decision trees? A similar challenge lies with
other types of models, such as neural networks. On the contrary, explaining the decision of
a single decision tree is feasible since it amounts to interpreting a series of “if” and “else”
statements. This property of being naturally understandable is called interpretability, and
the models bearing that quality are referred to as interpretable models. Interpretable models
include linear regression, k-nearest neighbors, and rule-based learners, amongst others. Non-
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interpretable models, on the other side, require special techniques for their predictions to be
understood. The field devoted to crafting such techniques is called explainability. Various
libraries have provided ready-to-use implementations of explainability techniques [120–123].
In the following, we review the literature on this topic based on existing surveys of the
literature [22, 124–126]. Explainability techniques can be designed for a particular type of
model or be applicable to any (model-agnostic), which we cover in this review. Model-
agnostic approaches roughly fall into one of three categories: explanations by simplification,
feature relevance explanations, and visual explanations [124]. In the following, we explain
the main ideas behind each category and different approaches.

Explanations by Simplification

The strategy followed by these approaches to explain a model’s prediction is to approximate a
black-box model with a simpler, more interpretable model and use the innate interpretability
mechanisms of the second model for explainability. Generally, the simplified model can not
effectively approximate all the predictions of a complex model but is relatively accurate for
a region of space. For example, a polynomial of first degree can be used to approximate
another polynomial of high degree in a limited region of space. Hence, some explanations
by simplification describe individual predictions of a model by approximating a complex
black-box model with a simple interpretable one. A well-known technique following that
approach is Local Interpretable Model-Agnostic Explanations (LIME) [127]. To explain a
complex model, the authors train an interpretable model (e.g., linear regression or decision
tree) on examples distributed in the vicinity of a prediction that must be explained, using
the predictions of the complex model as training labels. A similar approach is described
in [128, 129]. Other studies approximate complex models using a set of rules. The authors
in [130] find Boolean rules in Conjunctive Normal Form (i.e., AND-of-ORs) or Disjunctive
Normal Form (i.e., OR-of-ANDs) that accurately describe the predictions of a model using
integer programming. The generated model can be used to explain all predictions of the
black-box model. In a similar vein, the authors in [131] use Generic Programming to find a
set of rules and bandits algorithms are used in [132] instead.

Feature Relevance Explanations

A second way a model’s behavior can be explained is by measuring the importance of samples’
features in its decision process. A popular feature relevance explanation approach inspired
by game theory is called SHAP (SHapley Additive exPlanations) [133]. As implied by its
name, SHAP is based on Shapley Values, a technique to measure the influence of a feature
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on the output of a model by measuring its average marginal contribution to a model’s deci-
sion. Similar approaches based on Shapley Values are described in [134,135]. The approach
described in [135] accounts for correlated input, contrary to SHAP. Other studies follow a
different approach to measuring feature importance. The authors in [136] compare the be-
havior of a model before and after randomizing the values in a feature of a dataset. If its
behavior changes a lot after randomization, then the feature most likely has high importance.
In a similar approach to explain a model’s prediction [132], beam search is used to find the
minimal set of feature values that can not be randomized for the prediction to stay the same.

Visual Explanations

The third way to explain a model’s predictions is through visual explanations. Approaches
based on sensitivity analysis are presented in [137,138] to visualize the decision boundary of
a model. Similarly, other approaches display the decision boundary as a function of a unique
feature (by fixing the value of the other attributes) [139,140].

Other Explainability Approaches

In this section, we describe two other approaches that are not included in the previous
categories. In [141], influence functions, a technique from robust statistics, are used to find
the training examples that are the most responsible for a particular prediction. Differently,
the authors in [142] propose to explain a particular prediction by showing similar examples
that resulted in a different prediction, i.e., counterfactuals. Counterfactuals are useful to
explain how an example should change for the prediction to change as well. For example, for
a loan approval system, this could explain to a user why a loan was refused and how he/she
can get it approved.

3.5.3 Robustness

Robustness in ML refers to the resilience of an MLSS in the presence of perturbations [143].
More formally, the robustness of an MLSS is the difference between the expected output of an
MLSS and its expected output after a perturbation to any ML component: data, model, or
the software system in which the model is embedded. A sub-category that has gained much
traction with the ML community is adversarial robustness, i.e., being robust to adversarial
attacks to an ML model. In the following, we provide an overview of adversarial robust-
ness. Then, we describe other studies on global robustness, i.e., not limited to adversarial
robustness.
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Adversarial Robustness

The adversarial robustness of a MLSS refers to its capability of being robust against adver-
sarial attacks. Public libraries provide ready-to-use implementations of adversarial attacks
and defenses [144, 145]. In the following, adversarial attacks and defenses are described and
explained. This review of adversarial robustness is based on previous surveys [146–150].

Adversarial Attacks Adversarial attacks are a type of attack where test time data is
altered imperceptibly (to a human’s eye) leading a model to make incorrect predictions.
Previous studies have fooled models embedded in real-life applications, from road sign recog-
nition [151] to person detection [152]. Adversarial attacks are roughly performed in one of
two settings. In the white box setting, the attacker has complete access to the model. In-
versely, in the black box setting, the attacker can only query the model, which is often closer
to real-life scenarios. In the following, we describe white-box and black-box attacks.

A seminal work in the field of adversarial attacks is the Fast Gradient Sign Method [153].
The authors propose a white box attack that uses the gradients of a model to craft adver-
sarial examples. Similar works were later proposed in [154–156]. Contrary to the previous
approaches whose goal is to make the perturbations imperceptible, the authors in [157] vis-
ibly alter pixels in an image, hoping the perturbation will pass as a defect from the sensors
capturing the image. Hence, the approach’s goal is to find the minimal set of pixels to modify
an image such as the model’s prediction is changed. Instead of crafting perturbations tailored
for one sample only, the white box approach proposed in [158] finds a unique perturbation
that can be applied to all samples in a dataset so as to maximize the number of prediction
errors by a model. Other approaches proposed attacks robust to a selected defense [159–161].

Contrary to white box attacks, black box attacks do not have access to a model’s parameters
and gradients. Thus, the authors in [162] estimate models’ gradients by sending a lot of
queries and observing the model’s confidence values. The estimated gradients are then used
to craft adversarial samples. To reduce the number of queries necessary to estimate gradients,
the authors in [163] perform gradient estimation in the latent space of an autoencoder. Since
the latent space has a reduced number of dimensions, estimating gradients is more efficient.
While the previous approaches leveraged the confidence scores of attacked models to craft
adversarial samples, real-life applications often only provide the final prediction. Thus, the
authors in [164] propose an approach able to fool a model using only its final predictions.
To do so, the approach first adds sufficient noise to an image so it is misclassified, then
iteratively reduces it until the sample is not misclassified anymore. The misclassified samples
closer to the decision boundary are the generated adversarial samples. This approach was
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later improved in [165,166].

Adversarial Defenses In reaction to the growing number of adversarial attacks showing
the weaknesses of ML models, other studies developed defense mechanisms to protect models
against these attacks. Generally, the defense techniques either: (1) pre-process the data
fed to the model in such a way that adversarial attacks are less effective, (2) improve the
robustness of the model to adversarial attacks or (3) detect adversarial attacks to prevent
their consequences. In the following, we describe defense mechanisms against adversarial
attacks.

The pre-processing approaches generally adopt one of two strategies to tackle adversarial
attacks. The first type of pre-processing approach adds random noise to examples such that
a model’s performance is not hindered, but crafting adversarial is difficult (since the image
ingested by the model differs from the one provided by the adversary). The authors in [167]
randomly nullify features of records. A similar work is described in [168]. The authors
in [169] propose an approach that randomly selects several transformations in a set. The
second type of pre-processing approach aims to remove adversarial noise from images. The
approach described in [170] removes noises with a model based on the U-net architecture [171].
Instead of directly removing noise, a generative adversarial neural network is used in [172] to
generate clean examples identical to an original image without adversarial noise. A similar
work is described in [173]. For images, the authors in [174] observed that JPEG compression
attenuates the effect of adversarial attacks. A defense mechanism based on that approach is
described in [175].

A second way MLSSs can be more robust to adversarial inputs is by making the model
more robust. Previous approaches leveraged adversarial training to create robust models
[153,176,177], which amounts to training a model on adversarial examples. While considered
to be one of the most effective defenses, it is computationally expensive and often limited
to a limited set of attacks [146]. Other studies added components to a model’s architecture
to enhance its robustness. The approach described in [178] adds a denoising component to
the feature map of a convolutional neural network in order to enhance its robustness. The
authors in [179] observed that features providing a minor performance gain are often the
more susceptible to adversarial attacks. Thus, in their approach, non-linear attention and
L2 feature regularization are used to select only the more important features. Finally, the
authors in [180] added an extra class to the training of ML models such that adversarial
examples are assigned that class by the model.

The final way to protect MLSSs against adversarial attacks is through malware detection.
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Two types of malware detection techniques have been proposed. The first one detects attacks
by comparing the prediction of a model before and after applying transformations to the input
data that should not change the model’s prediction [181, 182]. If the prediction changed
after applying pre-processing techniques, then the image is likely to have been adversarially
tempered. For example, the authors in [181] use rotation and translation on images to
detect adversarial examples. A second way to detect adversarial examples is to observe the
distribution of queries of an attacker. This defense mechanism supposes that the attacker
has only black-box access to the model (i.e., can only send queries to the model, without
having access to its parameters). If a user sends too many similar requests, then the person
might be trying to craft an adversarial example [183].

Global Robustness

In this part, we describe studies whose goal is to measure, test, or improve the robustness of
an MLSS. Studies limited to adversarial robustness are not discussed in this section and are
reviewed in Section 3.5.3.

The approach described in [184] assessed the robustness of a model by clustering samples and
measuring the homogeneity of predicted classes amongst the samples in the same cluster. In
a similar vein, the authors in [185] described an approach providing upper and lower bounds
of a model’s robustness. Similar approaches are reported in [186, 187]. Inspired by software
testing, the approach described in [188] uses symbolic execution to generate samples to test
a model’s robustness. Similar approaches use fuzz testing [189], combinatorial testing [187],
and abstract interpretation [190] to test a model’s robustness. Other studies assessed the
robustness of an MLSS to specific types of faults. For example, the approach described
in [191] injects faults in the software of an MLSS to approximate hardware errors in various
components of an automated vehicle. Similar approaches are described in [192–194].

The following studies proposed techniques to ensure the robustness of a model to various
types of perturbations. The authors in [195] propose an approach based on Wasserstein
Distributionally Robust Learning. In short, the model is optimized in a way that minimizes
its worst performance in case of a shift in data distribution. To do so, the performance
on all neighbor data distribution (according to Wasserstein distance) is considered when
training the model. Because its computation is practically intractable for most applications,
the authors relax the problem into a Lagrangian form optimizable with stochastic gradient
methods, and similar works are reported in [196,197]. For reinforcement learning agents, the
authors in [198] describe an approach that considers worst-case scenarios before taking any
action.
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3.5.4 Privacy

In recent years, there has been an increased concern for data privacy in software applications.
Policies, such as GDPR [199], are created to enforce the security of private information. In the
meanwhile, studies have shown how sensitive information about a model’s training dataset
can be inferred using only the models’ predictions. For example, [200] developed an approach
to predict whether a record was part of the dataset used to train a model. Similar works
were done by [201–203]. Knowing this information may be a severe breach of information
for sensitive applications. For example, a model trained to detect a disease could leak who
is part of the training dataset and has been diagnosed with that disease. This type of attack
is known as model inversion attacks. Thus, protection mechanisms must be configured in
MLSSs in order to prevent the model from leaking private information.

Another type of data that can be extracted from an MLSS using only the predictions of a
model is the parameters of the model itself. This type of attack is known as model extraction
attacks. Previous studies have shown how a model’s parameters [204] or hyperparameters
[205] can be extracted under certain conditions (e.g., access to prediction probabilities).
Because training ML models is an important investment for companies (e.g., the GPT-4
model [3] cost over 100 million dollars [206]), there is an incentive to build defenses against
these types of attacks.

In the following, we present various attack and defense mechanisms that have been proposed
in the literature for model inversion and extraction. Privacy attacks and defenses have been
implemented in public libraries such as [145]. We briefly review ML privacy based on previous
surveys [146,207–209].

Model Extraction Attacks

To copy a model, the authors in [204] fetch its prediction over a group of samples and build
model equations from the predictions. They show how a binary logistic regression can be
recreated with only d + 1 queries, where d is the number of features of a sample. While
described technique can be extended to neural networks, they also introduce a path-finding
algorithm to extract the parameters of decision trees. Similar works are described in [210–
212]. Instead of inferring parameters, the approach described in [205] steals hyperparameters.
The authors highlighted that the goal of an ML algorithm is to minimize the error on a
training dataset. Based on that observation, they designed a system of linear equations
to find hyperparameters. Other studies removed watermarks (a model extraction defense
described in Section 3.5.4) from the weights of stolen models. Based on the observation that
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the watermarks proposed by [213] increase the standard deviation of the distribution of a
model’s weight, the authors in [214] propose an approach capable of detecting and removing
these watermarks. Differently, the authors in [215] describe how stolen watermarked models
can evade watermark detection techniques, by training a second model to detect the queries
of watermark detection techniques.

Model Extraction Defenses

Model extraction attacks may rely on the attacked model’s confidence scores [200, 216, 217].
Hence, defense mechanisms addressed that issue by avoiding sending confidence scores to
users or by adding smart noise to the scores [204, 218]. Other approaches are proposed to
detect model extraction attacks. The authors in [219] propose PRADA, a mechanism that
is able to detect such types of attacks by analyzing the distribution of queries of a model’s
user. Instead of preventing model extraction attacks, other researchers proposed approaches
to identify stolen models. To do so, a watermark is embedded in a model’s weight, making
it possible to identify the ownership of stolen models. Watermarked models can be detected
by analyzing their weights [213] or their predictions for a selected set of inputs [220].

Model Inversion Attacks

Model inversion attacks’ goal is to extract information about the training dataset of a model.
One piece of information that can be extracted is whether a sample was part of a model’s
training dataset. They generally leverage a model’s confidence to detect samples from the
training dataset and try to detect patterns in the model’s confidence. A model will generally
behave differently with samples present in its training dataset. This attack was introduced by
[221], where a binary classifier was trained to detect training examples. To train the classifier,
the authors first generate training data that is representative of the ML problem solved by
the attacked model and train multiple models on subsets of that dataset. The authors refer
to these models as shadow models, and the generated data, shadow dataset. Training data
for the classifier is then generated using the aforementioned shadow model’s predictions on
shadow training and test data. This work was later improved in [201], to perform better on
models that are not overfitted. Similar works are described in [202, 222–224]. Other works
proposed approaches to infer sensitive attributes from records. Using the predictions of a
model and a subset of a sample’s feature, the authors in [225] demonstrated how to infer the
unknown features using a maximum a posteriori algorithm. This work was later improved
in [226], where having partial access to a record’s feature is not necessary. To extract sensitive
information, the approach analyzes the predictions of the model whose training data has been
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poisoned (i.e., malicious samples have been added to the model’s training dataset). Similar
approaches are described in [227–229].

Model Inversion Defenses

A common defense mechanism to preserve the privacy of a training dataset is Differential
Privacy (DP) technique. Initially proposed by [230], DP is a formal definition of data privacy
guarantees. DP ensures that the presence or absence of any single data point in a dataset has
a limited impact on the output of a model, making it difficult for an adversary to infer specific
information about someone’s personal information based on the algorithm’s behavior. DP
techniques generally strategically add noise during the learning process of an ML algorithm,
preventing the model from memorizing individual records of a dataset. Depending on where
the noise is added, DP techniques can be roughly classified into one of three categories:
gradient perturbation, objective perturbation, and label perturbation techniques [146].

As implied by the name, gradient perturbation techniques add noise to the gradients of a
model’s parameters during the training phase. Different approaches have been proposed
for various types of models: deep neural networks [231], generative adversarial neural net-
works [232], and autoencoders [233]. Objective perturbation techniques add noise to the loss
function of various types of models: deep neural networks [234], autoencoders [235], and
Convolutional Deep Belief Networks [236]. Finally, label perturbation techniques add noise
to the labels generated by the teacher model during knowledge distillation [237, 238]. For
example, the approach described in [237] trains an ensemble of teacher networks on different
subsets of a dataset. The labels used for training the student network are aggregated from
the prediction of all teacher models, and differential noise is added to the final prediction.



24

CHAPTER 4 ARTICLE 1: QUALITY ISSUES IN MACHINE LEARNING
SOFTWARE SYSTEMS
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Abstract Context: An increasing demand is observed in various domains to employ Ma-
chine Learning (ML) for solving complex problems. ML models are implemented as software
components and deployed in Machine Learning Software Systems (MLSSs). Problem: There
is a strong need for ensuring the serving quality of MLSSs. False or poor decisions of such
systems can lead to malfunction of other systems, significant financial losses, or even threats
to human life. The quality assurance of MLSSs is considered a challenging task and currently
is a hot research topic. Objective: This paper aims to investigate the characteristics of real
quality issues in MLSSs from the viewpoint of practitioners. This empirical study aims to
identify a catalog of quality issues in MLSSs. Method: We conduct a set of interviews with
practitioners/experts, to gather insights about their experience and practices when dealing
with quality issues. We validate the identified quality issues via a survey with ML practi-
tioners. Results: Based on the content of 37 interviews, we identified 18 recurring quality
issues and 24 strategies to mitigate them. For each identified issue, we describe the causes
and consequences according to the practitioners’ experience. Conclusion: We believe the
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4.1 Introduction

Nowadays, Machine Learning Software Systems (MLSSs) have become a part of our daily
life (e.g. recommendation systems, speech recognition, face detection). Increasing demand
is observed in various companies to employ Machine Learning (ML) for solving problems in
their business. Typically, an MLSS receives data as input and employs ML models to make
intelligent decisions automatically based on learned patterns, associations, and knowledge
from data [239]. Therefore, ML models are implemented as software components integrated
into other subsystems in MLSSs, and like other software systems, quality assurance is neces-
sary. According to the growing importance of MLSSs in today’s world, there is a strong need
for ensuring their quality. False or poor decisions of such systems can lead to the malfunction
of other systems, significant financial losses, or even threats to human life [240]. Recently,
an automated vehicle caused a crash of 8 vehicles, leading to 2 juveniles being transported
to a hospital [241]. As reported by United States safety regulators, this is not a punctual
event, since more than 400 car-crash with automated vehicles have been reported between
July 2021 and May 2022 [5]. Unqualified MLSSs can be harmful to society in less obvious
ways. For example, an experimental job recruitment tool developed by Amazon was shown
to reject women’s job applications more often than men’s [6]. ML models acted unfairly
in many other critical situations [242, 243]. In addition to the dire consequences caused by
unreliable or unfair models, large ML models often have a significant ecological footprint.
For example, the energy needed to train the MegatronLM model [25] developed by Nvidia
was almost equal to the annual consumption of three households for a year [26]. Considering
the growing popularity of ML, addressing the quality issues in MLSSs becomes of increas-
ing importance. However, to solve an issue, one must first understand it. While there are
research works describing the challenges in MLOps [43, 45, 46, 58–60] and (anti-) patterns in
MLSSs [54,62,64,65,67,68,70], we have not observed a large literature focused on discovering
and understanding the quality issues themselves.

In this paper, we investigate the characteristics of real-world quality issues in MLSSs from
the viewpoint of practitioners. This is a requirement of comprehensive quality assessment of
MLSSs, as Zhang et al. already acknowledged the lack of such empirical study and asserted
that conducting empirical studies on the prevalence of poor models among deployed ML
models should be interesting [143]. This study attempts to cover all relevant quality factors
like performance (accuracy), robustness, explainability, efficiency, maintainability, and reli-
ability. We conduct a set of interviews with practitioners/experts, to gather insights about
their experience and practices when dealing with ML quality issues.

In total, we interviewed 42 practitioners; 14 of them are employees of MoovAI. The others
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were either found over GitHub using its API 2 (27 practitioners) or were personal contacts
(1 practitioner). To analyze the results, we performed a round of open coding, followed
by a round of axial coding [244]. As a result, we extracted a list of 18 quality issues with
MLSSs, for which we explain the causes and consequences. We report the current mitigation
techniques used by the practitioners to address the identified quality issues. In addition to the
quality issues with MLSSs, we share the data quality issues experienced by practitioners. To
better understand them, we describe the data quality aspects that are the most problematic
in practice according to the practitioners’ experience. We also explain the challenges that
occur with different data collection processes that lead to data quality issues. To validate
the identified quality issues with MLSSs, we conducted a survey with practitioners found on
social networks or from our personal contacts. In the survey questionnaire, the practitioners
were asked to rate on a five-level Likert scale how often they are faced with the quality issues
we found. In total, we obtained 21 answers. Our findings show that (1) using ML in software
systems brings a unique set of challenges, and (2) practitioners struggle to build qualified
MLSSs. Most of the issues stem from (1) a lack of appropriate tooling, (2) organizational
challenges, or (3) limited knowledge of a topic among developers/practitioners. Through this
study, we aim to contribute knowledge that will help develop efficient quality assurance tools
for ML models and MLSSs. A replication package of our study is available on our public
GitHub repository3.

Contributions. In summary, we make the following contributions.

• We describe 18 quality issues with MLSSs identified during our interviews. For each
quality issue, we explain its causes and its consequences from the point of view of the
practitioners. We also inform which ones are the most prevalent in practice.
• We share 21 strategies used by the practitioners we interviewed to mitigate the afore-

mentioned quality issues. We also propose 12 other strategies to address the issues
based on the literature and the root causes of the issues.
• In addition to the quality issues in MLSSs, we describe the data quality issues encoun-

tered by our practitioners. We show how frequent they are according to the practition-
ers’ experience.
• We describe the challenges encountered with different data collection processes that

lead to data quality issues.
• We characterize the challenges of data quality assurance during model evolution.
• Based on the quality issues (with MLSSs and with data) we found, we provide 9 future

2https://docs.github.com/en/rest?apiVersion=2022-11-28
3https://github.com/poclecoqq/quality_issues_in_MLSSs

https://docs.github.com/en/rest?apiVersion=2022-11-28
https://github.com/poclecoqq/quality_issues_in_MLSSs
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work recommendations.

The rest of this paper is organized as follows. Section 4.2 reviews relevant related work
to our study. In Section 4.3, we define our research questions and our methodology. Section
4.4 presents the results of our survey. Finally, in Section 4.5, we provide recommendations
to practitioners (regarding handling quality issues with data and MLSSs) and to researchers
(for future works).

4.2 Related Work

We organize the related works of our study into four groups. The first step toward building
a qualified MLSS is defining necessary requirements. Hence, we start by presenting related
works in that area. The following two parts are dedicated to topics tightly related to quality
issues: technical debt and anti-patterns, and general challenges in MLOps. The final group
discusses studies that propose potential solutions to quality issues.

4.2.1 Requirement Engineering

One of the first steps when building a software system is to define good requirements. These
requirements specify functional and non-functional objectives that must be obtained for the
MLSS to be considered a success. A system that does not achieve these goals will most likely
have quality issues. [36] describes some of the additional challenges MLSSs have compared to
traditional software systems during requirement engineering. Notably, new quality aspects
must be considered when defining requirements for MLSSs, such as explainability, fairness,
and legal aspects of data. Similar work is done by [37, 38]. [38] focused on non-functional
requirements and explained the difficulty of defining measurable success criteria for quality
attributes. For example, how should maintainability be measured for an ML system? In
reaction to the aforementioned issue, [40] proposes an approach to objectively specify and
assess the quality attributes of MLSSs.

4.2.2 Technical Debt and Anti-Patterns in MLSSs

[61] defines Technical Debt (TD) as “ [any] design or implementation constructs that are
expedient in the short term, but set up a technical context that can make a future change
more costly or impossible”. Similarly, anti-patterns refer to recurring solutions to a problem
that leads to sub-optimal results [62]. While both were initially conceptualized for systems
without ML components, recent studies transpose these concepts to MLSSs. For example, the
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seminal work of [63] shared the challenges and types of TD faced by Google while building,
deploying, and maintaining ML models. If left unattended, TD and anti-patterns in an
MLSS may result in quality issues. For example, a model with undeclared consumers (the
anti-pattern) may hinder the reliability of an MLSS (the quality issue) [62]. In the following,
we present other studies that try to uncover the types of technical debt and anti-patterns
commonly found in MLSSs. We also present studies on code smells, since code smells are
tightly connected to anti-patterns. Code smells are potential indicators of bad practices,
while anti-patterns are a bad practice [62].

[64] mined open-source GitHub repositories to aggregate a list of the most common maintenance-
related modifications in Deep Learning (DL) projects. From this list, they extracted 5 code
smells in DL systems. Furthermore, they measured how prevalent and problematic the code
smells are from the point of view of practitioners using a survey. Similarly, [65] mined 26
open-source MLSSs and identified 14 refactorings and 7 new TD categories specific to ML.
Instead of finding new types of TD, [68] shared with the scientific community how it appeared
in the early phases of an industrial DL project. [71] identified and cataloged 8 design smells
that frequently occur in DL systems by reviewing the existing literature on DL systems’
design and manually inspecting 659 DL programs with performance issues and design inef-
ficiencies. On the same line of work, [67] analyzed 66 hours of talks recorded by an MLOps
community to extract a list of 17 socio-technical anti-patterns. Finally, [66] examined the
frequency, distribution, and impacts of code clones in DL systems, as well as developers’ code
cloning practices. Facing the increasing number of papers regarding technical debt and code
smells in MLSSs, [62] attempted to aggregate the knowledge on these topics by performing
a systematic mapping study that presented 4 new types of technical debt, 72 anti-patterns
along with 46 solutions. Similar work has been done by [70] but by consulting gray literature
as well. [54] describes different challenges with data causing negative downstream effects on
MLSSs such as technical debt. The main difference between these works and ours is that
they are focused on the causes of issues (anti-patterns, technical debts, code smells), while
we are focusing on the issues themselves. Furthermore, we are only interested in identifying
ML quality issues and potential strategies to address them.

4.2.3 Challenges in MLOps

In the following, we present papers discussing the general topics of challenges in developing
and deploying MLSSs. These challenges are often tightly coupled with an underlying quality
issue. For example, [43] mentions that the hyper-parameter selection is resource-intensive
(challenge), which implies an issue with efficiency. Similar to our project, [46] conducted
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an interview study with practitioners to discover their pain points along with common anti-
patterns. They also provide a set of best practices for successful MLSS development and
maintenance. [43] performed a survey on the challenges when building and deploying MLSSs.
These challenges sometimes affect quality aspects, such as maintainability, explainability, and
fairness. Similar to the works above, [45] listed the challenges experienced by practitioners
at different stages of the development of an MLSS. To do so, they performed a Multivocal
Literature Review and verified their findings through interviews with practitioners. Other
works focused on the challenges of specific aspects of an MLSS. [58, 59] discuss data man-
agement challenges and [60] presents model management challenges. The main difference
between these works and ours is the scope. We are only interested in quality issues, while
the aforementioned studies are interested in any recurring challenge in MLOps.

4.2.4 Tools and Techniques to Address Quality Issues

In reaction to the growing concern about quality issues in MLSSs, researchers have proposed
techniques and tools to help practitioners develop qualified systems. One must define quality
beforehand to detect quality issues. Therefore, for data, [1] describes different aspects that
must be considered when evaluating the quality of a dataset. Some examples of quality
aspects are data representativeness or data accuracy and precision. Other tools such as
the DataLinter [245] or the data validation component of TFX [246] have been created to
automate data quality assurance. Another group of researchers adopted a different approach
and instead shared a checklist of tests to assess the production readiness of MLSSs [79]. A
similar work is done by [77]. [76] presents a list of best practices when developing MLSSs. In a
similar fashion, [80,247] and TDSP4 propose a process for the development of ML applications
where quality assurance plays a central role. Finally, [248] identifies factors that make test
maintenance difficult in MLSSs and proposes ten recommendations to make it easier.

4.3 Study Design

In this section, we describe how we conducted this study. An overview of our methodology is
given in Figure 4.1. We indicate the section in the paper (e.g. 3.3) where more information
can be obtained for a particular activity in the figure. In the following, we start by presenting
the research questions that guided our study. Then, we introduce our industrial partners who
helped us conduct this study. Finally, we describe every step we followed to complete this
study.

4https://learn.microsoft.com/en-us/azure/architecture/data-science-process/overview

https://learn.microsoft.com/en-us/azure/architecture/data-science-process/overview
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Figure 4.1 Overview of the methodology of our study.

4.3.1 Objectives and Research Questions

The goal of this study is to provide a detailed analysis of quality issues (including data and
model) in MLSSs. We believe that interviewing people who really experienced these issues is
an effective way to gain that knowledge. Thus, we define the following Research Questions
(RQ):

RQ1: What are the quality issues encountered by practitioners when building
MLSSs? For future works to solve quality issues, they must know the issues that
exist. While there is some literature covering some quality issues [63, 80, 249], we
believe that a lot is still unknown. In this study, we aim to share with the research
community the quality issues encountered by practitioners when building ML systems.
This includes issues related to data, models, and other components in MLSSs. We
describe the cause and consequences of the discovered quality issues according to
practitioners’ experience.

RQ2: Which quality issues are the most prevalent? To help practitioners focus on
the quality issues that are experienced more frequently, we also measure how frequent
the discovered issues are in practitioners’ experience.

RQ3: How are the quality issues currently handled by the practitioners? Once
quality issues have been detected (e.g., in data or model), we expect practitioners to
have put in place mechanisms to mitigate or at least attenuate their consequences. We
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are interested in understanding the current mitigation approaches implemented in the
industry.

RQ4: Which data quality aspect is the most problematic in practice? As it is
widely known in the ML community, a large part of the practitioners’ time and effort
when building ML solutions is spent on data [250]. Recent works [1, 2] have tried to
build lists of desirable properties of data for ML (e.g. correct labels), to help create a
common vocabulary to describe data quality. In the following, we will refer to these
desirable data properties as data quality aspects. Hence, using [1]’s taxonomy, we aim
to identify the data quality aspects that are the most frequently impacted by the data
quality issues experienced by practitioners.

RQ5: In the case of data, which data types and collection processes are the most
challenging in terms of data quality? The training data ingested by ML mod-
els come in many forms. Face recognition systems use images, while stock prediction
applications can use numbers/amounts (like time-series data) or even text. Each data
type comes with its own data quality challenges when training ML models. By an-
swering this RQ, future research will be guided toward the most pressing data quality
challenges faced by practitioners. Authors in [250] mention that data collection pro-
cesses, the process of gathering data, may affect the quality of data. For example, one
could choose to train one’s model on public datasets, or manually acquire more data
with data collectors. Each of these processes has different challenges which may lead
to different data quality issues. In this study, we want to identify the data collection
processes that are most prone to data quality issues.

RQ6: What are the challenges of data quality assurance during model evolution?
Many MLSSs encounter rapidly changing/non-stationary data, adversarial input, or
differences in data distribution (concept drift, e.g., content recommendation systems
and financial ML applications). Hence, the quality of the deployed model may decrease
over time and consequently affects the performance of the whole system. Therefore,
the robustness and the accuracy of the model’s predictions must be assessed frequently
in production. Actively monitoring the quality of the deployed model in production is
crucial to detect performance degradation and model staleness.

4.3.2 Industrial Partner

MoovAI5 is a Montreal-based company in Canada, which is active in developing AI/ML
quality assurance solutions to address practical needs in various businesses. MoovAI’s experts

5https://moov.ai/en/

https://moov.ai/en/
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guide their customers (i.e., companies) to take advantage of these cutting-edge technologies,
regardless of their level of maturity in data science. Nowadays, various sectors in industry are
and will be developing ML models in their systems, e.g., the energy sector, the financial sector,
supply chain recommendations, medical diagnosis, and treatment. As ML-based technologies
become more widespread, the quality demands of ML become more important. Poor quality
models are a potential barrier to exploiting ML in real-world applications and currently more
companies request qualified MLSSs [251]. A study showed that 87% of ML proof of concepts
have never come to production [252], usually due to lack of enough quality.

Currently, MoovAI is using a model validation tool to validate ML models prior to deployment
in the real world [253]. This tool includes preliminary validation methods to assess the overall
quality of an ML model. The tool evaluates the accuracy, stability, biases, and sensitivity of
ML models. Now, MoovAI aims to push its tool forward to develop advanced methods for
ensuring the quality of not only the ML models but also ML-based systems (i.e., software
systems containing ML components) and to develop a stand-alone model validation platform.
Experts at MoovAI now are looking for a comprehensive quality evaluation tool to assess
and monitor the quality of ML models during their whole life cycle; from data collection to
development, deployment, and maintenance.

4.3.3 Participants

In this section, we describe how we selected candidates for interviews and how we recruited
them. In total, we interviewed 42 participants, which is more than previous similar
studies [254,255].

Inclusion and exclusion criteria

In the following, we list the inclusion and exclusion criteria used to select practitioners to
interview. In most cases, we could assess the exclusion criteria only after the interview has
been conducted and we knew the practitioner’s experience. Hence, after conducting the
interviews, we excluded 5 of them, leaving 37 interviews for further analysis.

Inclusion criteria:

• The interviewee is a data scientist or a machine learning engineer.
• The interviewee is a software engineer, a project manager, or a data engineer and has

worked on MLSSs.

Exclusion criteria:
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• The interviewee has not worked on MLSSs.
• The interviewee has not any professional experience in ML.
• The interviewee can not be understood by the interviewers because of a language barrier

and the tool used to transcribe the interview is not able to provide an intelligible
transcript.

Participant recruitment

We conducted two rounds of interviews. In the first round of the study, we interviewed
the employees of our industrial partner (i.e., MoovAI). They are Data Scientists, Machine
Learning Engineers, Data Engineers, and Project Managers (of ML projects). They have
worked on many different ML projects for different clients. Thus, we think that they are
able to provide a global view of quality issues encountered in the industry. We interviewed
them between July 2022 and September 2022. In the second phase of the study, we inter-
viewed practitioners from other companies. We interviewed them between November 2022
and February 2023. We adopted 4 strategies to recruit participants for the second round of
interviews.

• Q&A websites: Questions and Answers websites are platforms on which a lot of knowl-
edge is shared. Following similar previous work [254], we searched for practitioners with
meaningful experience in ML willing to be interviewed on quality issues in ML systems.
We chose to search on Stack Overflow6 and Data Science Stack Exchange7 because both
these websites are significantly used by the ML community for question answering. We
reached out to the top askers and answerers8 since they have shown significant involve-
ment in the ML community and most likely have expertise. Since Stack Overflow is
also used by the Software Engineering community to ask questions on topics unrelated
to ML, we only picked the top askers and answerers on topics related to quality issues
in ML systems. Similar to [254], we selected the topics data-cleaning, dataset, machine-
learning and artificial-intelligence. For each topic, the Q&A websites provide the top
askers and answerers of all time and the top askers and answerers of the last 30 days.
We pick the top 10 practitioners from both lists. Hence, for each topic (Data Science
Stack Exchange + 4 topics), we pick the top 10 askers and answerers from the ‘All
Time’ and ‘Last 30 Days’ lists (10 users * 2 lists * 2 (askers and answerers) * 5 topics
= 200 user profiles). We manually searched for the users’ email addresses using the

6https://stackoverflow.com/
7https://datascience.stackexchange.com/
8The words askers and answerers are part of the terminology used by the Q&A websites to describe

people asking and answering questions

https://stackoverflow.com/
https://datascience.stackexchange.com/
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information given in the user profile. In total, we obtained 44 email addresses, but no
practitioner answered our invitation. We conducted that search in September 2022.
• GitHub: GitHub is a hosting service for software development and version control

using Git9. Its users have a public user profile they can customize. We observed that
some users chose to indicate in their bio their job role. Hence, we leveraged that
observation and searched users who have the keywords “Machine Learning Engineer"
or “Data Scientist" in their bio. We used a script available in our replication package to
automatically search the users and fetch their email addresses using the GitHub API10.
In total, we managed to interview 23 practitioners using this strategy.
• Social networks: Social networks are platforms in which users may engage in conver-

sations on a wide range of topics. Some of them host discussions on ML and Artificial
Intelligence in general. We believe users with important ML expertise can be found
on these websites. We post an invitation for interviews on the deep learning and ML
communities of Reddit11 similar to our previous works [71]. The same invitation has
been shared on two other MLOps communities on Slack12 and Discord13, similar to [46].
We posted our message in October 2022 and got no answer.
• Personal contacts: We searched in our personal network for practitioners that have

experience working with MLSSs. We managed to interview 1 practitioner.

4.3.4 Interview Structure

Since the topic of quality issues in MLSSs is not mature and we believe there is still room
for research work, we follow the principles of a research procedure suited for exploratory
work, Straussian Grounded Theory [256]. It is a research method in which data collection
and data analysis are executed in an iterative manner until a new theory emerges from the
data. As opposed to many deductive approaches where a theory is first conceptualized and
then tested through experiments, Grounded Theory goes the opposite way by inductively
generating a theory from the data. Data collection stops when theoretical saturation is met:
when the understanding of the subject is complete and new data does not invalidate the
emerging theory. After 42 interviews, no new knowledge emerged from the interviews, so we
stopped conducting interviews. Grounded Theory is often used when little is known about a
phenomenon, because of its flexibility and its aptitude for the discovery of unknown concepts.
Similar studies such as [249] followed Grounded Theory.

9https://github.com/
10https://docs.github.com/en/rest?apiVersion=2022-11-28
11https://www.reddit.com/
12https://mlops.community/
13https://mlops-discord.github.io/

https://github.com/
https://docs.github.com/en/rest?apiVersion=2022-11-28
https://www.reddit.com/
https://mlops.community/
https://mlops-discord.github.io/
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Because we are doing exploratory work, the interviews have to be structured in a way that
allows the interviewees to share knowledge we might not be aware of. For this reason,
we conducted semi-structured interviews similar to [254]. To help us cover every relevant
topic, we devised an interview guide. It is composed mostly of open-ended questions so
that the interviewee is able to direct us toward interesting information. It is the interviewer’s
responsibility to ask follow-up questions when the respondent touches upon a subject relevant
to the study. To avoid the interviewer being overwhelmed with his tasks and having difficulty
asking the right follow-up questions, each interview is conducted by two persons. This follows
the recommendation of previous works which show that interviewees share more information
when two interviewers are present rather than one [257]. The role of the second interviewer
is to help the primary interviewer to ask follow-up questions.

To draft an initial set of questions for the interview guide, we considered the quality issues
elicited by other studies [62, 63, 70, 79, 255]. We also considered the data quality aspects
defined by [1]. We completed the initial set of questions by drawing questions from a similar
study [254]. We assessed the quality of our interview guide by conducting a pilot of our
study. We purposefully selected 5 participants with diverse experience (3 Data scientists, a
Data engineer, and an AI project manager) and interviewed them using the interview guide.
By doing so, we verified that our questions are unambiguous, precise, and able to answer our
research questions effectively. The questions that did not satisfy the aforementioned criteria
were improved. We also added questions we believed were missing in order to address our
research questions.

4.3.5 Interview Process

All the interviews were conducted in English except one that was conducted in French.
After a round of introduction between the interviewee and the interviewer, we provide a
brief overview of the project. Then we ask participants for some background information
regarding their experience in ML. The interview officially starts with the following question:
“What are the main quality issues you have encountered with your data/model so far"? By
asking an open-ended question, we are allowing the interviewee to share experiences he is
the most confident to talk about. Then we probe the interviewee’s experience in an attempt
to discover quality issues. During the interview, we cover all the phases of ML workflows
described by [76], so that we can cover most situations where quality issues might occur.
However, we do not cover the model requirement phase. For conciseness, we merged the data
cleaning phase with the feature engineering one and the data labeling phase with the data
collection one in our interview guide. We describe below the questions asked in every section
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of our interview.

• Data collection: We ask practitioners for their experience with data collection and the
issues they have experienced. We also ask for the solutions they put in place to address
the aforementioned issues.
• Data preparation: Notably, we ask about pain points when preparing data for ML and

for tools to automate the process. We consider any challenge related to the cleaning
and transformation of the data.
• Model evaluation: We probe for issues the interviewee discovered when evaluating the

quality of its model. For example, we ask the respondent if he was ever surprised by
the poor performance of a model when it was evaluated by the users of an MLSS.
• Model deployment: We gather general information about the process by which models

are put into production. Then, we search for issues encountered at this step. For
example, one question is: “Did you ever deploy a model that performed well locally but
poorly once deployed?”.
• Model maintenance: We ask the interviewee how he ensures that the quality of its

models remains the same after deployment. We specifically ask for past instances of
model staleness and how it has been handled.

At the end of every section, we ask for any other issue that the interviewee may have at this
step of the workflow in case we missed out on something. We conclude the interview with the
open question: “In your opinion, what is the most pressing quality issue researchers should
try to solve?". The answer to that question might provide interesting future work directions
and, by asking the question, we follow Harvard’s best practices for qualitative interviews14.
The interview guide is available in our replication package.

A few days prior to the interview, we provide an overview of the interview with the par-
ticipants so they can be familiar with the objectives of the study. Just before starting the
interview, we ask the interviewees for permission to register and share the transcription. In
order to follow ethical guidelines, we validated our research project with Research Ethics
Committee at Polytechnique Montréal15 and got their approval. During interview coding,
we clarify with the interviewee anything she mentioned that was ambiguous or could not be
understood without further information.

14https://sociology.fas.harvard.edu/files/sociology/files/interview_strategies.pdf
15https://www.polymtl.ca/recherche/la-recherche-polytechnique/exigences-deontologiques/

travaux-de-recherche-avec-des-etres-humains

https://sociology.fas.harvard.edu/files/sociology/files/interview_strategies.pdf
https://www.polymtl.ca/recherche/la-recherche-polytechnique/exigences-deontologiques/travaux-de-recherche-avec-des-etres-humains
https://www.polymtl.ca/recherche/la-recherche-polytechnique/exigences-deontologiques/travaux-de-recherche-avec-des-etres-humains
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4.3.6 Questionnaire

After interviews have been conducted and analyzed, we expect to have a set of potential
quality issues. In order to validate the quality of our findings and answer RQ2 (i.e., which
quality issues are the most prevalent), we share a questionnaire with other practitioners.
In this questionnaire, we present to the respondents our final list of quality issues and we
ask them to rate on a scale from 1 to 5 how frequently they experience the described issue.
Respondents have the choice of not answering a question if they think they do not have
sufficient experience to answer the question. We also leave a free text field in the form where
practitioners may write any comments. We collect demographic information at the beginning
of the questionnaire. The questionnaire is built using Google Forms16.

We used the same inclusion and exclusion criteria from Section 4.3.3 to select participants
for our questionnaire. We sent our questionnaire to other employees of MoovAI that did
not participate in the interview, personal contacts, and to practitioners identified from social
networks. More details regarding these channels can be found in Section 4.3.3. We also
shared the questionnaire with practitioners during an MLOps event organized by our team17.
We shared the questionnaire in April and May 2023 and got 21 answers.

4.3.7 Analysis Plan

Before analyzing any interview, we generated the transcript of the interview using the tool
Descript18. It is an automated speech recognition tool that can transform the audio stream
of an online meeting into text. We corrected any transcription mistake that obscured or
distorted the essence of the message conveyed by the interviewee. Additionally, to preserve
the interviewee’s privacy, we remove any identifier to other entities (e.g., company names,
schools the person attended, etc.). We also send the anonymized transcript to the interviewee
to ensure there is no private information left. The anonymized transcripts are available in
our replication package.

We use the coding techniques from Straussian Grounded Theory [244] to extract knowledge
from data to answer all our qualitative research questions (i.e., RQ1, RQ3, RQ6). When
analyzing an interview, we start with a round of open coding [258] to break the interview’s
content into discrete parts. After the interviews are conducted and we have a set of coded
quality issues, we grouped them into categories so that reasoning over the issues is easier.
This step is akin to axial coding in Straussian Grounded Theory [244]. While the current

16https://www.google.ca/forms/about/
17https://semla.quebec/mlops/
18https://www.descript.com/transcription

https://www.google.ca/forms/about/
https://semla.quebec/mlops/
https://www.descript.com/transcription
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document has been written such as the data collection (i.e., the interviews) and analysis
plan are separated, it is important to understand that these two steps happen in an iterative
manner. In other words, we analyzed an interview right after we conducted it. Throughout
the process, we write down interesting information mentioned during interviews and ideas
for preliminary categories in “memos" [244]. They are integrated into our theory during the
phase of memo sorting [244].

In order to identify the most prevalent quality issues and effectively answer RQ2, we compare
the number of practitioners who answered that an issue is frequent (i.e. scores of 4 and 5 on
a Likert scale) in our questionnaire.

To answer RQ4, we first perform a round of open coding for data quality issues. Each data
quality issue mentioned by a practitioner is assigned a code (e.g., “incorrect labels"). Once
the interviews are all conducted, the researchers individually categorized each code into one
of the data quality aspects defined in [1]. We resolved the conflicts through discussion and
consensus. We finally answered the question by counting the number of practitioners having
experienced an issue with one of the data quality aspects. Note that some data quality issues
could not be assigned to a single category (or to any). In this case, a researcher inspected
each issue individually and categorized them.

In RQ5, we aim to identify the data types and data collection processes that are the most
problematic in practice. We use the data quality issues extracted in RQ4 to find the most
problematic data types. Most precisely, a researcher considers each issue and tries to de-
termine to which data type the interviewee was referring. In case of doubt, the extract is
ignored. We use the same process to determine the most problematic data collection process.
Additionally, to ensure no important information is missed, we tag every issue caused by a
data collection process. For example, if an MLSS is unreliable because of the data collection
process, we code the extract with the data collection process’ name. Similar to RQ1, the
codes are grouped into categories through axial coding [244] so that reasoning over the issues
is easier.

To help us code the transcripts, we used Delve qualitative analysis tool19, because the re-
searchers are familiar with it and it is easy to use. Delve is a computer-assisted qualitative
data analysis software (CADQAS) that provides simple interfaces to code and analyze data.
In order to ensure the quality of the analysis, each document is coded by two researchers. In
case of a disagreement in codes, a third researcher plays the role of moderator and selects
the final code for a text segment. This process is helpful for the construction of a shared
understanding of the data. The coded transcripts of the coders and moderators are available

19https://delvetool.com/

https://delvetool.com/
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in our replication package.

4.4 Study Results

In this section, we present the results we obtained from our interviews. We start by providing
demographic information of the interviewees and the practitioners who answered our ques-
tionnaire. Then, we present the results for each of our RQs. To refer to a practitioner, we use
identifiers. Each identifier has the following structure: “[PXX]", where P is for “practitioner"
and “XX" are digits. Note that the numbers in the identifiers are not representative of the
order we interviewed the practitioners, they are random identifiers assigned to interviewees.
When using pronouns, we will always use the feminine form to preserve the practitioner’s
privacy. We also use identifiers to refer to the quality issues described in Section 4.4.2. These
identifiers have the following structure: “[IXX]", where “I” is for “issue" and “XX" are digits.

4.4.1 Demographic information

In this section, we present the demographic information we collected from the interviews we
conducted and the questionnaire.

Interviews

Here, we present demographic information from the 37 interviews we conducted that were not
excluded from the study. We extracted that information from what the interviewees shared
with us before and during the interview. If any information was missing, we searched for the
online public profiles of the person (i.e., LinkedIn20). If unsuccessful, we tried to contact the
person again to answer our questions. In case of failure, this information was left empty and
displayed differently depending on the plot type. For waffle plots (i.e., Figures 4.2a, 4.2b,
4.4b), missing values were replaced with the “unknown" tag and displayed on the figure. For
histograms (i.e., Figures 4.2c, 4.2b), missing values are not shown for clarity. The number of
missing values for Figure 4.2c is 5 and 8 for Figure 4.2b.

The demographic information is presented with two sets of figures, i.e., Figure 4.3 and Figure
4.5. The former displays the demographic information of the practitioners, while the latter
displays the demographic information of the company the practitioners currently work at.

As we can see from Figure 4.2c, we interviewed practitioners with varying years of professional
experience. The practitioner most generally had between 3 and 5 years of experience in ML.

20https://www.linkedin.com/

https://www.linkedin.com/
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41

We interviewed 13 people with 3-5 years of experience in ML compared to 4 for people with
more than 10 years of experience. Not all the interviewees started their careers in ML. As
a result, the distribution of years of experience in ML is skewed towards the left (i.e., a
larger amount of interviewees had a bit of experience compared to a lot of experience). We
posit that the recent success of ML created job opportunities that motivated practitioners
to work in that domain. We display the practitioners’ job roles in Figure 4.2a. We used
the title they described themselves. We included in “manager" all roles that orbited around
management, such as CTO. As we can see, the majority of the interviewees (59%) are data
scientists. In contrast, 20% are engineers (i.e., ML engineers or data engineers) and 15 %
have management roles (i.e., manager or project manager). Figure 4.2b displays where the
practitioners are based. Because we interviewed practitioners from MoovAI, the majority of
interviewees are from North America (51%). Excluding the 15 practitioners we interviewed
from MoovAI, we have a more balanced set: 21 % are from Europe, 13% from North America
(excluding MoovAI’s practitioners), 10% from Asia, 10% from South America, and 3% from
the Middle East.

In Figure 4.5, we display demographic information on the company the practitioners currently
work at. In Figure 4.4a, we demonstrate the number of employees. Once again, a category
(11-50) has a larger count because of MoovAI’s employees. Apart from that, we managed to
interview practitioners from a wide range of company sizes: 4 practitioners work in startups
(1-10 employees), 15 in small to medium-sized companies (11-50 and 51-500), and 7 in large
companies (500-10000 and 10001+). We display the companies’ industry sectors in Figure
4.4b. We used the Global Industry Classification Standard21 to classify companies. We added
the category “government" for practitioners working for the government. The majority of our
interviewees (72%) work for a company in the information technology sector: 8 % work in
the financial sector, 5 % in the consumer staples sector, and 1 person for a government.

Questionnaire

In this section, we present and discuss the demographic information collected using the 21
answers to the questionnaire. In comparison to the interviews, we only collected the job
roles and years of experience of the practitioners. We wanted to avoid collecting too much
information to avoid deterring practitioners from answering the questionnaire. Thus, we only
collected data that did not allow us to identify the practitioner or his company.

In Figure 4.6b, we display the professional experience of the practitioners who answered
the questionnaire. Similar to the interviews, the interviewees most generally had 3-5 years

21https://en.wikipedia.org/wiki/Global_Industry_Classification_Standard

https://en.wikipedia.org/wiki/Global_Industry_Classification_Standard
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of experience. However, the distribution of experience (with ML and in general) is more
heavily skewed toward the left. Thus, on average, the practitioners were generally a bit less
experienced than the ones from the interviews. In Figure 4.6a, we present the job roles of the
practitioners who answered our questionnaire. We obtained a diverse sample of professionals.
While Data Scientist was the most common job role for the interviews, the most common
one for the questionnaire is ML Engineer. Almost as many Data Engineers (4) answered our
questionnaire compared to Data Scientists (5).

4.4.2 RQ1: What are the quality issues encountered by practitioners when
building MLSSs?

In this section, we describe the quality issues extracted from our interviews. For each issue,
we present its causes and consequences according to the experience of our interviewees.
For clarity, we grouped the quality issues into quality dimensions. For example, the issues
making the maintenance of an MLSS more difficult are presented under the “Maintainability"
subsection (Section 4.4.2). We provide the full list of quality issues in Table 4.1. The issues’
identifiers defined in this table will be used throughout the rest of the paper to refer to an
issue without having to describe it all over again.

Evaluability

Practitioners often mentioned that evaluating the quality of their models was difficult, espe-
cially offline. As [P17] said: “There is no good enough indication to say that a model will
perform as expected in the real world. [...] Before your deploy model, you cannot really know
how it will perform, but at least you can guess. And guessing is not good enough". Similarly,
evaluating the data quality of a dataset is difficult and can be time-consuming. So, we define
evaluability as the ability to evaluate the quality of ML models and datasets. Generally,
when evaluating models, practitioners follow one of two evaluation procedures. We describe
the evaluation procedures along with their issues below.

In the research community, the most common way to evaluate the quality of a model is
to measure its performance on a test dataset using a metric such as accuracy or F1-score
(depending on the application). This is also how most practitioners learned to evaluate their
models and, as a result, how they evaluate their models in practice. However, practitioners
commonly shared that they were often disappointed with the performance of their model
when deployed in a production environment [P7, P9, P16, P17, P23]. We observed two
reasons that can explain why this procedure to evaluate datasets is flawed. First, the goal that
is targeted when an ML metric such as accuracy is used is different from what is important for
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Table 4.1 List of quality issues in MLSSs

Id Description

Ev
al
ua

bi
lit
y

1.1
Evaluating the quality of a model offline (i.e., not in a production
environment) is inaccurate even when the dataset used for evaluation
is representative of the data distribution in production.

1.2
Defining a good business metric for evaluating an MLSS is difficult.
For MLSS, a business metric refers to the degree to which the MLSS
successfully achieves the goal it has been built for.

1.3
Trying to simulate the environment/system in which the model will
operate (to evaluate the model in this simulated environment) is dif-
ficult and error-prone.

1.4
Evaluating the quality of a dataset (e.g., presence of incorrect labels,
noisy/incorrect features, wrong format data, etc.) is difficult and
time-consuming.

Ex
pl
ai
na

-
bi
lit
y

2.1

Explaining a model’s predictions to people without ML knowledge
(e.g. business stakeholders, users) using explainability techniques is
challenging because these techniques require technical knowledge and
interpretation.

2.2 The explanation techniques sometimes provide explanations that do
not make sense and can not be relied on.

D
eb
ug

ga
bi
lit
y

3.1
Reproducing bugs in an MLSS is difficult because of unstable data
sources. A data source is unstable if it returns different values for the
same queried record.

3.2
Debugging data streaming systems (e.g., Hadoop) is difficult because
it is difficult to picture what data should look like at each step of the
data pipeline.

3.3
Debugging an MLSS is time-consuming when its data sources are
managed by other teams, because it may require inspecting these
data sources.

Effi
ci
en
cy

4.1 Training models consume too many resources (e.g., time, computing
power, etc.).

4.2 The queries sent to an MLSS are not answered timely (i.e., laten-
cy/delay issues).

4.3 At inference time, models consume too much memory.

M
ai
nt
ai
na

bi
lit
y 5.1 Maintaining an MLSS is difficult because there is not enough infor-

mation describing the data the MLSS consumes.

5.2 Maintaining a model is difficult because there is not enough informa-
tion describing how the model was generated.

5.3 Managing the dependencies (i.e., software libraries) of an MLSS is
challenging and error-prone.

R
el
ia
bi
lit
y 6.1 Having a reliable model is difficult because of concept or data drift.

6.2 Having a reliable model is difficult because of external data providers.

6.3 Having a reliable MLSS is difficult because of the data pipelines which
are brittle and have technical debt.
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the end application. As a result, a model that is optimized for an ML metric may not answer
optimally to the needs of the application (in terms of quality of predictions) [P3, P7, P9].
For example, for a recommendation engine, improving accuracy might not lead to increased
revenues (i.e., the business need), if the recommended products only provide minor profit
[P9]. Perhaps more profitable products should have been recommended instead. Second,
the evaluation procedures do not take into consideration the system in which the model is
embedded [P1, P16]. An improvement to a model in terms of accuracy on a testing dataset
might not be of relevance since it does not take into consideration how the other components
interact with the predictions of the model. For example, improving the component responsible
for query understanding in a search engine might not improve the engine’s search results
overall since other components, such as the item understanding component, also influence
the overall engine’s performance [P16].

To address these shortcomings in the evaluation procedure, some practitioners estimate the
quality of a model by simulating the environment in which it will be deployed and measuring
business metrics. Business metrics are quantifiable measures that can be used to track the
performance level of a business [259]. For MLSSs, business metrics give a measure of how well
an MLSS achieves the goal it has been built for. For example, for an ML trading system, a
business metric could be the profit made. We observed two issues making evaluating a model
in a sandbox using a business metric difficult. First, reproducing the production environment
is error-prone [P1, P7]. For example, [P7] did not take into account that the data used for
prediction was available only after a delay and their model had to predict further in the future
than expected. After reflecting on her experience with building a sandbox for a project, [P1]
said that she thinks moving to A/B testing sooner (i.e., online evaluation) would have been
preferable instead of improving the sandbox. The reason is that A/B testing is easier to
implement and provides measures of quality that are more accurate. Second, defining good
business metrics to prove the impact of a model is not an easy task for some applications,
such as recommendation engines [P17, P25]. As [P17] said: “There is no strong definition
of what’s the best recommendation, right? The only thing we can do is monitor how much
people return. [...] So when people are happy with their purchase, they return less. So that’s
kind of a belief, just a belief there".

As a result of not being able to accurately measure the quality of a model, practitioners
have ended up (1) spending a lot of time on improvements that do not provide any real
value [P9], (2) deploying models with low quality [P1, P7, P9, P13, P16, P17, P23], and (3)
being unable to prove the value added by an MLSS to business stakeholders [P25]. Hence,
stakeholders may lose confidence that the MLSS brings value to their company. As [P25]
said: “[My manager] is skeptical if these are the right metrics [...] [As a result] you are trying
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to prove [that your system brings value], but your proof is not considered or taken forward".

In the early phases of building an MLSS, practitioners usually spend time understanding
datasets and evaluating their data quality. Ensuring the quality of a dataset is especially
important when it has been created by a third party. For example, [P23] mentioned that a
public ML dataset contained irrelevant and harmful images by mistake. Practitioners have
reported struggling to evaluate the data quality of a dataset [P8, P23, P30] and spending
a lot of time doing so [P8, P30]. When asked about the most pressing issue in ML in her
opinion, [P30] answered the following: “We should find some method [to] understand faster
the quality of the data. [...] I mean, just push one button and understand the data quality".
Estimating the quality of a dataset can be used to (1) assess the feasibility of applying ML
to a problem, (2) estimate the effort needed to clean the dataset, and (3) select datasets.
We posit that evaluating the quality of a dataset can take a lot of time because it requires
a deep understanding of the domain and datasets are not always sufficiently documented
(more details in Section 4.4.2). This problem is exacerbated by the size of datasets that can
be quite large [P8]. [P8] reported using tools to help her estimate data quality but ended up
giving up because it required too much effort: “yes, there are tools, but most that I’ve tried,
always require so much time investment that they become less worth than just discarding data
that we find is suspicious".

Explainability

Explainability refers to any technique that tries to explain the predictions of a model [260].
While one of the goals of explainability is to provide intelligible explanations for the predic-
tions of an ML model [260], practitioners have reported that using explainability tools to
explain the predictions of a model to people without ML knowledge (e.g., users and business
stakeholders) is challenging because these tools require interpretation and technical knowl-
edge [P3, P9, P27, P32]. As [P9] said: “the interpretation of the outputs of the model [is]
very hard to vulgarize to the business and to the stakeholders". On the topic of explaining
predictions for business stakeholders, [P3] reported: “most of the time, [explanations] need
to be in the lamest terms. If it’s mathematical gibberish, it won’t mean anything to them.
So the challenge is also to make it intuitive and useful for them". As a result, explanation
techniques are seldom used to increase users’ confidence in the MLSS. Over the 42 interviews
conducted, only practitioner [P32] reported using explainability techniques in production to
increase trustworthiness.

Practitioners have also reported being distrustful of the outputs of explainability tools be-
cause the explanations do not always make sense [P4, P10, P11]. Regarding one of her
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previous experiences with Shapley values, [P4] shared the following: “[I] see [that the] con-
tribution is positive [for] this variable, but it should be negative. What’s happening? And
then it produces more questions than answers. [It] is really a difficult task to have good expla-
nations". Our practitioners mentioned observing that the tools’ explanations get seemingly
worse as the number of features used by the model increases [P10] or when the complexity
of the model (in terms of the number of parameters) increases [P4]. To show her mis-
trust is justified, [P11] referred us to the study made by [261]. Notably, it shows cases when
Shapley-value-based feature attribution methods produce faulty explanations. Consequently,
practitioners become distrustful of the explanations given by these tools and avoid using them
in high-stakes scenarios. For example, [P20] preferred using interpretable models instead of
explainability techniques for an application facing regulatory constraints.

Debuggability

Debugging refers to identifying and removing bugs from a computer’s hardware or software
[262]. Hence, we define debuggability as the degree to which a system can be easily debugged.

In order to fix a bug, developers will generally try to reproduce it to identify its root cause.
This process is difficult with MLSSs because of unstable data sources [P1, P3, P16]. To
reproduce a bug, the same input data must be fed to the system. However, the data sources
may return different values for the same queried object, because of unstable data sources.
For example, [P16] worked on a recommendation system that ingested embeddings. These
embeddings were generated daily; the new version replaced the old one. By the time [P16]
was aware of a bug, the embeddings that triggered the bug were already replaced. Thus,
reproducing a bug proved to be impossible at times. As a result, bugs may tend to be ignored,
reducing the trust of stakeholders in the system. Similarly, data sources that are unstable
because of historical revisions of data will render the MLSS less debuggable [P1, P3]. We
refer the reader to Section 4.4.7 for further information on the challenges with unstable data
sources.

Once the data required to reproduce the bug is obtained, the process of searching for the
root cause of a bug can begin. Our practitioners have reported that this process can be
difficult for two reasons. First, debugging data streaming systems is more difficult than
debugging other software systems according to our practitioners’ experience [P8, P19, P25].
When reproducing a bug in order to find the root cause, one might verify the state of data
at key steps in the data pipeline. However, knowing the expected state of data at these
key steps is difficult. As a solution to this problem, one could compare the data against
what data normally looks like after the transformations. For example, one could compare a
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value against the mean or the mode. However, this is not possible with our practitioners’
data streaming systems, since only one entry is processed at a time. Hence, data streaming
systems are recognized to be challenging for debugging [P8, P25]. Second, debugging MLSSs
can be difficult because communication across teams is often necessary to find the root cause
of an issue [P27]. As explained in Section 4.4.7, MLSSs are highly coupled with the data
they are consuming, and any issue with its quality might affect the MLSS’s quality. Hence,
in case of an issue with the MLSS, practitioners commonly have to inspect the MLSS’s data
sources, which are seldom managed by their team. Communicating with the team managing
the other data source may be a long back-and-forth process because the other team has its
own agenda and does not necessarily prioritize the bug. Additionally, the practitioners may
have to reach out to more than one team, extending the process. This problem was also
observed by [67].

Efficiency

The ISO/IEC 25010:2011 standard defines efficiency as: “[the] performance relative to the
amount of resources used under stated conditions". Efficiency issues in MLSSs are critical
because of the large volume of data MLSSs have to process. According to our interviews,
efficiency has become a growing concern, as running MLSSs is expensive. [P8, P17, P23,
P27, P26, P29, P30, P37]. Efficiency issues arise both at model training and inference time.

Practitioners have reported long training times, which leads to hefty spending [P8, P23, P30]
and slow product development [P3]. At inference time, practitioners mentioned concerns with
the latency of data pre-processing pipelines [P16, P38] and the memory consumption of the
model [P31, P38]. Memory consumption can be an issue for applications that run on smaller
devices, such as cellphones [P35]. [P38] observed that most latency issues come from the
data pre-processing pipeline and not from the model.

Maintainability

The ISO/IEC 25010:2011 standard defines maintainability as: “[the] degree of effectiveness
and efficiency with which a product or system can be modified by the intended maintainers".
Practitioners have mentioned having issues with maintaining datasets, models, and libraries.

As it is explained in Section 4.4.7, the quality of ML models highly depends on the quality of
the data it processes. Hence, maintaining an MLSS requires not only a good understanding
of the software and the ML models but also of the data. This understanding can be commu-
nicated verbally but is more effectively shared through documentation. As practitioner [P29]
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expressed: “It’s a time-consuming process to go back and forth and ask about the correct
description of the columns, and sometimes there is no clear answer". We have observed two
types of documentation issues with datasets. First, there often is a lack of documentation
describing the data in the dataset [P1, P2, P5, P7, P8, P19, P24, P29, P38]. As a result,
practitioners may be unable to understand what a feature represents [P1, P5, P29], how it
is measured (i.e., what are the units) [P1] and what is the meaning of special tokens [P2].
As an example of unspecified special tokens, a “none" value may mean that there is nothing
for that attribute or that there has been an oversight to provide the real value [P2]. This
is a problem when building MLSSs, but also when maintaining them, since modifying the
system without data documentation is slower and more error-prone.

Second, practitioner [P8] expressed not being able to assess how reliable a data source is. As
the interviewee shared: “So we had [...] over 50 different sources on that project. We had a lot
of issues tracking, which data came from who and which data was, let’s say, uh, production-
grade, or, uh, just experimental". As detailed in Section 4.4.7, knowing the reliability of a
data source is important during the maintenance of a system to ensure the reliability of the
system.

We observed other issues that we posit are symptoms of poor data management, such as
temporal data leakage (i.e., evaluating a model with data that would not be available if the
model was deployed) [P20, P23] or corruption of production data with dummy data [P8,
P35]. Dummy data can be mixed with production data when the production environment
of an MLSS is used for testing and the dummy users created for testing are not deleted after
usage. These dummy users can degrade the production model’s performance.

Similar to the datasets, practitioners have reported having issues with model maintenance.
There can be poor experiment tracking [P20, P23, P25]. Experiment tracking provides the
documentation necessary to understand how a model was created. As a consequence of a lack
of such documentation, [P20] was unable to maintain a model, and practitioners [P20, P25]
found it difficult to explain to stakeholders why a model had performance issues. As a result,
stakeholders may lack trust in the system [P25]. Experiment tracking becomes of paramount
importance when ML projects are handed off to other teams. Failure to do so may force
the maintainers to rebuild the model from scratch since there is not enough information to
retrain the models while following the same procedure, as practitioner [P20] experienced.

Dependency management has also been an issue for some practitioners [P10, P16, P26, P27,
P38]. As expressed by practitioner [P38]: “I think a big problem is, dependency hell [...] it
is a big problem because [environments are easily] broken". Poor dependency management
can break an MLSS in a production environment [P16, P26, P27, P38]. This situation may
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happen if the development environment used by the practitioners is not the same as the
production environment [P27] or if dependencies are not pinned and automatically upgraded
by the package manager [P16, P26, P38]. Forgetting to pin library versions can become
taxing when popular open-source libraries such as “Transformers" are used since they have
a lot of version upgrades [P16].

Reliability

The ISO/IEC 25010:2011 standard defines reliability as: “[the] degree to which a system,
product or component performs specific functions under specified conditions for a specified
period of time". Building reliable MLSSs is challenging because ML models are tightly
coupled to the data they have been trained on. Any change in the distribution of data
might hinder the predictive capabilities of a model. Thus, in addition to the reliability issues
that may be encountered in software systems without ML, owners of MLSSs must tackle the
challenges of data quality assurance during model evolution. Reliability issues with data may
stem from the data providers or the data transformation pipelines.

We observed two issues with data sources that affected the reliability of MLSSs: (1) data
and concept drift, and (2) unstable external data providers. We describe these issues in
Section 4.4.7. As a result of unstable data sources, practitioners reported their MLSSs
experienced poor ML performance [P4, P7, P10, P16, P21, P23, P25, P37] or were unable
to deliver predictions [P8, P10]. Managing unreliable data sources is perceived as challenging
by practitioners and, if poorly done, can lead to the failure of ML projects, as experienced
by [P7]: “If you are taking data from data sources and one of them is missing, [...] the best
you can do is sending alerts and stuff like that. But if your system has too many alerts, [the
clients] may just shut it down and say, whatever, let’s forget about ML".

In addition to data sources, data transformation pipelines can be the cause of reliability issues.
A brittle data pipeline that incurs technical debt [63] may be a cause of reliability issues for
MLSSs. A poorly designed pipeline may not handle well data with unexpected characteristics
(e.g., wrong data type, missing values, outlier values) and create feature vectors that can not
be recognized by the model. As a result, an MLSS may produce poor predictions [P13, P16,
P25] or even crash [P8].

4.4.3 RQ2: Which quality issues are the most prevalent?

As explained in Section 4.3.7, we answered this RQ using a questionnaire. In the question-
naire, we asked practitioners to rate on a scale from 1 to 5 how frequently a quality issue is
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according to their experience. A practitioner answers 1 if he never experienced an issue and
5 if he frequently has it. The responses are not mandatory; hence, if a practitioner does not
understand a question or feels he does not have the necessary experience to answer one, he
could skip it. We present the results using Figure 4.8 and Figure 4.9. For conciseness, we use
the issues’ identifiers (e.g., [I3.1]) instead of their full description to refer to the issues. The
raw results of our questionnaire (e.g., the number of ratings of 1 for an issue or the number of
times a question was skipped) are given in Annex A. As mentioned earlier, 21 practitioners
answered our questionnaire.

Figure 4.8 displays the distribution of the ratings (from 1 to 5) for each quality issue. The
color code used in the figure maps to the scale of 1 to 5 used in the questionnaire. One can
observe that some issues are more prevalent than others. For simplicity, we consider that
the issues that are the most frequent are the ones crossing the 50% threshold on the right
side of the figure, while the ones that are rarer are under the 50% threshold. The issues
in the former group are issues [I1.1, I1.2, I1.3, I1.4, I2.1, I3.3, I4.1, I5.3, I6.1, I6.2, I6.3],
while the ones in the later are [I3.1, I3.2, I4.2, I4.3, I5.1, I5.2], with [I2.2] exactly on the
threshold. We identify two potential factors explaining why some issues are more frequent
than others. First, there are issues that are common to a lot of ML projects, while others,
only to projects with specific constraints. For example, the issues [I4.2, I4.3] (which refer to
latency and memory issues respectively) might only be experienced for projects with speed
or resource constraints. Other issues, such as [I1.1] (which refers to the challenging aspect
of evaluating models offline), are applicable to almost any ML project. Second, some issues
already have solutions or mitigation techniques designed to attenuate their consequences. For
example, memory consumption issues can be attenuated using quantization methods [263],
as we suggest in Section 4.5.5. As a result, practitioners who are faced with such issues will
not consider it to be a problem, since a mitigation technique already exists.

As mentioned in our methodology (Section 4.3.7), we compare the ratings of considering an
issue to be frequent based on the answers to our questionnaire to compare the prevalence of
quality issues. We display the results in Figure 4.9. We use the identifiers defined in Table
4.1 to refer to the quality issues. The top three issues with the highest percentage are [I1.2,
I1.3, I3.3]. Two out of the three most frequent quality issues are problems with evaluability.
The three least frequent quality issues are [I4.2, I4.3, I3.2]. Two out of them are issues with
efficiency.



52

0%25%50% 25% 50% 75%
Percentage of Responses

I6.3
I6.2
I6.1
I5.3
I5.2
I5.1
I4.3
I4.2
I4.1
I3.3
I3.2
I3.1
I2.2
I2.1
I1.4
I1.3
I1.2
I1.1

Qu
al

ity
 Is

su
e 

Id
1
2
3
4
5

Figure 4.8 How common the issues are according to the practitioners’ experience.

Key findings: Evaluability is the most frequently problematic quality dimension.
Practitioners often spend a lot of time debugging MLSSs when they have external data
providers. Efficiency issues are less often experienced according to our practitioners’
experience.

4.4.4 RQ3: How are the quality issues currently handled by the practitioners?

In this section, we share the strategies the practitioners designed to handle the quality issues
mentioned in Section 4.4.2. These strategies do not solve the issues, they only attenuate
their consequences. Some issues are not covered in the following, since the practitioners from
the interviews and questionnaire did not share any particular approach to address them. We
provide a simplified description of the strategies used by the practitioners in Table 4.2.
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Table 4.2 List of techniques to mitigate the quality issues’ consequences.

Issue’s
Id Practitioners’ mitigation techniques

Ev
al
ua

-
bi
lit
y

1.1
Evaluate the model online using a business metric.

Evaluate the model using the feedback of domain experts, users of
the MLSS, or business stakeholders.

Ex
pl
ai
na

-
bi
lit
y 2.1

2.2

Instead of explaining the predictions of a model, make the system
more transparent to the user. Custom strategies can be developed
for that purpose (e.g. presenting historical performance on similar
cases to the user).

D
eb
ug

g-
ab

ili
ty

3.1
Temporarily save a copy of a record in a database whenever it has
been used by a model (for training or inference).

Effi
ci
en
cy

4.1 Train models across different machines at the same time using dis-
tributed frameworks.

4.2 Use ML architectures with a reduced number of parameters.

4.3

Distribute computations across many computers using distributed
frameworks.

Use ML architectures with a reduced number of parameters.

Optimize data processing pipelines (e.g. by using vectorized opera-
tions).

Decommission features that are not important for prediction to reduce
the load on the system and make it more efficient.

M
ai
nt
ai
na

bi
lit
y 5.1

Follow rigorous project management methodology where data docu-
mentation and understanding play a central role.

Use a data storage procedure that forces its users to document data
when entered into the system.

5.2 Use experiment tracking tools, namely MLflow, to automatically doc-
ument the hyperparameters used to train ML models.

5.3 Share the same development environment between developers and use
that environment in production.

R
el
ia
bi
lit
y

6.1
Automatically retrain ML models on the latest data.

Define a systematic data collection process to avoid annotation drift.

6.2

Before using a data source, assess its reliability and, if it is not reliable,
avoid using it.

Fetch the same information from different data providers to have data
redundancy.

Monitor the data sources to address any issue in the MLSS as fast as
possible.

In case of an issue with a data source used at inference, inform the
user that the quality of the model’s predictions will be degraded.

In case of an issue with data used for training, roll back to a previous
version of the model.
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Figure 4.9 Percentage of answers rating an issue to be frequent

Evaluability

As explained in Section 4.4.2, evaluating the quality of models offline on a test dataset with
an ML performance metric (e.g., accuracy) often gives poor measures of quality [I1.1]. To
mitigate this problem, practitioners try to evaluate their models as frequently as possible with
better proxies of quality. If the model can be evaluated online (i.e., deployed in a production
environment), then the model is evaluated in a production environment using a business
metric [P1, P7, P9]. For example, for a trading system, one could measure how profitable
the new system is compared to the previous one. If deploying the model in a production
environment is not possible, then the model can be evaluated offline using the judgment of
domain experts, users of the MLSS, or business stakeholders [P3, P13, P23]. We refer to
anyone with significant experience on a problem as domain experts. On the topic of model
evaluation with domain experts, [P3] says: “It’s really important to have [...] someone who
can challenge [your] results and who [...] knows the business. It’s important to involve them
as early as possible".

As mentioned in Section 4.4.2, the goal that is targeted when an ML metric such as accuracy
is used is different from what is important for the end application, partially causing issue
[I1.1]. Hence, [P9] suggested integrating the business perspective into the loss function of a
model, so the model is optimized for what is important for the end application. For example,



55

for a trading system, the model could be directly optimized for profit instead of accuracy.
However, the practitioner only suggested that as an idea and did not implement it.

Explainability

As mentioned in Section 4.4.2, one of the goals of explainability is to increase the users’
trust in an MLSS’s predictions by providing explanations of a model’s predictions [260].
However, we found two issues hindering transparency, namely issues [I2.1, I2.2]. To address
this problem, [P23, P32] developed custom strategies to justify the model’s predictions. For
example, for a house price prediction system, [P32] showed the user the price of similar
houses for sale on the market. As a result, the user was able to compare the prediction of
the model with similar data and decide whether the prediction could be trusted or not. More
generally, [P23] recommends presenting historical performance on similar cases to the user.
For example, one could show the user how many times the model was accurate on a similar
example. As a concluding thought on replacing explainability tools with custom strategies,
[P23] said: “[The custom strategies] will probably solve the transparency problem [...] even
though the model won’t be [able to] explain. So you’re really making the system usable more
than you are solving the models’ explainability problem".

Debuggability

In the following, we present possible remedies practitioners shared with us to address the
issue [3.1]. As expressed in Section 4.4.2, some practitioners have issues debugging their
MLSSs, because of unstable data sources that return different values for the same queried
record. This makes reproducing a bug very hard and sometimes impossible. To address that
problem, [P16] temporarily saves a copy of a record in a database whenever it has been used
by a model (for training or inference). Similarly, [P25] mentioned trying to use data version
control systems to keep a history of the data used to train her models. However, the person
abandoned the tool after a few weeks, because using the tool required too much effort, and
the management team did not see any value in using it.

Efficiency

In Section 4.4.2, we explained the quality issues [I4.1, I4.2, I4.3]. To reduce the time taken to
train a model and partially address issue [I4.1], [P8] used Spark’s ML library to train models
across different machines at the same time. When facing memory-constrained environments,
[P35] used ML architectures with a reduced number of parameters, such as MobileNet [264],



56

to address issue [I4.3]. Practitioners have reported different strategies to address latency
issues with MLSSs [I4.2]. [P16, P36]’s teams typically try using a model with a reduced
number of parameters, so the inference is faster. For example, [P16]’s team focuses on
tree-based models instead of deep neural networks. To avoid latency issues caused by heavy
traffic, [P36]’s team uses frameworks such as PySpark to distribute computing across different
machines. [P36, P38] mentioned addressing latency issues by optimizing the data processing
pipelines. For example, loops can be replaced by vectorized operations to make the code faster
[P38]. Finally, [P16]’s team decommissions features that are not important for prediction to
reduce the load on the system and make it more efficient.

Maintainability

In Section 4.4.2, we explained the quality issues [I5.1, I5.2, I5.3]. As expressed in issue
[I5.1], maintenance is challenging when no proper dataset documentation is available. As a
consequence of this problem, [P1, P2, P19, P29] had to communicate with domain experts
who can help them understand the dataset at hand, which can be time-consuming, as ex-
plained in Section 4.4.2. To avoid that issue altogether, practitioners shared strategies used
by their team to keep data well documented. [P38]’s team followed a methodology for project
management in Data Science, namely TDSP22. Data understanding and documentation play
a central role in the methodology, ensuring their data is sufficiently documented when devel-
oping (and maintaining) MLSSs. [P8] built a data storage procedure that forced her team
members, when entering a new dataset or data source in a database, to document data to
the best of their abilities. Practitioners were asked, for example, to provide the estimated
level of data quality of a data source. However, the practitioner’s team ended up giving up
on that solution because it was too much of a burden.

As expressed in issue [I5.2], model maintenance is challenging when no proper model docu-
mentation is available. [P25] uses experiment tracking tools, namely MLflow23, to document
the hyperparameters used to train models. [P20] considers using ML platforms with embed-
ded model registries, namely Vertex AI24, to be aware of the models already available inside
her company. As a result, her team would avoid re-implementing models that already exist
for a problem.

As expressed in issue [I5.3], managing the dependencies of an MLSS is challenging and
error-prone. To avoid issues with dependencies, [P10]’s team shares the same development

22https://learn.microsoft.com/en-us/azure/architecture/data-science-process/overview
23https://mlflow.org/
24https://cloud.google.com/vertex-ai

https://learn.microsoft.com/en-us/azure/architecture/data-science-process/overview
https://mlflow.org/
https://cloud.google.com/vertex-ai
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environment. As a result, less effort is spent on having a functional environment. This
environment is used in production as well, ensuring the developed solution is functional upon
deployment. Similarly, [P38]’s team avoids configuring and managing environments by using
the ones provided and managed by their cloud provider.

Reliability

In Section 4.4.2, we explained the quality issues [I6.1, I6.2, I6.3]. To address concept and
data drift (issue [I6.1]), our interviewees mentioned monitoring their models or data sources
(e.g. [P1, P13, P15, P20, P21, P24, P36]). However, monitoring and model retraining is
not always sufficient to ensure the quality of the model’s predictions. Hence, when possible,
practitioners shared solutions to minimize data and concept drift. As we explain in Section
4.4.7, data and concept drift can be caused by a change in the data collection process. When
data collection is manual, data and concept drift can be attenuated by standardizing the data
collection process and providing clear guidelines to the people collecting data [P16, P37].

Practitioners shared different strategies to handle unstable external dependencies (issue
[I6.2]). A rather straightforward one is to simply avoid using an external data source if
it is an unreliable one [P4, P10, P11, P15]. Before adding a data source to an MLSS, [P11]
assessed the reliability of the data source. As she mentioned in the following: “So when we
start a project, we [...] include new datasets [only] when we are really sure that they’re gonna
come from a steady source. [...] You have to make sure that you’re able to feed this model
[...] in a consistent manner. So we just try to be very careful with the data we include in
the model. This is the main solution we have". When practitioners could not avoid using a
data source, they adopted different strategies to mitigate the risks with reliability. [P7, P10]
fetched the same information from different data sources to have data redundancy. Hence,
they are able to verify the correctness of the values returned by the data sources (by compar-
ing them) and to ensure data availability at inference time. [P7, P8, P15, P20] mentioned
monitoring their data sources, doing data validation, and sending alerts in case of issues with
the data sources. As a result, engineers are able to quickly detect and address a problem
with data sources. However, this does not guarantee the end user will not be impacted by
unreliable data sources. Hence, when a problem with a data source happens and is detected,
practitioners have different strategies to attenuate the consequences. In one of her projects,
[P10] informed the user whenever a model’s prediction risked being worse than usual because
of an issue with a data source. Finally, when the latest training data of a model had poor
quality, [P21]’s team rolled back to the previous version of a model until the issue with the
data source was resolved.
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4.4.5 RQ4: Which data quality aspect is the most problematic in practice?

As mentioned in Section 4.3.7, we used the Dataset Definition Standard (DDS) [1] to group
the data issues. A data issue is included in a data quality aspect as defined in DDS if it
hinders that aspect. For example, mentions of mislabeled data are included in the “Labels
accuracy” aspect. The issues that could not be included in any of DDS’s data quality aspects
were categorized by a researcher into one of the Data Management community’s (DAMA) [2]
twelve most common data quality dimensions. We detail in the annex (Section B) the data
issues included in each data quality aspect experienced by practitioners. We also define each
of the data quality aspects or dimensions in the annex.

Figure 4.10 displays the number of practitioners having faced an issue with one of the quality
aspects defined by DDS [1] or DAMA [2]. As we can observe from the figure, having accurate
and complete data is challenging for practitioners. Indeed, “Data completeness”, “Data
accuracy and precision”, and “Labels accuracy” are respectively the first, second, and fourth
quality aspects with the highest count of issues. Data representativeness comes third in the
figure, because of the large number of practitioners struggling with data and concept drift.
The least affected quality aspects are “Data integrity” and “Data traceability” with only 1
practitioner having struggled with these aspects. Three of DDS’s data quality aspects are not
displayed in this figure, because we have not found any issue with them in our interviews.
These are: “Unintended bias in data”, “Absence of Annotation bias”, and “Independence
between datasets”. The data quality dimensions from DAMA we used to complement DDS’s
data quality aspects are “Data completeness”, “Data clarity”, “Data uniqueness”, and “Data
validity”, and we counted respectively 16, 9, 8, and 6 practitioners having an issue with the
respective data quality dimension.

Key findings: Practitioners are often faced with datasets with missing values. Addi-
tionally, they struggle to have precise and accurate features or labels. Having a dataset
that is not representative of the modeled process is a recurrent issue.

4.4.6 RQ5: In the case of data, which data types and collection processes are
the most challenging in terms of data quality?

We answer this RQ in two parts. In Section 4.4.6, we show, for each data type, the data
quality issues our practitioners experienced. We do the same for data collection processes in
Section 4.4.6.
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Figure 4.10 Number of practitioners having an issue affecting one of the quality dimensions
defined by DDS [1] or DAMA [2]

Data types

Nine practitioners mentioned having issues with tabular data and six with image data. There
was no issue we could confidently assume to belong to other data types. For tabular data,
the problematic data quality aspects were: data accuracy and precision [P7, P25, P32],
labels accuracy [P32], data integrity [P29], data inconsistency [P21], and data reliability
[P13, P15, P34, P35]. For image data, the problematic data quality aspects were: label
consistency [P21, P35] and label accuracy [P25, P32, P33, P40].
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Data collection processes

In our interview, we observed shared issues between the data collection processes depending
on whether they were automated or not. Hence, we present manual data collection and
automated data collection separately. With manual data collection ensued data quality
issues in terms of data accuracy and precision [P7, P31, P38], label accuracy [P14, P40],
and label consistency [P21, P37, P43]. For automated data collection processes, we only
found issues with data accuracy and precision [P7, P8, P20]. Additionally, automated data
collection processes occasionally faced reliability issues [P4, P7, P10, P15, P21, P40, P43].
In the following, we detail the issues with manual and automated data collection.

Manual data collection The practitioners have mentioned that manual data collection
can take a lot of time [P7, P8, P32, P38, P43]. As a result, building a dataset for ML and
making sure it stays relevant (when there is data and concept drift) can be difficult. We
have observed three issues with manual data collection that leads to poor data quality. First,
humans occasionally make mistakes. For example, a person collecting data could misspell
a word [P7, P31], inadvertently paste a wrong value [P38], or misinterpret an image and
label it incorrectly [P14, P40]. As a result, practitioners may work with data that make no
sense [P10] and spend a lot of time cleaning the dataset. Second, humans interpret events
differently, which leads them to annotate data differently [P21, P37, P43]. As illustrated
by [P37], the same temperature can be hot for someone, but mild for someone else. Third,
humans write down data differently, which can lead to some inconsistency in the data. For
example, data collectors may use different conventions to represent time or use commas
instead of periods to separate decimals from integer numbers [P38]. Additionally, synonyms
can also be used to identify the same object [P25, P31].

Automated data collection Compared to manual data collection, automated data col-
lection has the advantage of being systematic by default. Hence, most of the issues that
have been observed with manual data collection were not observed in automated data col-
lection processes. As a result, data collection processes tend to be automatized and run
periodically when possible. However, these processes may have reliability issues. Notably,
practitioners have mentioned issues with web-scrapping for which the slightest change to the
web page might break the process [P4, P10, P15, P43]. As pointed out by [P15], maintaining
web-scrapping processes is time-consuming. Sensors used for data collection may experience
technical issues and be unable to send accurate data [P7, P8, P20]. Batch processing scripts
may also fail, as practitioners [P7, P21, P40] experienced. In [P21]’s case, it took several
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days to realize there was an issue since the process was not monitored. As a result, the model
got trained on old data only.

Key findings: Manual data collection can lead to data quality issues if the process
to collect data is not systematic and properly defined. On the other hand, automatic
data collection processes usually have reliability issues.

4.4.7 RQ6: What are the challenges of data quality assurance during model
evolution?

As it is widely known in the ML community, ML models are highly sensitive to the quality of
data. As a result, during the maintenance of an MLSS, a significant amount of effort must be
spent on data sources in order to ensure the system’s reliability. In our study, we observed
three data issues practitioners have to take into consideration during the maintenance of
MLSSs. First, the problem that is modeled may change over time, which will render the
deployed model useless. Second, the data collection process may change over time, which,
similarly, causes a drift in the distribution of data and may render the model useless. We
refer to that problem as annotation drift. Third, external data providers may not have the
standards of reliability that are required to build MLSSs. As a result, practitioners must
put extra care when dealing with external providers in order to ensure the reliability of their
MLSSs.

Data and concept drift

Data drift refers to a change in the distribution of records over time. When modeling the
function F that maps X (i.e., records) to Y (i.e., labels), data drift is a change in P(X) over
time. Concept drift refers to a change in the function F over time [265]. Concept and data
drift are problems that must be considered by practitioners, or else the deployed model will
lose predictive capabilities and become stale. According to our interviews, practitioners are
already well aware of these problems and automatically retrain their models to address the
issue. However, we observed two scenarios where retraining was not sufficient to attain past
performances. First, sudden changes in the data, such as pandemics like COVID-19, render
the past data useless for the new prediction problem. As a result, obtaining the same level of
performance as with the previous models may be almost impossible, since not enough data is
collected for the new problem [P9, P20]. Speaking of her experience with COVID-19, [P20]
said: “We had this weird time where we know the data has changed, but we don’t have enough
data to train new models because it hasn’t been that long. We kind of just have to [wait] until
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enough time goes by and we can start retraining these models". Second, performance issues
caused by concept drift can not always be solved by retraining the model [P15]. Concept drift
can render features useless. If a significant number of features are affected, then predicting
the target variable will be a much more difficult task for the ML model. Hence, periodically
retraining a new model and deploying it will not be sufficient to preserve ML performance.

Key findings: While data and concept drift are well-known by practitioners, they
are still considered hard problems. Automatically retraining models is not a panacea
to these issues. Performance drops because of data or concept drift are sometimes
inevitable due to insufficient data for retraining.

Annotation drift

While it is clear that data and concept drift may be caused by a change in the modeled
problem (e.g., what happened for many MLSSs when COVID-19 began), it is maybe less
obvious that data collection may generate the same problem. For simplicity, we refer to drift
in the annotation process as annotation drift. As mentioned in Section 4.4.6, manual data
collection is not always a systematic process, and, as a result, is error-prone. Humans inter-
pret events differently and may write down information differently. Hence, annotation drift
can be observed if the process for collecting data is not described exhaustively. Annotation
drift naturally happens as people change, or as team members are replaced [P36]. Drastic
changes in the data distribution may happen, if, for example, the annotation procedure is
changed [P24, P25, P36]. In this case, one should define a procedure for transforming the
data collected with the old standard into the new standard. If it is not done, a lot of data
will be lost, which might hinder the training of ML models, as experienced by [P25].

Key findings: Data and concept drift sometimes creep from unexpected places, such
as the data collection process. Annotation drift happens when no systematic data
collection process is defined.

Unreliable external data providers

Practitioners revealed that external data sources are often the cause of many issues during
maintenance. We consider any data source to be external if it is not managed by the team
building the model. Because data providers are not aware that their consumers are ML
models, maintainers of MLSSs face a lot of reliability issues. On the topic of the reliability of
third-party APIs, [P23] said: “[...] it’s a nightmare. [..] their job is not to provide ML-ready
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data. So the data is not formatted, [and require] quite significant post-processing". She also
added: “They often sell their data to people who don’t require high uptime [...] which means
that sometimes it’ll break. And most of their clients don’t care. But if you’re trying to build
an AI system, you do care quite a lot". Overall, we observed two problems with external data
providers. First, practitioners may have unreliable access to data. Second, data providers
may return inconsistent information. That is, the same information accessed at different
times might have different values.

We observed two causes of accessibility issues with data providers. First, they may be unable
to deliver data at times because of technical issues [P10, P11, P21, P23]. For example, their
API may be down. Second, they may unexpectedly change the definition of their interface
[P15, P27]. As a result, the affected MLSSs are not able to fetch data until the code used
to communicate with the API is adapted. Not being able to access data is a problem at
any time in the model life cycle. At inference time, the model will not be able to make a
prediction unless replacements for the missing values are found. The replacements are not
guaranteed to be accurate; thus hindering the quality of predictions of the model. At training
time, important information may be lost if records with missing values are thrown out of a
dataset.

Aside from occasional accessibility issues, data sources may serve inconsistent information.
More precisely, the same information fetched at different times may have different values.
This is a problem for an ML model since it means it has learned from data that is not
representative of the new data distribution. A data provider may return different values for
the same records for various reasons. In our interviews, we have seen two. First, the data
providers may choose to change the units they have used to measure some information [P4,
P6, P43]. For example, dates in British format could suddenly be changed to Unix data
format [P43]. Second, the data providers may voluntarily alter historical data [P4, P6, P10,
P12]. This may happen if the provider believes that the data they previously served was
inaccurate. For example, practitioner [P4] consumed data from a weather API. One day and
without notice, the data providers corrected old weather recordings that were faulty because
of a broken sensor.

Key findings: Ensuring the reliability of an MLSS when data is collected from ex-
ternal data providers is challenging for practitioners. External data providers may be
unavailable at times, or serve inconsistent information.
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4.5 Recommendations

In this section, we provide a set of recommendations for practitioners to help them tackle the
quality issues mentioned in Section 4.4.2 and the data quality issues covered in Section 4.4.5.
We do not repeat the ones that have already been mentioned in Section 4.4.4. Additionally,
based on our results, we provide future work directions for researchers.

4.5.1 Data quality

As observed in Section 4.4.5, the data quality issues that were the most mentioned in our in-
terviews were incorrect feature values and labels. Fixing these kinds of errors often consumes
a lot of time [P8, P3] and is often done manually [P9]. According to our interviews, there
is not a wide variety of tools that are used by practitioners to clean data. [P6] used Data
Wrangler [266] to fasten the data cleaning process. However, that tool is limited to one cloud
provider; thus limiting its usage. Hence, as future work, we recommend developing tools
to facilitate the process of detecting and repairing errors in data. Similarly, we recommend
developing advanced tools for data cleaning of duplicates and missing values, since a large
number of practitioners had issues with it (see Section 4.4.5 for further details).

As mentioned in Section 4.4.5, we used DDS [1] to define data quality aspects. Because the
DDS is not exhaustive, some quality issues could not be categorized in any quality aspect
provided in DDS. Thus, we completed DDS’s definition of data quality with the twelve most
common quality dimensions defined by DAMA [2]. To answer our RQs, using the later work
would not have been preferable either. Some quality aspects defined in the DDS were not
covered by DAMA, because the context of the latter was not ML. For example, “absence of
annotation bias" is considered in DDS but not in DAMA. Hence, because either work could
not capture every data issue we observed, we recommend future works to develop a taxonomy
of data quality for ML applications.

4.5.2 Evaluability

As discussed in Section 4.4.2, one of the reasons why offline evaluation of models is inaccurate
is because the goal targeted by accuracy is different from what is important for the user.
We provide in Section 4.4.4 a set of alternatives to evaluate models to have more accurate
measures of quality. As observed by [P7] in a follow-up conversation after the interview,
junior practitioners rely too much on accuracy to evaluate their model and end up deploying
models that perform poorly in production. We believe that a root cause for that problem
is the ubiquity of these metrics in the curriculum of students. We encourage educational
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programs to include techniques to evaluate a model in the context of building MLSSs. Future
works could look into building loss functions that include the business perspective, as [P9]
suggested. For example, for a financial trading system, the model could be rewarded based
on how profitable a decision was. Training a model using these loss functions would create
models that are already optimized for the end application. Alternatively, future works could
look into techniques to post-process ML models to optimize the business need.

As explained in Section 4.4.2, defining a good business metric to evaluate an MLSS can be
difficult for some applications, such as recommender systems (issue [1.2]). In these scenarios,
practitioners may discuss with business stakeholders to conjointly develop business metrics
that accurately measure how useful the model is for the application.

In Section 4.4.2, we described the problem of dataset evaluability (issue [I1.4]). Evaluating
the quality of a dataset (or knowing its potential issues) is difficult. Hence, we propose
two approaches for practitioners to get an estimation of data quality faster. First, data
visualization tools, such as Facets25, can be used to get a better understanding of the dataset
at hand and maybe understand quality issues easier. The data visualization tools can be
used conjointly with tools to automatically generate interesting visualizations such as SeeDB
[267]. Second, error detection tools on datasets can be used to get an approximate count
of the number of errors in a dataset. We recommend practitioners to explore unsupervised
error detection tools, since they do not require a significant time investment before they can
be applied on a dataset. Notably, [268] showed that pre-trained transformer models could
detect errors in tabular data without any training examples. The models achieve even better
performances when given training examples. With only 10 labeled samples, their approach
surpassed state-of-the-art error detection approaches. [269] analyzed the reconstruction error
of an auto-encoder model to detect dirty samples. Samples that the auto-encoder struggles
to reconstruct are marked as being dirty.

One of the reasons to evaluate a dataset’s quality is to estimate the feasibility of developing
an ML solution using the dataset at hand. When asked about her biggest pain points, [P3]
answered the following: “the uncertainty of [knowing whether the ML solution will] work or
not; maybe speeding up the process? [...] getting to a point where [I] can assess the quality of
an approach faster, that would help". We propose two approaches for practitioners to get that
information without measuring data quality. First, AutoML techniques [270] can be used to
get the ML performance of a model on the dataset with minimal effort. Second, Bayes error
rate estimators, such as the work of [271], can be used to directly estimate the feasibility of
reaching a certain performance level on the dataset at hand.

25https://pair-code.github.io/facets/

https://pair-code.github.io/ facets/
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4.5.3 Explainability

Issue [I2.2] refers to the unreliability of explanation techniques. As expressed by [272], ex-
plainability techniques only are approximations of the underlying decision process of a model.
Hence, they are bound to be wrong and they can not be relied on. [261] shows different sit-
uations where Shapley value based feature attribution methods produce faulty explanations.
Similarly, [273] shows how these feature attribution methods can be manipulated with ad-
versarial attacks to reduce the importance of targeted features. Common feature attribution
techniques, such as the work done by [127], use correlation to explain a model’s prediction.
They do not capture the causal influence of an input on a model’s prediction. Therefore,
an interesting research direction is to develop causal explanation techniques. As pointed out
by [260], there are very few numbers of studies conducted in that direction [274].

4.5.4 Debuggability

Issue [I3.1] refers to the challenge of debugging MLSS with unstable data sources. Most
specifically, debugging an MLSS is difficult when two queries to an external data source
for the same information return different values (see Section 4.4.2 for more details). In the
following, we refer to this problem as inconsistent information. In Section 4.4.4, we shared the
solution of a practitioner to address this problem. She temporarily saved any data ingested
by her models, so it could be fetched later on for debugging. However, this solution has
its shortcomings. First, this approach requires saving a large volume of data. Second, the
older bugs can not be reproduced, since the data is eventually deleted. Hence, we highlight
the usefulness of recommendations given for reliability issues in Section 4.4.4 to address the
debuggability issue [I3.1]. By applying these recommendations, the data sources become
more reliable, hence avoiding the issue [I3.1].

Issue [I3.2] refers to the challenging aspect of debugging data streaming systems: picturing
what data should look like after a series of operations is difficult. As we explained in Section
4.4.2, one might compare data under test against the mean or the mode to detect abnor-
malities. However, according to our interviewees, this is not easily doable, as [P17] said the
following: “So if you want to inspect the middle steps [of a data streaming pipeline], you have
to [do the] effort [of] sending all the data to another table. [...] After this [job] is done, then
[you can have] a look at the table [and compare your values]". To avoid this long process
when debugging data streaming pipelines, [275] proposes Dagger, a data debugger that can
automatically provide the value of any tracked variable across any step of a data pipeline.
Compared to traditional code debuggers, the tool proposes features to make data debugging
easier, such as a “compare" command that enables comparing the value of a variable at a
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specific time across different runs of the pipeline (i.e., for different data records). To effi-
ciently save the value of a record throughout a data pipeline, only the changes to a value
are saved. We recommend future works to develop data debuggers that can: (1) efficiently
save the value of a record throughout a pipeline, (2) provide features to easily compare data
values across data pipeline runs (e.g., getting the mean), and (3) easily append the debugger
to existing data streaming system.

Issue [I3.3] refers to the challenging aspect of debugging MLSSs when its data sources are
managed by external data providers. As explained in Section 4.4.2, this can easily become
cumbersome because of long back-and-forth communications with the maintainers of the data
source. Furthermore, the maintainers might not prioritize the issue because they have their
own agenda. In the following, we provide a set of recommendations to practitioners to address
that issue. When a data source is internal to a company, the company can raise awareness
among data producers on the important role they play in ensuring the quality of ML models.
For example, a company could organize showcase meetings, where ML teams present their
work to data producers. As a result, data source maintainers would be more inclined to help
ML model maintainers when they require assistance. A similar recommendation was made
in [67]. Another way to tackle the problem is to establish clear bug prioritization measures
that prioritize bugs impacting the ML model, so that the data source maintainers would
be incentivized to help fix the issue. Finally, when possible, similar to full-stack developers
for web applications, we recommend companies to create full-stack developers roles for ML
pipelines. These practitioners could have technical knowledge of the model as well as its data
sources. As a result, they would be able to fix issues with data sources without relying on
the assistance of the maintainers of a data source. The above recommendations can not be
applied when the data source is not managed by the company running the MLSS. Hence,
before adding a data source to an MLSS, we recommend practitioners to verify the quality of
the customer support that the external data providers will provide in case of an issue. This
assessment can be done conjointly with the one discussed in Section 4.4.4 (i.e., assessing the
reliability of a data source before using it).

4.5.5 Efficiency

In addition to the recommendations given in Section 4.4.4, we suggest using quantization
methods [263] to the practitioners that use neural networks in order to reduce the models’
size in memory and effectively address issue [I4.3].
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4.5.6 Reliability

As discussed in Section 4.4.2, ensuring the reliability of an MLSS is difficult when its data
sources are unreliable. We already provided a set of recommendations to address the problem
in Section 4.4.4. Similar to the recommendation given in 4.5.4, we recommend companies
to raise awareness among data producers on the important role they play in ensuring the
quality of ML models. Good practices such as API versioning should be encouraged.

4.6 Threats to validity

Using some of the validity threats described in [276], we divide the analysis of the limita-
tions of our study into five categories: internal validity, external validity, content validity,
confirmability validity, construct validity, and conclusion limitations.

We identified two threats to internal validity. First, as mentioned in Section 4.3.5, an inter-
view was conducted in French, and the others, in English. It is possible that the questions
asked when the interviews are in English are not exactly the same as the ones asked when
the interviews are in French. While our primary interviewers have a good understanding of
both languages, their choice of words might convey slightly different meanings, leading to
bias. To mitigate that threat, the second interviewer was welcome to rephrase the question
of the first interviewer if it was poorly translated. Second, there is a risk that our findings for
RQ1 are inaccurate because of our data collection method. Asking practitioners about the
root cause of quality issues may lead to misunderstandings or even misinformation in case
they do not want to admit their mistakes. To mitigate this issue, we cross our findings with
MoovAI knowledge on similar cases.

We identified three threats to external validity. First, as discussed in Section 4.4.1, a sig-
nificant portion (40%) of our interviewees are practitioners of MoovAI. Thus, it is possible
our findings are applicable only to small companies (11 to 50 employees) whose main service
is developing MLSSs for other companies (i.e., consulting). In an attempt to mitigate this
bias, we interviewed a larger number of practitioners from varying company sizes. Second,
there is a chance that the practitioners who participated in our study experienced quality
issues in MLSSs more than the average practitioner, leading us to believe that some issues are
more important than they truly are in practice. In other words, the practitioners who par-
ticipated in our study could be more interested to participate than the average practitioner,
because they experienced more issues than the average practitioner. To mitigate that issue,
we validated our results using a questionnaire. Because the questionnaire requires less time
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to answer than participating in our interview, we expect that the people who answered our
questionnaire are more likely to be representative of the general population of practitioners.
Third, a limitation of our approach could come from keywords (tags) we use for finding can-
didates over Q&A websites and social media. For keywords, we use data-cleaning, dataset,
machine-learning and artificial-intelligence which are sufficiently general to match a lot of
users and are more likely to result in False Positive (users that we would end up ignoring)
rather than False Negative.

We identified a threat to content validity. In our case, there is a risk that our interview
guide does not enable us to find all the quality issues. The interview guide might not be
comprehensive enough to cover every quality issue. If no practitioner mentioned an issue
that was not probed in the interview guide, then we might have missed an issue. To mitigate
that threat, we ask open questions so that the interviewee has many opportunities to share
issues we did not suspect.

We have identified two threats to confirmability validity. First, the coding of the interview
may be prone to researcher bias because it partially relies on subjective interpretation. To
mitigate this bias, each interview is coded by two researchers, and inconsistencies in the
codes are resolved by a third researcher during moderation. Second, there is a risk that some
quality issues are over-represented in our interview guide. We are conducting semi-structured
interviews; some conversations with the interviewees are improvised. Thus, it is possible that
the findings are tainted by the preconceptions of the interviewer about the potential quality
issues in MLSSs. For example, there could be more emphasis on explainability issues in
the interview, which may lead to an over-representation of these issues in our findings. To
mitigate that threat, we used [76]’s work to ask questions covering every step of an ML
workflow.

We have identified a threat to content validity. When validating our results with the ques-
tionnaire, it is possible that the practitioners misinterpret the description we provide for each
quality issue. To mitigate this, the descriptions are reviewed by two researchers. Further-
more, we provide examples when the description is ambiguous.

We have identified a threat to conclusion validity. There is a risk that researchers misin-
terpret an issue described by a practitioner. To avoid that issue, each transcript is coded
by two researchers. If an important excerpt from a transcript required further details to be
understood, we contact the respective practitioner for clarification.
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4.7 Conclusion

In this paper, we investigate the characteristics of real-world quality issues in MLSSs from
the viewpoint of practitioners. We presented the results of the interviews we conducted with
42 practitioners and the questionnaire answered by 21 practitioners.

We extracted a list of 18 quality issues and, for every issue, we explained the causes and con-
sequences. We measured how common the quality issues are according to the practitioners’
experience. We found that the quality dimensions that are considered to be the most prob-
lematic are: evaluability (see Section 4.4.2 for a definition), debuggability, and reliability. We
share 21 strategies used by the practitioners we interviewed to mitigate the aforementioned
quality issues. After consulting the literature, we proposed 12 other strategies. Regarding
data quality, we describe the data quality issues encountered by our practitioners and how
frequent they are according to their experience. Notably, we found that data completeness
(missing values) and data and label accuracy are the most common data quality issues. We
also explain the challenges encountered with different data collection processes that lead to
data quality issues and we characterize the challenges of data quality assurance during model
evolution. Finally, we propose some recommendations for future works.

Our study shows that (1) using ML in software systems brings a unique set of challenges,
and (2) practitioners struggle to build qualified MLSSs. Based on our results, we encourage
researchers to develop tools to assist practitioners when building MLSSs. We hope that our
findings will serve as a solid foundation for future work to come.
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quality of the data it has been trained on, there is a growing interest in approaches to detect
and repair data errors (i.e., data cleaning). Researchers are also exploring how ML can be
used for data cleaning; hence creating a dual relationship between ML and data cleaning. To
the best of our knowledge, there is no study that comprehensively reviews this relationship.
Objective: This paper’s objectives are twofold. First, it aims to summarize the latest
approaches for data cleaning for ML and ML for data cleaning. Second, it provides future
work recommendations. Method: We conduct a systematic literature review of the papers
published between 2016 and 2022 inclusively. We identify different types of data cleaning
activities with and for ML: feature cleaning, label cleaning, entity matching, outlier detection,
imputation, and holistic data cleaning. Results: We summarize the content of 101 papers
covering various data cleaning activities and provide 24 future work recommendations. Our
review highlights many promising data cleaning techniques that can be further extended.
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5.1 Introduction

Nowadays, Machine Learning (ML) integrates a growing number of industries, from trans-
portation to healthcare and education. Recent applications of ML achieved performances
similar to humans’ performance on complex tasks, such as taking the bar exam [277] or
driving a car [278, 279]. Behind much of the recent success of these applications are large
amounts of training data and powerful computing infrastructure [250, 280]. While a major
part of the research in ML is spent on developing better modeling techniques [281], data
preparation often is the most arduous and time-consuming task for practitioners. Indeed, re-
searchers have reported that data scientists sometimes spend over 80% of their time preparing
data [250,282–284]. As a consequence, there is an emerging trend, referred to as Data-Centric
AI (DCAI) to steer research to focus on improving datasets instead of models for ML prob-
lems. In the last few years, various initiatives aimed at stimulating involvement in the DCAI
trend have been proposed. For example, in August 2021 the first DCAI competition [285]
was organized. During this competition, participants were challenged to improve a model’s
performance by only modifying the dataset it was trained on. Following this competition, a
group of researchers released the DataPerf benchmark [286], a suite of data-centric bench-
marks for different data tasks such as data cleaning and data debugging.

Amongst the different steps forming data preparation is a central task that consists of de-
tecting and removing data errors, namely data cleaning [287]. Previous studies have often
overlooked it assuming that the datasets used in their experiments are devoid of errors. How-
ever, as reported by a previous study [288], large public datasets considered for a long time
to be error-free such as ImageNet [289] contain erroneous labels. As a consequence, there is
an increasing interest in developing data-cleaning approaches to improve machine learning
performance. Data cleaning is a problem tackled by the database community for a long
time [30–32] and, recently, researchers started studying how ML can be leveraged to clean
data.

In this study, we summarize the latest approaches in Data Cleaning for ML (DC4ML) and
ML for Data Cleaning (ML4DC). For simplicity, we refer to the union of DC4ML and ML4DC
as data cleaning and ML (DC&ML). To reach that goal, we adopt the Systematic Literature
Review (SLR) approach, which differs from traditional literature reviews by its strict and
rigorous methodology. The SLR methodology ensures that the literature review is exhaustive
and devoid of biases when collecting and summarizing information [290]. With the increasing
amount of work published on DC&ML (see Section 5.4), we believe that there is a need to
summarize the latest approaches in the field. A replication package of our study is available on
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our public GitHub repository1. In total, we summarize the content of 101 papers and provide
24 future work directions. Our review can serve as a basis for researchers and practitioners
to understand state-of-the-art DC&ML approaches and to contribute to the field.

The rest of the paper is organized as follows. In Section 5.2, the methodology followed
is described. Then, in Section 5.3, the taxonomy selected to structure our review of the
literature is presented. Next, statistics about the papers included in our study are detailed
in Section 5.4. The review of the literature is presented in Section 5.5 and future research
directions are proposed in Section 5.6. Finally, we reflect on our work and discuss threats to
validity in Section 5.8. The conclusion of the paper is presented in Section 5.9.

5.2 Methodology

In this section, we describe the methodology we followed to conduct our study. We provide
an outline of it in Figure 5.1. Our methodology is divided into three phases: (1) paper
collection, (2) paper selection, and (3) results analysis. We collected papers on 17 October
2022. For each step in the figure, we indicate (1) the section where this step is explained (in
the lower left corner of the box) and (2) the number of papers left after the step (in the lower
right corner of the box). To conduct our study, we followed the guidelines defined by [290]
for systematic literature reviews. This document describes best practices for conducting
systematic reviews in software engineering and is based on existing guidelines from medical
research, where empirical research methods are mature and rigorous.

5.2.1 Research Questions

As we mentioned earlier, the goal of this study is to conduct a systematic review of DC&ML.
Thus, we define the following research questions.

RQ1: What are the latest data cleaning techniques in DC&ML? As mentioned be-
fore, a significant portion of practitioners’ time when building machine learning systems
is spent on data. In parallel, ML has made significant progress in the last ten years
and is applied to a growing number of applications. Applying ML to data cleaning has
the potential of reducing the amount of time spent on data by practitioners, as well
as improving the accuracy of data cleaning processes. Conversely, data cleaning can
play an important role in improving a model’s performance. By answering this RQ, we
provide researchers with an understanding of the current data cleaning approaches in
DC&ML.

1https://github.com/poclecoqq/SLR-datacleaning

https://github.com/poclecoqq/SLR-datacleaning
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Figure 5.1 Outline of our methodology

RQ2: What are future research opportunities in data cleaning and ML? In this
RQ, our objective is to identify and highlight promising research directions in the field
of data cleaning with machine learning.

5.2.2 Scope

For a long time, data cleaning was mainly applied to tabular data (i.e., data stored in
relational databases), and surveys on data cleaning focused primarily on this type of data
[291]. Nowadays, data cleaning techniques for various data types such as images [292], text
[293], graph data [294], and sound [295] are developed. The strategy used to clean data
in these techniques may significantly vary from one data type to another because of the
particularities of each data type. In our survey, we focused on the data types that are the
most commonly processed by ML applications in practice. We used comprehensive surveys
and books from the ML community to identify them [296–299]. Hence, we limited ourselves
to tabular, image, and text data.
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5.2.3 Search Terms Selection

As one of the first steps of the SLR, we conducted a preliminary search to help us identify
the most relevant keywords to our study, as recommended by [290]. Hence, we read existing
survey of the literature [34,280,282,300–303] and highly cited works (e.g., [304,305]). Then,
we defined a comprehensive search query to gather the relevant literature from academic
databases. Our final search query is described in Figure 5.2. In the following, we describe
how we selected keywords based on the main topics of our review: ‘ML’ and ‘data cleaning’.
Then, we explain how we adapted our query for one of the academic databases we used,
Google Scholar (GS). Contrary to other databases, GS had peculiarities that forced us to
modify our search query.

• Machine learning: ML is a field devoted to enabling machines to learn from data [306].
We leveraged previous SLRs [150,307,308] on different topics in ML to build an initial
list of keywords for ML. Our final list of terms is: machine learning, deep learning,
neural network, reinforcement learning, supervised and unsupervised.
• Data cleaning: Data cleaning refers to the activity of detecting and repairing errors

in data [34]. We used the term data cleaning and its synonyms data cleansing, data
scrubbing to conduct our searches. Additionally, we added keywords for both processes
of data cleaning: error detection and error repair. For the former one, we used the
keywords: data repairing, data repair, error repairing, error repair. For the latter one,
we only used one keyword: error detection. After running the search query with the
aforementioned keywords, we initially obtained a lot of irrelevant papers in the results.
The reason is that error detection is a very broad topic that is not only limited to
the detection of errors in data2 Thus, in an attempt to filter out studies that do not
propose an approach to detect data errors, we limited the results to papers that are
also mentioning a data type. As mentioned in Section 5.2.2, we are focusing on three
common data types: tabular, text, and image data. Hence, we used the following terms
to limit the papers on error detection: tab*, cell*, row*, image* and text*. Finally,
because we are interested in data cleaning for ML (and ML datasets have labels), we
added the following keywords: label cleaning and confident learning.

2For example, "A modular edge-/cloud-solution for automated error detection of industrial hairpin weld-
ings using convolutional neural networks" is a paper that was included in the results but not relevant to our
study since it is not a data cleaning approach.
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("machine learning" OR "deep learning" OR "neural network" OR "neural networks" OR "reinforcement learning" OR
supervised OR unsupervised)

AND
(

( "data cleaning" OR "data cleansing" OR "data scrubbing")
OR ("data repairing" OR "data repair" OR "error repair" OR "error repairing")
OR ("confident learning" OR "label cleaning")
OR ("error detection" AND (tab* OR cell* OR row* OR image* OR text*))

)

Figure 5.2 The search query used to fetch papers from all academic databases used in our
study except Google Scholar.

Adaptations for Google Scholar

As opposed to other academic databases, GS has many peculiarities that require us to adapt
our search pattern. Our final search pattern can be visualized in Figure 5.3. Below, we
describe GS’s peculiarities and explain how we adapted the query.

1. All queries are truncated to 256 characters.
2. Parentheses are not a priority operator.
3. OR operators have a higher precedence than AND.
4. AND operators are implicitly added between terms that are not operators (e.g., terms

that are not OR or AND). Hence, the search query data cleaning is equivalent to data
AND cleaning.

In order to address the first constraint, we split the query in two and ran each part separately.
For the same reason, we also removed any AND operators, since they are redundant and
added automatically (constraint 4). As parenthesis do not have their usual effect (constraint
2), we also removed them from our query. This prevents any nested Boolean operator. Hence,
we removed the conjunction we described in Section 5.2.3 to limit the number of results on
error detection.

5.2.4 Paper Collection

In the following, we describe how we collected papers from academic databases using the
query described in Subsection 5.2.3. Then, we describe the separate paper collection process
we followed for GS, because of the limitations of that database. Similarly to the other
works [150,307,309], we conducted the search in the following academic databases:

• Google Scholar3

3https://scholar.google.com/
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• Engineering Village4

• Web of Science5

• Science Direct6

• ACM Digital Library7

• IEEE Xplore8

As shown by the recent publications [282, 300], DC&ML is a relatively new topic. Hence,
when running our search query, we limited the results to papers published between 1 January
2016 and 17 October 2022 (the later date being when we ran the query). On Engineering
Village, we used the duplicate removal feature, by keeping the results from Compendex over
Inspec.

Adaptations for Google Scholar

Unlike other databases, GS does not provide a way to export records in bulk, which dis-
courages mining techniques. Thus, to alleviate the task of collecting paper, we used the
tool “Publish or Perish”9. Similarly to [150], we searched 1000 records for each year. As
mentioned in Section 5.2.3, our initial query had to be divided into two parts because of GS’s
limitations. Thus, we separately ran both queries, for every year for a period of six years,
and collected 1000 papers per year, for a total of 12 000 papers (2 queries × 6 years × 1000
papers = 12 000 papers).

5.2.5 Paper Selection

In this section, we explain the steps we followed to filter out irrelevant results. Table 5.1
shows the number of papers obtained from each academic database prior to any kind of
filtering. We provide the list of papers retained after each step of the paper selection process
in our replication package10.

4https://www.engineeringvillage.com
5https://webofknowledge.com
6https://www.sciencedirect.com
7https://dl.acm.org
8https://ieeexplore.ieee.org
9Harzing, A.W. (2007) Publish or Perish, available from https://harzing.com/resources/publish-or-perish

10https://github.com/poclecoqq/SLR-datacleaning

https://github.com/poclecoqq/SLR-datacleaning
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"machine learning" OR "deep learning" OR "neural network" OR "reinforcement learning" OR "supervised" OR
"unsupervised"

"confident learning" OR "label cleaning" OR "error detection"

"machine learning" OR "deep learning" OR "neural network" OR "reinforcement learning" OR "supervised" OR
"unsupervised"

"data cleaning" OR "data cleansing" OR "data scrubbing" OR "data repairing" OR "data repair" OR "error repair"

Figure 5.3 The search query used to fetch papers from Google Scholar.

Table 5.1 Number of papers retrieved from the academic databases.

Database Number of papers

Google Scholar 12,000

Engineering village 1224

Web of Science 511

Science Direct 135

ACM Digital Library 89

IEEE Xplore 295

Total 14,254

Duplicate Filtering

We uploaded all the titles of papers obtained from the various databases in Zotero11. We
leveraged the duplicate removal functionality of the tool and found 3,742 duplicates in GS’
papers and 769 in the results of the other databases. Thus, after this step, 8,258 papers from
GS were retained, and 1,485 for the other databases.

Google Scholar Pruning

While GS returned a lot of results, a considerable amount of them are not relevant to our
study, for two reasons. First, a lot of irrelevant papers are included because of the search
engine’s limitation which we describe in Section 5.2.3. Second, GS only searches keywords in
the full text of the paper or in the title. Thus, papers irrelevant to our study that mentioned
data cleaning and ML in the papers’ body (e.g., as key/index works) matched our search
query. While we could not address the first issue in any other way than manually inspecting
and then filtering papers, we devised an approach for the second issue. We managed to

11https://www.zotero.org/
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only keep papers whose title, abstract, and author keywords matched the search query,
similar to what was done by a similar study [150]. We did so using a Python script we
implemented which is available in our replication package12. After this step, 1,862 results
from GS remained. We merged this set of papers together with the 1,485 papers coming
from the other databases. We removed duplicated papers from the merged set, resulting in
a total of 2,968 papers.

Inclusion and Exclusion Criteria

From this step onward, papers were filtered manually. One author went through the whole
set of papers and filtered out the ones irrelevant to our study. A second author verified the
resulting set of papers. Any leftover duplicate was removed. For this step, the following
inclusion and exclusion criteria were considered:

Inclusion criteria:

• Papers proposing an approach to detect or fix errors in an ML dataset.
• Papers presenting an approach to detect or fix errors in data while leveraging ML

techniques.

Exclusion criteria:

• Papers whose data cleaning approach is specific to their problem (i.e., the technique
does not generalize).
• Papers on data cleaning for other data types than tabular, image, or text data, such

as sound data.
• Papers on detecting or fixing any type of attacks on an ML model through data (i.e.,

data poisoning and adversarial examples).
• Papers that can not be accessed free of charge through our institution’s subscriptions.
• Secondary works (e.g., surveys and review papers), research proposal, workshop, letters,

undergrad theses, or position papers.
• Papers that are not written in English.
• Papers on text data cleaning for other languages than English.

After this step, 124 papers remained.

12https://github.com/poclecoqq/SLR-datacleaning

https://github.com/poclecoqq/SLR-datacleaning
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Quality Control Assessment

While most papers are relevant to our study, not all of them are able to answer our RQs.
Thus, based on a previous study [150], we defined a set of questions to filter out papers with
low quality. We also defined a second set of questions to filter out any remaining paper that
is irrelevant to our study.

Quality control questions:

Q1.1 Is the objective of the research clearly defined?
Q1.2 Is the context of research clearly defined?
Q1.3 Does the study bring value to academia or industry?
Q1.4 Are the findings clearly stated and supported by results?
Q1.5 Are limitations explicitly mentioned and analyzed?
Q1.6 Is the methodology clearly defined and justified?
Q1.7 Is the experiment clearly defined and justified?

Relevance control questions:

Q2.1 Does the paper present an approach to detect or fix errors in an ML dataset?
Q2.2 Does the paper present an approach to detect or fix errors in data using ML techniques?

Each paper is considered by a reviewer who assigns it a score based on how well it complies
with the questions. Papers under a certain threshold are considered by a second reviewer
who repeats the process followed by the first reviewer. If the second reviewer’s score is also
under the threshold, the paper under consideration is excluded from the study. However,
if the second reviewer assigns a score above the threshold, the reviewers have to discuss to
decide whether the paper should be included or not in our study. If they are unable to reach
a consensus, a third reviewer makes the final decision.

In order to evaluate a paper, reviewers rated on a scale from 0 to 2 how much they agreed
with the quality and relevance control questions. For the quality control questions (i.e.,
Q1.X), a paper is excluded by a reviewer if the sum of the 7 questions is lower than 7. For
the relevance control question, a paper is excluded if it has a score of zero for both questions
(i.e., Q2.1 and Q2.2).

As a result, we excluded 44 papers. Our ratings are available in our replication package13.
After this step, 80 papers remained.

13https://github.com/poclecoqq/SLR-datacleaning

https://github.com/poclecoqq/SLR-datacleaning
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5.2.6 Snowballing

Snowballing refers to the act of discovering new papers through paper references [310]. In
this study, to read relevant studies we miss, we include any paper cited by at least two papers
from the filtered list of papers from Section 5.2.5. We partially automated this process with
a script available in our replication package14. In this script, we used the Python library
Scholarly [311] to fetch paper citations from GS. We evaluate the inclusion and exclusion
criteria from Section 5.2.5 along with the control assessment questions from Section 5.2.5
before including a snowballed paper in our study. After this step, we found 21 new papers.
Hence, in total, we collected 101 papers for examination in our study.

5.2.7 Data extraction

In order to reason efficiently over the large amount of information contained in the set of
papers we read, we extracted the following information from each paper:

General information

• Title
• URL to the paper
• Authors
• Year
• Publication venue

Questions

• What does the data cleaning approach try to fix (e.g. missing values, dirty data,
inconsistent data, etc.)?
• What are the datasets used in the experiment?
• What are the ML models used in the experiment?
• What are the quality measurements (i.e., how is the data cleaning approach evaluated)?
• Against what is the approach compared (e.g., against baselines, other approaches, etc.)?
• What is the performance of the approach, in terms of ML performance (e.g., accuracy,

F1-score, etc.)?
• What is the performance of the approach, in terms of engineering aspects (e.g., resource

consumption, time to completion, etc.)?
• What are the limitations of the approach?

14https://github.com/poclecoqq/SLR-datacleaning

https://github.com/poclecoqq/SLR-datacleaning
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Additionally, reviewers are asked to summarize the papers they have reviewed, in order to
give a general picture of the study and to highlight any other interesting information. All
extracted data is available in our replication package15.

5.3 Selected Taxonomy

Based on the papers included in our study and using existing studies [34, 300], we built a
taxonomy of DC&ML approaches, which we describe in this section. We use that taxonomy
to structure our review of the literature in Section 5.5. In the taxonomy, illustrated in Figure
5.4, data cleaning approaches are first grouped based on the type of error they try to address
(e.g., incorrect feature value, duplicates, etc.). Bold font is used in the figure to indicate
the number of papers included in a category. The number of papers in a category may not
be equal to the sum of the number of papers in its subcategories because a paper may be
classified to zero or many subcategories of a category it belongs to.

In the following, we introduce the different types of data cleaning activities, which correspond
to the categories on the first level of the taxonomy in Figure 5.4. The other categories will
be introduced later in their respective subsections during the review (in Section 5.5).

• Feature cleaning: Feature cleaning approaches try to detect or repair errors in the
features of a record. It is a problem that has been addressed by the database community
for a long time [30–32] and is generally loosely referred to as data cleaning. It should be
noted that data cleaning is not limited to feature cleaning and that other activities are
also considered to be data cleaning activities (e.g., entity matching or outlier detection
[34]). Thus, we use the term “feature cleaning” instead of “data cleaning” to refer to
that data cleaning activity. Feature errors may happen for a large variety of reasons.
For example, a noun may be misspelled by the person collecting data [299].
• Label cleaning: Similar to feature cleaning, label cleaning approaches try to detect

or repair label errors. Label errors may happen for a variety of reasons. For example,
a record might be mislabeled because of a lack of domain knowledge [54].
• Entity matching: Entity matching refers to the process of finding tuples in a database

that refer to the same real-world entity [34]. Duplicates can be introduced in a dataset
for many reasons. For example, a customer could be recorded multiple times in a
database because the customer used different names at checkout [34].
• Outlier detection: An outlier can be defined as an observation that deviates so much

from the other records in a dataset that it arouses suspicions that it has been generated

15https://github.com/poclecoqq/SLR-datacleaning

https://github.com/poclecoqq/SLR-datacleaning


83

DC&ML (101)

Feature Clean-
ing (36)

Model-based (19)

Ensemble-
based (7)

Transformer-
based (4)

Autoencoder-
based (3)

Error priori-
tization (3)

Data cleaning rule
generation (2)

Label Clean-
ing (32)

Uncertainty-
based (10)

Loss-based (5)

Counterfactual (9)

Outlier-based (3)

Entity Match-
ing (20)

Token com-
parison (2)

Latent space
comparison (11)

Token-level
comparison (4)

Attribute-level
comparison (6)

Record-level
comparison (1)

Learned com-
parison (4)

Outlier de-
tection (8)

Statistic-based (1)

Distance-based (2)

Model-based (2)Imputation (3)

Holistic Data
Cleaning (4)

Figure 5.4 Overview of the approaches discussed in this paper
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by a different process [312]. Outliers may hinder an ML model’s performance if they
have been generated by a different process. Hence, outliers may be purged from a
dataset during data cleaning.
• Imputation: Imputation refers to assigning a value to a record’s feature whose value is

missing [313]. Having missing values is a frequent problem [314] and is often experienced
when data collection is manual [315]. An ML model can only ingest complete records;
thus records with missing values have to be imputed otherwise they are removed from
datasets.
• Holistic data cleaning: We use the term “holistic data cleaning” to refer to the

approaches that try to clean more than one type of error at a time. For example, [316]
designed an RL agent that learns to clean a dataset using a set of data cleaning tools
that can clean different types of errors.

5.4 Statistical results

In this section, we provide a statistical description of the papers included in this study. Figure
5.5 displays the number of papers included in our study per data cleaning activity (which
we previously defined in Section 5.3). Studies proposing an approach to clean more than
one error at a time are in the category “More than one”. Generally, the papers that were
included in that category proposed an approach that could be adapted for different cleaning
goals (e.g., [317]). We can observe three main categories of papers, along with four minor
ones. The main categories are “Feature Cleaning” (34%), “Label Cleaning" (32%), and
“Entity Matching” (18%). The minor categories are “Outlier Detection” (8%), “Holistic”
(4%), “Imputation” (3%), and “More than one” (i.e., approaches that individually fix more
than one type of error) (2%). Figure 5.6 shows the distribution of the papers’ publication
year. We can observe a generally growing trend. The number of papers in 2022 is less than
in 2021 because we collected the papers during this year, in October 2022. In Figure 5.6,
we display the authors’ affiliation distribution. The majority of the papers included in our
study have been written by researchers from academia (74%). We observe that 21% of the
papers included in our study have been written by teams composed of a mix of researchers
from academia and the industry. Finally, only 5% of the papers are attributed to teams
from the industry. In Figure 5.8, we display the number of papers published per venue.
We filtered out venues that counted only one paper for readability purposes. The most
recurrent venues are the ACM SIGMOD conference, the Association for the Advancement
of Artificial Intelligence conference (AAAI), the Expert Systems with Applications journal,
and the VLDB Endowment conference.
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Feature Cleaning (34%)
Label Cleaning (32%)
Entity Matching (18%)
Outlier Detection (8%)

Holistic (4%)
Imputation (3%)
Combined (2%)

Figure 5.5 Distribution of data cleaning topics

5.5 Review

In this section, we summarize current data cleaning approaches for tabular, text, and image
data. We use the taxonomy described in Section 5.3 to structure our review. Hence, the
following subsections discuss about feature cleaning, label cleaning, entity matching, outlier
detection, imputation, and holistic data cleaning. We provide a brief description of the
existing approaches along with future work recommendations at the end of every subsection.

5.5.1 Feature Cleaning

In this section, we cover data cleaning approaches to detect or repair feature errors. Because of
the long-lasting efforts of the database community to clean tabular data [30–32], the majority
of the papers in this section process this data type. Thus, the following subsections present
feature cleaning approaches for tabular data, except for the last one (Section 5.5.1). In the
first one (Section 5.5.1), we present model-based approaches. Then, we follow with ensemble-
based (Section 5.5.1), transformer-based (Section 5.5.1), and autoencoder-based approaches
(Section 5.5.1), which all are subcategories of model-based approaches. We continue with
error prioritization (Section 5.5.1) and data-cleaning rule generation approaches (Section
5.5.1). Then, we present other feature-cleaning approaches that do not belong to any of
the aforementioned groups (Section 5.5.1). Finally, we describe some approaches commonly
used to improve the data cleaning approaches performance (Section 5.5.1) and we finish with
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feature cleaning approaches for other data types than tabular (Section 5.5.1).

Model-Based Approaches

The approaches presented in this category view data cleaning as a prediction problem. That
is, a model must predict whether a value is clean or not (i.e., error detection) or what is the
clean value of a dirty cell (i.e., error repair). Formally, for error detection, a model m must
predict whether a record’s feature value r[Ai] (where r refers to a record and Ai to the i-th
attribute) is dirty or not (y ∈ [0, 1]) given the full record r. Similarly, for error repair, a model
m must predict the clean value y for a record’s feature r[Ai] given the full record r, where y’s
domain is not necessarily restricted. Note that the following sections (i.e., ensemble-based,
transformer-based, and autoencoder-based approaches) are also model-based approaches. In
the following, we refer to the clean features of a record as records’ labels. Indeed, the clean
values are the labels used by the feature cleaning approaches.

One of the major differentiating factors between error detection approaches is their choice of
feature engineering. We discerned three categories of features: (1) frequency-based features,
(2) format-based features, and (3) metadata features. Similar to outlier detection approaches
(see Section 5.5.4), the engineered features are generally designed to highlight the abnormal
characteristics of data. A commonly used feature-engineering practice for error detection is
to create features that measure how frequent a value is in a dataset (i.e., frequency-based
features) [318–321]. For example, the authors in [319] measured the TF-IDF score of n-grams
inside a cell to encode how common a cell’s value is. The less common it is, the higher the
chances of it being an error. Frequency-based features can be measured using the information
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contained in other columns [319, 320]. For example, [319] used the co-occurrence of values
among different attributes to facilitate the error detection process. Another category of
engineered features focuses on the format of the values (i.e., format-based features) [318–321].
Corrupted cells might not follow the syntactic format that is expected for a feature. For
example, a value that represents a name should not have numbers. [321] replaces all numbers
and characters with symbols that are unique to them; thus focusing only on the shape of
the data. For example, given the value “400$”, the encoded format could be “nnns”, where
“n” represents numbers and “s”, symbols. Finally, the data cleaning approaches sometimes
complement their feature set with metadata information (i.e., metadata features) [318,319].
For example, [319] indicates the data type and the string length of a cell in the feature set.
For error repair, ML can be used to predict values to repair corrupted cells, similar to data
imputation (see Section 5.5.5), as it was done in [322].

Ensemble-Based Approaches

Coined by [282], ensemble-based approaches to data cleaning comprise every approach where
a model uses the output of data cleaning tools to clean data. As it was pointed out in
[323], no single data cleaning tool is the best in every situation and no tool can detect all
errors. Leveraging ensembles of data cleaning tools opens up the possibility of powerful
approaches to clean errors since they could potentially detect and repair a larger diversity of
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errors [304, 324, 325]. Similarly to ensembling techniques with ML models, ensemble-based
approaches for feature cleaning have an ensemble of data cleaning tools, which we refer to
as the “base” data cleaning tools. The outputs of the base data cleaning tools are ingested
by one singular model making the final data cleaning prediction, which we refer to as the
meta-model.

Usually, the base data cleaning tools are simple cleaning tools developed without using
ML techniques. The most commonly used ones are integrity constraints [304, 318, 324, 325],
matching dependencies [304, 325], outlier detection [304, 318, 325], and pattern violation de-
tection [318, 325]. For data repair, simple algorithms that memorize transformations be-
tween dirty and clean data are sometimes used [317,326]. These are designed specifically for
ensemble-based approaches and can only suggest good repairs collectively. Hence, they are
generally not viable data repair tools independently. Mahdavi et al. define three types of
such tools: (1) value-based models, (2) vicinity-based models, and (3) domain-based mod-
els [326]. Models in the first category only consider the corrupted value when suggesting re-
pairs [317,326]. For example, given a misspelled string such as “a dg”, the tool could suggest
“a dog”. On the contrary, vicinity-based models leverage the context of the corrupted value
to predict its repair. For example, given the “city” attribute of a record is set to “Tokyo”,
then we know that the “country” attribute should be “Japan”. Finally, domain-based models
repair a value based on the domain of the attribute. For example, a domain-based repair
strategy could replace a corrupted value with the attribute’s mode.
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Once the base data cleaning tools have processed an example, one is left with a set of data
cleaning predictions (error detection or repair) that are ingested by the meta-model for the
final data cleaning prediction. We observed different ways to include the cleaning signal of
the base data cleaning tools in the prediction process of the meta-model. When the meta-
model of the cleaning approach is a Probabilistic Graphical Model (PGM), the base data
cleaning tools are transformed into inference rules for the meta-model [304, 324]. For error
detection, [325] trains, for each feature, a model that ingests the base data cleaning tools’
binary output (i.e., dirty or not) and predicts whether a record is dirty or not. Compared
to error detection, error repair with ensemble-based approaches has the additional challenge
of having base data cleaning tools that may output a wide variety of values. Thus, error
repair tools adopt a different approach to combine the base data cleaning tool predictions.
Instead of generating a repair, the meta-model selects the repair that is the most likely to
be correct in a pool of repairs suggested by the base data cleaning tools [317, 326]. In [326],
each base error repair tool suggests values to repair corrupted cells. Then, for each repair, a
vector holding the confidence that the repair is correct according to each base error repairer
is generated. This vector is then fed to a Neural Network (NN) that will predict how likely
a repair is given the confidence of the base error repair tools. The repair with the highest
score becomes the repaired version of a dirty record. Instead of evaluating repairs using
the confidence score of the base tools, Wang et al. let the meta-model select the most
probable repair by comparing the repaired versions of a record with its dirty version [317].
To facilitate the comparison process, the records are transformed into embeddings. Then,
an NN ingests the difference between the embeddings, along with the embedding resulting
from the concatenation of both records. This strategy of encoding records captures both the
differences and similarities between the compared records. For every considered pair, the
NN will output a score, stating how likely is the proposed repair. The most likely repair
for a record is then selected. This approach was originally designed for entity matching but
showed to be apt for error repair as well.

While ensemble-based approaches may seem appealing, they have a few challenges of their
own. To begin with, the predictions of a meta-model can be skewed if the predictions of the
base tools are correlated [318]. This is simply due to the fact that a larger feature space
is allocated to what is essentially the same information. The authors in [318] address this
challenge by pruning out correlated tools and keeping the most effective ones. To achieve
that, k-means clustering is run on the predictions of the base tools. Then, using a validation
dataset, the best tool for each cluster is selected. In addition to the aforementioned issue,
a large pool of base cleaning tools results in two additional problems. First, it may lead
to a longer run time for the whole data cleaning process. Thus, [327] prunes out tools
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that proved to be ineffective on similar datasets. The dataset similarity is measured by
comparing the semantic and syntactic similarity between columns. Second, significant human
labor can ensue if a large number of tools require manual parametrization. To address this
problem, [327] generates, for every tool, all configurations in a predefined set.

Transformer-Based Approaches

In this section, we present approaches that clean the features of a record using transformer
models [328]. Because of their impressive performances in the last years, there has been
an interest in the research community to apply this kind of model to a wide variety of
tasks [329–331]. Two issues must be circumvented in order for these models to be used for
feature cleaning. The first hurdle is in the very nature of the task: feature cleaning is different
from text generation. Effectively, transformer models are designed to generate text, while
feature cleaning is usually conceptualized as a classification problem. Three approaches have
been suggested to address this problem. The first solution transforms feature cleaning into
a text generation problem. More precisely, [268] prompts the foundation models with data-
cleaning questions. For example, for error detection, the user may ask the model if there is
an error in a given sample, to which the model will answer “yes” or “no”. The authors further
show that very few training samples are required for the model to detect errors, from a few
(few-shot learning) to none (zero-shot learning). For error repair, [332] uses a transformer
to predict the value of every cell of a record and replace it if it differs from the shown value.
The transformer model is trained using the masked data model objective. That is, the model
ingests a record with a masked value and outputs a record with the mask replaced with a
value. If the value generated by the model differs from the actual value that was masked,
then the example is considered to be corrupted. Instead of transforming data cleaning into
a text generation task, [333] adapts a transformer model to a classification task. A linear
layer with softmax activation is added to the output of the transformer and the model is
trained to minimize cross-entropy loss. Before being fine-tuned for this binary classification
task, the transformer is trained using the masked data model objective, so it learns the
structure of data. The third way to use transformers for data cleaning is by using them to
generate embeddings that can be used by another model for data cleaning. [317] pre-trained
a transformer using SimCLR contrastive learning framework [334], so similar records have
similar embeddings. Then, an NN ingests these embeddings and predicts how likely a repair
is given a dirty sample. The most likely repair is selected.

The second issue that must be addressed before using transformers for data cleaning is the
format of the data itself. While the data cleaning approaches in this section are applied to
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tabular data, transformers are trained with natural language. A naive approach would feed
the record as it is to the model (i.e., transform the record into a sentence by concatenating its
features using spaces). However, precious information about the features’ semantics would
be lost, since the model does not know what a value represents (e.g., a number does not make
sense if we do not know what it counts). Hence, to address that problem, the tabular records
must first be transformed into sentences, and then the model must learn to understand
the structure of these sentences. To inject the tabular structure of data into strings, [268]
prepends each attribute value with its name before concatenating it into a string. For a
record that has a feature named “City” and a value of “Montreal”, then the attribute would
be represented by “City: Montreal”. The latter would be concatenated into a sentence with
the substrings generated for the other features. To inject the semantic difference between
attributes’ names and their values, [317, 332] further prepend attributes’ names with the
special token “[A]” and the values with “[V]”. Extending on the previous example, we would
have “[A]City [V]Montreal”. Once tabular data is converted into strings, the model must learn
to understand the format of the data. Similar to what is usually done with large language
models (LLM), the masked data model objective is used in [332,333] to train transformers in
an unsupervised way. The model is trained to predict the missing value in a record’s entry,
which enables it to unlearn its assumption of processing natural language data and learn the
structure of the dataset at hand. [317] leveraged contrastive learning to train the encoder of
a transformer to generate embeddings that are close in the latent space for similar records,
and far for different records.

Autoencoder-Based Approaches

The data cleaning approaches in this section use autoencoders to detect or repair records.
Autoencoders are a type of ML model trained to output the data they receive as input while
being constrained to represent the data in a latent space with fewer dimensions than the
input [335].

[336] argues that autoencoders have denoising capabilities because of the compression pro-
cess. Representing the input data into a lower dimension forces the autoencoder’s interme-
diate representations to contain only the most important information necessary to recreate
the input data. As a result, noise is removed from the data. Hence, they use the innate
noise removal capability of autoencoders to repair records. To do so, they first transform
records into probabilistic ones (i.e., records whose features have a probability distribution
over potential values). Then, they feed the record to the autoencoder, which outputs another
probabilistic record. The result can be transformed back to non-probabilistic data by picking
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the most likely value for each feature. [337] proposes a variant of variational autoencoders
(VAE) architecture for noise removal that does not suffer from the posterior collapse problem
(when the model confidently suggests a small number of reconstructions). Authors employ
a three-step process to clean samples using their autoencoder. First, an example to clean is
ingested by the model and a latent distribution is generated by the model. Second, multi-
ple latent vectors are sampled from that latent distribution. Third, examples are generated
from each latent vector and averaged to generate the final clean value. Instead of using the
autoencoder to generate values to repair errors, Liu et al. use the reconstruction loss of an
autoencoder to detect corrupted records [269]. Records that have a high loss during the first
epochs of training are flagged as erroneous. The study further shows that poisoned samples
generally have the lowest loss; hence their method can also be used to detect such records.

Error Prioritization Approaches

Instead of directly cleaning data, the approaches covered in this section try to identify and
prioritize the records that should be cleaned by a human expert.

Authors in [338] leverage the knowledge stored in Wikipedia to clean data. More precisely, by
generating questions for a QA engine that understands natural language and whose answers
are Wikipedia pages, they are able to verify the values in a dataset by comparing them
with what is on Wikipedia. If a value conflicts with what the engine has returned, the
records are sent to a human for review. Instead of identifying records that are potentially
erroneous, authors in [339] search for records that would have the largest impact on a model’s
performance if cleaned. They argue that data cleaning efforts are wastefully spent on samples
that do not alter a model’s performance. Thus, the authors propose an approach that tries to
find samples that, once cleaned, will render the next iterations of cleaning less useful (since
the next iterations will not alter a model’s performance). Similarly, Krishnan et al. [340]
propose an approach to prioritize the samples sent to a human for review. A model is first
trained on a dataset (for the prediction task of the dataset, not for data cleaning). Then,
samples that would trigger the largest weight update if the model was retrained on them after
being cleaned are prioritized. The weight updates are estimated using previous examples with
similar feature values.

Data Cleaning Rule Generation Approaches

The approaches included in this category use ML to infer data cleaning rules that can be used
to clean a dataset. Data cleaning rules are typically expressed using integrity constraints,
a technique from database schema design [341]. Integrity constraints can express a wide
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variety of logical clauses, such as: “two persons living in the same city must live in the same
country” or “two persons can not have the same phone number” [34].

[342] proposes a hybrid data cleaning framework, named MLNClean, that leverages Markov
Logic Networks (MLNs) to supplement integrity constraints and makes it possible to clean
unknown data errors. MLNClean first uses MLN to generate a set of probable data cleaning
rules with their corresponding probabilities. These rules are then leveraged to generate repair
candidates. The repair candidate that is the most likely (based on the likeliness of the data
cleaning rules that generated it) and that differs the least from the original value is then used
to repair an observed value. In another work [343], authors propose AutoFD, a framework
for Functional Dependency (FD) (a type of integrity constraint) discovery based on structure
learning techniques in PGMs [343]. A PGM is introduced to capture dependencies that FDs
introduce among attributes in a dataset, revealing that learning the graph structure of this
model is equivalent to discovering FDs.

Other Approaches

In this section, we cover other feature cleaning approaches for tabular data that are not
included in the previous categories.

• [305]: Similar to ensemble-based feature cleaning, their work uses an ensemble of
feature cleaning tools. However, contrary to the aforementioned category, their goal is
not to clean data but rather to directly generate a model that would have been trained
on clean data. To do so, all feature cleaning tools are individually applied to a dataset,
generating different versions of it. Then an ML algorithm trains a model for each
processed dataset. The models’ predictions are combined together using boosting [344].
As a result, the predictions of the ensemble are influenced by all the data cleaning tools.
• [345]: Authors propose a new domain-specific Probabilistic Programming Language

(PPL), namely PClean that is tailored for data cleaning. Similar to [304], PClean lever-
ages dataset-specific knowledge. Authors introduce a domain-general nonparametric
prior on the number of latent objects and their link structure in the dataset. Code
written by PClean customizes this prior probability via a relational schema (for rela-
tional dataset) and via generative models for objects’ attributes. Inference in PClean is
based on a novel Sequential Monte Carlo (SMC) algorithm, to initialize a latent object
database with plausible guesses, and novel restoring updates to fix mistakes.
• [346]: Their paper proposes an improvement over HoloClean [304]. Most of the data

cleaning approaches consider that data cleaning is only applied once, before training a
model. This does not reflect how data is cleaned with real ML software systems since
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new training data is continuously generated. Hence, they propose a few enhancements
to HoloClean [304] to make it more efficient in that context. Notably, they avoid
retraining the data cleaning model if the distribution of incoming data does not change.

Common Techniques to Improve Performance

In this section, we cover various techniques commonly used to improve a model’s performance
for model-based approaches, namely, data augmentation, semi-supervised techniques, and
active learning.

Data Augmentation Data augmentation is a technique to generate synthetic new exam-
ples by applying transformations to existing data [347]. Data augmentation is used in feature
cleaning approaches to address the class imbalance problem; training datasets for feature
cleaning have a larger amount of labeled clean records than labeled dirty records [320, 333].
In other words, in labeled datasets, there is generally more clean data than dirty data and
dirty data is needed for the ML approach to learn to detect dirty data (error detection) or to
learn to clean it (error repair). Hence, data augmentation tries to address that problem by
generating more labeled dirty data. To do so, data augmentation techniques transform clean
data into dirty data by applying plausible corruption mechanisms (i.e., the error induced into
the record is plausible given the dataset). In order to define a data augmentation strategy,
two components must be defined: the process that transforms clean data into dirty data and
the process that selects data transformations (i.e., assigning a probability to each transfor-
mation). Instead of manually crafting data transformation rules, [320, 321, 333] learn them
from the data. In [333], Gestalt Pattern Matching [348] is used to find the non-matching
substrings between the clean and dirty versions of a text feature. These substrings are then
used to form a new mapping, from the clean substring to the dirty one. Similarly, [320,321]
adopt a hierarchical pattern matching approach to learn valid transformations. Once data
transformation functions are defined, the data augmentation approach must build the func-
tion that selects the data transformation that will be applied to a record. In other research
works [320,321,333], authors sample a valid transformation following the empirical distribu-
tion of transformations (i.e., how often each transformation was used empirically).

Semi-Supervised Techniques Semi-supervised learning is a branch of ML that uses un-
labeled data (in addition to labeled data) to build better models [349]. The semi-supervised
techniques presented in this section use the labeled data to label the unlabeled data. In
order to generate training data for its data augmentation approach, [320] fits a Naive-Bayes
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model that, similar to imputation, predicts a clean value for each feature of a record. The
most confident predictions (i.e., with over 90% confidence) become the clean versions of the
observed values. [321, 325] use label propagation to increase a labeled dataset size for error
detection. Label propagation consists of assigning the label of a record to a similar unlabeled
record [350]. The challenge with this approach is to devise an accurate measure of similarity
between records to avoid mislabels. [321] considered two feature vectors to be similar if all
their attributes did not differ by more than a threshold. Similarly, [325] used hierarchical
clustering [351] to find groups of similar feature vectors. Records in the same cluster share
the same label.

Active Learning Active learning refers to a situation where a ML algorithm can iteratively
query an oracle (e.g., a human) to label new data points [352]. In the following, we show
how some studies used active learning to achieve superior performance. [319] relies on the
confidence score of the data cleaning models to select the cells to send to a reviewer. Because
they ask reviewers to clean cells, not tuples, their acquisition function (i.e., the function
that selects records) starts by selecting a feature to clean (i.e., a column of a dataset), then
picks a batch of cells inside that column to clean. The column selected in the first step is
the one where the model is, on average, less confident of its predictions. The cells are then
selected using the query-by-committee algorithm [353]. [321] uses two different models for
data cleaning and active learning. The model used for active learning is implemented using
Probabilistic Soft Logic [354] and, similar to the data cleaning model, tries to predict whether
cells are dirty or clean. Records that are more likely to be dirty are sent for review. Finally,
for error repair, [326] prioritizes tuples with a lot of errors that are common in the dataset.
The goal is to create a training dataset that covers most types of errors in a dataset. Note
that the approach assumes that an error-detection tool already marked the dirty cells.

Other Data Types

In this section, we cover feature cleaning approaches for other data types than tabular. We
chose to present data cleaning approaches for each data type in a dedicated part because each
data type has a peculiarity that makes the data cleaning task significantly different. Thus, in
the following, we describe feature cleaning approaches for time series, text, and image data,
respectively.

Time Series Time series are a collection of observations made in chronological order [355].
The feature cleaning approaches in this category have to consider the ordinal nature of time
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series data in order to clean it.

[356] combined auto-regressive models with the minimum repairing principle of data cleaning
[34] to iteratively clean data. Auto-regressive models are used to suggest values to repair
anomalous observations. In their approach, an auto-regressive model suggests repairs for
every observation. Only one repair is applied: the one that differs the less from the original
observation. The auto-regressive model is retrained on the cleaned time series, and the
procedure is repeated until the difference between the original and clean value is below a
threshold or the maximum number of iterations is reached. Similarly, [357] presents an
iterative approach for the detection and repair of anomalies in time series data. First, Auto-
regressive with Exogenous inputs (ARX) and NN models are trained on a time series and
used to predict repair values for every value of a time series. Then, hypothesis testing over
the difference between observed values and predicted values is used to detect outliers. The
most abnormal observed value is replaced by the predicted value, and the process is repeated.

Text In this section, we cover techniques for detecting errors in text data. The addressed
errors include grammatical, syntactical, and semantic errors.

NNs models are used for detecting and correcting grammatical errors in text. For example,
in [358], an RNN-based model is used for detecting grammatical errors in English verbs. The
model consists of two sub-RNNs such that one processes the sentence from the beginning to
the target verb and the other processes the sentence from the end to the target verb. An
additional layer is used to process the output of the RNNs and predict the verb which is
then compared with the original verb to detect any potential error. Knill et al. approach
error detection as a sequence labeling task where a Bi-directional LSTM is trained to classify
each token in the input sentence as correct or incorrect within the sequence [359]. [360]
utilize word contextual embeddings generated by BERT and concatenate them to character
embeddings generated by an LSTM. They then use the BERT model, in particular, the first
six layers of BERT to classify each word as correct or incorrect. [361] investigates different
NN architectures (CNN, Bi-RNN, Bi-LSTM, and their multi-layer variants). Provided with
a sequence of tokens, the model calculates the probability for each token to be correct or
incorrect. Among the compared models, Bi-LSTM outperforms all other models including
the multi-layer Bi-LSTM variant.
To detect syntactic errors, [362] proposes to train two LSTM models, one is forward and the
other is backward, to predict tokens. The disagreement between the two models is used as
an indication of a possible syntax error. They also attempted to propose a correction by
identifying an alternative token sequence derived from the models.
The model introduced by [363] detects semantic errors in terms of inconsistencies between
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a numerical value (e.g., clinical test result) and its interpretation. When a document is
received, sets of words with similar meanings are employed to generate all possible word
substitutions within the document, creating a set of candidate repaired documents. Each
of the candidate documents is fed to an LM to predict which one is the most likely to be
correct. Likelihood ratios between candidate and original documents are then computed.
Candidates with higher scores than the original indicate errors; the highest score is accepted
as the correction.

Image A common distortion that can be encountered in images, particularly in those cap-
tured by autonomous vehicle perception systems is a radial blur. This type of blur arises due
to the motion of the imaging system during image acquisition. [364] proposes a DL-based
pipeline to estimate and correct the radial blur in order to improve the detection of traffic
signboards in images. The proposed pipeline consists of estimation and enhancement mod-
ules. The authors designed a convolutional neural network (CNN) named CuratorNet, to
estimate the point spread function (PSF) of an image with a precision of up to a second dec-
imal point. PSF is a mathematical description of how light gets spread out or blurred across
the image due to various factors in the imaging system. By applying the inverse operation
of the PSF to the observed image, it can be possible to recover the original scene. To correct
the image, the authors propose a convolutional autoencoder-based enhancement module that
eliminates the radial blur, based on the obtained PSF estimation.

Feature Cleaning: Summary and Research Opportunities

General existing approaches: We presented approaches to clean tabular, text, and image
data. We identified the following feature cleaning approaches for tabular data.
• Model-based approaches: Approaches that train an ML model to directly clean data.

One may observe the following three subcategories.
– Ensemble-based approaches: An ML model uses the predictions of base data clean-

ing tools for cleaning. The base data cleaning tools are generally simple.
– Transformer-based approaches: Approaches that use a transformer to clean the

features of a record. They rely on the capabilities of pre-trained LLMs.
– Autoencoder-based approaches: Approaches that use autoencoders to clean data.

They rely on the denoising capability of auto-encoders.
• Error prioritization approaches: Approaches that prioritize the records that should be

reviewed by an expert.
• Data cleaning rule generation approaches: Approaches that generate data cleaning

rules and use them to clean data.
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Research opportunities:
• Develop feature cleaning approaches that consider the label of a record when cleaning

its features. The approaches covered in our study do not leverage the special status
of labels when cleaning a feature (they are not mentioned nor treated differently than
other features). Potentially, labels could help clean the features of a record more
efficiently than if treated as another feature. Thus, we encourage future works to
explore how the records’ labels can be used for feature cleaning.

• Extend the advances done with ensemble-based approaches. Future works should ex-
periment with a wider number of base data cleaning tools. For example, other feature
cleaning approaches could themselves be included in the ensemble.

• Continue exploring how LLMs can be adapted to data cleaning tasks. We extend on
this topic in Section 5.6.4.

• Explore how techniques from outlier detection can be transposed to error detection.
Outlier detection and error detection are similar challenges since corrupted records
often are outliers. Future studies could leverage the existing literature on outlier de-
tection and ML [365,366].

5.5.2 Label Cleaning

In this section, we cover data cleaning approaches to detect or correct label errors. For
simplicity, we refer to label errors as mislabels. We do not differentiate the label cleaning
approaches based on type of the data being cleaned, since the main ideas are generic. That
is, any approach can be adapted to other data types if an adequate representation learning
technique is used.

In the following, we describe the different categories of label cleaning techniques seen in our
review. The first category uses the confidence score of an ML model to detect corrupted
samples. The second one adopts a similar approach but uses the loss of a model instead of
its confidence scores. The third one detects mislabels by searching for instances that degrade
a model’s performance. The fourth one uses outlier techniques to find mislabels. We also
present label cleaning approaches that did not belong to any of the aforementioned categories
at the end of this section.

Uncertainty-Based Approaches

A straightforward approach to label cleaning is to use the confidence score of an ML model
to detect corrupted samples. After having been trained on a dataset, one can suppose that
an ML model has learned the representative features of each class. Hence, if the model’s
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predictions disagree with the assigned label for an instance (i.e., the model assigns a low
probability for the labeled class), one can assume that the instance has a higher chance of
being corrupted compared to other samples. However, the model may predict something
different than a sample’s label because of corrupted features, mislabels, or more simply
because the model made a mistake. Thus, the predictions of the model can be used as a
weak signal for detecting mislabels.

Once a sample is marked as being mislabeled, it must be cleaned. The cleaning strategies
sometimes assume that someone will manually clean the flagged instances. When they do,
either all the instances are sent for review [367,368] or only the most important ones. In the
latter case, one must find criteria to prioritize samples over others. [369] prioritizes records
for which the model’s predictions have the highest entropy. Similarly, [370, 371] prioritize
the records where the model is highly uncertain about the labeled class. In order to avoid
uselessly spending humans’ time, [372] proposed to also consider the difficulty of labeling
an instance for a human. Thus, the approach considers two things when selecting the next
sample to clean: (1) how much the model disagrees with the label and (2) how difficult it
is to clean for a human. To measure the latter, the authors considered the entropy of a
model’s predictions (the higher the entropy, the more difficult labeling). If different people
cleaned a record differently, then we can suppose that it is difficult to clean, and we should
avoid sending it again for cleaning. Other uncertainty-based approaches [288, 292, 373, 374]
do not assume the presence of a human expert for cleaning instances; hence, they must
automatically handle the cleaned instances. The straightforward strategy is to drop all the
flagged instances [292,373]. As a result, the dataset is purged from every potentially corrupted
instance. Instead of removing all potentially corrupted instances, [374] iteratively removes
the instances with the lowest confidence and retrains the model on the cleaned dataset until
the model’s confidence for all instances is above a threshold. [288] builds a class-conditional
noise matrix and suggests different methods for record pruning using that matrix. This
approach uses the confidence of the model to estimate class-conditional noise. An instance
might belong to another class if the model confidence for that other class is above the per-
class threshold. The per-class threshold of a class j is the model’s average confidence over
the samples labeled j for the same class j. Having a threshold defined for every class allows
the approach to be more robust to heterogeneous class probability distributions and class
imbalance. When an instance is above the threshold for more than one class, the approach
selects the class the model is the most certain about. The authors propose five methods
to prune out records while considering class-conditional noise. One of them prunes out the
records that are predicted to belong to another class (when using the per-class thresholds).

For the uncertainty-based approaches to be successful, two things must be taken into con-
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sideration. First, the model should not overfit the dataset, or else the mislabeled instances
will be correctly predicted (with respect to the labeled class, not the true class) and misla-
beled instances will have a high confidence score. Second, an accurate measure of the model
confidence must be used. Prior work [375,376] has shown that the softmax score should not
be used to measure the model’s confidence, since it only acts as a normalization factor.

The first problem can be addressed using techniques that are robust to label noise, for
example, [372] used Co-Teaching [377] and BYOL [378]. Another solution to prevent the ML
model from predicting the mislabeled class of an instance is to stop the training process before
the model overfits the data. [379] made the observation that the mislabeled records are learned
later in the model’s learning process compared to the correctly labeled ones, and, as a result,
stopping the training early would enable the model to have low confidence on mislabeled
instances. Leveraging that observation, [292] proposed an approach to automatically stop
the training process. After each epoch, the model’s confidence for each instance’s labeled
class is recorded and clustered using the k-means algorithm with a k value of 2. Hence,
after each epoch, a cluster with the most certain records and another with the least certain
records are generated. When less than 1% of the records change the cluster from one epoch
to another, the model stops training.

The second problem can be addressed using modeling techniques able to provide uncertainty
scores, such as Bayesian Neural Networks (BNN) [292]. The output of these NNs is a posterior
distribution over the classes. Therefore, BNNs give a good measure of confidence when
adequately trained. They are, however, complicated to implement and hard to train due to
the high number of hyperparameters and computational cost [292]. Thus, uncertainty-based
approaches use different approximations of BNNs when concerned with providing a good
measure of confidence. Inspired by the work of [379], which also leverages Deep Ensemble
[380], [292] approximates BNNs with Monte Carlo Dropout (MCD) [381]. MCD provides
confidence measures that are numerically tractable and easier to implement than BNNs.

Loss-Based Approaches

Similar to uncertainty-based approaches, loss-based approaches posit that a model trained
on a dataset will have learned the representative features of each class and, as a result, will
generate predictions that are not aligned with incorrect labels. However, instead of relying
on a model’s confidence, loss-based approaches will detect mislabels using the loss of a model.
Records for which the model has a high loss are considered more likely to be mislabeled than
other records.

The authors in [382, 383] first train a model on a dataset, then flag any record with a high
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loss value as mislabeled. Flagged records are then relabeled with the model’s predictions.
A new model is then trained on the modified dataset, and the process is repeated using
the new model and the modified dataset. The authors in [384] made the observation that
NNs tend to overfit on noisy examples later in the training process than clean ones. Thus,
corrupted examples are identified by looking for examples with a higher loss than average
during training. However, the loss values of noisy and clean samples might vary depending on
how the NN is initialized, which makes the approach less reliable. To address that concern,
model training is repeated several times and the loss values are averaged. The weights of the
NN are periodically re-initialized by suddenly increasing the learning rate and taking large
gradient steps, which makes the model unlearn. The authors in [385] address the challenge of
detecting records not belonging to any of the classes of a dataset (noisy class). The approach
adds a new class to the dataset for these samples. Then, a probability of 0.5 is assigned to the
labeled class and the noisy class for every sample of the dataset. The approach iteratively
trains a model and modifies the labels in such a way that the model’s loss is decreased.
Similarly to [384], the authors use a high learning rate to avoid overfitting on noisy labels.
Similarly to Picket [269] (see Section 5.5.1), the authors in [386] measure the reconstruction
error of autoencoders to detect corrupted samples. Examples with a high reconstruction error
are flagged as mislabeled instances. Contrary to Picket [269], [386] trains an autoencoder
for each class. To repair a mislabeled instance, they measure the reconstruction error of all
the autoencoders for that sample and assign the class associated with the autoencoder with
the lowest error. Similarly, the authors in [387] used and compared three ML techniques,
namely principal component analysis (PCA), independent component analysis (ICA), and
autoencoders for unsupervised label noise detection. With each technique, they constructed a
binary classifier that identifies instances with a high reconstruction error as anomalies. Based
on their results, the autoencoder-based classifier obtained the best label noise detection score.

Counterfactual Approaches

A reason to do data cleaning is to improve a model’s performance [388]. This implicitly
assumes that data errors reduce a model’s performance. Thus, by finding dataset repairs
that improve a model’s performance, it is possible to find corrupted instances. In this study,
we observed two types of dataset repairs: instance removal (i.e., dropping a record from
a dataset) and attribute modification (i.e., modifying a record’s features values, or labels).
Counterfactual approaches try to find or repair corrupted records by comparing the per-
formance of a model trained on a dataset with the performance of a model trained on the
counterfactual dataset (i.e., the same dataset with some features or labels modified). In the
following, we describe how the counterfactual modifications (i.e., instance removal and at-
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tribute modification) are used to detect mislabels and how they are implemented. Then, we
cover the metrics used to quantify the impact of a counterfactual modification on a model’s
performance.

The first category of counterfactual approaches detects mislabels by comparing the perfor-
mance of a model when trained on a dataset including a sample with the performance of
a model when trained on the same dataset without that sample. A naive approach would
train the model twice, once with the sample and another time without it. However, this can
quickly become intractable as the size of the dataset increases. To address that problem,
the authors in [389] used parallel computing. Two other techniques have been proposed to
address this problem in other works. The first technique is to use ML algorithms to predict
the impact of including a record in the training dataset of a model [390]. In other words, an
ML model is in charge of predicting the change in validation loss when a record is added to
the training dataset of another ML model. To achieve that, [390] records a model’s validation
loss at every step of the training process. Hence, each time a model learns from a sample,
the model is evaluated on a validation dataset. The validation loss is averaged per sample
and the average becomes each record’s label. Using this new dataset, ML algorithms can be
used to predict the change of validation loss for any sample added to a dataset. The number
of samples used to train the model predicting deltas in validation loss is a subset of the whole
dataset to clean. The second technique to approximate the impact of removing a sample from
a model’s training dataset is using influence functions [141,391,392]. Influence functions are a
technique from robust statistics that can be used to estimate how much a model’s parameters
change in reaction to an infinitesimal change in a training point’s weight in a dataset. The in-
fluence function implementation of [141] can estimate the effect of removing an instance from
a dataset needing only an oracle access to gradients and Hessian-vector products of the ML
algorithms. However, it is theoretically sound only for convex-loss models. To address this
limitation, [388] designed a novel estimator that, similar to influence functions, can estimate
the change in performance if an instance is removed from the training dataset for models
trained with stochastic gradient descent. In an experiment where the instances with the worst
influence on a model’s performance are progressively dropped, [388] have shown that the ap-
proach improves the model performance more effectively than [141]. Similarly to [388], [391]
and [392] provide improvements in terms of efficiency to [141]’s implementation of influence
functions, so that it can be used more efficiently for label cleaning.

The second category of counterfactual approaches detects mislabels by comparing the per-
formance of a model when trained on a dataset including a sample with the performance of
a model when trained on the same dataset with a modified version of that sample. In ad-
dition to detecting potentially corrupted records, this counterfactual approach also provides
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repair suggestions (the counterfactual sample). [393,394] formulate the search for mislabeled
instances as an optimization problem where the goal is to maximize the model accuracy
on an error-free dataset, by correcting the training samples’ labels. Both approaches can
automatically correct mislabels given an error-free test dataset.

Except for one paper in our selected papers, the counterfactual approaches included in this
review evaluated modifications to a dataset using a loss function. However, as pointed out
by [395], loss functions are not always a good objective function to optimize for, since influence
functions can not find records corrupted by systematic noise. Indeed, removing a record
corrupted with systematic noise will not significantly impact the model’s performance, since
other samples are affected by the same noise. Hence, records corrupted with systematic
noise are not influential per se. To address this issue, [395] designed an approach that uses
complaints (filed by a human) to find corrupted instances. Complaints can be filed regarding
tuples (e.g., “that record should not have this label”) or aggregate values (e.g., “there should
be a fewer number of records that have a label”). The counterfactual approach then addresses
that complaint using influence functions to find instances that, once repaired, will address
the complaint.

Outlier-Based Approaches

Outliers are records that are significantly dissimilar from other records, to a point that
one can believe that they have not been generated by the same process (as the rest of the
data) [396]. Thus, to detect mislabeled instances, outlier-based approaches for label cleaning
search for records that differ significantly from the other records from a class. In [397], a
record is compared against every other clean record from its class using cosine distance. If the
average distance is too far, then the record is marked as dirty. Because this approach does
not scale to classes with many records, [398] compares instances against class prototypes;
a vector representing all the instances from a class. The class prototype is generated by
encoding a subset of the most representative records from a class using self-attention. Self-
attention allows the encoder to focus on the most important instances when generating the
final embedding. Records whose cosine distance with the class prototype is above a selected
threshold are flagged as dirty. The approach iteratively runs the cleaning technique and trains
a model on the cleaned dataset. The first layers of the trained NN are used to generate
embeddings for the data cleaning steps. Thus, every time the NN improves performance,
the data cleaning technique uses improved embeddings. [399] proposes a method for label
denoising based on Bayesian aggregation. This approach addresses the limitations of kNN-
based approaches, which are not robust to high levels of label noise rate since they only
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have a local view of instances. A local view refers to considering the immediate neighbors or
similar instances of a data point within a certain vicinity. In contrast, a global view refers to
comparing a record to others that are not in its neighbor. The proposed approach combines
both views to detect mislabels. The global view of data is obtained by measuring the distance
of an instance to its class distribution or by evaluating the value of the probability density
function of each class at an instance. The aggregation leads to a robust detection of instances
with noisy labels even in the presence of high levels of label noise.

Other Approaches

In this section, we cover other label cleaning approaches that are not included in the previous
categories.

• [400]: The authors argue that records near the decision boundary are more likely to
be mislabeled by a human because they are more difficult to label. Thus, the authors
propose to review support vector examples of an SVM by a human. Because there
might be a lot of samples to review, they prioritize the ones that are on the wrong side
of the decision boundary of another model trained on the dataset devoid of the support
vector records.
• [401]: Instead of detecting and repairing errors, they generate a synthetic dataset

devoid of mislabels. To do so, the authors leverage the phenomenon of mode collapse
[402] in Generative Adversarial Networks (GANs). They train a GAN to generate
realistic images for a class. Because GANs are subject to mode collapse, they expect
the synthetic dataset to be free of mislabeled instances, since the GAN will not have
memorized the less common instances of a class (i.e., mislabels).
• [403]: Instead of detecting errors and repairing them in two different steps, the authors

propose an approach that directly maps an example’s label to the correct value. An
NN is then trained to predict the correct label given an instance and its label. An
identity skip-connection is between the input label and the output of the NN. Thus, its
task is to map the input label to the correct value. Similar to [288], the authors argue
that label noise is often class-conditional. Thus, learning to map labels from one class
to another is sensible.
• [293]: This study evaluates existing methods for detecting annotation errors and in-

consistencies in text. Inconsistencies in this context refer to instances that should be
labeled in the same manner to indicate the same type but are assigned different labels
instead. The authors re-implemented 18 such methods and assessed their performance
on several datasets for text classification, token labeling, and span labeling. The ex-
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periments indicate that inconsistencies are more challenging to detect than annotation
errors.

Label Cleaning: Summary and Research Opportunities

General existing approaches:
• Uncertainty-based approaches: Approaches relying on a model’s confidence to detect

mislabels. Records for which a trained model predicts a different class than the one
that is labeled have a higher chance of being mislabeled than other records.

• Loss-based approaches: Approaches relying on a model’s loss to detect mislabels. Sim-
ilar to uncertainty-based approaches, records that are mislabeled are more likely to be
incorrectly predicted by the model than other records (and have a high loss).

• Counterfactual approaches: Mislabels may hinder a model’s performance. Thus, if the
performance of a model improves after a record has been removed or relabeled, then
the record is most likely mislabeled.

• Outlier-based approaches: Records that are incorrectly labeled might differ significantly
from the other records in the labeled class. These approaches rely on that observation
to detect mislabeled.

Research opportunities:
• Develop efficient and accurate methods to estimate the impact of removing a record

from a dataset on ML performance. Current solutions may consume a lot of resources
[388, 391] or be limited to a specific type of model [141]. Improving these techniques
will allow for more performant counterfactual approaches (covered in Section 5.5.2)
while enriching the knowledge of ML explainability.

• Combine label cleaning methods using ensembling techniques for improved perfor-
mance. In Section 5.5.1, we described approaches that combine feature cleaning tools
using ensembling techniques. Reusing the same ideas but for label cleaning could be
an interesting research direction.

• Develop accurate model confidence measure. As we covered in Section 5.5.2,
uncertainty-based approaches rely on a model’s confidence to detect mislabels. How-
ever, using a model’s softmax score is not a good measure of model confidence as
previous research pointed out [375, 376]. Future works could develop techniques to
better measure a model’s confidence.

5.5.3 Entity Matching

In this section, we cover approaches to detect records referring to the same real-world entity.
For ML, entity matching can be framed as a binary problem, where the model receives two
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records and must predict if they are the same entity or not. Formally, given a pair of records
(t1, t2), a model M predicts if the pair of records is a match or not (y ∈ [0, 1]). For conciseness,
we use the word “pair” to refer to a pair of records. Furthermore, for simplicity, we call pairs
referring to the same real-world identity as positive pairs, and negative pairs if they do not.

Deciding whether records refer to the same real-world entity essentially comes down to com-
paring records and looking for similarities and differences. Hence, when designing entity-
matching approaches, researchers may bias the model into comparing records, which we refer
to as the comparison bias. For example, [404] compare records by looking for shared and
unique words between two records. The sets of shared and unique words are used by the
model to decide whether they refer to the same entity or not. Because the comparison bias
plays a central role in the design of the approaches, we grouped the approaches based on
the way this bias is injected. Before the record-matching step, pairs that are most certainly
not a match are filtered out of the dataset for efficiency purposes. This step is referred to as
blocking.

In the following, we explain entity matching and present the approaches included in our study
in three parts. We will first cover the blocking strategies. Then we present the different
entity-matching approaches using ML. Finally, we show common techniques used to improve
a model’s performance on entity-matching tasks (e.g., data augmentation). Note that all the
entity-matching approaches in our review operate over tabular data.

Blocking

As mentioned earlier, blocking is applied before entity matching. The goal is to make the
whole process of finding matching records more efficient. Instead of comparing each and
every instance using the matching model, blocking places records into blocks so that entity
matching is only applied to the tuples in the same blocks. This process effectively filters
out pairs of records across different blocks, which have a low probability of being a match,
making the whole process more efficient.

In the simplest case, hand-crafted rules can be used to filter out pairs of records that most
likely are not a match. For example, for an entity matching task of companies’ names, [405]
exclude pairs of records that do not share the same zip code or were not one of the top 20
nearest neighbors based on the TF-IDF cosine similarity on the name and address attributes.
A downside of that approach is that designing blocking rules requires prior domain knowledge
and can be time-consuming. Hence, [406] proposed an approach that is able to filter out pairs
of records with minimal human involvement. To do so, Local Sensitive Hashing (LSH) [407] is
applied to the distributed representations (i.e., embeddings) of the tuples. Initially designed
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to efficiently approximate the k-nearest neighbors problem in sublinear time, LSH is used
to filter out improbable matches. It hashes the distributed representations and uses the
hash function to place each record into blocks, where each block holds records that are
spatially close. Only pairs inside the same block can be considered for entity matching. [406]
generate the records’ distributed representations by transforming the record’s tokens into
embeddings using the Glove embedding model [408] and merging them together with a bi-
LSTM [409]. The token pre-trained token embeddings are fine-tuned on the domain of the
task using vocabulary retrofitting. Similarly, [410] applies LSH on records’ embeddings. To
the difference of [406], they generate more than one embedding per record. The records
having at least one embedding in the same block as another record will be forwarded to the
entity-matching model. The other pairs will be filtered out. The embeddings are generated
by fusing fastText [411] embeddings using attention mechanisms. Similarly to this work, [412]
uses the FAISS library [413] to efficiently compute the k-nearest neighbors and then applies
an algorithm to improve recall so that pairs of tuples that are a match are not filtered out.
Essentially, the algorithm resizes the k-nearest neighbors set for each record (i.e., adjust “k”)
so that the likeliness of the k neighbor being a match is significantly more probable than the
k+1 neighbor.

Token Comparison

The first category of entity-matching approaches compares records at the feature level. These
approaches first extract a set of shared and unique words from the compared records, trans-
form the words into embedding, and feed them to the model. [404] creates, for each attribute,
a set of shared and different words. For example, for the values "Montreal, Canada" and "Que-
bec, Canada", the set of shared words would be "{Canada}" and the set of different words
would be "{Quebec, Montreal}". Similarly, [414] creates a set of shared words and two other
sets containing the words unique to each record. The words in each set are then transformed
into embeddings using a pre-trained language model [404] or word embeddings [414]. Each
set of word embeddings is then condensed down to an embedding using summation [414]
or attention mechanisms [404, 414]. As a result, an embedding is created per set of words.
These embeddings are then concatenated together and fed to the last layers of the model
for prediction. In addition to the aforementioned strategies to combine embeddings, [414]
proposes to use the embedding resulting from the set of shared words to serve as the "query"
key in the attention mechanisms applied to the sets of unique words. Their intuition is that
information from the shared words is useful to know the important words in the set of unique
words.
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Latent Space Comparison

The second type of entity-matching approach compares records in a latent space using a
distance measure such as cosine distance before predicting whether a pair of records is a
match or not. The records can be compared at the token level, the attribute level, or at the
record level. We will refer to the embeddings used for comparison at each of these levels as
token embeddings, attribute embeddings, and record embeddings respectively. Effectively,
these approaches use one of the aforementioned embeddings for each record, compare the
embeddings, aggregate the results of the comparison, and feed it to the entity-matching
model.

Token-Level Comparison First, embeddings must be generated for each token. They can
be generated from pre-trained embedding models [415–417], transformers’ encoders [412], or
any other suitable technique. To generate token embedding, [418] uses graph convolutional
neural networks. The structured dataset is transformed into a graph by taking into consider-
ation how frequent a word is for an attribute and the co-occurrence of words inside the same
attribute. Once token embeddings are generated, they can be compared against the embed-
dings of the paired record. [412] compares each token embedding against the most similar
token embedding from the other record and generates similarity (with scalar product) and
difference vectors (with element-wise difference). Similarly, [415] uses attention mechanisms
to find the most relevant token to compare against and performs element-wise difference
for comparing. Instead of comparing word embeddings against each other, [418] compares
the word embeddings of an instance against a representation of the other record’s attribute.
Attention mechanisms are used to generate the attribute representations and comparison
is done with an element-wise difference. For every approach, after the token embeddings
have been compared, they are condensed together in a unique representation for the record
using an NN. The representation of each record is concatenated together and fed to the
entity-matching model.

Attribute-Level Comparison When records are compared at the attribute level, em-
beddings must be generated for each attribute. [406,416,419] generate word embeddings for
each word inside an attribute, then create an attribute embedding by merging the word
embeddings together using variants of recurrent neural networks (e.g., LSTM [409]) or any
other method (e.g., summation). [417] use attention mechanisms to strategically combine the
records’ token embeddings. [420, 421] use sentence encoders such as the universal sentence
encoder [422] to directly output embeddings for attributes. Once the attribute embeddings
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are generated for both records of a pair, they can be compared using cosine distance [421],
or element-wise difference [406, 416, 419]. For every approach, the result of the comparison
for each attribute is concatenated into a vector and fed to the last layers of the model for
conducting the prediction task.

Record-Level Comparison [317] generates record embeddings using a transformers’ en-
coder. Tabular data is transformed into text using the serialization method of Ditto [405].
The embeddings are compared using element-wise differences and fed to the model for the
final prediction task. Because important information might be lost in the comparison vector
(e.g., what the records have in common), they also give to the model the embedding of the
concatenated records.

Learned Comparison

The third category groups all entity-matching approaches that do not have a comparison
bias and lets the model learn how to compare instances by itself. These approaches generally
adopt superior modeling techniques, such as attention. [416] designed a NN with attention
mechanisms and trained the model for entity-matching tasks. [423] follows a three-step pro-
cess to detect records referring to the same real-world entity. First, a model predicts the
semantic type (e.g., company name, person name) for each attribute of a record. Second,
an entity-matching model trained specifically for the semantic type predicted in the previous
step is selected and predicts whether the attribute’s value of both records refers to the same
real-world entity (e.g., "Bill Gates" versus "William Gates"). The binary predictions (which
are generated for each attribute) are fed to a one-layer NN to predict if the records are a
match. As discussed in Section 5.5.1, the authors in [268] evaluate LLMs on data cleaning
tasks, notably entity-matching. To perform entity-matching, they first transform the tabular
records into text format (see Section 5.5.1 for more details on the serialization procedure),
show the serialized record to the model, then prompt it to predict whether the records refer
to the same real-world entity or not. [405, 424] added a classification layer on top of a pre-
trained transformer model and fine-tuned it for the entity matching problem. Similarly to the
feature cleaning approaches with transformers (see Section 5.5.1), both approaches transform
tabular data into text format by concatenating the values of a record. Additionally, [405]
adds special tokens to differentiate the columns’ names from the values of a record. For ex-
ample, for a record of a person living in Montreal, Canada, a serialized entry could look like
the following: [ATTRIBUTE NAME] city [ATTRIBUTE VALUE] Montreal [ATTRIBUTE
NAME] country [ATTRIBUTE VALUE] Canada. In addition, authors added special tokens
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in the string for special types (e.g., phone number, zip code).

Other Approaches

In this section, we cover other entity-matching approaches that are not included in the
previous categories.

• [425]: The authors propose an unsupervised approach for entity matching (i.e., no
training data is required). Essentially, two Gaussian distributions are fit to the data,
one to the positive pairs, and the other, to the negative pairs. The Gaussian distribution
can then be used to estimate the likelihood of a pair of a record being a match or not.
They propose optimizations to (1) reduce the number of parameters of the Gaussian
distributions, (2) improve the prediction accuracy of their approach, and (3) address the
performance issues caused by features with zero variance (i.e., the singularity problem
in pattern recognition [426]).
• [427]: Instead of predicting if two records refer to the same entity, they predict to which

entity each record refers. In other words, each class in their approach corresponds to a
real-world entity. To classify records, they transformed each record into a sequence of
word embeddings and then fed it to a convolutional NN for classification.

Common Techniques to Improve Performance

In this section, we cover various techniques commonly used to improve the entity-matching
approaches’ performance. Namely, these are data augmentation, semi-supervised techniques,
active learning, and transfer learning.

Data Augmentation Because entity matching is an unbalanced problem (i.e., there are
more records that do not refer to the same real-world entity than do), generating negative
pairs is fairly easy. Two records randomly selected from a dataset will most likely not refer
to the same real-world entity. [317] randomly select two records that are similar but are
not a match and assign them the negative label. The authors argue that selecting similar
instances is superior to random selection since it makes the prediction problem more difficult
for the model. Generating positive pairs is, however, more difficult than generating negative
pairs. [317] applies task-specific data transformations that preserve the label of a pair of
records. [317] picks any two records whose embeddings have a cosine distance inferior to a
fixed threshold. We describe in Section 5.5.3 how the embeddings are generated. Instead
of selecting instances, [405, 412] apply transformations to a record that should preserve the
record’s identity (e.g., deleting an attribute’s value). The modified record can replace the
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initial record in an already existing pair of records [405], or the modified record and the initial
record can become a new pair [412]. To minimize the risk that the pair is not truly a match,
[405] proposes MixDA, a technique inspired by MixUp [428]. The approach interpolates the
initial record embedding with its transformed version and adds the interpolated version to
the training dataset.

Semi-Supervised Techniques To create positive pairs, [419] assigns a positive label to
any pair that is rated as very likely to be a positive pair according to the entity-matching
model. The model is then re-trained on these newly labeled samples and the process can be
repeated. [412] used adversarial learning to generate additional training samples. The goal
of the generator model is to fool the discriminator model (i.e., the entity-matching model)
into believing that a generated record refers to the same real-world entity as a real record.

Active Learning [419] observed that entity matching is an imbalanced problem (i.e., there
exist more negative pairs than positive pairs), and if it is not considered in the active learn-
ing process, more negative pairs than positive pairs might be labeled. Hence, the approach
tries to send to the oracle an equal amount of positive and negative pairs by referring to
the prediction of the entity-matching model, so only uncertain pairs are sent (i.e., when the
probability that a pair is a match is close to 0.5). The oracle receives an equal amount of
pairs slightly under and over the threshold (of 0.5). [405]’s approach prioritizes samples with
the highest informativeness. They start by grouping unlabeled pairs into clusters based on a
custom similarity measure. A pair’s informativeness is based on the number of samples that
will be labeled if the current pair is labeled positively or negatively. [429] benchmarked differ-
ent active-learning-based approaches for entity matching. They tried different combinations
of models (i.e., linear, non-convex, tree-based, and rule-learning) with different acquisition
functions to select pairs (i.e., query-by-committee [353], how close a sample is from the deci-
sion boundary, and likely false positives/negatives [430]). They adapt blocking (see Section
5.5.3) to sample selection in active learning to fasten the process.

Transfer Learning Transfer learning refers to reusing a model trained on a different but
related task hoping some of the knowledge will be transferable for the task at hand [431].
To have better performances, some entity-matching approaches reuse the models trained for
another entity-matching problem for the task at hand. For example, a model used to match
citation records between two databases could be used for two other databases with different
schema [419]. Here, we discuss the techniques used to make the transfer of knowledge learned
from one task to another more efficient. As discussed in Section 5.5.3, [419] predicts if two
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records are a match by comparing the records’ tuple embedding. In order to maximize
the benefits of transfer learning, they trained the model generating tuple embeddings to be
dataset-invariant. In other words, the goal is for the embeddings from the target domain to
be similar to the ones of the source domain. The authors use adversarial learning to train the
embedding model to generate dataset-invariant embeddings. The role of the discriminator
model in the adversarial setting is to predict the provenance of a record (i.e., to predict
whether a record comes from the source or target domain). Similarly, [404] tries to increase
domain adaptation of their approach (i.e., transfer learning) by minimizing the KL divergence
between embeddings from the source domain with the ones from the target domain.

Entity Matching: Summary and Research Opportunities

General existing approaches: The approaches can be grouped based on how the records
are compared (for the purpose of entity matching). We identified the following three cate-
gories.
• Token comparison: A set of common and different words between two records are

generated and fed to an ML model that will predict whether the records match or not.
• Latent space comparison: The records are compared in a latent space using a dis-

tance measure such as cosine distance. The distance measure can then be used by
an ML model to predict whether the records match or not. The embeddings used for
comparison can be token, attribute, or record embeddings.

• Learned comparison: A model ingests both records and predicts whether the records
match or not. Contrary to other approaches, the model is entirely responsible for
learning how to compare records.

Research opportunities:
• Explore how comparing records using different latent representations at the same time

can improve entity matching. In Section 5.5.3, we described three types of latent-space
representation approaches (token-level, attribute-level, and record-level). Combining
all three representation approaches could enable the detection of low-level differences
between records as well as high-level ones, which could improve performances.

5.5.4 Outlier Detection

In Section 5.5.2, we presented approaches to detect mislabels using ideas from outlier de-
tection. Here, we cover approaches to detect outliers in a dataset (not for the purpose of
detecting mislabels). Borrowed from [34], we identified three categories of outlier detection
approaches: statistic-based, distance-based, and model-based approaches. Note that an ap-
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proach may belong to more than one category. For example, the approach in [432] uses a
model to detect outliers (model-based), but also preprocess data before feeding it to the
model using distance-based approaches.

Statistic-Based Approaches

Statistic-based approaches detect outliers by looking for records that are in low-probability
regions according to a stochastic model [34]. To detect outliers, the authors in [433] model
a dataset using generative models and use them to detect outliers. Any record with a low
probability according to the generative models is marked as an outlier. To improve the
performance of their approach, the records are enriched with metadata (e.g., the string
length of an attribute).

Distance-Based Approaches

Distance-based approaches measure the distance between a record and other records to detect
outliers [34]. For example, a record that is far from any other data points could be declared
an outlier. [434] compares a record against its neighbors to determine if it is an outlier. If a
significant portion of its neighbors come from another class, the record might be an outlier.
The authors argue that previous works often incorrectly detect legitimate records from a
class with a low number of records as outliers since the records are often in regions with a
lot of records from other classes. To mitigate this problem, a weighted average of the labels
in the neighborhood of a record is performed to detect outliers and give a larger weight to
samples that are close and that are from the minority class. Similarly, [432] uses the neighbor
of a sample to determine if it is an outlier. The authors make the observation that outliers
often are in clusters of samples with high heterogeneity of classes, or in clusters where a large
proportion of the samples have the same class. Thus, to detect outliers, both aspects are
measured and fed to a model for prediction.

Model-Based Approaches

Model-based approaches primarily rely on a classifier to detect outliers [34]. Detecting outliers
is formulated as a binary prediction task. [435] proposes an approach to detect outliers that is
inspired by the GAN architecture [436]. Their approach consists of a discriminator model and
k generator models whose goal is to generate synthetic samples. Each generator is trained on
a different subset of similar data points to increase the diversity of generated samples. Once
trained, the discriminator model can be used to detect outliers. The authors in [437] use
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the reconstruction error of an autoencoder (similar to autoencoder-based feature cleaning,
see Section 5.5.1) and the distance between a record and the closest class distribution to
detect outliers (similar to distance-based approaches, see Section 5.5.4). They conducted
experiments with two distance measures, namely Mahalanobis and Euclidean distance. The
more a record is poorly reconstructed and far from any class distribution, the more likely it
is an outlier.

Other Approaches

In this section, we cover outlier detection approaches that were not included in the previous
categories.

• [438]: Several unsupervised detecting approaches are proposed to detect outliers; how-
ever, according to the authors they rely predominantly on a single metric (e.g., distance,
density, etc.), and each has its shortcomings. In order to address this issue, a voting
ensemble-based approach of multiple outlier detection methods relying on different met-
rics is introduced. To improve performances, non-informative methods are filtered from
the ensemble using an unsupervised spectral feature selection algorithm [439].
• [440]: The authors conduct a study in which they compare outlier detection methods.

The compared methods are grouped into probabilistic-based (e.g., robust kernel density
estimators [441]), neighbors-based (e.g., Subspace outlier detection [442]), distance-
based (e.g., Mahalanobis distance [443]), information theory-based (e.g., Kullback-
Leibler divergence [444]), NN-based (e.g., Grow When Required (GWR) network [445]),
domain-based methods (e.g., One-class SVM [446]) and isolation methods (e.g., Isola-
tion forest [447]). The study shows that isolation forest [447] is an efficient method
for detecting outliers in terms of average precision, training and prediction time, and
scalability.
• [314]: Similar to [440], the work focuses on evaluating techniques for detecting outliers

in time-series data. The evaluated techniques include ML-based techniques (e.g., one-
class SVM [446], statistical-based techniques (e.g., z-score [448] and regression-based
techniques (e.g., polynomial fit [449]. The experiments show that KNN is the optimal
choice in terms of ML performance, simplicity of configuration, and computation time.

Outlier Detection: Summary

General existing approaches:
• Statistic-based approaches: Records are marked as outliers if they are in a low proba-
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bility region according to a probability model.
• Distance-based approaches: The distance between a record and others is measured to

determine if the record is an outlier.
• Model-based approaches: A model plays a central part in determining if a record is an

outlier.

5.5.5 Imputation

In this section, we cover approaches to impute values in datasets with missing values. [450]
compares the performance of three ML algorithms (i.e., decision trees, k-nearest neighbor,
and Bayesian networks) for imputation on 10 datasets. They found that Bayesian networks
are the most accurate for most datasets, but they are expensive to train. [451] proposes
two techniques, kEMI and kEMI+ to impute categorical and numerical missing data. Both
techniques first utilize the K-Nearest Neighbors (KNN) algorithm as a local search algorithm
to find the K-top similar records to a record with missing values. Then kEMI invokes the
Expectation-Maximization Imputation (EMI) algorithm which uses the feature correlation
among the K-top similar records to impute missing values. The idea is to use conditional
probability distribution of a feature given the other features using only the K-top similar
records. In contrast, kEMI+ repeatedly invokes EMI to gather a collection of estimates for
the missing value and combines them using Dempster-Shafer fusion [452, 453]. Although
kEMI+ can be more accurate than kEMI, it is less scalable. A novel technique proposed
in [454] that combines Adaptive Resonance Theory (ART) algorithm [455] with Co-active
Neuro-Fuzzy Inference System (CANFIS) [456] to impute missing data. CANFIS integrates
the reasoning capabilities of fuzzy systems and the computational capabilities of NN such that
the fuzzy logic provides a linguistic representation of variables and performs fuzzy inference,
while the NN performs computations on the fuzzy rule outputs and maps them to crisp output
values. ART complements CANFIS by providing unsupervised learning and clustering of the
input data which helps the fuzzy rules construction and enhances the model representation
capabilities.

Imputation: Summary

General existing approaches: The approaches covered in our study impute missing data
by using feature correlation or by combining NNs with fuzzy systems.
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5.5.6 Holistic Data Cleaning

In this section, we present data cleaning approaches that try to clean more than one type of
error at a time.

Data Cleaning Pipeline Generation

Instead of directly cleaning data, the approaches in this category try to find the optimal
sequence and configuration of data cleaning tools. The process of building the optimal
cleaning pipeline can be formulated as a search problem. Given a metric to optimize, the
goal is to find the optimal ordering and configuration of cleaning tools. These kinds of
approaches are sometimes referred to as a cleaning optimizer [282]. The main factor that
differentiates approaches from one another is the objective function and the optimization
algorithm used, which we describe below.

Optimally, one would want to decrease the total number of errors in the dataset. However,
that information is not always known a priori. Thus, a common approach when cleaning for
ML is to use the performance of the model trained on the cleaned dataset as a proxy of data
quality [316,457]. If the ultimate goal of cleaning the dataset is to improve the model’s per-
formance, this objective can be preferred to any other proxy of dataset quality. [458] showed
that not all data cleaning tools improve a model’s performance. Thus, cleaning a dataset
using ML performance as a metric to maximize can avoid cleaning operations that decrease
model performance. Other metrics can be used as well. For example, [457]’s approach can
minimize the number of outliers in a dataset or the number of integrity constraints violated.

Technically, ML hyperparameter optimizers, such as Python Hyperopt [459], could be used to
configure the data pipelines. However, as [457] pointed out, these optimizers do not leverage
the incremental nature of data cleaning. Effectively, instead of evaluating the impact of a
data cleaning tool on a model’s ML performance right after it has been applied to a dataset,
ML optimizers evaluate complete solutions (i.e., a fully configured data cleaning pipeline).
To address that problem, [457] uses beam search to find optimal pipeline configurations. The
least promising pipelines are periodically pruned out based on the performance of the model
trained on the current dataset. Another strategy proposed by [316] is to use Reinforcement
Learning (RL) to find the optimal configuration for data-cleaning pipelines. In their work,
an agent iteratively selects a data cleaning tool that will be applied to a dataset. The change
in a model’s performance after applying the data cleaning tool serves as the reward function
of the agent, and the state is the last cleaning tool applied to the dataset. In addition to the
data cleaning tools, pre-processing operations, such as normalization, can also be selected by
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the agent.

Instead of searching for new pipeline configurations tailored to a dataset, [460] reuses data
cleaning pipelines that were shown to be effective on similar datasets. For this to be effective,
a good measure of similarity between datasets must be used. The authors chose to represent
datasets by vectors of 22 dimensions composed of common meta-features from the literature,
such as mean feature skew. The datasets’ vectors are compared against one another using
L1 distance. While the results were inconclusive, they argue that their approach could open
the path to new ways of generating data-cleaning pipelines.

Other Approach

[458] benchmark different data cleaning techniques on real-world datasets and observe their
impact on the performance of ML classification tasks. To perform their experiments, they
used data cleaning tools from all the data cleaning categories discussed in this review (i.e.,
Section 5.5.1 to Section 5.5.5). Using different datasets, the authors measured the impact of
using each tool individually on ML performance, then they repeated the experiments with
different combinations of tools. Some of the findings of the study are that an improvement
to a model’s ML performance because of data cleaning will generalize to other models and
that no single data cleaning tool is the best for all datasets.

Holistic Data Cleaning: Summary and Research Opportunities

General existing approaches:
• Data cleaning pipeline generation: Instead of directly cleaning data, these approaches

try to find the best sequence and configuration of data cleaning tools to optimize a
metric (e.g. ML accuracy of a model trained on the cleaned dataset).

Research opportunities: We elaborate on future research directions for holistic data clean-
ing in Section 5.6.5.

5.6 Future Directions

In Section 5.5, we proposed future work directions for each data cleaning activity. In this
section, we suggest higher-level future work directions based on the full set of reviewed papers.
We provide a simplified description of the research directions proposed in this section in Table
5.2.
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Table 5.2 Summary of future work recommendations from Section 5.6.

Section Research opportunities

5.6.1

Develop approaches to find an optimal parametrization of data aug-
mentation techniques.

Develop approaches to automatically filter out invalid augmented
samples.

5.6.2

Create datasets repositories for all data cleaning activities (e.g., fea-
ture cleaning).

Build a taxonomy of data errors.

Publish data cleaning datasets that are labeled.

Facilitate the process of correcting errors in public ML datasets and
keep track of the changes.

5.6.3
When proposing an approach, a researcher should implement its ap-
proach in a public data cleaning library. This should be enforced by
publishers’ reviewers.

5.6.4

Develop new data-cleaning pipeline generation approaches.

Develop approaches that can clean more than one type of error at a
time.

Share LLMs pre-trained on data cleaning tasks.

5.6.5

Explore how LLMs can be leveraged for data cleaning tasks.

Explore how tabular data can be transformed into text for data clean-
ing with LLMs.

Develop tools combining data cleaning with other data pre-processing
activities.

Analyze how different data cleaning activities affect one another when
applied to the same dataset.

5.6.6 Develop interactive data cleaning approaches.
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5.6.1 Data Augmentation

As mentioned in Section 5.5.1 and Section 5.5.3, datasets of data cleaning activities are often
imbalanced. The datasets used for feature cleaning generally only have a few dirty (labeled)
records [320, 333]. Similarly, for entity matching, finding pairs of records referring to the
same-world entity is more difficult than finding records not referring to the same entity [419].
Hence, it is common for data cleaning techniques to leverage data augmentation to generate
more training samples for the class that is underrepresented. While it is true that data
augmentation can improve a model’s performance, it can also reduce it, if not properly tuned
[461,462]. For example, a data augmentation operator could transform a record in a way that
its initial label does not apply anymore. Thus, when using data augmentation strategies, it
is important to ensure they are correctly parameterized. Past studies in computer vision
have tried to design search algorithms to automatically find the best parametrization of
data augmentation techniques [463, 464]. Future works could continue in this direction and
evaluate their approach for data cleaning tasks. While a good parametrization increases the
chances that good samples are generated from the data augmentation tool, all samples are
not guaranteed to be valid. [461] proposes an approach to automatically filter out augmented
samples that are invalid. Additionally, the approach automatically weights examples based on
their likeliness to improve a model’s performance. Thus, the model learns more from samples
that are weighted more. While not a complete replacement for a good parametrization of data
augmentation tools, this strategy makes configuring data augmentation tools less critical. We
encourage researchers to develop approaches to automatically filter out augmented records
that hinder a model’s performance.

5.6.2 Data Cleaning Datasets

To evaluate a data cleaning approach or train an ML model to be used in a data cleaning
approach, one needs a labeled dataset. As building a labeled dataset is a laborious process
[465], researchers are interested in using the existing public datasets. Additionally, using
public datasets provides a baseline for researchers to compare their approaches. The release of
large public datasets has been known to propel research in ML [465]. For instance, the release
of ImageNet datasets [466] led to the birth of new neural architectures such as AlexNet [467]
and VGG [468]. For data cleaning tasks, there exist popular datasets used across many
papers such as the Hospital dataset, the Flights dataset, and the Beers dataset (all of which
are described in [325]). However, for researchers, finding and selecting a dataset to evaluate
their data cleaning approaches can be a laborious process as it entails searching through many
data cleaning papers for datasets. Furthermore, because data cleaning papers sometimes
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forget to provide the source of a dataset they used (and instead reference the paper they
extracted the dataset from), obtaining the actual dataset can be arduous. To address this
problem, researchers have published a dataset repository for entity matching tasks [469]. A
similar work could be done for other data cleaning activities, such as feature cleaning.

Providing a data repository for other data cleaning activities would open up other new
research directions. For feature cleaning, one could build a taxonomy of errors in ML datasets
using the dataset repository. This taxonomy would help researchers evaluate their feature-
cleaning approach in a systematic way. Instead of solely selecting datasets based on previous
works, the researchers would be able to select datasets that have the error types their approach
tries to address.

Finally, in the same effort to provide data-cleaning datasets to researchers, future works could
target publishing labeled data-cleaning datasets. To address the lack of labeled datasets,
previous works [269, 319, 395] have used datasets with artificial errors (i.e., errors injected
into clean data). Thus, in an attempt to enable researchers to evaluate their approach
against real-world errors, we encourage future works to publish labeled data-cleaning datasets.
Additionally, maintainers of any public ML dataset could facilitate the process of identifying
data errors and repairs, so as to organically create labeled data-cleaning datasets.

5.6.3 Tooling

Data cleaning is known to be tedious and time-consuming [54]. Researchers have reported
that data cleaning can take up to 80% of data scientists’ time [33]. However, as highlighted
in [54], data cleaning is one of AI’s most under-valued and de-glamorized aspects. To clean
data efficiently, practitioners might look for data-cleaning tools. If the practitioner wants the
latest advances in data cleaning, he may look for the studies’ replication packages. However,
not all papers provide a replication package. Out of the 101 papers included in our study, only
20 provided one. Additionally, using replication packages is not convenient for practitioners.
They must familiarize themselves with the application programming interfaces (API), which
might not be user-friendly and differ from one replication package to another. Additionally,
setting up the tool (e.g., installing dependencies) can be tedious and documentation may be
lacking. Thus, to address this issue, [470] proposes OpenClean, an open-source library where
all data-cleaning approaches can be centralized and made available via a unique API. Similar
initiatives have gained a lot of traction in ML, such as Scikit-learn [9]. On the contrary,
OpenClean has not received any support apart from its creators two years ago. Thus, a
practitioner looking for data-cleaning tools might be deterred from using this open-source
library. We encourage future works on data cleaning to provide a ready-to-use implementation
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of their approach on open-source libraries such as OpenClean [470]. Additionally, we suggest
considering contributions to open-source libraries when evaluating data-cleaning approaches
so as to incentivize researchers to contribute.

5.6.4 Large Language Models

We presented in Section 5.5.1 and Section 5.5.3 data cleaning techniques that used LLMs to
clean data. These approaches generally obtained state-of-the-art results on their respective
tasks. Recently, OpenAI released ChatGPT 16, an LLM which has shown impressive perfor-
mances on diverse tasks, from solving programming bugs [471] to passing the Bar exam [472].
We believe that future work should continue proposing data cleaning approaches that leverage
LLMs, so as to benefit from the improvements with these models and achieve state-of-the-art
performances [268].

As shown in Section 5.5.1 and Section 5.5.3, [268] ask questions in natural language to an LLM
in order to clean data. For example, [268] uses the following sentence to clean data: "Is there
an error in attribute X" (where X is the name of an attribute), to which the model answers
"yes" or "no". Before asking the question, the tabular record is presented to the model in a
special format that we describe in Section 5.5.1 and Section 5.5.3. Their approach achieved
state-of-the-art performances. We believe that an interesting future research direction would
be to explore and compare different ways tabular data can be formatted for data cleaning
with LLMs. Similarly, we encourage researchers to explore and compare different ways to
prompt an LLM for data-cleaning tasks. This could build upon the current knowledge in
prompt engineering [473].

Finally, we encourage future works to train and share LLMs trained on data cleaning tasks.
Other researchers and practitioners could use these LLM models for their data-cleaning
problems. A pre-trained model could leverage the knowledge it gained from previous data
cleaning tasks for any other one. Similar contributions have been made in other fields [474,
475]. For example, in finance, [475] developed FinBert, a language model fine-tuned on
finance texts.

5.6.5 Holistic Data Cleaning

Except for the papers in Section 5.5.6, the papers included in our study considered each data
cleaning task individually. However, in the real world, practitioners find themselves cleaning
more than one type of error in a dataset. For example, a practitioner could have to remove

16https://openai.com/blog/chatgpt

https://openai.com/blog/chatgpt
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outliers, and then clean the features in a dataset. Cleaning each data error individually
could lead to inefficiencies. For example, [458] has shown that cleaning all data error types
in a dataset does not necessarily improve a model’s performance. Thus, a careful selection,
configuration, and ordering of different data cleaning tools are important for better ML
performance. In Section 5.5.6, we presented two approaches to perform holistic data cleaning
[316,457]. These approaches search for the best order and configuration of data cleaning tools.
Because we have not found so many works on data cleaning pipeline generation (DCPG)
approaches, we believe there is space in the literature for more research in that direction.
Future works could build upon the work done in AutoML [476], since the latter shares many
similarities with DCPG. Indeed, DCPG could be seen as a subset of AutoML, where instead
of considering the whole ML pipeline (as with AutoML), the search algorithm only focuses
on a specific step in the pipeline (data cleaning).

More broadly, we encourage researchers to develop tools that try to clean more than one
type of error in a dataset. A previous study [317] has demonstrated how two different types
of errors (i.e., duplicates and feature errors) could be cleaned following a similar strategy.
The authors [317] were able to adapt their entity-matching approach for feature cleaning
with only minor modifications. Potentially, other data cleaning activities share similarities
that are still uncovered. Thus, designing a learning approach that cleans more than one
type of error at a time could clean a dataset more effectively than using each type of tool
independently.

On an even broader scale, future work may concentrate on developing tools combining data
cleaning with other data pre-processing activities. For example, in Section 5.5.6, we presented
the work of [316], who combined other data preparation tasks (e.g., feature normalization and
selection) with data cleaning techniques (e.g., outlier detection). [477] proposed a framework
that combines data cleaning with unfairness mitigation and poisoned sample removal.

To effectively design tools to holistically clean a dataset, one must understand how these tools
interact with one another. However, we found little knowledge about that in our review of the
literature. As we covered in Section 5.5.6, [458] studied how different types and combinations
of data cleaning tools impacted the performance of a model trained on the cleaned dataset.
Instead of only considering an ML model’s performance, researchers could study how applying
one type of data-cleaning activity affects the performance of another one. For example, it
could be interesting to study how feature cleaning influences an entity-matching model.
Maybe cleaning data errors would make entity matching easier. Additionally, future works
could also replicate [458]’s study but with a larger set of tools, since [458] used only one tool
for some of the data cleaning activities that were considered (e.g., label cleaning). This work
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could use some of the tools reviewed in this paper.

5.6.6 Interactive Data Cleaning

Most of the papers covered in this SLR (92/101 papers) provide standalone data-cleaning
solutions that do not need someone’s efforts to function (except for dataset labeling). In
other words, the approach automatically cleans data once sufficient training data is provided.
However, in practice, human experts are often involved in the cleaning process, since it is
usually impossible for machines to clean datasets flawlessly [34]. We refer to cleaning data
using an expert’s feedback as interactive data cleaning. These experts can provide valuable
input to the data-cleaning process by solving various kinds of uncertainties. For example,
for feature error repair (see Section 5.5.1), experts can validate the repairs proposed by the
approach to ensure that no errors are introduced in the dataset. Considering the low number
of interactive data-cleaning approaches covered in this SLR and their relevance in practice,
we encourage the community to develop such solutions.

5.7 Related Works

Previous works partially cover DC&ML. The authors in [34] explain data cleaning and de-
scribe different data cleaning activities (e.g., entity matching, outlier detection). The authors
reserved a full chapter to ML-based techniques for data cleaning. However, their work is not
as exhaustive (in terms of approaches covered) as the work presented in this paper, and
has a broader scope: all of data cleaning (not limited to ML). The authors in [282] present
their vision of a holistic data-cleaning framework for ML applications. They also provide an
overview of recent DC4ML or ML4DC approaches. Contrary to our work, they only provide
an overview of the topic and do not examine the different techniques systematically and in
detail as we do in this work. Similarly, [300] review the relationship between data cleaning
and ML (i.e., DC4ML and ML4DC) and present current challenges in data cleaning for ML
applications. In addition, they describe robust ML approaches. Their work is different from
ours because their goal is not to systematically review the literature. The authors in [301]
explain how DL techniques can be leveraged for cleaning data and present other studies that
leverage DL to clean data. As a vision paper, it proposes some research directions to the
community. In [280], authors conducted a survey of data collection for ML. They argue that
data collection is composed of different processes, which feature cleaning, label cleaning, and
entity matching are part of. Similar to ours, the data cleaning approaches presented are
part of ML4DC or DC4ML. Contrary to our work, their scope is broader and they are not
performing a systematic literature review. In the extended version of their study [302], in
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addition to covering data collection for ML, the authors cover robust model training and fair
model training. Similar to the two previous works, a survey on data management for ML is
reported in [303] and includes a section to describe data cleaning for ML. [29, 478, 479] are
tutorials that briefly discuss how ML can be used for data cleaning.

Other related works focus on one of the data-cleaning activities covered in our review (e.g.,
feature cleaning, label cleaning, etc.). For example, [480] reviews the literature on entity
matching including a section on entity matching using ML. [481] performs a survey on neural
networks for entity matching. Authors in [482–484] review techniques to handle labeling
errors in ML datasets including label cleaning. Authors in [396, 485] perform a survey of
outlier detection techniques and cover ML-based techniques. The works of [486, 487] survey
techniques to impute missing data and discuss how ML can be used to impute missing data.

5.8 Threats to Validity

We use the threats to validity described in [276,488] to analyze the limitations of our works.
We detected three types of threats to validity in our work: construct validity, internal validity,
and conclusion validity.

Construct validity. First, there is a risk that our search query does not allow us to
exhaustively cover the field of interest of this study, preventing us from effectively answering
our RQs. As mentioned in Section 5.2.4, we did preliminary searches to build a list of
keywords that most likely capture the majority of the papers we are interested in. However,
there is a risk that we missed keywords that would have led us to papers relevant to our
study. To mitigate that threat, we performed snowballing, as described in Section 5.2.6. The
second threat relates to the existence of papers relevant to the study but published after our
data collection date, and hence, not included in this paper. Future works should consider
replicating our study. There is also a risk that the academic databases used in this study
might be incomplete, i.e., missing some papers relevant to our study. To mitigate this threat,
we searched on Google Scholar, which allowed us to find papers from other databases (which
we had access to but were not on our list). Another threat to construct validity relates to
the risk that our inclusion and exclusion criteria might have excluded works relevant to our
study. However, similar criteria have been used successfully in previous studies [150]. Also,
papers relevant to our study might have been excluded because they processed a different
data type than image, text, or tabular data (i.e., the data types considered in our study).
However, as mentioned in Section 5.2.2, we selected three of the most common data types.
Thus, we believe our scope allowed us to cover the most relevant papers for our study.
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Internal validity. There is a risk that papers relevant to our study have been incorrectly
excluded from our study while (1) applying inclusion and exclusion criteria (Section 5.2.5)
or while (2) applying quality control questions (Section 5.2.5). To avoid excluding relevant
papers, in the first filtering step, we included papers in case of doubt. As mentioned in Section
5.2.5, a second researcher reviewed the list to exclude any paper that should not be included.
To avoid excluding relevant papers in the second filtering step, a second researcher read every
paper excluded because of the quality control questions and verified that the exclusion of a
paper is justified, as mentioned in Section 5.2.5. There is also a risk that one of the authors
misunderstood the approach proposed in a paper leading to an incorrect explanation of the
paper in our review. To mitigate this threat, each reviewer asked other reviewers to read
the paper and share their understanding whenever they felt they did not fully understand
the approach. Furthermore, a researcher verified that the papers’ descriptions in our review
were coherent with the papers’ abstracts.

External validity. External limitations of our study are related to the generalization of the
presented results. We attempted to cover different topics in DC4ML and ML4DC as much
as possible. Nevertheless, given the scope and selection criteria used in our study, we believe
that our findings can be generalized.

Conclusion validity. There is a risk that our study can not be reproduced. To mitigate
it, we provide a replication package containing the list of papers retained after each step in
the filtering process described in Section 5.2.5, along with their quality ratings (see Section
5.2.5) and extracted data (see Section 5.2.7) when applicable. Any script used to help us
conduct the study is also provided in the replication package.

5.9 Conclusion

This study provides a comprehensive systematic review of the literature on DC4ML and
ML4DC, i.e., data cleaning with and for ML. Our study includes 101 papers published be-
tween 2016 and 2022 inclusively, from various academic databases. We covered 6 different
types of data cleaning activities: feature cleaning, label cleaning, entity matching, outlier
detection, imputation, and holistic data cleaning. Based on our review, we provide 24 future
research directions and we highlight some exciting data-cleaning approaches that can be fur-
ther extended. Our future research directions revolve around 6 core ideas: (1) to improve
data augmentation techniques for data cleaning, (2) to create more public data cleaning
datasets, (3) to provide better tooling for cleaning datasets, (4) to study how LLMs can be
used for data cleaning, (5) to explore holistic data cleaning approaches, and (6) to develop
more interactive data cleaning approaches. We hope that this paper will serve as a solid
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foundation for future works on this important topic.
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CHAPTER 6 CONCLUSION

6.1 Summary of Works

The objective of this thesis is to shed light on the quality issues in MLSSs and their remedies.
To achieve this objective, we first conducted an interview study with 42 practitioners in which
we investigated the characteristics of real-world quality issues in MLSSs. We extracted a list
of 18 quality issues and provided 33 potential remedies to these problems based on the
practitioners’ experience and our review of the literature. Notably, our results show that
practitioners struggle to evaluate the quality of their models and ensure the reliability of
their MLSSs. Furthermore, they frequently reported having issues with data quality. Thus,
in our second study, we reviewed the literature on data cleaning and machine learning. More
specifically, we conducted an SLR on DC4ML and ML4DC. We reviewed 101 papers published
between 2016 and 2022 inclusively and identified 6 different data cleaning activities: feature
cleaning, label cleaning, entity matching, outlier detection, imputation, and holistic data
cleaning. We also provide 24 future research directions, centered around 6 core ideas: (1)
to improve data augmentation techniques for data cleaning, (2) to create more public data
cleaning datasets, (3) to provide better tooling for cleaning datasets, (4) to study how LLMs
can be used for data cleaning, (5) to explore holistic data cleaning approaches, and (6) to
develop more interactive data cleaning approaches.

6.2 Limitations

In this section, we describe the limitations of our work with respect to the objectives of this
thesis. As a reminder, our first goal is to understand and explain the quality issues of real
MLSSs (RO1); our second goal is to describe remedies to quality issues in MLSSs (RO2). In
the following, we list limitations with respect to the aforementioned objectives.

Limitations with respect to RO1:

L1.1 We conducted an interview study with practitioners and stopped conducting inter-
views once the information collected was redundant. Potentially, we missed relevant
information that could have been captured with a larger number of interviews.

L1.2 Other information could have been missed because of our distribution of participants:
our interviewees mainly worked in small and medium-sized companies. However, as ex-
plained in Section 3.2, a significant portion of existing studies described the experience
of practitioners from large companies.
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L1.3 Finally, relevant information could have been missed because of the data collection pro-
cess selected (interviews). Indeed, as explained in Section 4.6, various threats could lead
us to have biased or inaccurate results. For example, preconceptions of the interviewee
on quality issues could steer conversations away from relevant findings.

Limitations with respect to RO2:

L2.1 We describe remedies for quality issues in our interview study (Section 4). These
solutions are based on the interviewees’ answers and our knowledge of the literature
and are not exhaustive. To address that problem, we systematically reviewed the
literature on a potential remedy for one type of quality issue (data quality). We have
not conducted a review of remedies for the other quality issues. As a result, they are
not covered exhaustively in our work

L2.2 To find a solution to address the data quality issues we discovered in our first study
(Section 4), we chose to review automated data cleaning techniques. Potentially, other
strategies can be leveraged to handle these issues, which we have not reviewed. For
example, data can be manually cleaned with the help of data visualization tools.

L2.3 We conducted a systematic literature review on DC4ML and ML4DC. This does not
cover all data cleaning techniques. These techniques could help solve data quality issues
and help achieve the second objective of our work.

L2.4 Potentially, we could have missed relevant data cleaning techniques because we only
surveyed the scientific literature. For example, existing data cleaning tools (e.g., Clean-
lab1) could provide effective solutions to address data quality issues, but they are not
covered in our review.

L2.5 While we did a preliminary search to find relevant keywords, our search query could
miss some important terms, leading us to miss relevant studies.

6.3 Future Research

In this section, we provide future work directions that emerged from considering our work
holistically.

• Apart from struggling with data quality, the practitioners we interviewed in our first
study (Section 4) also found it difficult to evaluate, debug, and ensure the reliability
of their systems. Similar to our work, future works could survey the literature to find
remedies to these issues.
• As expressed in limitation L2.2, there could exist other remedies to data quality issues

1https://cleanlab.ai/

https://cleanlab.ai/
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than data cleaning. Future works could explore different ways that data quality issues
can be handled. This knowledge could be gathered from the literature and from inter-
views. The pros and cons of each approach could be discussed, providing a principled
way for practitioners to tackle these issues.
• One surprising observation of our studies is the absence of a standardized library or

framework for data cleaning. The interviewees of our first study often described data
cleaning as a manual and ad-hoc process, which leads to issues being missed or poorly
repaired. Rarely they mentioned using a tool to clean data systematically. Similarly, we
have not discovered any publicly available data cleaning library that is actively main-
tained during our SLR. Future works could explore data cleaning tools by conducting a
review of gray and scientific literature [489]. This work could help practitioners select
the right tool for their needs. Based on this effort, future work could improve existing
data cleaning libraries or develop new ones.
• To the best of our knowledge, our SLR is the first to provide an unified view on DC&ML.

We describe and explain many different strategies employed to clean data. An exciting
future work direction is to develop new data cleaning techniques based on the newly
consolidated knowledge in this review.
• In our SLR on data cleaning and ML, a varying number of papers was reviewed from

one data cleaning activity to another. Some data cleaning activities, such as outlier
detection or imputation, could have been less covered compared to other data cleaning
activities since we only found a few papers (8 and 3 respectively). As expressed with
limitation L2.5, we potentially missed some keywords in our search query. Thus, fu-
ture work could extend our work and review the literature on these two topics more
thoroughly.
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APPENDIX A ANSWERS TO OUR QUESTIONNAIRE

We present in Table A.1 the raw results obtained from our questionnaire. The column N/A
(i.e., not answered) refers to the number of times the question has not been answered. We
identify the quality issues using the identifiers assigned in Table 4.1.
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Likert Score

Id N/A 1 2 3 4 5

Ev
al
ua

bi
lit
y 1.1 1 0 3 7 9 1

1.2 1 0 4 2 9 5

1.3 2 0 3 3 8 5

1.4 13 0 1 2 3 2

Ex
pl
ai
-

na
bi
lit
y 2.1 0 2 1 5 6 7

2.2 0 2 5 7 4 3

D
eb
ug

ga
-

bi
lit
y

3.1 2 4 6 4 4 1

3.2 3 3 4 7 3 1

3.3 1 0 2 5 4 9

Effi
ci
en
cy 4.1 0 1 6 6 3 5

4.2 0 3 11 3 2 2

4.3 1 3 7 6 4 0

M
ai
nt
ai
n-

ab
ili
ty

5.1 0 5 4 4 5 3

5.2 0 2 7 7 2 3

5.3 0 3 4 4 8 2

R
el
ia
bi
lit
y 6.1 0 0 3 6 9 3

6.2 0 5 1 2 10 3

6.3 0 3 4 5 5 4

Table A.1 Answers to our questionnaire
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APPENDIX B DATA QUALITY ASPECTS CLASSIFICATION

In this section, we provide the details regarding how the results shown in section 4.4.5 were
compiled. More specifically, for each of DDS’ data quality aspects or DAMA’s data qual-
ity dimensions, we specify the data quality issues included in the category along with the
practitioners that faced these issues.

DDS’ data quality aspects

• Data representativeness: DDS [1] defines data representativeness as: “[data that]
contains key characteristics in proportions similar to the ones of the population". We
included this category concept and data drift [P3, P4, P8, P9, P15, P20, P25, P30,
P32, P36, P43].
• Data traceability: DDS [1] defines data representativeness as: “a way to maintain a

connection between the different development artifacts, including requirement specifi-
cations, dataset, models, etc.". In this RQ, we are interested only in data. Hence we
exclude requirements specifications and models from the data traceability definition.
As mentioned in Section 4.4.2, [P8] once could not know the provenance of data and
its lineage, which, in turn, made the system difficult to maintain and unreliable.
• Data accuracy and precision: DDS [1] defines data accuracy and precision as fol-

lows: “Data are accurate if they represent with high fidelity those that will be acquired
in operation. Precision refers to the closeness of data related to the same operation sit-
uation." [P7, P8, P13, P14, P15, P20, P25, P31, P32, P33, P35, P38, P43] mentioned
facing noisy features once.
• Data reliability: DDS [1] defines data reliability as follows: “Data are reliable if they

are considered credible and relevant for the operational domain". [P23] finds it difficult
to get relevant data for ML problems. [P38] doubt the credibility of public data sources
such as Wikipedia when scraping data. [P13, P15, P34]mentioned dealing with outliers
in their datasets.
• Data consistency: DDS [1] defines data consistency as follows: “Data consistency

is [...] the absence of discrepancy between data concerning the same object (e.g., two
different birthdays for the same person)." [P7, P21] faced that issue when having to
integrate data coming from different sources. [P35] mentions that data consistency is
an issue she recurrently faces.
• Data integrity: DDS [1] defines data integrity as follows: “Data integrity is defined
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as the assurance of the accuracy and integrity of data over its entire life cycle". In
a past project, [P29] could not ensure the integrity of its data because it was not
version-controlled and it was shared between team members with a spreadsheet.
• Labels consistency: DDS [1] defines label consistency as follows: “Consistency refers

to the fact that the same label is assigned to the same object of interest when it is
represented several times in the dataset". [P21, P35, P37, P43] mentioned having
issues with inconsistent labels.
• Labels accuracy: DDS [1] defines label accuracy as follows: “Accuracy of labeling is

defined as the correctness of the labeling with respect to the true value (or “ground
truth")". [P14, P21, P23, P24, P25, P30, P32, P40, P43] mentioned having issues
with noisy labels.

DAMA’s data quality dimensions

• Data completeness: DAMA defines data completeness (of data values) as follows:
“the degree to which all required data values are present". [P2, P3, P4, P6, P8, P12,
P13, P16, P19, P27, P30, P31, P32, P34, P35, P43] mentioned having a dataset with
missing values.
• Data validity: DAMA defines data validity as follows: “the degree to which data

values comply with rules". [P1, P3, P6, P25, P31, P38] mentioned having a dataset
with values that were not formatted correctly. For example, commas could be used
interchangeably with periods to separate decimals from integer numbers in a dataset.
• Data clarity: DAMA defines data clarity as follows: “the ease with which data con-

sumers can understand the metadata". As described in Section 4.4.2 [P1, P2, P5, P7,
P8, P19, P24, P29, P38] used datasets with missing metadata.
• Data uniqueness: DAMA defines data uniqueness as follows: “The degree to which

records occur only once in a data file". [P5, P19, P20, P21, P25, P31, P35, P38]
mentioned handling duplicates (i.e. records that refer to the same real-world entity).
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