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RESUME

Dans cette these de doctorat, nous étudions le probléme de conception d’estimateur et de
commande préservant la confidentialité de données dans un systeme multi-algent composé
de systemes individuels linéaires incertains ainsi que le probleme de conception d’attaques
furtives et d’estimateurs résilients aux attaques dans les systéme cyber-physiques. Les sys-
temes de surveillance et de commande a grande échelle permettant une infrastructure de
plus en plus intelligente s’appuient de plus en plus sur des données sensibles obtenues aupres
d’agents privés. Par exemple, ces systemes collectent des données de localisation d’utilisateurs
d’un systeme de transport intelligent ou des données médicales de patients pour une détec-
tion intelligente d’épidémie. Cependant, les considérations de confidentialité peuvent rendre
les agents réticents a partager les informations nécessaires pour améliorer les performances
d’une infrastructure intelligente. Dans le but d’encourager la participation de ces agents, il
s’avere important de concevoir des algorithmes qui traitent les données d’une maniere qui

preserve leur confidentialité.

Durant la premiere partie de cette these, nous considérons des scénarios dans lesquels les
systemes individuels sont indépendants et sont des systémes linéaires gaussiens. Nous revisi-
tons les problemes de filtrage de Kalman et de commande linéaire quadratique gaussienne
(LQG), sous contraintes de preservation de la confidentialité. Nous aimerions garantir la
confidentialité differentielle, une définition formelle et a la pointe de la technologie concer-
nant la confidentialité, et qui garantit que la sortie d’un algorithme ne soit pas trop sensible
aux données collectées aupres d’un seul agent. Nous proposons une architecture en deux
étapes, qui agrege et combine d’abord les signaux des agents individuels avant d’ajouter du
bruit préservant la confidentialité et post-filtrer le résultat a publier. Nous montrons qu’une
amélioration significative des performances est offerte par cette architecture par rapport aux
architectures standards de perturbations d’entrée a mesure que le nombre de signaux d’entrée
augmente. Nous prouvons qu'un pré-filtre optimal d’agrégation statique peut étre congu en
résolvant un programme semi-défini. L’architecture en deux étapes, que nous développons
d’abord pour le filtrage de Kalman, est ensuite adaptée au probleme de commande LQG
en exploitant le principe de séparation. A travers des simulations numériques, nous illus-
trons les améliorations de performance de notre architecture par rapport aux algorithmes de

confidentialité différentielle qui n’utilisent pas d’agrégation de signal.

Durant la seconde partie de cette these, nous considérons le probleme de la conception

d’estimateurs préservant la confidentialité pour un systeme multi-agents composé de dif-
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férents systemes linéaires invariants dans le temps affectés par des incertitudes dont les pro-
priétés statistiques ne sont pas connues. Seules des bornes sur ces incertitudes sont connues
a priori. Nous proposons une architecture d’estimateur d’intervalle préservant la confiden-
tialité, qui publie des estimations des bornes inférieure et supérieure d'une agrégation des
états des systemes individuels. En particulier, nous ajoutons un bruit borné préservant la
confidentialité aux données de chaque agent avant de I'envoyer a l'estimateur. Les estima-
tions publiées par 'observateur garantissent une confidentialité différentielle pour les données
des agents. Nous évaluons le comportement de I’architecture proposée lors d'une simulation
numérique. Par ailleurs, nous illustrons que les performances de ’architecture proposée peu-
vent étre améliorées en agrégant convenablement les données avant d’ajouter du bruit borné

préservant la confidentialité.

Durant la troisieme partie de cette these, nous étudions le probleme de sécurité dans les
systemes cyber-physiques. Les systemes industriels de commande ont été fréquemment la
cible de cyber-attaques au cours de la derniere décennie. Les adversaires peuvent entraver le
fonctionnement de ces systemes en altérant leurs capteurs et actionneurs tout en s’assurant
que les systemes de surveillance ne soient pas en mesure de détecter de telles attaques rapi-
dement. Durant cette partie de la these, nous présentons des techniques pour concevoir et
faire face aux attaques furtives sur des systemes de commande linéaires, qui estiment des
bornes de leur état a ’aide d’un observateur d’intervalle, en présence de bruit et perturba-
tions inconnus mais bornés. Nous analysons des scénarios dans lesquels un agent malveillant
compromet les capteurs et/ou les actionneurs du systéme avec des signaux d’attaque additifs
pour diriger I'estimation d’état en dehors des bornes fournies par I'observateur d’intervalle.
D’abord, nous montrons que les séquences d’attaque optimales perturbatrices qui ne sont pas
détectées par un moniteur linéaire peuvent étre calculées de maniere récursive via program-
mation linéaire. Nous concevons ensuite un observateur d’intervalle résilient aux attaques
pour I’état du systeme. Nous identifions les conditions suffisantes sur les données du capteur
pour que la conception d’un tel observateur soit réalisable. Nous proposons une méthode de
calcul pour déterminer le gain optimal pour I’observateur en utilisant la programmation semi-
définie et nous construisons aussi des bornes pour le signal d’attaque inconnu. A travers des
simulations numériques, nous illustrons la capacité de ces observateurs d’intervalle a toujours

fournir des estimations précises en cas d’attaque.
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ABSTRACT

This thesis studies the problem of privacy-preserving estimator and control design in a multi-
agent system composed of uncertain individual linear systems and the problem of design
of undetectable attacks and attack-resilient estimators for cyber-physical systems. Large-
scale monitoring and control systems enabling a more intelligent infrastructure increasingly
rely on sensitive data obtained from private agents, e.g., location traces collected from the
users of an intelligent transportation system or medical records collected from patients for
intelligent health monitoring. Nevertheless, privacy considerations can make agents reluctant
to share the information necessary to improve the performance of an intelligent infrastructure.
In order to encourage the participation of these agents, it becomes then critical to design
algorithms that process information in a privacy-preserving way. The first part of this thesis
consider scenarios in which the individual agent systems are linear Gaussian systems and
are independent. We revisit the Kalman filtering and Linear Quadratic Gaussian (LQG)
control problems, subject to privacy constraints. We aim to enforce differential privacy, a
formal, state-of-the-art definition of privacy ensuring that the output of an algorithm is not
too sensitive to the data collected from any single participating agent. We propose a two-
stage architecture, which first aggregates and combines the individual agent signals before
adding privacy-preserving noise and post-filtering the result to be published. We show a
significant performance improvement offered by this architecture over input perturbation
schemes as the number of input signals increases and that an optimal static aggregation stage
can be computed by solving a semidefinite program. The two-stage architecture, which we
develop first for Kalman filtering, is then adapted to the LQG control problem by leveraging
the separation principle. We provide numerical simulations that illustrate the performance

improvements over differentially private algorithms without first-stage signal aggregation.

The second part of this thesis considers the problem of privacy-preserving estimator design
for a multi-agent system composed of individual linear time-invariant systems affected by
uncertainties whose statistical properties are not available. Only bounds are given a priori
for these uncertainties. We propose a privacy-preserving interval estimator architecture,
which releases publicly estimates of lower and upper bounds for an aggregate of the states
of the individual systems. Particularly, we add a bounded privacy-preserving noise to each
participant’s data before sending it to the estimator. The estimates published by the observer
guarantee differential privacy for the agents’ data. We provide a numerical simulation that
illustrates the behavior of the proposed architecture. Furthermore, we illustrate that the

performance of the proposed architecture can be improved by suitably combining the data
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before adding a bounded privacy-preserving noise.

The third part of this thesis considers the problem of security in cyber-physical systems. In-
dustrial control systems have been frequent targets of cyber attacks during the last decade.
Adversaries can hinder the safe operation of these systems by tampering with their sensors
and actuators while ensuring that the monitoring systems are not able to detect such attacks
in time. This part of the thesis presents methods to design and overcome stealthy attacks on
linear time-invariant control systems that estimate lower and upper bounds for their state
using an interval observer, in the presence of unknown but bounded noise and perturbations.
We analyze scenarios in which a malicious agent compromises the sensors and/or the actu-
ators of the system with additive attack signals to steer the state estimate outside of the
bounds provided by the interval observer. We first show that maximally disruptive attack
sequences that remain undetected by a linear monitor can be computed recursively via linear
programming. We then design an attack-resilient interval observer for the system’s state,
identifying sufficient conditions on the sensor data for such an observer to be realizable. We
propose a computational method to determine optimal observer gains using semi-definite
programming and compute bounds for the unknown attack signal as well. In numerical sim-
ulations, we illustrate the ability of such interval observers to still provide accurate estimates

when under attack.
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CHAPTER 1 INTRODUCTION

To monitor and control intelligent infrastructure systems such as smart grids, smart buildings
or smart cities, data needs to be continuously collected from the people interacting with these
systems, either through sensors installed in the environment such as cameras and smart me-
ters, or through personal devices such as smartphones. Hence, in contrast to more traditional
control systems, the measured signals for such systems often contain highly privacy-sensitive
information, e.g., related to the real-time location or health of a person. For example, the ac-
curacy of crowd-sourced traffic maps and congestion-aware routing applications is increased
by using data provided by smartphones and connected vehicles [1]. However, individual loca-
tion data turns out to be very difficult to properly anonymize because individuals have highly
unique mobility patterns [2,3], and in fact individual trajectories can be reconstructed even
from just aggregate location data [4,5]. Similarly, fine-grained measurements of a house’s
electric power consumption collected by a smart meter can enable demand-response schemes,
but can also be used to infer the activities of the occupants, by identifying the usage of
individual appliances [6-9]. Therefore, it is necessary to implement privacy-preserving mech-
anisms when sensitive data must be shared to improve a system’s performance. The first
part of this thesis focuses on the problems of designing Kalman filters and LQG controllers
under privacy constraints on the measured signals. These problems arise when a data col-
lector measures private signals originating from a population of agents, whose dynamics can
be modeled as linear Gaussian systems, in order to publish in real-time either an estimate
of an aggregate state of the agent population, or a control signal shared with the agents and
aimed at regulating such an aggregate state. As a motivating example, one can consider the
problem of controlling the distribution of vehicles on a road network by means of traffic mes-
sages broadcasted to all cars, with the current density estimated from location data obtained
from the smartphones of individual drivers. The second part of this thesis considers the
problem of designing an interval observer under privacy constraints on the measured signals.
This problem arises when a data aggregator collects privacy-sensitive signals originating from
a population of agents, whose dynamics can be modeled as uncertain linear time-invariant

(LTT) systems with unknown but bounded inputs.

Moreover, an increasing number of safety-critical systems that once required physical access
for interaction can now be remotely monitored and controlled, and are sometimes even con-
nected to untrusted networks. While this can lead to cost savings and increased operational
efficiency for Cyber-Physical Systems (CPS), i.e., systems that tightly integrate computing

and communication resources to control physical processes, it also creates new vulnerabil-



ities, allowing for new types of cyberattacks that can lead to disastrous physical damage.
Examples of CPS are industrial control systems, sensor networks, and critical infrastructures
such as power generation and distribution networks, transportation networks, water and gas
distribution networks, and advanced manufacturing systems. According to [10], there were
675,186 Supervisory control and data acquisition (SCADA) attacks targeting operational ca-
pabilities within power plants, factories, and refineries worldwide in 2014, which represents
an increase of 636 percent between 2012 and 2014. Some particularly harmful recent exam-
ples of attacks on CPS include the StuxNet malware [11] and the Maroochy sewage control
incident [12]. Commercial drones [13] and military vehicles [14] have also been targeted.
Adversaries can hinder the safe operation of these systems by attacking sensors and actua-
tors embedded in them, if the monitoring system is not able to detect such attacks in time.
For the StuxNet attack, several control systems of an Iranian nuclear-enrichment plant were
infected by a computer worm designed for this purpose. The centrifuges’ measurements were
corrupted in order to alter the centrifuges’ actuation signals to compel them to spin out of
control while remaining undetected by the monitor by indicating a normal operation. The
StuxNet example illustrates vulnerabilities of CPS and motivates the need to design efficient
attack-resilient monitors. The third part of this thesis considers the problem of designing and

overcoming stealthy attacks on LTI systems subject to unknown but bounded uncertainties.

1.1 Notation

Let us introduce some notation used throughout this thesis. We fix a generic probability
triple (€2, F,P), where F is a o-algebra on 2 and P a probability measure defined on F.
The notation X ~ N (u,X) means that X is a Gaussian random vector with mean vector p
and covariance matrix Y. “Independent and identically distributed” is abbreviated iid. We
denote the p-norm of a vector x € R¥ by |z|, := (X5, |2,]P)'/P, for p € [1,00). For a matrix
A, the induced 2-norm (maximum singular value of A) is denoted [|A||> and the Frobenius
norm ||Al|r = /Tr(ATA). If A and B are symmetric matrices, A = B (resp. A > B)
means that A — B is positive semi-definite (resp. positive definite). We use the notation
diag(Ay, ..., A,) to represent a block-diagonal matrix with the matrices A; on the diagonal.
The column vector of size n with all components equal to 1 is denoted 1,,. The minimum

and maximum eigenvalues of a symmetric matrix A are A\ (A), Amax(A).

We denote the real and integer numbers by R and Z respectively, and let R, = {r e R: 7 >
0} and Z, = ZNR,. The cones of vectors of dimension n with positive and nonnegative
components are denoted RZ; and R’} respectively. The Euclidean norm for a vector z € R"

is written |z|. The symbol I,, denotes the n x n identity matrix. For a bounded vector-valued



signal u : Z, — R", we denote its loo-norm ||ul[ (1] = SUPtepy 4, [4e], and if ¢, = +o00 then
we simply write ||u]|. We denote by L the set of all R"-valued signals u with the property
|u|| < oco. The symbols u and @ denote component-wise lower and upper bounds for the
vector or signal u. For any signal s, we assume throughout that s; = 0 if ¢ < 0 and we define
the notation s;,.4, = [stTl StT1+1 stTQ]T, for any t; < ty. For two vectors xq,x9 € R” or
matrices A;, Ay € R™™"™, the relations ;1 < x5 and A; < A, are understood componentwise.
A matrix A € R™" is called Schur stable if all its eigenvalues have absolute value less than
one. It is called nonnegative if all its elements are nonnegative, i.e., if A > 0. The set of
diagonal matrices of dimension n x n with diagonal positive elements is denoted as DZ.
Given a matrix A € R™ " we define A" = max{0, A} applied elementwise, A~ = AT — A
and denote the matrix of absolute values of all elements by |A| = AT + A™. In a symmetric

block matrix, the symbol % denotes a term that can be deduced by symmetry.

1.2 Research Objectives

The first objective of this thesis consists in designing novel privacy-preserving algorithms for
CPS, in which data streams are shared by individuals to optimize monitoring and control per-
formance. Consider for example a scenario in which fine-grained measurements of individual
houses electric power consumption are collected by a smart meter to enable demand-response
schemes. By using Kirchhoff’s voltage law and Kirchhoff’s current law, one can remark in [15]
that dynamics of currents and voltages of individual distributed energy resources such as so-
lar cells and photovoltaics can be expressed as uncertain linear systems (linear Gaussian
systems). Consider another scenario in which Public Health Services (PHS) must publish for
a population infected by a disease the number of infectious people, i.e., those who have the
disease and are able to infect others. PHS use privacy-sensitive data collected from hospi-
tals, with each hospital ¢ recording the number of infectious people in its area, as well as the
number of recovered people, i.e, those who were infected by the disease and are now immune.
For each area 14, it has been proved in [16] that these numbers follow a linear Gaussian SEIR

epidemiological model for the specific disease.

The above examples motivate the purpose of the first part of this thesis, which consists in
developing privacy-preserving observers for CPS, whose dynamics can be modeled as uncer-
tain linear systems. The first problem of privacy-preserving observer design that we consider
(Chapter 2) involves a multi-agent system composed of n linear Gaussian individual systems
whose uncertainties have known statistical properties. First, we assume that a data aggre-
gator aims to release publicly an estimate of a linear combination of the individual states,

computed from the individual measured signals. For privacy reasons, the individual mea-



sured signals are not released by the data aggregator. Moreover the publicly released estimate
should also formally preserve the privacy of these measured signals. Second, motivated by
the aforementioned example of control of the distribution of vehicles on a road network, we
consider a situation where the data aggregator uses the individual measured signals to com-
pute and broadcast a (causal) control signal that minimizes a given quadratic cost for the n
agents. Only the control signal is published (in particular, it is available to the n agents),
and releasing it must still guarantee the privacy of the measured signals. A related problem
of privacy-preserving observer design is formulated in chapter 3. Again, we aim to publicly
release an estimate of a linear combination of n individual linear system states, however the
statistical properties of the uncertainties arising in the system models are now unknown, and
only bounds are given on these uncertainties. For example, epidemiological models for which

only bounds of uncertainties are known are discussed in [17-19].

For these problems, this thesis aims to answer the following questions:

e What architecture can be constructed to preserve the privacy of measured signals when

publishing an aggregate estimate of a combination of individual system states?

e What architecture can be built to preserve privacy for measured signals when publishing
a control signal that minimizes a given quadratic cost function of the state of a linear

Gaussian system?

In Chapter 4, a problem of secure observer design is formulated by considering an uncertain
LTT system subject to unknown but bounded disturbances and noise, which moreover can
be attacked by an adversary capable of adding malicious signals to the actuator and sensor
signals. The adversary aims to remain undetected by a specifically designed monitor. For

this problem, our work aims to answer the following questions:
e How can an adversary design attack signals that are undetected by the monitor?

e How can we design attack-resilient estimators of the state of a system under attack,

assuming some information about the location of such attacks?

e How can a monitor evaluate the vulnerability of a system to undetected attacks?

1.3 Methodology and Research Related to Privacy-Preserving Observer Design

1.3.1 The Right to Privacy

Despite the fact that the “right to privacy” is now recognized as fundamental [20,21], its
introduction dates back only of the end of the 19th century [22]. The “right to privacy” is



part of the right to life [20], one of the four fundamental legal rights recognized by Canada’s
Constitution. Article 12 of the Universal Declaration of Human Rights (1948) is also devoted
to privacy. Key moments that have shaped privacy laws are presented in [23]. Title 13
Chapter 1.1 of the U.S. Code states that no individual should be re-identifiable in any data

that is publicly released. Further information on privacy laws can be found in [20,24,25].

Nowadays, protecting the privacy of individual users has been recognized as a central issue for
emerging large-scale infrastructure systems such as as smart grids or intelligent transporta-
tion systems. Indeed, these systems require individual users to continuously send privacy-
sensitive information to external data aggregators performing monitoring or control tasks.
For example, real-time traffic maps are useful for drivers to plan optimal routes and for
city transportation administrators to plan for future capacity or detect and respond to ac-
cidents. However, they require real-time location data from individuals, which turns out to
be very difficult to properly anonymize, because each person tends to have a highly unique
mobility pattern. In general, privacy considerations can make people reluctant to share the
information necessary to improve the performance of these systems, thereby reducing their

impact.

1.3.2 Privacy Models

Dalenius was one of the first to propose in [26] a formal definition of privacy. According
to him, by releasing statistics computed from a private database we should not contribute
to increasing the knowledge about any specific individual’s confidential information. Dwork
[27] mentions that this point of view on privacy is too strict, namely, Dalenius’ goal is not
achievable when background information is present. Privacy criteria that are used in real life
offer only partial disclosure limitation guarantees. Note that data privacy is different from
data security. Data breaches that result from leaks, hacks and stolen data are considered
as security failures and not as data privacy failures. Privacy-preserving data analysis is
concerned with situations where one aims to purposefully release some aggregate information
about a dataset, while controlling certain aspects of this data release that relate to personal

information.

An Example of Privacy Failure in Data Release

There have been some examples of failures to protect privacy in recent times, such as the
case of the Massachusetts Health Records in the 1990s [28]. In the state of Massachusetts,
USA, state employees’ health insurance is purchased by the Group Insurance Commission

(GIC). In the mid 1990s, the GIC had gathered the medical records of 135,000 employees



and their families. It was decided to share part of this data with researchers. The governor
of Massachusetts William Weld claimed that the privacy of individuals was protected be-
cause personally identifiable information such as names or addresses were removed from the
database [29]. Nevertheless, Latanya Sweeney, then a graduate student at MIT, showed that
those claims are not true. For 20 dollars, she purchased Cambridge’s voter registration list.
Then, she crossed this information with three attributes also provided by the GIC dataset,
namely, ZIP code, gender and date of birth, and was in fact able to re-identify the medical
record of the governor William Weld himself. She also showed that 87 per cent of the US

population can be uniquely identified from these three pieces of information [30].

Preserving individual privacy implies some loss on the utility of the data that is protected,
in comparison with the original data. Consequently, the guarantees that are offered by each
privacy technique have to be limited in order to keep the data useful for further analysis.
One can classify privacy methods in two broad categories: non perturbative methods and

perturbative methods. Next, we provide examples for each class of methods.

Non-perturbative methods [31]

Non-perturbative methods do not change values of the data, they limit the amount of data
that is released publicly. Some primary non-perturbative methods are cell suppression, recod-
ing, sampling, query restriction. Cell suppression consists of suppressing individual attributes
or data points’ combination of attributes to preserve privacy. Recoding consists of merging
groups of data points together. Sampling consists of releasing publicly a randomly chosen
subset of the dataset instead of the entire dataset. In scenarios in which a database is sent
to a data recipient via a querying mechanism, query restriction consists of suppressing some
queries whose answers are suspected to breach a given privacy protection requirement or

placing a limit on the number of queries that are answered.

Perturbative methods [31]

Perturbative methods change values of data points’ attributes. Some perturbative meth-
ods are noise addition, rounding, re-sampling, the Post-Randomization Method (PRAM) and
swapping. Noise addition technique can be applied generally only to continuous numeri-
cal data such as ages, salaries, etc., although discrete distributions have been proposed to
add noise to discrete numerical data such as integers. Re-sampling consists in generating a
synthetic dataset, sampled from a distribution generated from the original database. The
PRAM is a technique that has been inspired by the randomized response technique [32]. The

difference is that one can apply randomized response during the interviewing step of a survey,



whereas PRAM is used after a survey has been completed and the dataset is formed. After
applying PRAM on a dataset, the scores on certain variables for some records in the original
database are modified according to a given probability mechanism. Data swapping consists

in swapping individual values in a database.

We now review some privacy models that have been proposed in the last decades. A more

exhaustive survey of privacy models can be found in [33].

Ad Hoc Anonymization

To anonymize a dataset, personally identifiable information such as addresses, names, social
security numbers and telephone numbers are removed. It has been shown that using these
basic anonymization techniques alone leaves systems vulnerable to linkage attacks [28] and
other third party attacks [34]. An illustration of how to re-identify anonymized data is the
approach used by Sweeney to deduce the medical record of governor W. Weld in the GIC
dataset. Another vulnerability of anonymized datasets has been shown by Sweeney in [35],
where she tested the vulnerability of Washington State’s hospital data to re-identification.
She obtained a correct matching of 43 percent (35 of 81 individuals identified) in Washington
State’s inpatient data by combining the anonymized discharge data released by the states

local newspaper stories with anonymized hospital visits.

k—anonymity

Following her re-identification of the GIC database, Sweeney proposed a novel suppressive
privacy model: k—anonymity. k—anonymity [28,36,37] is based on the anonymity principle
and aims at hiding individual data within groups of at least (k — 1) other indistinguishable
records. This privacy model seems sound: it would not have been possible to perform
the attack that Sweeney performed on the GIC database if k—anonymity had been used.
However, this privacy model is also vulnerable to some types of attacks. A trivial example
is a scenario in which a group of k records with the same quasi-identifiers ! share the same
sensitive attribute value: re-identification can be performed. Recently in 2018, Sweeney re-
identified individual records in a k—anonymous dataset [38]. There are other privacy models
that mix both anonymity and secrecy. For example [—diversity [39] and ¢—closeness [40],
similarly to k—anonymity, aim to hide each individual among a group of individuals, but,
unlike k—anonymity, also require the confidential information of the individuals in the group

to be sufficiently diverse to improve secrecy. Additional background on these privacy models

la quasi-identifier is a set of attributes that can be combined with external information to identify a
specific individual



can be found in [41].

Various other definitions of privacy have been proposed that are amenable to formal analysis.
While a survey of such definitions is out of the scope of this subsection, we can mention some
recent work focusing on signal processing and control problems. Privacy is measured by a
lower bound on the mutual information between published and private signals in [42], on the
Fisher information in [43], or on the error covariance of the estimator of a sensitive signal
in [44,45]. The concept of k-anonymity and its extensions has been applied to the publication
of location traces in [46]. But much of the recent research on privacy-preserving data analysis

relies on the notion of differential privacy [47-49]. Next, we present this privacy model.

Differential Privacy

In the standard set-up for differential privacy, which is also the situation considered in this
thesis, a data holder aims to release the results of computations based on private data.
Differential privacy is enforced by adding an appropriate amount of noise to the published
results, in such a way that the probability distribution over the outputs does not depend
too much on the data of any single individual. As a result, the ability of a third party
observing the outputs to make new inferences about a given person is roughly the same,
whether or not that person chooses to contribute their data. This guarantee can then be
used to weigh the risks of information disclosure against the benefits of publishing more
accurate analyses. Differential privacy provides a disclosure limitation guarantee that is
similar to that of Dalenius (see Section 1.3.2). The difference between them is that while
Dalenius compared the knowledge before and after accessing the released data, differential
privacy compares the knowledge before and after a single individual contributes his or her
data. Instead of limiting the knowledge provided by the dataset, differential privacy limits
the knowledge provided by each individual in the dataset [21].

A large number of techniques have been developed to compute differentially private versions
of various statistics, see [49] for an overview. Nevertheless, the differentially private analysis
of streaming data remains relatively less explored [42,50,51], despite its importance for signal
processing and control applications. Some previous work has focused on the design of differ-
entially private dynamic estimators [52-55], controllers [56,57], consensus algorithms [58,59],
or anomaly detectors [60-62]. In particular, [52] discusses the Kalman filtering problem under
a differential privacy constraint and compares schemes introducing noise either directly on
the measured signals (input perturbation mechanisms) or on the published estimate (output
perturbation mechanisms). Output perturbation provides better performance as the number

of input signals increases, but has the drawback of leaving unfiltered noise on the output.



In [56], the authors consider a multi-agent linear quadratic tracking problem where the tra-
jectory tracked by each agent should remain private, while [57] considers an LQG control
problem where each agent wishes to keep its individual state private. In both cases, noise is

added directly on the individual measurements, a form of input perturbation.

Differential privacy is a property satisfied by certain randomized algorithms (also called
mechanisms), which in an abstract setting compute outputs in a space R based on sensitive
data in a space D. To be differentially private, the algorithm must ensure that the probability
distribution of its randomized output is not very sensitive to certain variations in the input
data, which are specified as part of the privacy requirement. More concretely, we equip
the input space D with a symmetric binary relation called adjacency and denoted Adj, which
captures the variations in the input datasets that we want to make hard to detect by observing
the outputs. A mechanism is a stochastic system producing an output based on its input y.
For any two inputs that satisfy the adjacency relation, the following definition characterizes

the deviation that is allowed for a differentially private mechanism’s output distribution.

Definition 1 Let D be a space equipped with a symmetric binary relation denoted Adj and
let (R,R) be a measurable space, where R is a given o-algebra over R. Let e > 0,1>§ > 0.
A randomized mechanism M from D to R is (e,0)-differentially private (for Adj) if for all
d,d € D such that Adj(d,d'),

P(M(d) € S) < e P(M(d) € S) + 6, VS € R. (1.1)

In Definition 1, smaller values of € and § correspond to stronger privacy guarantees, i.e.,
distributions for M(d) and M (d’) that are closer in (1.1). (e, d)-differential privacy ensures
that for every pair of adjacent databases d,d’, retroactively, the observed value M(d) will
be much more or much less likely to be produced when the database is d than when it is
d' [49]. Nevertheless, given an output = ~ M (d), there may exist a database d’ such that =
is much more likely to be generated on d' than it is when the database is d. Consequently,
the mass of = in the distribution M (d') can be larger than its mass in the distribution
M (d). In contrast, (e, 0)-differential privacy says that, for every run of the mechanism M (d),
the observed output is (almost) equally likely to be observed on every adjacent database,

simultaneously. Moreover, define the privacy loss induced by observing = as follows

=) — P(M(d) = E)
Frnsn (@) = (Giiia =5

(€, 0)-differential privacy guarantees that for all adjacent d, d’, the absolute value of Pagj(a,a/)(Z)
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is upper bounded by € with a probability of at least 1 — § [49, Lemma 3.17].

A fundamental property of differential privacy is that manipulating an output that is already
differentially private does not imply any additional privacy loss if the original dataset is not
re-accessed (resilience to postprocessing property [49]). For the next theorem, define two

measurable spaces (Ry,R1) and (Ro, R2).

Theorem 1 [52, Theorem 1] Let €,0 > 0. Consider an (¢,6)-differentially private mecha-
nism My from D to (Ry,Rq1). Consider another mechanism My from D to (R, R2), such that
there exists a probability kernel k from Ry x Ry to [0,1] that satisfies, for all S € Ry and
deD

P(Ms(d) € S|(M;(d)) = k(M;(d), S), a.s. (1.2)
Then M, is (e, §)-differentially private.

The equality (1.2) means that once M;(d) is known, the distribution of Ms(d) is not a function
of d anymore. In other words, Theorem 1 is equivalent to saying that a mechanism M, that
has access to database only via the output of a differentially private mechanism M; is not

able to weaken the privacy guarantee.

Next, we need tools that can be used to enforce the property of Definition 1. The following

definition is useful for mechanisms such as ours that produce outputs in vector spaces.

Definition 2 Let D be a space equipped with an adjacency relation Adj. Let R be a vector
space equipped with a norm || - ||r. The sensitivity of a mapping q : D — R is defined as

Agq:=  sup |lg(d) — q(d)|r.
{dd:Adj(d.d")}

For R equipped with the {5-norm, this defines the {y-sensitivity of q, denoted Naog.

The Gaussian mechanism [63] consists in adding Gaussian noise proportional to the ¢»-
sensitivity of a mapping to enforce (e, 0)-differential privacy. A fairly tight upper bound on
the proportionality constant is provided in [52]. Recall first the definition of the Q-function
Qx) = \/#27];0 exp(—“;)du, which is monotonically decreasing from (—oo,00) to (0,1).
Then, for 1 > § > 0, define k5, = o (Q’l(é) + \/(Q—l(é))2 + 26). The following theorem

2¢

can be found in [52].
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Theorem 2 Lete > 0,1 >0 > 0. Let G be a dynamic system with p inputs and q outputs.
Then the mechanism M(d) = Gd + v, where v is a white Gaussian noise (sequence of iid

zero-mean Gaussian vectors) with v, ~ N (0, k3 (D2G)?1,), is (€, 0)-differentially private.

In other words, Theorem 2 says that we can produce a differentially private signal by adding
white Gaussian noise at the output of a system G processing the sensitive signal d, with
covariance matrix o%I,, and o proportional to the fy-sensitivity of G. A first solution is the
input perturbation mechanism: it consists in perturbing each individual signal directly to re-
lease differentially private versions of these signals. By using the resilience to post-processing
property of differential privacy, the data aggregator can apply further computations to such
an output that is differentially private without degrading the differential privacy guarantee,
as long as the original dataset is not re-accessed for these computations. Nevertheless, we
show in Chapter 2 that input perturbation typically leads to a high level of noise and hence

performance degradation, which motivates the search for better mechanisms.

Another solution, called the Laplace Mechanism [47], consists in adding iid zero-mean noise

whose distributed as a Laplace distribution. Denote by Lap(b), the Laplace distribution with

=]

scale parameter b and mean zero. Its variance is 2b% and its density is p(x;b) = 5-e™ v .
Theorem 3 [47] Let € > 0. Consider a query q : D — R. Then the mechanism M (d) =
q(d) + v, with v ~ Lap(b) and b > %, is e-differentially private, where Aiq is the ;-

sensitivity of q.

Kalman filter

Consider the following linear system

i1 = Py + Brug + wy, (1.3)
Yy = Hyzp + vy,

where z; € R™ is the state, y; € RP is the output, w; ~ N (0, W;) and v; ~ N(0,V;) represent
independent sequences of iid zero-mean Gaussian random vectors with covariance matrices
W, = 0,V; = 0. The sequence v with u; € R" is the control input. The initial condition z
is an independent Gaussian random vector that is also independent of the noise processes w

and v, with mean 7y and covariance matrix X, > 0.

To estimate the value of the state x; at each period ¢ > 0 from the observed outputs
Yi—1,Yi—2,---,Yo, a Kalman filter is optimal in the minimum mean square error (MMSE)

sense. Denote by Z; = E[x;|yo;_1] and Z, = E[x;|yo.], the state estimates provided by the
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Kalman filter after the prediction step and the measurement update step respectively [64].
Denote by 3y = E[(x; — &7 ) (2 — 27)  [you—1] and B, = E[(z; — 2¢)(2¢ — 24)7 |yo.], the cor-
responding error covariance matrices. In addition, let ¥, be the covariance matrix for the
initial state z¢. Equations of the Kalman filter can be written as follows. Given the dynamics
(1.3) and the measurement equation, we get for ¢ > 0 and starting from z, := &

&y =2, + Ki(ye — HiZy ),

(1.4)
i't_—‘rl = Fti.t + Btut, Wlth

K, =S FNESFN+ V)L
Dynamics of the error covariance matrices evolve for ¢t > 0 as

St =0 HIVO
it+l = FtEtFtT + Wt'

The Kalman filter has sundry applications in technology. It is commonly used in guidance,
navigation, and control of vehicles [65], prediction and estimation of outbreaks of infectious
disease [16], state estimation and control in smart grids [66]. This motivates us to consider

the problem of Kalman filtering under privacy constraints in Chapter 2.

Furthermore, over the last decade, the notion of differential privacy has been extended to
dynamical systems and has been applied to signal filtering [52,67]. However, these papers
assume that the statistical properties of the disturbances in the signal models are available.
Furthermore, a differentially private mechanism has been proposed by using output perturba-
tion for positive linear systems without disturbance in [68], and for nonlinear systems in [69],
both assuming that point-wise estimation (via a Luenberger-type observer design) is possible.
Nevertheless, state disturbances for certain systems can be modeled as bounded uncertain
signals. Instead of point-wise observers, interval estimators [19,70] that provide estimates of
lower and upper bounds of the state can address state estimation problems for such systems.
This motivates the design of differentially private observers that handle the presence of dis-
turbances or uncertain parameters whose values are only known to belong to given intervals

or polytopes in Chapter 3.
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1.4 Methodology and Research Related to Secure Observer Design

1.4.1 Some examples of cyber-attacks in CPS

During the last decades, numerous cyber-attacks have been noticed on safety-critical infras-
tructures including many power blackouts in Brazil [71] and the SQL Slammer worm attack
on the Davis-Besse nuclear plant [72], which illustrates the vulnerabilities of CPS. When an-
alyzing these vulnerabilities, a common approach consists in considering particular attacks
against specific systems. For example, [73] defines denial of service and deception attacks
against a networked control system. In addition, [73] proposed SDP-based approaches to
counteract denial of service attacks, which compromise the availability of certain resources,
for example by jamming communication channels. Deception attacks, instead, compromise
measurements and control packets by modifying the behavior of actuators and sensors. Fur-
thermore, stealthy deception attacks against SCADA systems are discussed in [74]. Stealthy
attacks against legacy systems and schemes that can used to counteract them are also con-
sidered in [75-77|. Replay attacks against control systems are studied in [78,79]. Adversaries
design replay attacks by hijacking the sensors, recording the measurements over an interval
of time, and repeating such measurements while adding an exogenous signal into the system.
Moreover, covert attacks against control systems are discussed in [80]. Specifically, a covert
agent uses a decoupling structure to modify the physical plant’s behavior while remaining
undetected by the original controller. Nevertheless, the aforementioned attacks have been

designed only by considering point-wise models.

1.4.2 Attack-resilient estimation and control in CPS

An attack-resilient control problem is discussed in [81]: an adversary corrupts control packets
transmitted over a network in order to cause a harm to the system. A stabilizing receding-
horizon Stackelberg control law is designed in the presence of the attack. More recently, [82]
designed an estimator for the state of a linear system whose measurements are corrupted.
They characterize the maximum number of tolerable faulty sensors, and propose a decoding
algorithm to detect corrupted measurements. However, only point-wise estimation has been

considered when discussing these problems in the aforementioned articles.

Standard fault detection algorithms, while generally useful, are unsuccessful in some cases
against the attacks of a smart adversary [83]. Classical bad data detection strategies, such
as the largest residue test [84], have been applied extensively to static linear models with
Gaussian noise, e.g., in the context of state estimation for power systems. Notwithstanding,

an adversary who knows the configuration of a power grid for example is able to carry
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out a false-data injection attack [85], i.e., inject a stealthy signal into the measurements to

compromise the state estimator of the power grid while leaving the residue unchanged [86].

To carry out false-data injection attacks on a dynamical system, an attacker must select
attack strategies that are consistent not only with static observations but also with the state
dynamics at all times [85]. This type of attack is discussed in [82] for noiseless models.
Dynamic false-data injection attacks are studied in [74], by assuming that the statistical
properties of the disturbances are available, and [87] designs optimal stealthy attack strategies
against CPS by making the same assumption. However, these disturbances are commonly
modeled as bounded signals for control design [88]. Robust failure detection algorithms
are designed so that they can handle disturbance and measurement noise that are a priori
bounded [89]. This allows an intelligent adversary to hide an attack within these bounds,
remaining undetected while causing serious harm. State estimators have been developed for
dynamical systems under sensor attacks with bounded noise in [90], under the assumption
however that there is no uncertainty on the initial value of the state, which is a drawback in

applications where only bounds on this value are known.

An analysis of stealthy attacks for CPS with bounded parameters is performed in [83] using
a set-membership estimation approach, which computes the set of states consistent with the
model and the measurements [91,92]. However, this technique may be difficult to apply in
practice to design Fault Detection and Isolation (FDI) systems, where simpler observers with
tunable gains are more common. On the other hand, interval observers [93,94], which are a
subclass of set-membership estimators, need less computational power and have become one

of the most common approaches for FDI during the last decade.

1.4.3 Interval estimation

Next, we provide a formal definition of interval observers. To this end, we review some basic

lemmas from interval estimation theory.
Lemma 1 [95] Consider the following linear time-invariant (LTI) system

Tiy1 = Az + Bwy, w:Zy — R,
v = Cxp+ Duwy, (1.5)

where © € R", y € RP and the matrix A € RI*". Any solution of the LTI system (1.5) is
elementwise nonnegative for all t > 0 provided that xo > 0 and B € ]Rixq. In addition, the

output solution y, of such a system is nonnegative if C € RE™ and D € RE*?.
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A dynamical system that satisfies all these restrictions is called cooperative (monotone) or

nonnegative [95].

Lemma 2 [96] Let x € R™ be a vector variable, x < x < T for some x,T € R". If A € R™*"

is a constant matriz, then

Atz — A 72<Ar < Atz - A a (1.6)

Proof. By definition of AT and A~, we get Ax = (AT — A7)x. The inequality z < 2z < T
leads to the result (1.6). O

Consider a LTI system

T = Az + wy, (1.7)
Y = Cxy + vy, ‘

where x; € R" represents the state vector, y, € RP is the output vector, w : Z, — R"™ stands

for an unknown input in L, v : Z, — RP is an unknown measurement noise in £, and

(oo}

A e R™" (' € RP*" are known constant matrices. Assume that the initial condition z is
unknown but satisfy the bounds z, < x¢ < Ty, where x4, Ty € R" are given. Assume also
that two functions w, w : Z; — L2 and two functions v, v : Z, — LP are given such that
w, < wy <wy and v, < v <7 for all ¢ > 0.

Equations of an interval observer can be written as follows

2y =(A— LC)zy + Ly, + w, — L0, + L™y,
Tt—l—l :(A — LC)Tt + Lyt + Wy — L+Qt + L_@t, (]_8)

where z;, € R" and 7; € R" stand for the lower and the upper interval estimates of the system

state z;. Denote the estimation errors ¢ =z — x and 7 — =.

Theorem 4 [70] Consider a matriz L € R™*P such that the matriz A — LC' is Schur stable
and nonnegative. Then, we get for (1.7)

Ly S T S ft,Vt 2 0. (19)

Furthermore, the estimation errors e,e € L.
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Proof. The errors’ dynamics can be written as follows

=2
€1 =(A— LC)e, + Zgi,
i=1
=2
e =(A—LC)e + > 7, (1.10)

=1

where

g, =W — Wy,

g1 =W — Wy,

9, =Ly, — L™ v, — Ly,
Gy =Lv; — (LTv, — L™ vy).

We deduce by using Lemma 2 that the signals { 9,9,1 <1< 2} are nonnegative. Therefore,
when (A — LC) is nonnegative, by applying Lemma 1, we get ¢, > 0,€, > 0 since the system
(1.10) is cooperative (¢, > 0 and gy > 0). Hence, the order relation z, < z; < Z; holds
for all ¢ > 0. Since the system (1.10) is linear, the GAS property of the system (3.22) for
{g.}i=1 = 0,{g,}i=1 = 0 implies its ISS [97]. Tt can be inferred that ¢, € LL,. O

The third part of this thesis focuses on control-theoretic approaches to CPS security. Namely,
we consider security issues for uncertain linear systems for which only lower and upper bounds

are known for uncertainties.

1.5 Main contributions and structure of the thesis

We divide the main contributions of this thesis into three groups. The first one is related
to the problem of privacy-preserving observer design in a multi-agent system composed of
independent linear Gaussian individual systems whose uncertainties have known statistical
properties. The second group of contributions is related to the design of a privacy-preserving
observer when the uncertainties affecting the individual systems are not available and when
these individual systems are interconnected. The third group of contributions of this thesis
is related to the problem of designing undetectable attacks and attack-resilient observers for

CPS with unknown and bounded uncertainties using interval estimation approaches.
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1.5.1 First Group of Contributions

The first group of contributions of this thesis concerns the design of a two-stage architecture
for differentially private Kalman filtering, where the privacy-preserving noise is added only
after an input stage appropriately combining the independent measured signals of the indi-
vidual agents, while an output stage filters out this noise. Inspired by [98], such two-stage
architectures were discussed in [52] but have not yet been applied to the Kalman filtering
problem. We show that the optimal input stage can be computed by solving a semidefinite
program (SDP), hence, a tractable convex optimization problem. The fact that the input
stage design problem admits an SDP formulation is reminiscent of other Kalman filtering
problems subject to resource or communication constraints, see, e.g., [99-101], but the SDP
capturing specifically the differential privacy constraint is new. The design procedure is then
adapted in Section 2.3 of Chapter 2 to the LQG control problem. By exploiting the classical
properties of the optimal LQG controller (linearity and separation principle), we can view
the control problem as the problem of estimating a certain linear combination of the agent

states as in Section 2.2 of Chapter 2, but for a specific cost on the estimation error.

1.5.2 Second Group of Contributions

The second group of contributions of this thesis concerns the design of privacy-preserving
interval estimators for multi-agents systems in which the signals of individual participants are
interconnected and are modeled using uncertain linear time-invariant systems with bounded
disturbances. We consider uncertain initial conditions as well as uncertain time-varying
inputs and outputs. Extending the differentially private mechanism with bounded noise
of [102] for the publication of a single scalar value to the publication of vectors and signals,
we obtain in Chapter 3 an input perturbation mechanism where privacy-preserving noise
is added to each individual’s data before sending it to an interval observer. Moreover, our
estimator handles multi-agent systems in which the dynamics of the agents are coupled, in

contrast to [52] that has considered only independent dynamics.

1.5.3 Third Group of Contributions

Chapter 4 of this thesis focuses on stealthy attacks in CPS with unknown but bounded
disturbances. We design stealthy attacks on CPS in the presence of unknown but bounded
uncertainty on initial conditions, on the dynamics and on the measurements. We use interval
estimation methods and show that these attacks can be computed by repeatedly solving

linear programs. Furthermore, we construct interval observers that are resilient to stealthy
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attacks. Using semi-definite programming, we compute efficiently the observer gains that
minimize the estimation errors. The construction is based on the method proposed in [103],
extended in this thesis to LTI discrete-time systems with bounded measurement noise and
disturbances. The required detectability condition is easier to satisfy for our interval observer
than the condition in [104]. In addition, we compute bounds on stealthy attacks, which can

be useful in practice to assess the vulnerability of a system.
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CHAPTER 2 DIFFERENTIALLY PRIVATE KALMAN FILTERING AND
LQG CONTROL WITH SIGNAL AGGREGATION

In this chapter, we discuss the problem of privacy-preserving observer design and control
in a multi-agent system composed of linear Gaussian individual systems. We formulate the
problem of privacy-preserving state estimation and LQG Control for a population of dynamic
agents in Section 2.1. Then, we argue in Section 2.2.1 via a simple example that significant
performance improvements can be expected compared to input perturbation mechanisms
(see Subsection 1.3.2). We compute the optimal input stage by solving an SDP, hence, a
tractable convex optimization problem. Then, we adapt the design procedure in Section
2.3 to the LQG control problem. By exploiting the classical properties of the optimal LQG
controller (linearity and separation principle), we prove that we can view the control problem
as the problem of estimating a certain linear combination of the agent states as in Section

2.2, but for a specific cost on the estimation error.

2.1 Problem Statement

2.1.1 Privacy-Preserving State Estimation and LQG Control for a Population
of Dynamic Agents

Consider a set of n privacy-sensitive signals {y;:}o<t<7, @ = 1,...,n, with y;; € RPi, collected
by a data aggregator, and which could originate from n distinct agents. Let p = >, p;. We
assume that a mathematical model capturing known dynamic and statistical properties of
these signals is publicly available, consisting of a linear system with n independent (vector-

valued) states associated to the n measured signals

Tipp1 = Aiz iy + Bigwy +wiy, 0<t<T -1,
Yir = Ciixip +vig, 0<t<T,

)

(2.1)

for i = 1,...,n, where z;;,w;; € R™. Here w;; ~ N(0,W;;) and v;; ~ N(0,V;) are
independent sequences of iid zero-mean Gaussian random vectors with covariance matrices
Wiy >=0,V; >0, fori=1,...,n. Inparticular, assuming that the matrices W;; are invertible
is necessary in the following to be able to use the “information filter” form of the Kalman
filter equations [64]. The sequence u with u; € R” represents a control input that is shared
by the n individuals. This is motivated by scenarios in which a common signal is broadcast

to drive the aggregate state of a population, while individual signals can still be subject to
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privacy constraints. The initial conditions x;¢ are independent Gaussian random vectors

that are also independent of the noise processes w and v, with mean 7;( and covariance

matrices ¥; = 0. Let zy := [a],,...,al )7 v = [yl ub ]t we = [wl,, ... wh ]"
and v, = [v{,,...,v},|" denote the global state, measurement and noise signals of (2.1).
Define At = dia, (Al TEEE 7An,t)a Bt = [Bft’ ey n,t] s Ct = dlag(CLt, ey Cn,t)7 m =

diag(Wh4,...,Wyy), V = diag(Vh,...,V,). Then the system (2.1) can be rewritten more

compactly as

$t+1:Atht+BtUt+wt, OStST—l, (22)
ye=Crar+uv, 0<t<T, (2.3)

with w; ~ N(0,W;) and v, ~ N(0,V). Throughout the chapter the model parameters T; o,

Y0, Ait, Big, Cig, Wiy, Vi, are assumed to be publicly known information.

In Section 2.2, we first consider a filtering problem (with u a known signal) where the data
aggregator aims to publish at each period ¢ a causal estimate Z; of a linear combination
2z = Lywy = Y714 Ligx;y of the individual states, computed from the signals y;, with L, :=
Liy, ... ,Lm} some given (publicly known) matrices. This estimator should minimize the

Mean Square Error (MSE) performance measure

Ep = T+1ZE[Hzt AR (2.4)

For privacy reasons, the signals y; are not released by the data aggregator and moreover the
publicly released estimate Z should also guarantee the differential privacy of the input signals
y; (see Definition 1). For example, the signals y; could represent position measurements of n
individuals, each state x; could consist of the position and velocity of individual ¢, and the
goal might be to publish only a real-time estimate of the average velocity of all individuals.
Note that in the absence of privacy constraint, the optimal estimator is 2, = 37" L; 1 &4,
with #;; provided by the (time-varying) Kalman filter estimating the state z; of subsystem
i from the signal y; [64], and in particular the estimation problem then decouples for the n

subsystems.

Next, in Section 2.3 we build on the results obtained for the filtering problem to study
the following privacy-constrained LQG regulation problem. The data aggregator uses the

measured signals y;, 1 < i < n, to compute and broadcast a (causal) control signal u that
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minimizes the following quadratic cost for the n agents

T-1
Jr = Tj—lE [Z (xtTtht + utTRtut) + x%QTle , (2.5)
t=0
where Q; = 0 for 0 <t < T and R; »= 0 for 0 <t < T — 1 are publicly known weight
matrices. Again, only the signal u is published (in particular, it is available to the n agents),
and releasing u must guarantee the differential privacy of the measured signals y;. It is worth
noting that the cost function (2.5) can be used to drive an aggregate value of the global
population state toward O rather than the individual agent states, since trying to do the
latter might be in direct conflict with the privacy requirement (which, essentially, aims to
hide the value of the individual signals y;, and hence indirectly of the individual states x;). For
example, we can have x;Q;x; = (% Yo xi7t>2 if Qy = #1,112, in order to regulate the average
population state. Figure 2.1 represents the estimation and control problem setups, including
a basic scheme to enforce differential privacy by using the input perturbation mechanism
(described in Subsection 1.3.2). The thicker lines correspond to published signals (estimate 2
or broadcasted control input u) and dashed lines represent the injection of privacy-preserving

noise by the input perturbation mechanism.

Note that the steady-state versions of both the filtering and LQG control problems are also
considered, with the model (2.2)-(2.3) in this case assumed time-invariant and the perfor-

mance measures defined as

Ey = jlglgo Er, Jy = :’lglgo Jr. (2.6)
To finish stating the above problems formally, we define next the differential privacy con-
straint imposed on the signal Z for the filtering problem and on u for the LQG problem.
In this chapter, the input space D (see Definition 1) is the vector space RP("+D) of global
measurement signals y, and a mechanism is a causal stochastic system producing an output
signal (£ or u in the previous section) based on its input y. We consider two measured signals

to be adjacent if the following condition holds

Adj(y, y') iff for some1 <i < n, |ly; — ¥ill> < pi, 27
and y; = y; for all j # 1, '

with {p;}}; € R’} a given set of positive numbers and with the definition of the f5-norm
1/2
|lvl]a = (ZtT:o |vt\§> 2 for a vector-valued signal v. In other words, two adjacent measure-

ment signals can differ by the values of a single participant, with only /-bounded signal



22

p1vi P1V1
1 1
yl /Y\ x L»I,\;ll\,_» 5
T >+ —> ' g
o . 5=
S |- : o3
° -Ejl VA . Pnll/n = 87
1 O .=
e Pnim E [ i |33
i ki Sl a7 anaN S -
4 \ =
Tn |t + —
Yn T u (broadcasted)
(a) : Estimation Problem (b) Control Problem

Figure 2.1 : Estimation and control problem setup. Signals {y;}1<i<, produced by n inde-
pendent agents with states {z;}1<;<, are collected for monitoring or control purposes

deviations (with predefined bounds) allowed for each individual.

2.1.2 A First Solution: Input Perturbation Mechanism

As explained in Subsection 1.3.2, we can use the resilience to post-processing property to
design an input perturbation mechanism, which consists in perturbing each measured signal

y; directly to release differentially private versions of these signals.

First, note that the memoryless system defined by (Gy); = My,, where M is the diagonal
matrix M = diag(lp, /p1,--., Iy, /pn), has the sensibility bound

AG:= sup |[[My— My, <1
Adj(y,y’)
for the adjacency relation (2.7). Hence, by Theorem 2, releasing the signals {v;/p; + vi }1<i<n,
where each signal v; is a white Gaussian noise with covariance matrix /igyefpi, is (€,0)-
differentially private. Equivalently, using the resilience to post-processing to multiply this
output by M ™!, we see that releasing the signals {g; := y; + piVi }1<i<n is (€, d)-differentially
private. Once these signals are released, applying further processing on them does not im-
pact the differential privacy guarantee. Moreover, these signals are of the same form as the
outputs of system (2.1), except for a higher level of (still Gaussian) noise due to the addition
of the artificial privacy-preserving noise. One can therefore produce an (e, d)-differentially
private estimate Z or control signal u discussed in Section 2.1.1 by applying standard Kalman
filtering and LQG design techniques to the signals 7;, see Figure 2.1. An advantage of in-

put perturbation mechanisms is that each agent can release directly the differentially private
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signal 7;, and hence does not need to trust the data aggregator to enforce the differential
privacy property. Moreover, this mechanism has the potentially useful feature of publishing
the individual signals 7;, which could be used for other purposes than the original estimation
or control problem. Nonetheless, as we discuss in the following sections, input perturbation
typically leads to a high level of noise and hence performance degradation, which motivates

the search for better mechanisms.

2.2 Differentially Private Kalman Filtering

Input perturbation for the differentially private Kalman filtering problem, as discussed in
Section 2.1.2 and represented on Figure 2.1a, was considered in [105]. Here, we show first in
Section 2.2.1 via a simple example that the performance of this mechanism can be significantly
improved by combining the individual input signals before adding the privacy preserving
noise. This leads to the two-stage mechanism of Figure 2.2, whose systematic design is

discussed in Section 2.2.2.

2.2.1 A Scalar Example

Consider a scalar homogeneous version of model (2.1) with A;; =a € R, B;; = b, C;y = ¢,
Wit =02, Vi=02and Ly =1 (so 2z, = >, 7;;), and assume p; = p for all i in (2.7).
In other words, A; = al,, By = bl,, C; = cl,, W; = ¢21,, V = oI, in (2.2). We also
let T"— oo in the problem statement and consider the steady-state MSE E, see (2.6), as
performance measure for a given estimator Z of z. Moreover in this section we consider for
simplicity the minimum mean square error (MMSE) estimate 2; of z; given the measurements
up to time ¢ —1 only, since the corresponding MSE is directly obtained by solving an algebraic

Riccati equation (ARE).

Let o := ks, p. Since supy . adiy.y) 1Y — ¥'lly = p, by Theorem 2 and as explained in Section
2.1.2, releasing the signal r; = y; + 4, with white noise v such that v, ~ N(0,a?2l,), is (e, §)-
differentially private for the adjacency relation (2.7). The steady-state MSE of a Kalman
filter estimating z for the system with dynamics as in (2.2) and measurements r is obtained

by solving a scalar ARE, which leads to the following expression

n
Jo
22

(-8 + /8 + a0+ oR)ore) (28

where 8 = (1 — a?)(0? + a?) — %02

Instead of input perturbation, we can use the architecture shown on Figure 2.2 with D = 1%
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U1 ¢
1T p—->

Kalman filter P
D > —
2t = E[zt‘SO:t]

Ln ——>
Yn

Figure 2.2 : Differentially private Kalman filtering architecture with first-stage aggregation

a 1 xn row vector of ones. Consider the same adjacency relation (2.7) and denote 1, = Dy, =
o Yit, Oy = wip and A\ = >0 v, We have

Zt41 = A2t + nbut + Ht,

Nt = 2 + Mg

Since again sup, ,.aq; |Dy — Dy'||, = p, releasing the scalar signal s, = 7, + (;, with

wy) |
¢~ N(0,a?), is (e, 6)-differentially private for the adjacency relation (2.7). The MSE of
a Kalman filter estimating z from this signal s, with the dynamics of the model (2.2), can

again be obtained by solving an ARE, which leads to the following expression

2

B = 2% (—5(n) + Jﬁ(zm +4 (i + 03) 0'302) : (2.9)

where 3, = (1 — a?) (03 + %2) — c*o?.

w

Comparing (2.8) and (2.9), we see that the only difference is the vanishing influence of the
privacy preserving noise on E% as n increases, with the term a?/n replacing a? in E! . For
example, if n =100, a =1, c=1, p =50, ¢ =1In(3), § = 0.05, 02 = 0.5, 02 = 0.9, we obtain
El ~ 6235 and E% =~ 650. It is indeed desirable that as the number of agents n increases,
differential privacy becomes easier to enforce and the impact of the privacy requirement
on achievable performance decreases, a feature that the architecture of Figure 2.2 has the
potential to achieve. The design of this architecture is discussed in the next section for the

general filtering problem of Section 2.1.
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2.2.2 Design of the Two-Stage Mechanism

Following Figure 2.2, we construct a differentially private estimate Z; of z; by first multiplying

the global signal y with a constant matrix
D=[D Dy ... D, (2.10)

with the matrices D; € R??: 1 < ¢ < n, to be designed and ¢ to be determined. Then,
we add white Gaussian noise ( according to the Gaussian mechanism, in order to make the

signal s differentially private, with
St:Dyt_‘_Ct:DCtxt"i_th_'—Ct? OStST (211)

Therefore, the role of the matrix D is to combine the individual signals appropriately before
adding the privacy-preserving noise, in order to decrease the overall sensitivity (see Definition
2), while preserving enough information for z to be estimated with sufficient accuracy. Finally,
we construct a causal MMSE estimator £ of z from s, a task for which it is optimal to use
a Kalman filter, since the system model producing s with the state dynamics of (2.2) is still
linear and Gaussian. This Kalman filter produces a state estimate 2 of x and then 2, = L;2;
for all ¢.

Given D, for measurement signals y and ¢’ adjacent according to (2.7) and differing at index

7, we have
1Dy — Dy'|ls = | Diyi — Diyill2 < pil| Dill2,

where ||D;||2 denotes the maximum singular value of the matrix D;, and there are adjacent
signals y;, y; achieving the bound. Hence, we can bound the sensitivity of the memoryless

system y — Dy as follows

NyD = sup ||Dy— Dy,
¥,y :Adj(y,y’)
= ax (o Dil)- 212

Therefore, from Theorem 2, for any matrix D, releasing s; = Dy, + (;, with
G ~ N(0, (K5, A2D)2Iq)a

is (e, d)-differentially private for the adjacency relation (2.7). The estimate 2 is then also
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(€, 9)-differentially private, since it is obtained by post-processing s, without re-accessing the

sensitive signal y.

Input Transformation Optimization

We can now consider the problem of optimizing the choice of matrix D. Let #; = E[x;|s¢.;_1]
and #; = E[z;|s0.] be the state estimates produced by the Kalman filter of Figure 2.2 after
the prediction step and the measurement update step respectively [64]. Let ¥, = E[(z; —
27 ) (2 —27) 7 |s0:0-1] and 3y = E[(x; — &) (2; — 24)T |s0] be the corresponding error covariance
matrices. We also denote by ¥y = diag(Xyy,... %, ) the covariance matrix for the initial
state xo. For completeness, we recall here the equations of the Kalman filter. Given the
dynamics (2.2) and the measurement equation (2.11), with ¢ a Gaussian noise with covariance

matrix (ks Ao D)?1,, we have for ¢ > 0 and starting from 2, := T
&y = &7 + K (s, — DCy27),
ilt_—&-l = Atfi’t + Btut, with

K{ = %,0f DT (D(C,E,CF +V)D" + k3 A D*I,) .

(2.13)

The error covariance matrices evolve for ¢ > 0 as
Zt_l — it_l + O;THCt, it-‘rl — AtEtAf + Wt7

where I = DT(DV DT + (ks NaD)?1,) "' D. With z = Lz, and its estimator 2, = L&, we
can rewrite the MSE Er in (2.4) as
1 T

> Tr(LS LY.

Jo——
T Trr1&

As a result, a matrix D minimizing the MSE can be found by solving the following optimiza-

tion problem

1 T
i — N "Tr (L%, LT .
qu,HDnerﬂl%qXP T+1 g r( bt t> (2.142)
s.t. Yot = Xyt + CITIC, (2.14b)
2;}1 = (AtZtA? + Wt)il + Cg;lHCHJ, 0 S t S T — 1, (214(})

II = D"(DVD" + £} (A2 D)*1,) ™' D. (2.14d)
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Note that the error 3, is finite and the Kalman filter converges when the system (2.2) is
observable from the measurements z. In the minimization (2.14a), we have emphasized that
finding the first dimension ¢ of the matrix D is part of the optimization problem. Note also
that we can write the optimization problem above equivalently as a minimization over the
variables D, I1, and {¥; }o<;<7, but the variables other than D can be immediately eliminated
using the equality constraints (2.14b)-(2.14d).

With our assumption V' > 0, we obtain an equivalent form for (2.14d) by using the matrix

inversion lemma

DD\ !
n=v'—-vit|lyvltae ——7 _ 1 2.15
( ! <ma,EAQD>2> ’ (2.15)

or, alternatively,

DTD

ADT (2.16)

RV —viv) Tt -V =

Semidefinite Programming-based Synthesis

In this section, we show that the optimization problem (2.14a)-(2.14d) can be recast as a
semidefinite program (SDP) and hence solved efficiently [106], if we impose the following

additional constraints on D
AsD =1=p1[[Dil2 = ... = pul|Dnll2- (2.17)

First, the following Lemma shows that in fact no loss of performance occurs by adding the
constraint (2.17) to (2.14a)-(2.14d), i.e., that this constraint is satisfied automatically by
some matrix D* that is optimal for (2.14a)-(2.14d).

Lemma 3 Adding the constraint (2.17) to the problem (2.14a)-(2.14d) does not change the

value of the minimum nor the existence of a minimizer.

Proof. Consider a matrix D and a corresponding sequence {¥; }o<;<r defined by the itera-
tions (2.14b)-(2.14d). First, rescaling D to AD for any A # 0 does not impact the constraint
(2.14d) (note that Ay(AD) = AA3D), and so we can add the constraint A, D = 1 without
changing the solution of the optimization problem (2.14a)-(2.14d).

Next, if the other constraints of (2.17) are not satisfied by D, construct the p x p matrix

M = D7D +diag ({n:l, },<,<,)» With mi = (A2D/pi)? = ||D; 3. Since i > 0 by (2.12), M is
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positive semi-definite. The i diagonal block of M is M;; = DI D; + [(AsD/pi)?* — || Ds||3] Ly,
which has maximum eigenvalue (AyD/p;)?. Define some matrix D such that DTD = M and
group the columns of D as D = [Dl ...Dn} as for D, so that D; consists of p; columns.
In particular M;; = DI D;, so DI D; has maximum eigenvalue (A;D/p;)? and hence D; has
maximum singular value (AyD/p;). In other words, D satisfies (2.17) with a sensitivity
AyD = A,D that is unchanged, and moreover DTD = M = DT D.

Therefore, when we replace D by D, AoD in the denominator of (2.15) remains unchanged,

and moreover

DTD -1 DTD -1
| R < (Ve
< ! (ﬁé,eA2D)2> B ( i (Ha,eAQD)2>

hence IT > TI, where II and I are defined according to (2.15) or equivalently (2.14d) for
D and D respectively. Let K := II — II = 0. Replacing II by II in (2.14b), we obtain a
matrix f]o satisfying igl = 251 + C{{KCO > 251, SO f]o < Y. Now if we have two matrices
f)t = %, and we use these two matrices together with II and II to define itﬂ, Y441 according
to (2.14c), then immediately

Sk = (A AT + W)+ CF TG
= (AtEtAtT + VVt)_l + OtTHﬁCtJrl
= E7:_+11 + C£1K0t+1 = Et_—i-ll'

Therefore, itﬂ =< ¥4y1. Hence, by induction, starting from D we obtain a sequence {it}t

such that f]t <3, for all £ > 0. This gives a smaller or equal cost

1 T - 1 T+l ,
—_— Tr(L35 Ly ) < —— Tr(LX L
T+1; r(ttt)—T+1t:0 r(LeXeLy ),
and so the lemma is proved. O

By Lemma 3, we can add without loss of optimality the constraints (2.17) to (2.14a)-(2.14d),
which allows us in the following to recast the problem as an SDP. Let o; = Ksp;, for all

1 < <n. DenoteE,»:[O N

except for an identity matrix in its i*" block. Define the following symmetric matrices, for
1<:<n

T
O} the p X p; matrix whose elements are zero

I,
(1) = 5 — EI [(V —vIIV) ™ =V E;.

2
0%

Lemma 4 If11, D satisfy the constraints (2.16)-(2.17), then 11 satisfies the constraints V —
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VIIV = 0 and Apin(P;(I1)) =0 for all 1 < i < n.

Conversely, if Il satisfies these constraints, then there exists a matriz D such that 11, D satisfy
(2.16)-(2.17). One such D can be obtained by the factorization of

Ky |(V—vIV)"t v = D'D (2.18)

(e.g., via singular value decomposition (SVD)) and will then satisfy AsD = 1.

Proof. IfIl, D satisfy (2.16)-(2.17), then V' — VIIV = 0 is immediate from (2.15), since it is
equal to (Vfl + %)A. For 1 < i < n, since || D;||s = 1/p; by (2.17), the " diagonal
block of the matrix on the left hand side of (2.16), which is equal to D] D;, has maximum

eigenvalue equal to 1/p?. This is equivalent to saying that A, (®;(I1)) = 0.
For the converse, since V = V — VIIV = 0, we have (V — VIIV)™! = V! and hence the

matrix on the left hand side of (2.16) or (2.18) is positive semidefinite, so a matrix factor D
satisfying (2.18) can be found. As above, the condition Ay, (®;(II)) = 0 is then equivalent

to saying that
Amax (E] (V= VIV) ™ =V B) = L

o?
and hence A\ (DI'D;) = 1/p?, or || Ds|l2 = 1/pi. O
Note that if we relax the constraints of Lemma 4 to Apin (P;(I1)) > 0, i.e., @;(II) = 0, we can

rewrite these constraints as the LMIs

I, /a2 + V1 ET

p/oi + Vi i =0, 1<i<n, (2.19)
E; V -VIIV

by noting that EI'V~'E; = V! and taking a Schur complement.

Next, define the information matrices €, = ¥;!, for 0 < ¢ < T. If the matrices W, are

invertible, denoting =Z; = W, ' and using the matrix inversion lemma in (2.14c), one gets

CLANIC 1 — Qi + 5
— EtAt(Qt —|— A?EtAt)_lA?Et — O (220)

Replacing the equality in (2.20) by *= 0 and taking a Schur complement, together with the



30

inequalities (2.19), leads to the following SDP with variables II = 0,{X; = 0,€; > O}o<i<r

1 T
' 2 Tr(Xy) st 2.21
Hto’{)g}gtl}ogng T+1 ; r(Xe) s ( a)
S
=% 0stsT (2.21D)
Lf
Qp = ial + CgHC()’ (221C)
CE‘rlHCt—‘rl - Qt+1 + Et EtAt > 0
- A;trEt Qt + A?EtAt -
e (2.21d)
] . .
Iy, /i +V, E; =0, 1<i<n. (2.21¢)
|k V-VIv

Here the minimization of the cost (2.14a) has been replaced by the minimization of (2.21a),
after introducing the slack variable X, satisfying (2.21b), or equivalently X, = L,Q;*L! by
taking a Schur complement. Since we replaced the equality in (2.20) by an inequality and
relaxed the constraints of the first part of Lemma 4 to (2.21e), the SDP above is a relaxation
of the original problem (2.14a)-(2.14d). The purpose of the next theorem is to show that this
relaxation is tight. Once an optimal solution for this SDP is obtained, we recover an optimal
matrix D from II by the factorization (2.18).

Theorem 5 Let IT* = 0,{X; = 0,QF > O}o<t<r be an optimal solution for (2.21a)-(2.21e).
Suppose that for some 0 < t < T, we have Ly(Q2;)"'Cl # 0. Let D* be a matriz obtained
from II* by the factorization (2.18). Then D* is an optimal solution for (2.14a)-(2.14d),
which moreover satisfies ||Df|la = 1/p; for 1 < i < n, with the decomposition (2.10). The
corresponding optimal covariance matrices {3} }o<i<r for the Kalman filter can be computed
using the equations (2.14b)-(2.14d). Finally, the optimal costs of (2.14a)-(2.14d) and (2.21a)-
(2.21e) are equal, i.e., the SDP relaxation is tight.

Remark 1 Ewven though the condition Li(S2;)~1CL £ 0 introduced to guarantee the possibility
of constructing the matriz D in the proof is not an explicit condition expressed directly in

term of the problem parameters, it appears to be a weak requirement in practice.

Proof. Consider IT*, {X}, Q2 }o<t<r an optimal solution of the SDP (2.21a)-(2.21e). As
explained below Lemma 4, the constraint (2.21e) is equivalent to Apin (®;(I11*)) > 0. We show
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that we cannot have Ay, (®;(II*)) > 0. Indeed, otherwise there exists n > 0 such that the
matrix IT = IT* + 71, still satisfies (2.21¢). Using this matrix IT in (2.21c), we obtain a matrix
Qo = Qi + nCTC, feasible for (2.21c). Now define Q; = Qf +nCTCy. One can immediately
check that II, Qo and Q; satisfy (2.21d) for t = 0, using the fact that Q, Q}, I[I* are feasible
and that CTCy = 0. Similarly the matrices Q, = Qf + nCIC, are feasible in (2.21d) for
all 0 <t < T. Now, taking a Schur complement in (2.21b), we obtain that the matrices

X, = L&y, 'LT are feasible. By the matrix inversion lemma we can write
Xt - Xt* - Lt(Q:)_lcthOt(Q:)_lL?

for some matrices K; = 0. These matrices X, give a cost 7 o Tr(X7)— IL() L CT K|,
which is a strict improvement over the assumed optimal solution, as soon as one matrix
Li(Q)7*CT is not zero (since the K;’s are invertible). Hence, we have a contradiction and

so we must have Ay, (®;(I1*)) = 0. We can then apply Lemma 4 and construct a matrix D*
from II* as in (2.18), so that the pair IT*, D* satisfies (2.16)-(2.17).

Let V* be the optimum value of (2.21a)-(2.21e), and V* that of (2.14a)-(2.14d). First,
V* < V* since the constraints of the original problem have been relaxed to obtain the SDP.
We now show how to construct a sequence {3} }o<;<7, which together with II* satisfy the
constraints of (2.14a)-(2.14d) and achieve the cost V*, thereby proving the remaining claims
of the theorem. Note that since Qf + A=, 4, > 0, (2.21d) is equivalent to R, (€2, ;) = 0,

where

Ri(, Qpyr) = Cﬂlﬂ*cm — Q1 + 5
—ZA(Q + ATE AT ATE,

First, we take 3§ = ()71 If Ry(Q,Q5,) =0 for all 0 < ¢ < T — 1, then the matrices
satisfy (2.20) and we can take 37 = (€27)~! for all ¢, since these matrices satisfy the equivalent

condition (2.14c). Otherwise, let # be the first time index such that Rz(Q3, Q|

For t <, we take ¥; = (€)' and so in particular we have R;((£:)~", €, ) = 0 and not
zero. Consider the matrix Qz,; = QF | + R#(€27,Q7, ), which then satisfies Ry(€), Q1) =0

. 1 +1
by definition. We set 7 | = Q;rll

) is not zero.

Now note that we again have Rﬂl((Zal)’l, Q,g+2) = 0, by verifying that (2.21d) is satisfied
at t4-1, using the fact that (X7 )" = Qiyy = Q7. ,. From here, we can proceed by induction,

assuming that X7, ..., 2} are set and taking

F = Q)™= QL+ R((ED) L Q) (2.22)
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which reduces to ()" if Ry((Z;)~1, Q) =0.

The procedure above provides matrices I1*, {27 }o<;<r satisfying the constraints of the original
program (2.14a)-(2.14d). By construction, we have (X7)~! = QF and the matrices (X})~! also
satisfy (2.21d). Therefore, replacing, for each 0 < ¢t < T, Qf by (37)~! and X} by L;% L] in
the solution of (2.21a)-(2.21e) that we started with gives a cost V < V* for the SDP, hence
YV = V* by optimality of V*. But this cost V is also equal to the cost T%rl ST Tr(L3r L)
of (2.14a). Hence, we have shown that (2.14a)-(2.14d) and (2.21a)-(2.21e) have the same
minimum value, and constructed an optimal solution D*, IT*, {¥} }o<t<r to (2.14a)-(2.14d)

achieving this value. 0

2.2.3 Stationary problem

In the stationary case with 7" — oo and the model (2.2)-(2.3) now assumed time-invariant
and detectable, we wish to find a signal aggregation matrix D followed by a time-invariant
Kalman filter to minimize the steady-state MSE FE.. This can be done by solving the
following SDP with variables IT = 0, X =0, Q2 > 0

Hgg{{g Tr(X) s.t. (2.23a)

X L

S oo=o (2.23b)
CTTIC -~ Q + = =A

=0, 2.23c

i ATZE O+ AT=A| — ( )
I, /a2 + V! ET

i/ +V; i =0, 1<i<n. (2.23d)
| E V- VIV

Compared to (2.21a)-(2.21e), this SDP is of much smaller size, due to the fact that the
transient behavior is neglected in the performance measure. The proof of the following

theorem is similar to that of Theorem 5.

Theorem 6 LetIT* > 0, X* > 0, Q* > 0 be an optimal solution for (2.23a)-(2.23d). Suppose
that we have L(2*)~*CT #£ 0. Let D* be a matriz obtained from IT* by the factorization (2.18).
Then D* minimizes the steady-state MSE E., among all possible matrices D introduced as

in Figure 2.2, and the corresponding value of E, is equal to the optimal value of the SDP.

Note that given the optimum matrix D* and corresponding IT*, an alternative way of com-

puting F, is by solving an ARE to obtain the steady-state prediction error covariance matrix
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Y. for 27, then compute the steady-state error covariance matrix Yo, = (igol +ctro)t
for the estimator £, and finally E,, = Tr(LX o LT).

2.2.4 Syndromic Surveillance Example

To illustrate the differentially private filtering methodology, including issues related to the
choice of model and adjacency relation (2.7), we discuss in this section an example motivated
by the analysis of epidemiological data. Consider a scenario in which Public Health Services
(PHS) must publish for a population infected by a disease the number I; of infectious people,
i.e., those who have the disease and are able to infect others. PHS use privacy-sensitive data
collected from n = 12 hospitals, with each hospital ¢ recording the number I;; of infectious
people in its area, as well as the number R;; of recovered people, i.e, those who were infected
by the disease and are now immune. For each area ¢, these numbers are assumed to follow a
discrete-time SEIR epidemiological model for the specific disease [19,107], written here first
without process noise, obtained by discretizing a classical continuous-time model [108] using

a forward Euler discretization [109]

Sitr1 = Sit — BiSiplit/Ni,

Eipi1 =1 =7)Eis + 8:Si1ir/Ni,
Lipyyr = (1 =91+ 1By,

Rip1 = Riy + 0iliy,

(2.24)

where S; represents the number of susceptible people, i.e., those who are not infected but
could become infected, F; the number of exposed people, i.e., those infected but not yet able
to infect others, and N; the total number of people. The parameters 7;, 3; and 1J; represent

the transition rates from one disease stage to the next.

For each hospital i’s area, N; in (2.24) is assumed constant for the time interval of interest.
Moreover, let us make an approximation that this period is short enough or the disease at
an early-enough stage so that S;; can also be assumed approximately constant, equal to .S .

Then, the remaining states n;; = [Fi s, L4, Ri,t]T € R3 evolve as a linear system of the form

Nigr1 = Aiig +ip, 0t <T —1, (2.25)
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where

1—7; BiSio/Ni 0
Ai=| = 1—-9;, 0f, (2.26)
0 v; 1

and we introduced the white Gaussian process noise ;; ~ N(0,®;) in the model, with
covariance matrices ®; > 0, for 1 <7 < 12. Now, consider the problem of choosing the level
p; in the adjacency relation (2.7) to provide a meaningful privacy guarantee to the patients.
If we assume that the measurement for hospital ¢ in our model is y;; = [I;;, R;4]”, then once
a person becomes sick, he or she is counted at each period either in the signal I; or, after
recovery, in the signal R;. As a result, the impact of a single individual on the measurement
y; could be quite large, proportional to the time horizon T', requiring in turn a large value of
p; to provide strong privacy guarantees, and hence a high level of noise.

A practical solution to this issue is to not continuously record the same individuals, but simply
count at each time period ¢ the number of newly infectious individuals, i.e., yﬁ) =1Ly —1i 1,
as well as the number of newly recovered individuals, yﬁ) = R;1—R;;—1. Such a measurement
model is much more beneficial from a privacy point of view (as well as closer to an actual
counting process that could be used in practice). Indeed, assuming that a given individual
can only become sick once, he or she can affect yf? by 41 for at most 2 periods ¢ (when
the person becomes sick and recovers), and yZ(Zt) for at most one period by 1. As a result,
one can take p; = v/3 in (2.7) to provide a strong privacy guarantee, i.e., insensitivity of the
published output to the complete record of a single individual. The measurement noise v;; in

the model represents counting errors, e.g., due to people not being diagnosed by the hospital.

To obtain a dynamic model compatible with the measurements y; ; = [yﬁ), yﬁ)]T, define for
each hospital i the 4-dimensional state z;;, = [I;;_1, Riy — Rit—1, Eiy, Iis]". These states z;

evolve as (2.1) with

0 0 0 1 0
0 0 0 ¥, 0
A; = , B, = (2.27)
0 0 1-— Ti BzSz,O/Nz 0
and the noise w;; = [wi’t,@l,i,t,@g,i’t,@3’1"15]’11 includes the components of ¢; introduced in

(2.25) as well as a small discrete independent Gaussian noise w; with small variance o2,

added so that the covariance matrices of W; = diag(c?, ®;) are invertible as required by our

algorithms (ideally @;; would be 0 since the first line of A; corresponds to the delay in the
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model). The measurement matrices are immediately

P =

-1 0 01
0 100

],19512,

and one can then verify that the model is observable. Let us assume the following values for

the parameters in (2.27)

7, = 0.2, 8;S;io/N;=0.5, ¥;=0.1, for 1 <i<3
7= 0.3, B:Si0/Ni = 0.3, 9, = 0.5, for 4<i<6
7= 0.5, BiS;0/N; = 0.7, ¥; = 0.15, for T<i <9
7, = 0.7, B;Sio/N; =0.6, ¥; =0.3, for 10 <1i < 12.

Moreover, assume for all 1 <i < 12

0.3 —-0.15 0
Vi=041,,9,=|-0.15 0.3 —-0.15]|.
0 —-0.15 0.3

The goal of the surveillance system is to continuously release, at each period ¢, an estimate

of the quantity

Let us set the privacy parameters to § = 0.02 and € = In(3) for example, and p; to v/3
as discussed above. We design the two-stage architecture of Figure 2.2 by first solving
the stationary optimization problem (2.23a)-(2.23d), which provides an optimal matrix IT*.
Recall that the matrix D can be then obtained from the factorization (2.18). The number
of rows ¢ of D is then equal to the rank of the matrix M* := &3, {(V —VIFV) - Vﬁl}.
Depending on the numerical tolerance chosen, this rank can be close to maximal the numerical
linear algebra routines used here returned a matrix of rank 22 for example, close to the
maximum 24. However, we plot on Figure 2.3 the ratios o;/omax of the singular values of
M*, with opax the maximum singular value. We see that if we select for example only the
singular values o; > 10 %0ax in the SVD of M* and set the smaller ones manually to 0,
we obtain a matrix of rank 14, hence a matrix D with 14 rows instead of 24. Reducing the
number of rows of D is also beneficial for example in terms of processing complexity of the

Kalman filter, which now has fewer inputs. We then verify (by solving an algebraic Riccati
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Ratio to the max singular value
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Figure 2.3 : Ratio 0;/0may for the singular values of M* (on a logarithmic scale)

equation) that the performance of the steady-state Kalman filter is left virtually unchanged
by this truncation, with a steady-state MSE of about 182, i.e., a root mean square error
(RMSE) of 13.5 for the estimate of the number I, of infectious people. In contrast, the input
perturbation mechanism (i.e., taking D = I) gives a steady-state MSE of 941 or RMSE on I,
of 30.6. For comparison purposes, the non private Kalman filter using all the measurements,
without aggregation or privacy-preserving noise, has an RMSE of 5.36. For a two-stage

algorithm where we select naively the D matrix as [Is, ..., I], we get an RMSE of 23.4.

For 0 = 0.01, we compare on Figure 2.4 the steady-state RMSE of the two-stage mechanism
and the input perturbation architecture for different values of the privacy parameter €. One
can see that by aggregating the input signals, we obtain a much better performance, especially
in the high-privacy regime (when e is small). Other measures of performance could also be of
interest for the final filtering architecture, such as the convergence time of the estimates. For
illustration purposes, Figure 2.5 shows sample paths of the error trajectories of differentially
private estimates both for the two-stage mechanism and for the input perturbation mechanism
when § = 0.01 and € = In(3), with the steady-state version of the filters.

2.3 Differentially Private LQG Control

We now turn to the LQG control problem introduced at the end of Section 2.1.1. For con-

creteness, we assume here that the control input u,; at time ¢ can depend on the measurements
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Figure 2.4 : Steady-state RMSE of the total infectious population estimate for the two-stage
and input perturbation mechanisms, as a function of the privacy parameter € (here § = 0.01)
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Figure 2.5 : Sample paths and 20 bands for the error trajectories of differentially private
estimates of the total infectious population, for the two-stage and input perturbation mech-
anisms
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Figure 2.6 : Differentially private LQG control architecture with first-stage signal aggregation

Yo+ up to time t. It is straightforward to adapt the discussion to the case where only yo.41
are available to compute u;. By the separation principle [110, Chapter 8| for the standard
LQG control problem (i.e., with no privacy constraint), the optimal control law for the sys-
tem (2.2)-(2.3) and quadratic cost (2.5) is of the form u; = K{#;, where: i) &; = E[x¢|yo.] is
the MMSE estimator, computed by the Kalman filter (2.13) independently of the design of
the optimal control law; and ii) K is the optimal gain for the deterministic linear quadratic
regulator (LQR) problem, i.e., assuming that w = 0 in (2.2) and C = I,,, v = 0 in (2.3).
In particular, since the sequence of control gains K; can be precomputed, the LQG control
problem is similar to the filtering problem considered in the previous section, with the desired
published output 2, = L;%; simply replaced by u; = K;%;. This motivates the architecture
proposed on Figure 2.6 for differentially private LQG control, which, compared to Figure 2.1b,
aggregates the measured signals y; before adding the privacy-preserving noise. Essentially,
the only difference with the Kalman filtering problem is that the performance is measured
by (2.5) instead of the MSE (2.4), so that the cost function in the optimization problem for
the matrix D needs to be changed. The following theorem summarizes the discussion above
and the classical results (see for example [110, Chapter 8]) that allow us to formulate in the
following an efficiently solvable optimization problem for the choice of aggregation matrix D

on Figure 2.6.

Theorem 7 Given a choice of matrix D for the differentially private LQG control architec-
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ture of Figure 2.6, the control law u;(yo.), t > 0, minimizing the cost function (2.5) takes
the form

C A
Uy = Ktl't,

where T, is computed by the Kalman filter (2.13) and the gains K are precomputed indepen-
dently of the filtering problem as

Kf = —(Ry+ B{ P.11B,) ' B/ Pi1 A,
with the matrices P, = 0 given by Pr = Q7 and the backward Riccati difference equation

P, :A;{Pt-HAt + Q¢
— AP 1 Bi(Ry + Bl P, 1 B,) ' Bl P, A,. (2.28)

Moreover, the optimal objective (2.5) corresponding to this control law can be written
Jr = J& + JL(D) (2.29)

where

1 B T
Ji = —— 28 PoTo + Tr(PoSo) + Y Tr(PW)
T+1 t=1

is a term independent of D and

1 T—1

JAD) = —— 3 Te(N;%), with (2.30)
r T+1 %
Ni=Qi+ AP A — P, 0<t<T—1, (2.31)

and the matrices 3; for 0 <t < T — 1 defined by (2.14b)-(2.14d).

Note that the dependence on D in (2.30) is due to the fact that the error covariance matrices
¥t depend on D via (2.14b)-(2.14d). Moreover, from (2.28) we see that N, defined in (2.31)
is positive semidefinite. Hence, we can define for all 0 < ¢t < T — 1 matrices L; such that
Ny = LT'L;, and Ly = 0, to rewrite the cost (2.30) as T%rl L, Tr(L,X:LT). Minimizing this
cost over the matrices D with the relations (2.14b)-(2.14d) leads to an optimal aggregation
matrix D for the architecture of Figure 2.6. The reformulation of this optimization problem
as an SDP then follows exactly from the same argument as in Section 2.2.2, which led to

Theorem 5. In other words, we have the following result.
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Proposition 1 Let Ly, 0 <t <T — 1, be any matrices obtained from the factorization
LI'L, =N, 0<t<T—1,

with Ny defined by (2.31), and let Ly = 0. Let IT* = 0,{X; = 0,9 > 0}o<i<r be an optimal
solution for (2.21a)-(2.21e) with this choice of matrices L. Suppose that for some 0 <t < T,
we have Li(Q7)"'CF # 0. Let D* be a matriz obtained from I1* by the factorization (2.18).
Then D* minimizes the LQG cost (2.5) among all the aggregation matrices D of Figure 2.0.
This cost is equal to J5 + T%rl ST Te(X}), with JS defined in (2.29).

2.3.1 Stationary Problem

As in Section 2.2.3 for the filtering problem, we can consider the steady-state LQG problem
by letting 7" — oo and assuming the model (2.2)-(2.3) and the weight matrices () and R in
the cost (2.5) to be time-invariant. We assume the model to be detectable and stabilizable
and the pair (A4, Q'/?) to be detectable, in order to be able to implement a stabilizing LQG
controller. We can take the optimal gains K¢ and K7 of the controller and the Kalman filter
respectively to be also independent of time. Following Theorem 6 and Proposition 1, we then

immediately have the following result for the design of the optimal D matrix.

Proposition 2 Let P be the positive semidefinite solution of the following algebraic Riccati

equation
P=ATPA+Q— ATPB(R+ B"PB)'B"PA.
Let L be any matrixz obtained from the factorization
L'L=ATPA+Q - P

Let II* = 0, X* = 0, Q* = 0 be an optimal solution for (2.23a)-(2.23d), for this choice
of matriz L. Suppose that we have L(Q2*)7'CT # 0. Let D* be a matriz obtained from
IT* by the factorization (2.18). Then D* minimizes the steady-state LQG cost Jo, among

all possible matrices D introduced as in Figure 2.6, the corresponding value of the cost is

Joo = Tr(PW) + Tr(X™).
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2.3.2 Numerical Simulations

We illustrate the above results numerically for n = 10 independent scalar systems, with states

x;; evolving as first order systems with time-invariant dynamics (2.1), where

A1 - 11, A2 - 085, Ag - 084, A4 - 07, A5 - 075,
A =09, 4; =0.8, Ag = 1.05, Ag = 0.99, A} = 1,

C; =1 W;=0.02and V; = 0.1 for all 1 <+¢ < 10, and B is a 10 x 3 matrix with B;; = 0

except for

Bs1 = Bs1 = Bg1 =1
Biy=DBis=DB79= DB =1
B3 = Bs3 = Bgz=1.

In other words, the published control signal is 3-dimensional, with control input u; simulta-
neously actuating systems 3,6,9, uy actuating systems 1,4,7,10 and ug actuating systems
2,5 and 8. We wish to regulate the sum of the states >}, z; to 0, hence we take Q to be
the 10 x 10 all-ones matrix and R = I3 in (2.5). We set the privacy parameters to 6 = 0.05
and € = In(3), and p; = 1 for 1 <i < 10.

To design the differentially private LQG controller with signal aggregation for the stationary
problem, we compute the matrix L of Proposition 2 and solve the optimization problem
(2.23a)-(2.23d). Following the methodology discussed at the end of Section 2.2.4, we find
that one can take the matrix D to be a 4 x 10 matrix at the matrix factorization stage
(2.18). The corresponding steady-state cost J is found to be 1.37, whereas it is 2.17 for
the input perturbation mechanism (i.e., with D = I o). Hence, signal aggregation results in
a significant improvement. Figure 2.7 shows a comparison of the cost J,, for this problem,
with the two architectures, for different values of €. Finally, Figure 2.8 illustrates the sample
paths obtained under closed-loop control with the differentially private controllers. We see
in particular on Figure 2.8b that the two-stage architecture provides a much better transient
behavior for the regulated average trajectory (or sum of trajectories) compared to the input

perturbation architecture, in addition to a better steady-state performance.

2.4 Conclusion

In this chapter, we consider the Kalman filtering and LQG optimal control problems under a

differential privacy constraint. We propose an architecture combining an input stage aggre-
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Figure 2.7 : Optimal steady-state quadratic cost J,, as a function of the privacy parameter
€, for the architecture with signal aggregation and for the input perturbation mechanism.
Here 6 = 0.05
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(b) : Sample paths of the regulated average trajectories for the LQG controllers with input
perturbation and signal aggregation
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gating the individual signals appropriately, the Gaussian mechanism to enforce differential
privacy and a Kalman filter to reconstruct the desired estimate. Optimizing the parameters of
this architecture can be recast as an SDP. Examples illustrate the performance improvements
compared to the input perturbation mechanism, which adds noise directly on the individual
signals. The methodology is then adapted to propose a similar two-stage architecture for
an LQG control problem, where the goal is to compute a shared control broadcasted to the
agent population. In the next chapter, we consider scenarios in which statistical properties

of the disturbances w;; and v;; are unknown.
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CHAPTER 3 DIFFERENTIALLY PRIVATE INTERVAL OBSERVER
DESIGN WITH BOUNDED PERTURBATION

In this chapter, we formulate in Section 3.1 a problem of designing privacy-preserving interval
observers for multi-agents systems in which the signals of individual participants are modeled
using uncertain linear time-invariant systems with bounded disturbances. In Section 3.2, we
design a bounded privacy-preserving noise that is added to each agent’s data following an
input perturbation mechanism (described in Subsection 1.3.2). The differentially private data
is sent to an observer, which releases publicly lower and upper bounds for an aggregation of

the individual agent systems’ states.

3.1 Background

3.1.1 System Model

Let {yy), 0<t< T}, 1 <17 < n be a set of n measured and privacy-sensitive scalar signals,
ie., yfi) € R, originating from n distinct agents. The case T = oo is also of interest. A
mathematical model for this data is publicly known and consists of a set of linear systems
with n individual (vector-valued) states that are coupled and correspond to the n measured

signals

xﬁl = A(")xf) + ZA(i’j)xgj) + wgi), 0<t<T—1,
J#i
gy =@z L o<t < T, (3.1)
for i = 1,...,n, where xgi) € RP: represents the state vector of the agent i, w® : Z, — RP:
stands for an unknown input in £%, v® : Z, — R is an unknown measurement noise in
Lo, and AW AGI) ¢ RPixpi ') ¢ R™Pi are known constant matrices. The matrices A7)
represent coupling matrices that capture the influence of the other agents on the agent .

One can express the dynamics of the global system formed by the n agents as follows

Ti41 :Axt—}-wt, t:071,...,T—1, (32>
Yy = OfEt + Ut, t= O, 1, ...,T,
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with
n T n

I, = [xgl)T »Tl(t )T] Ly = [yt(l) yt( )} T
wt:[wt(l)T wt( )T} , Uy = {Ut(l) UE )} s
C =diag(CV, ..., C™),

A A2 ALn)

ARD 4@ g@n)
A= ,

APD A0 AW

where diag() denotes a block-diagonal matrix. Denote p = Y- ; p;. Throughout this chapter,
we assume that the initial condition z( is unknown but satisfy the bounds z, < xy < T,
where x4, Ty € RP are given. A data aggregator aims at releasing an estimate Z; of a linear
combination 2z, = ¢z, = 1" ®;z;, of the individual states, where the matrices ®; > 0 are
given, by using the data y. To reach this goal, we make the following assumption, stating

that the noise signals are bounded.

Assumption 1 Two functions w, w : Z. — LF and two functions v, v : Zy — L are

given such that
w, <w, <wygand v, < v <y, VE> 0.

3.1.2 Interval Observer Design and Problem Statement

The following assumption, which is common in the interval observer literature, is needed.

Assumption 2 There exists a matriz L € R™*™ such that the matriz A— LC' is Schur stable

and nonnegative.

The equations of an interval observer take the form

T =(A—LC)x, + Ly, + w, — Lo, + L™ vy,
ZTi1 =(A — LOYTy + Ly +w; — LTv, + L™y, (3.3)

where z, € R™ and 7; € R™ stand for the lower and the upper interval estimates of the

system state x;.
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Theorem 8 [70] Let Assumptions 1 and 2 be satisfied. Then, we get for (3.2)

Xy S Tt S Tt,‘v’t Z 0. (34)

The data z(, Ty, w, w, v, v, A, C, ®; is assumed to be public information. By using the publicly
released estimates ®x, and &7, it might be possible to deduce new information about the data
{yt }+>0 for example by using linkage attacks, where someone can combine the newly published
information with other available data to make new inferences about specific individuals [37].
Hence, we aim to ensure that the publicly released estimates z, and Z;, which are lower and

upper bounds on z;, also guarantee differential privacy for each agent’s data, as defined next.

Recall that a differentially private version of the interval observer (3.3) must provide estimates
that are not too sensitive to some variations in the participating agents’ signals y. Let D
denote the space of measured signals ¢ — ;. We consider here the following adjacency

relation

with p € R, given. Such an interpretation of adjacent datasets implies that a single partici-
pant contributes additively to possibly each y,gi) in a way that its overall impact on the dataset
y is bounded in ¢;-norm by p. In the special case 7' = 0, we have a single vector y, € R", in
which case D = R™ and the norm in the adjacency relation (3.5) reduces to the 1-norm |- |;.
Here we aim to publish estimates z and Z of 2 = ®x that are accurate and respect Definition
1 for given values of € and §. Smaller values of € and § give stronger privacy guarantees. We
consider an input perturbation architecture [52], where each individual participant perturbs
their signal ¥y by adding privacy-preserving white noise in order to render these signals
differentially private, before sending them to the data aggregator implementing an observer.
In this case, because the signals received by the aggregator are already differentially private,
so are the results of the observer’s computations, since differential privacy guarantees are

preserved by post-processing [52, Theorem 1].

3.2 Design of the Differentially Private Bounded Noise

Normally, to produce a differentially private vector or signal by using additive white noise,
the distribution of each noise sample is taken to be Laplace or Gaussian [48], hence has
unbounded support. However, to design an interval observer we need to know lower and
upper bounds for the noise signals. Therefore, a scheme adding bounded noise is required

here.
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A bounded Laplace mechanism is proposed in [111] but requires to know a priori lower
and upper bounds on the signals y”. Here we do not assume knowledge of such bounds.
Instead we build on a noise distribution considered in [102] for the scalar case in which one
publishes a single real number in a differentially private way. Here we consider the vector-

and signal-valued cases.

Let the privacy parameters be € > 0 and 0 < § < % Define for any integer m the probability

density function of a truncated Laplace distribution as follows

Om e ifz e [—am aml,

pz) = (3.6)
0 otherwise,
with
m(1—e/m
)\:B,angln 1+ € ( ) , (3.7)
€ € 20
1
¢m - am, N
2\ (1 — e’T>

For m = 1, we recover the distribution of [102]. Moreover, since m (1 —e ¢/ m) < ¢, and also

lim m (1 — efe/m) =€,

m— 00

we define

p €ef
w="m(1 :
toe =2 (1+5) (3.8)

and the corresponding distribution with support [—aw, a] through (3.6).

Theorem 9 Let € > 0, % > & > 0. Publishing the sequence of n-dimensional vectors 3, =
ye + ¢, 0 < t < T, where the coordinates of the noise vectors (; are iid with probability
distribution (3.6) for m = n(T + 1), and the successive samples of ¢ are also iid, is (€, 0)-
differentially private for the adjacency relation (3.5). If T = oo, we take m = oo and the
support for the distribution of each noise component is defined by (3.8).

Proof. We prove the result for a single time period (7" = 0), i.e., for the problem of
publishing an n-dimensional vector § = y + ( so that § € R" is differentially private. Hence,
we suppress the time index in the rest of the proof. The extension to the publication of
signals with 7" > 0 or even T' = oo (i.e., “infinitely long vectors”) follows from this result
and [52, Lemma 2.
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For each measurable set S in R"”,

n

P(eS)= /]R 15(z) [[ p(x:) das - .. dz,,

=1

where p is the pdf of any component of ¢, of the form (3.6), and 1, represents the indicator
function. The differential privacy property (1.1) is equivalent to

sup {P(y+Ce€S)—ePy+(es} <4, (3.9)
SEB(RM)

for any adjacent vectors y and g, i.e., such that |y — g|; < p, where B(R") represents the

Borel o-algebra. Now, for any set S and vector v, define the notation for the shifted set
S—v={z|lzr+veS}

We can rewrite the left-hand side of (3.9) as P(C € S —y) — eP(¢ € S — ¢), and then,
renaming 57 = S — g, P(( € S; —d) — eP(¢ € Sy), with d = y — §. Since (3.9) must
hold for all Borel sets S, the sets Sy also consist of all Borel sets, and (3.9) can be rewritten

equivalently (we renamed Sy to S to simplify the notation)

sup {P(CeS—d)—eP((eS)} <o, (3.10)
SeB(R)

for any vector d such that |d|; < p. This places a condition on the distribution of (.

Let C, be the hypercube [—a, a]” (here a denotes the support of the distribution (3.6), which
is determined below, so we omit the subscript m from the notation for now). Since the
support of the distribution of ( is contained in C, the expression to be upper bounded by ¢
in (3.10) for all S and admissible d can be written

P((eS—d)—eP(e€bS)
=P(e(S—d)NC,) —eP(CeSNC,).

We now exploit the form of the Laplace distribution to work with a more convenient upper
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bound. We have
P e (S—d)nC,)
=" [ e s ul@) 1o, (@)da
=¢" /Rn e ls(z +d)1c,1q(x + d)dx

= ¢ /Rn e 15(2) Lo,4d(2)dz,

using the fact that 14(x) = la4(z + d) and the change of variable z = x + d. Since
|2 —dl = |z[1 = [dly, if [d]; < p, we get

E151

P(e(S—d)nC,) < engﬁ"/ e N lgn(cuta) (x)dx.

n

If moreover we take £ < €, we get the upper bound

P(C e S —d) —eP(¢ € S)

25

S eﬁ(b" /n e X {1Sﬂ(Ca+d)(x> — ]-SﬂCa (]7)} d]?

From here on, we fix A = p/e. Since the only points x that contribute something positive to
the integral are those that are simultaneously in S, in C; + d and not in C,, the integral is
maximized for S = (C, + d) \ C,, and we get

P(( e S—d)—eP(C€S) <eF(d), (3.11)

with
||y

F(d) = (b"/ e” N L ranc, (@) dw.

n

We now maximize the upper bound (3.11) over admissible d (i.e., such that |d|; < p) and

obtain a condition under which this upper bound is less than 9.

By symmetry (see Figure 3.1), it is sufficient to consider the case d = [dy,...,d,] with d; > 0
for all ¢ and Y, d; < p. Next, note from Figure 3.1 that (C, +d) \ C, C U | R;, where R; is
the hyperrectangle

Ri={x€eR"|a<x; <a+d;and
—a+dj§xj§a+dj,‘v’j7éi}.
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C_+d

\’

Figure 3.1 : Geometry for the (e, §)-differential privacy argument. The set (C, + d) \ C, has

been subdivided into n (here n = 2) rectangles, which intersect in the “top-right corner” of
C,+d
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Therefore, we get the bound
F(d) < Z(pn/ eleh/A gy
i=1 Ri

Now

a—i—di
) L s |
R; a -
v J#i

where

at+d; a
T, = ¢ HZ 12l A g, < ¢/ el Ay, = 1,
—a+d; —a

because of the shape of the function e~1*1/*. Hence, we have

n a+d;
Fd) <Y ¢ / e~
i=1

= e Z (1 —e‘di/’\>.

i=1

Consider then the maximization problem

max > (1)
=1

s.t. d; > 0,1 <7<mn, and Zdigp.
i=1

Since the objective is strictly concave in d and the constraints define a polytope, this problem
has a unique maximizer. A straightfoward analysis, e.g., using the KKT conditions, shows

that this maximizer is given by d; = p/n for all 1 <i < n. Hence, we finally get
F(d) < ¢Xe ™ n(1—eix).

We now choose a to ensure that the upper bound on e“F(d) is always less than . We get

the condition

6e’%n (1 — e‘p/”’\)
1—e 3

n (1 — e_”/")‘>
20

a > Bln (1_{_6671(1_66/71))
T €

20

e < 20

hence, e > 1 4 ¢f
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where we used A = 2 on the last line. This gives the distribution (3.6) with m = n, as stated
in the Theorem for the case T' = 0. UJ

When considering the design of a differentially private bounded noise, another possibility
consists in designing an uniform noise mechanism, i.e., designing a bounded noise with the

following probability density function

ifr €[4 %],

plx) =47 2 (3.12)
0

otherwise.

Corollary 1 Let % > § > 0. Publishing the sequence of n-dimensional vectors §; = vy + (;,
0 <t < T, where the coordinates of the noise vectors (; are iid with probability distribution
(3.12), and the successive samples of ¢ are also iid, is (0,0)-differentially private for the

adjacency relation (3.5).

Proof. The proof uses the exact argumentation of the proof of Theorem 9. Consider a
noise with probability density function (3.6) with m = co. We prove that its limit is a noise
with probability density function (3.12) when ¢ — 0. Denote f(¢) = In (1 + %) , Ve > 0.
We get

lima, = plim M,
e—0

e—0 €
— f(0
— lim fle) = [f( )’ (3.13)
e—0 e—0
p
= / O = —.
pf'(0) =55
Furthermore, denote g(¢) = e, Ve > 0. We get
1 €

%%Zbﬁoﬂ;q-
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We deduce from (3.13) that

) 1 € -1 1
lim ¢ = — lim — X -
e—0 2p e—0 (1 —e 25) Qp lim, o 1—e 23
-1 1 -1 " 1
20 lim, 29299 2p  g/(0)
4]
p

The result of Corollary 1 follows directly.

OJ
When m = 400, Corollary 1 implies that the limit of the variance of the privacy-preserving

noise (; with probability distribution (3.6) as ¢ — 0 is

am

J
: 2 _ 20
lim x°p(z)dr = / x p dx

SIS

—Qm

SEUN

L (3.14)

Proposition 3 Consider the privacy-preserving noise (; with probability distribution (3.6).
As the privacy parameter § — 0, ¢, ~ Lap(2).

Proof. Consider the probability distribution (3.6). We get

—0 €

m(l—e/m
limam:hmpln(1—|—e6 ( >)
6—0 6—0

20
= 400, (3.15)
and
1
lim ¢,, = lim —a
6—0 5—)02§ (1—6 €>
20 (3.16)

This leads to the result of Proposition 3.

O
Proposition 3 implies that as 6 — 0, the bounded mechanism proposed in Theorem 9 is
equivalent to the Laplace mechanism of Theorem 3.
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Next, we calculate the variance of (; in the general case. It can be computed as follows

am

Var((;) = / 2*p(r) dv

—am
am JEdS

= 22pme” > dx

—Qm

=2 /am ngbme_% dz
0
= 2\0m (—aﬁqe_a;n +2 /am ze ™ dx)
= 2>\¢m (—aZe ™ 2\ (—ame " + A= 2™ T))

— ( e R — 2hame” X +2X2(1 — e_aTm))
— e A
oy a2e” R 4 2\apme F
B 1—e %
2+ 2)\ay,
—9)? — “ez;_(i (3.17)

By replacing A and a,, by their expressions of (3.7), we get

em 1—e—¢/m
(£)?In® <1+e > 2ln<1+e (25)>

m e/m)

efe/m e—€/m
1ln2<1+e (- )—i—ln( el 55 ))

Var(g) = 2(5)” -

_oPy2 2
= Q(E) 1— (1= (3.18)
25
3.3 Design of the Differentially Private Interval Observer
The privacy-preserving noise introduced in Theorem 9 is bounded and we get
<< wixo, (3.19)
with Z(i) = —g(i) = ay for i = 1,...,n, m = n(T +1). In the sequel, denote ( = —( =
T T
[am am] and ¢; = [Ct(l) g“t")} . When the data aggregator receives the differ-

entially private signal ¢, it can design an interval observer and publish lower and upper
estimates 2 and 7 for the state . Releasing ®% and ®ZT preserves (¢, §)-differentially privacy

for the data y by the resilience to post-processing property.
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The equations of the interval estimator can be written as follows

2y = (A= LO)Zy + L +wy — LT (0, 4+ ¢) + L™ (v, +¢), &g = o,
%t-i-l — (A - LO)%L‘ + Lgt —|—Et — L+(Qt + g) + L_(@t + C), %0 - TO. (320)

Theorem 10 Let Assumptions 1 and 2 be satisfied. Then, we get for (3.2)
2, <m <Ty, Vt>0. (3.21)
Furthermore, we get é,¢ € LV for the error signals é, := v, — &, €& = Ty — ;.

Note that the differentially private signals 2, Z, while random, still maintain the order relation

(3.21) of an interval observer for each trajectory.

Proof. The errors’ dynamics satisfy the equations

=2

€1 =(A—LC)E + Zgi,

=1

=2
€1 =(A—LC)e: + >, (3.22)

=1

where

Ql =W — Wy, gl =Wy — Wy,
g, =L@ + () — L™ (v +¢) — L(v + 0),
Go =L(vy +¢) = (LT (v, + ¢) — L™ (v, + ().

When Assumption 1 is satisfied, we deduce by using Lemma 2 that the signals {gi,gi, 1<
i < 2} are nonnegative. Consequently, when Assumption 2 holds, we deduce by applying
Lemma 1 that & > 0, > 0 since &, > 0 and €, > 0 (the system (3.22) is cooperative).
Consequently, the order relation #, < z; < 7; is satisfied for all ¢ > 0. Since the system
(3.22) is linear, we deduce that the global asymptotic stability (GAS) property of system
(3.22) for {g.}i=; = 0,{g,}i=1 = 0 implies its input-to-state stability (ISS) [97]. We conclude
that é,¢ € LP_. O

The differentially private interval estimation developed in this section is summarized in Figure
3.2.
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. é Y | Interval

Observer p——

(1)

Y

&

Figure 3.2 : Differentially private interval observer

Assumption 2 can be restrictive since it requires the matrix (A — LC') to be not only Schur
stable but also nonnegative. It can be relaxed by using a change of coordinates if the pair
(A, C) is observable [Lemma 1] [96]. The following assumption is satisfied when the pair
(A, C) is observable.

Assumption 3 There exists a matriz P € RP*P such that P(A — LC)P~! is Schur stable

and nonnegative.

Using a change of coordinates s = Pz, equations of the interval estimator can be written as

follows

8441 = P(A= LC)P™'4, + PLj, + PTw, — P7w, — PY[LT (0, +¢) — L™ (1 + Q)]+
Po[LT (v + () = L (W +Q)], 39 = Przy— P,
Si41=P(A—LO)YP™ 'S, + PLj; + Ptw, — P~ w, — PT[LY (v, + () — L™ (0 + ()] +

)= L™ (v +Q)], S0= P T — P, (3.23)

Theorem 11 Let Assumptions 1 and 3 be satisfied. Then, we get for (3.2) and (3.23)
& <x <7y, Vt>0. (3.24)

Moreover, the error signals €, ‘= x; — &;, €, 1= Ty — x4 salisfy é,e € LY.
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Proof. Denote the estimation errors ﬁt =5 — 8, and ﬁt :=5; — 5;. Their dynamics satisfy

the equations

=2
ﬁt+1 =P(A - LC)P_lﬁt + ;Qi’
R R 1=2
Et—&-l :(A - LO)Et —|— Zgl’ (325)

=1

with

g, =Pw, — (PTw, — P~w,

g, =P*tw; — P~w, — Puwy,

9o =PT[LT (@ +¢) = L™ (v, + Q] = PT[LT (v, + ¢) — L™ (04 + ¢)] = PL(ve + (),

Go =PL(v: +¢) = PT[(L™ (v, + ¢) — L™ (0 + Q) + P~[(LT (T, + ¢) — L™ (v, + Q))].

One can use the exact argumentation used for the proof of Theorem 10 to deduce that
ﬁt > O,ﬁt > 0 and hence, the order relation 5, < s; < S, is satisfied for all ¢ > 0. Since
x = P~'s by definition, we get (3.24) by applying Lemma 2. Again, the proof argument of
Theorem 10 can be used to deduce that ﬁ,ﬁ € L7 and then, we get é,¢ € LP,. O

3.4 Simulations

Consider an abstract scenario involving n = 7 subsystems, whose dynamics are governed by
(3.1) with
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0 05
03 0]
AW = V6 <i<7,
0 0.9
Aty _ | 050 V1<i<5,
—02 0
G _ 0.4 0.1 VE<i<T.
0 —0.7

AGD = 0900, Vj<i,i=1,...,7, j=1,...,T,

AWD = 0g0 Vi+1<j, i=1,....7, j=1,...,7,

C=[1 1],vi<i<T
The process noise wgi) and the measurement noise U,fi) of each firm ¢ are iid uniform random
variables in the interval [0, W] and [0, V] respectively, with W = 17, and V' = 17. Therefore,

we have @“ =0, Q,Ei) =0, @,Ei) =W and @ii) = V. The initial conditions of the state of each

subsystem ¢ are xéi) = 200 x 17,, and for the design of the observer we assume known the
bounds on initial conditions z{” = (200 — o) x 17, ) = (200 + 0) x 17, with o = 15. We

take T = oo.

The matrix ® = 17 for the data aggregator. We consider the case in which the data aggregator
needs to provide privacy guarantees for the subsystems (each data y* is highly sensitive).

Consider the adjacency relation (3.5) with p = 1. We set the privacy parameters to e = 0.3
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and 0 = 0.1. We select the interval observer gain as follows

(—0.8560 0.4830 —0.0150 —0.0150 —0.0150 0 0
—0.0028 —0.2021 -0.0036 —0.0036 —0.0036 0 0
—0.0034 —0.8470 —0.0008 —0.0008 —0.0008 0 0
—0.0016 —0.0003 —0.0013 —0.0013 —0.0013 0 0
—0.0113 —-0.0067 —0.8579 —0.0132 —-0.0132 0 0
—0.0037 —0.0023 —0.0032 —0.0044 —0.0044 0 0
I —0.0113 —0.0067 —0.0132 —0.8579 —0.0132 0 0
—0.0037 —0.0023 —-0.0044 —-0.0032 —0.0044 0 0 ’
-0.0113 -0.0067 —0.0132 -0.0132 —-0.8579 0 0
—0.0037 —0.0023 —0.0044 —0.0044 —0.0032 0 0
0 0 0 0 0 0.0811 0
0 0 0 0 0 0.2115 0
0 0 0 0 0 0 0.0811
0 0 0 0 0 0 0.2115

to satisfy Assumption 2. To provide differential privacy guarantees for each firm’s data, we
compute differentially private interval estimates by applying Theorem 10. Figure 3.3 shows
the difference between the differentially private observed bounds 2,2 and bounds provided

by standard non private interval observers obtained from Theorem 8.

3.5 Discussion About A Two-stage Architecture For Differentially Private In-

terval Estimation

In this section, we aim to illustrate that the performance of the architecture presented in
Section 3.2 can be significantly improved by suitably aggregating the measurements data
{Z/t(i)}ﬁi’f before adding the privacy preserving noise. Such a two-stage architecture has been
developed in Chapter 2 for Kalman filtering and LQG control, but here we consider an

interval estimation framework.

Consider the scalar case of the system (3.1) with A®) = ¢ and C” = ¢ and assume that the
individual states are independent, i.e., A% =0 for i # j. A data aggregator aims to release
an estimate of the sum of the individual states, i.e., ®; = 1 and z, = 3=} x,gi). In the sequel,

we fix the adjacency relation (3.5) parameter p¥) = p for i =1, ..., n.

First, let us use the input perturbation architecture of Figure 3.2. Denote the estimation

CITOIS 1), = 2t — z; and 1, = Z; — 2, where 2, and Z; are the released differentially private
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Figure 3.3 : Evolution of z =

1'7:1 ®,x;, the differentially private observer bounds ZZZI bz,

and 23:1 ®,7; and the non private standard observer bounds
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estimates of z; in case of input perturbation. Denote gf) = yt —I—C , the differentially
private signal released after applying Theorem 9. Assume that there exists an observer

gain [ > 0 such that Assumption 2 is satisfied. It can be inferred from Theorem 10 that
2, < 2 <%, Vt > 0 with

i:n i=n

2 =(a—1lc)z, +1 Z 9 4 Z w!” 7 4 Z(Z)),
i=1 i=1 i:l i=1
- ~ 0 L No ) Sm ) 4 S )
Ziy1 =(a lczt—i-lz —l—z IO v+ > ¢,
i=1 i=1 i=1
5= im0 < < 5 = 7\ and
20 = 2u=1Ly = O—ZO_Zz—l Lo® an
—G , m(1—e/m
CO = @ Py [ 14 ( ) _ (3.26)
= € 20
Furthermore, we get
[/ (a C)ﬁt+2(wt w) + 1Y @ +¢7) =10+ )¢, (3.27)
‘ i=1 i=1 i=1

M1 =(a — lc) m+z*“ W)+ 100 + 3¢ 1w + 3 ¢)
. =1 =1 1= =1

On the other hand, one can use the architecture of Figure 3.4 instead of input perturbation.

Let the matrix F' = 1! and denote h; = Fy;. In such a case, one can bound the sensitivity

€ [¢,¢]

. h p Interval
Observer p——

|t

Figure 3.4 : Two-stage architecture for differentially private interval estimation
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as follows

AF = sup |Fy— Fy|
y,5:Adj(y,9)

i=n

= s [ -5
=1

¥1,9:Adj(y,9) i=1

By applying Theorem 9, we deduce that releasing p; = h; + (;, where the probability distri-
bution of ¢ is defined in (3.6) is (¢, d)-differentially private for the adjacency relation (3.5).
We have ¢ < ¢ < ¢ for all t > 0 with (= g(i) and ( = Z(i), where ¢ @) and Z(i) are defined
n (3.26). By using such an two-stage architecture, we can write equations of an interval

estimator as follows

2o =(a—1c)z, +Ip + ngi) —( ﬁgi) + Z(Z)),
i=1 i=1
Zi =(a— 1%+l + S @ =130 + ¢, (3.28)
i=1 i=1
with 2, = Y2 ?:EO <z <%y == ?T((f). Denote the estimation errors 5, = z — Z; and

B, = Z, — 2, where 2, and Z, are the released differentially private estimates of z; when we

use the two-stage architecture of Figure 3.4.

Theorem 12 Let Assumptions 1 and 2 be satisfied. Then, we get for (3.28)
2, <z <ZVt >0, (3.29)

provided that 2, < zy < Zo, and moreover Q,B eLl .

Proof. The proof uses the exact argumentation used for the proof of Theorem 10. OJ

We can write the estimation errors’ dynamics of the two-stage architecture as follows

i=n

B,y =la—10)B,+ 3w — 3w +1%( Z U o+ ),
=1 =1

=1 =1

B =(a—1)3, + S @ =3 w? + 1 Z Y+ ¢) — 1 z ol + (). (3.30)
=1 =1 =1 =1

Let us compare now the estimation errors 7, and 7, obtained when one use the input per-

turbation architecture of Figure 3.2, to the estimation errors 5, and B,, obtained when we
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use the two-stage architecture of Figure 3.4. One can notice from (3.27) and (3.30) that
the difference between the two-stage architecture and the input perturbation is the impact
of the privacy-preserving noise and its lower and upper bounds on /3 , and B, as the number
of participants n increases, through the expressions ¢ @ Z(i) and (; that replace the terms
Zfz’f 7("), Zﬁi? E(i) and Zi? Qt(i) in the expressions of n, and 7,. Denote K, = n, — B . and
%t =7, — 3,. Since the noise ¢; of the two-stage architecture and the noises Ct(i) of the input
perturbation mechanism are both distributed according to the distribution (3.6), we select

G = t(n) for the next proposition.

Proposition 4 Let Assumption 2 be satisfied. We get

i=n—1
Kiqq :((I — lC)ﬁt —|—l ((n _ 1>C(Z) . Z Ct(z)> :
1

Eﬁ_l (a—lc%@t—i—l(Z

=1

(Z (n— 1)§ > (3.31)
Furthermore, k, > 0, &y > 0,Vt > 0.

Proof. It can be inferred from (3.27) and (3.30) that

i=n

By (a—lc)ﬁt—i—l( C(i—fm)

SRS
I
S =

Fee1 =(a — lo)Ry +l( ¢

Z _
=1
() _ (3 ¢ — ¢

@
I
—

which leads to the dynamics (3.31). The system (3.31) is cooperative when Assumption 2 is
satisfied. Then, by applying Lemma 1, we get x, > 0,%; > 0 since k5 = 0 and Ky = 0 . O

It can be inferred from Proposition 4 that the two-stage architecture of Figure 3.4 has better
performance than the input perturbation architecture of Figure 3.2 and the difference of

performance increases with the number of participants n.

3.6 Conclusion

In this chapter, we consider the problem of interval estimation under a differential privacy
constraint. We design an input perturbation architecture for differentially private interval
estimation. The performance of our private interval estimator is illustrated through numerical
simulations. Moreover, we show that a two-stage architecture can significantly improve the

performance of the differentially private interval estimator.
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CHAPTER 4 STEALTHY ATTACKS AND ATTACK-RESILIENT
INTERVAL OBSERVERS

In this chapter, first, we present the monitor that is considered throughout this part of the
thesis and the problem statement in Section 4.1. In Section 4.2, we design attack signals that
are undetected by the considered monitor. Then, we construct interval state observers that
are resilient to such attacks in Section 4.3. Furthermore, we present computational methods
to obtain interval observer parameters that minimize the H., norms of the estimation error

dynamics in Sections 4.4. Next, we design bounds for the attack signals in Section 4.5.

4.1 Problem statement

4.1.1 System model and Monitor

Consider the following discrete-time linear time-invariant (LTT) system for t € Z

Tyl = A.’L’t —+ th + Eat, (4 1)
Y = Cy + Nwy + Day,

where x; € R" is the state vector, w : Z;, — RY is an unknown input in LI representing
process and measurement noises and disturbances, y; € RP is a measured output signal,
Ae R C e R M € R, N € RPY are known constant matrices. The signal
a € L7 denotes an “attack signal” applied by an adversary, which influences the dynamics
and sensor measurements through the matrices £ € R™*™ and D € RP*™. We do not impose
any statistical restrictions or a priori bounds on the signal a. The exact value of the initial
condition z( is unknown but satisfies x, < x¢ < T, where x4, 7o € R™ are given vectors.
Furthermore, the exact values of the input w; are unknown, but two bounded signals w,

wy € LI are given such that w, < w, <w;, Vt>0.

A monitor aims to detect attacks, i.e., to decide if a non-zero signal a is present in (4.1). We
assume its design follows the parity equation approach [112, Chapter 10], extended here to
discrete-time LTI systems with bounded uncertainties, as follows. Given d € Z., it can be
inferred from (4.1) that

Yt—dit = O(d)llftfd + le)wtfd:t + Q((ld)atfd:t, (4.2)
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with O = [T (CAYT (CA)T ... (CA)T] and
. . ]
CM N 0
oW —| CAM CM N ,
CAU-DNM CAW2DM ... ... CM N
[ D 0 0 ]
CE D 0
oW —| CAE CE D
CAU-VE CAU2E ... ... CE D]

We can generate residuals that are independent of the unknown state x;_4 by pre-multiplying
(4.2) by a matrix R such that RO@ = 0. Such a matrix always exist, if we take d sufficiently
large. Indeed, the rank of the matrix O@ can be at most n, the dimension of the state x.
Consequently, we can take the columns of R” to form a basis of the null space of (O@)T,
when (d+ 1) p > rank(O@). In the following, we assume the value of d used by the monitor

known and fixed.

Ideally, we would like to select R such that it also satisfies RQ@ = 0, in order to obtain
residuals that are also insensitive to the disturbances. However, this is not always possible,

since for example N and hence Q@ could be full row rank. Consequently, in general, we get
Ry a4 = qu(;l)wtfd:t + Rdi)atfd:t- (4.3)

Once R is selected, the following result follows from Lemma 2.

Proposition 5 Consider the system (4.1). Then, if it is not under attack, i.e., if a, = 0 for

all t, we have

O, < Ry;_as < Oy, Vt >0, with (4.4)
+ —
@t = (RQES)) Wi_g.t — (Rqui)) Wt—d:ts

B . B (4.5)
0, = (RQS)) Wi—g:t — (RQS,”) Wi get-

The monitor can then raise an alarm if the measurements 1;_4., do not satisfy the bounds
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(4.4), since this implies that an attack signal is present. Provided a measurement signal y
does not raise an alarm, it is then used by an interval observer to provide lower and upper
bounds on the state of the system (4.1). For this, we make the following assumption, which
simplifies the interval estimation approach. Although restrictive, this assumption can be

relaxed by using a change of coordinates if the pair (A, C') is observable [94, Lemma 1].

Assumption 4 There ezists a matriz L € R™P such that the matriz (A — LC') is Schur

stable and nonnegative.

Given a matrix L satisfying Assumption 4, if we do not take into account the possible presence

of an attack signal, we can design the following interval observer for the state x

241 = (A= LCO)zy + Lys + M w, — M~w, — (LN)"w; + (LN) wy,

(4.6)
Ty = (A— LC)T; + Ly, + MTw, — M~ w, — (LN)Tw, + (LN) 1w,

where z, € R™ and Z; € R"” represent lower and upper interval estimates for the state x;. We

obtain the following result by applying Lemma 1, see for example [113,114].

Theorem 13 Let L in (4.6) satisfy the conditions of Assumption 4 and suppose that a =0

in (4.1) and o < xg < To. Then, we have

Ly S Tt S Tt, Vit Z 0. (47)

Note also that if A, =%, — x,, then Ag > 0 and
Apyr = (A= LO)A + (ILN| + [M])(w; — wy). (4.8)

Consequently, the size A; of the interval estimate does not depend on the measurement signal

y; but only on the noise parameters M, N and on the gain matrix L.

4.1.2 Adversary Model

We assume that an adversary with detailed knowledge of the system designs an attack signal
a entering (4.1), with the goal of perturbing the interval estimates (4.7), e.g., rendering the

bounds invalid, while trying to remain undetected by the monitor.
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Definition 3 An attack signal a in (4.1) is called stealthy for the monitor’s bounds ©, ©
given by (4.5) if it produces a plausible output signal for the monitor, i.e., if the corresponding

output signal y satisfies (4.4).

Remark 2 The notion of stealthiness in Definition 3 depends on the monitor used, given by
(4.4). This is similar to the definition of stealthy attacks used in [115] for example, although
there the authors consider an observer-based monitor and stochastic noise. Other models
consider attacks to be stealthy or undetectable if they only excite the zero dynamics of (4.1),
in other words, if the attack signal has no influence on y [115,116]. Definition 3 gives more
freedom to the adversary than zero dynamics attacks, allowing him/her to take advantage of
the noise to hide an attack signal. A small value of the delay d used by the monitor could

also be exploited, even in a noise free scenario.

We consider a powerful adversary who knows the model of the system (4.1), i.e., the matrices
A,C, M, N, the bounds z, Ty and w, w, as well as the matrix R, the parameter d and therefore
the bounds (4.5) used by the monitor. Before selecting a; at period ¢, the adversary has also

access to the sensor measurements
Ur = Cry + Nuwy. (4.9)
and to
Ty = Azy + Muwy. (4.10)

As in [116], this represents a worst case scenario where the adversary knows the full state
at all times. Finally, as in [117], the adversary also knows the observer gain L. He/she can
select an attack signal a that depends on all of this information, in order to degrade the
state estimates. As (4.8) shows however, the width of the interval estimate and order of the
bounds cannot be influenced. The monitor, on the other hand, does not have access to the

state of (4.1) or to g, but only to the attacked measurements y; = g + Day.

In the rest of the chapter, for a given system (4.1) under attack, first we describe a method-
ology for the adversary to design and optimize stealthy attacks. Next, we design an attack-
resilient interval observer for the monitor, i.e., we design lower and upper bounds for the
state x that remain valid even under attack. Finally, we compute interval observer gains that
provide tight bounds on x, minimizing the H,-norm from disturbances to the estimation

eIrors.
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4.2 Design of Stealthy Attacks

To understand the impact of attack signals on the interval observer of Theorem 13, in this
section we develop a strategy to design dynamic stealthy attacks that aim to invalidate the

bounds (4.7). Consider the error signals e, = x; — z, and €, = T; — x;, whose dynamics read

ey = Aep + Yy + Hay + v (4.11)

ét—&-l == Aét - \Ifwt - Hat + V4.
with

A=A—LC, U =M—LN,lI=E — LD,v, = —(M*w, — M~w,) + (LN)"w, — (LN) w,,
7= MW, — M~ w, — (LN) w, — (LN) ")

Define the notation, for h € Z, and matrices P, @,

[ Q 0 0 0 1
PQ Q 0 0
H'P,Q):= |P’Q PQ Q O 7
P'Q PMQ ... ... PQ Q]
as well as the matrices
Ji = AT (Ah“)T}T, Th = HMA, W), Th=HMAT), TP =HYA, D).

The we have from (4.11)

_ h h h h
Crrtint1 = T €+ T Wearn + T3 Gprn + Ty Vi i,

_ h— h h h—
Ciitittntl = Jqp € — Ty Weprn — T3 Qprn + T, Victtn-

In view of these relations, the proposed strategy consists in computing at time ¢ an attack
vector as;qp, that minimizes the objective
. T 7h
min (¢, — ¢2) " Js Qrprn (4.12)
At:t+h

and hence attempts to minimize ¢{ €, 1.1 p41 + 3 €41:0+h+1. The horizon h € Z, and vectors

c1, ¢ € R™FD are design parameters. For example, choosing ¢] = [0,...,17] and ¢; = 0

rTn
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aims to make e, small and hopefully negative at time ¢ + h + 1, thereby violating the
interval observer bound. In the following, we describe additional constraints imposed on
a4, to enforce stealthiness of the attack. Moreover, as in model-predictive control, once
ay.4p, is computed we only apply the first input a; and then let the system evolves. As new
information becomes available to the attacker, at period ¢ + 1 a new vector a;i1.4111p is

computed, a;y; is applied, and so on.

To generate stealthy attacks, the adversary must ensure that Ry; 4; remains within the
bounds (4.4) for all t. At time ¢, when selecting a;, the adversary knows ¢; and &, 1, see (4.9)
and (4.10). Moreover, the past measurements v;_1, y;_2, etc., have already been realized. To
select a;, we compute as¢1;, to make sure that y passes the test of the monitor at time ¢ and
also at future times. First, let us write R = {Rd RO}, where each R; has p columns,

and define correspondingly
RQW =2, .21 5, RO = [y ...0; @.

At time t, the attack signal a; needs to satisfy
d —
6, <Y Riyi—i + Roi + RoDa; < O,
i=1

d
that is, 8, <> Riyi—i + Roji + Poar < 6.

=1

However, a; also impacts future states and measurements. At time t 4+ 1, we must have
d—1
941 < Z Riv1yi—i + Ri(9r + Day) + Royppr < O441,

=1

where 1,41 is yet unrealized but can be written
Y41 = Cjt—‘,—l + CECLt + N’UJH_l + DCLt+1.

Hence, when choosing a; we must also ensure that there exists a;1; such that

d—1
O < Z Riviyi—i + Ry + RoCZyyq + RoNwyyq + (R1D + RyCE)a, + RyDag11 < ©y41.
i=1
Since w1 is still unknown, we assume a worst case scenario and aim to ensure that these
constraints remain feasible even for RoyNw;. 1 = Zqwyr1 replaced by its upper and lower

bounds from Lemma 2. Given the definitions of ©,,; and ©,,; however, the terms involving
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the bounds on w4, simplify and we obtain the following constraints involving a;, a;1

M&

(w1 — 5 Wig—i) <

i=1
d—1
R yi—i + Baty + RoCZyyq + Pray + Poa4n
i=1
d
=t =
< (Ef Wi — Zrwe ).
i=1

Now, because of the delayed samples present in the monitor’s test, the vector 4, and hence a;
appear directly in this test up to time ¢ 4 d. This gives a total of d + 1 constraints involving
a; directly through the measurements, which, by a straightforward calculation following the

argument above, can be written, for 0 < k < d,

(Efwipi — E Wepp—i) <

M-

i=k
d—k k

Rivkyr—i + Ril + Trliprr + > s argrs (4.13)
i=1 =0

M=~

<

2

(B W ih—i — By Weypy),

Il
By

with Yo =0 and 1) = Zf;ol R,CA 1= for 1 < k < d.

For k > d, a; only indirectly affects the monitor’s residual signals. The reasoning above then

just leads to the equality constraints RQfld) Qpyitrirg =0 fore > 1) ie.,
d
> O aiarioj =0, Vi>1, (4.14)
§=0

which can be seen to guarantee that future attack vectors do not impact the residuals in

(4.3).

The constraints (4.13) and (4.14) leave some freedom to choose an attack sequence ay.iip,
optimizing (4.12). One possible strategy is to fix a;y; = a for all i > hy > 0, with hg possibly
strictly larger than h and « any element such that

Ppa=...=Pya =0, (4.15)

where a = 0 is always a possible choice. Then, (4.14) reduces to a finite number of linear

equality constraints on the remaining finite number of variables a;;1p,. Finding a vector
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Qp.1+h, Satisfying these constraints together with (4.13) while minimizing (4.12) is a linear
programming problem, which is always feasible and can be solved efficiently. This gives a

design strategy for non-trivial attacks that are guaranteed to remain stealthy for the monitor
(4.4).

Remark 3 If the system (A, E,C, D) is not input observable [118, Corollary 5], then there
exists o # 0 such that Do = CEa = CAEa = ... = CA" 'Ea = 0, in which case the

solutions of (4.15) form a linear space of dimension at least 1.

Remark 4 Imposing all the constraints (4.13) and (4.14) provides a guarantee that an attack
signal will remain stealthy as time evolves, but more aggressive attack signals could be obtained
by dropping some of these constraints, for example (4.14), without necessarily being detected
by the monitor. Indeed, this will depend on the actual realization of the disturbance signal w,

which attack vectors at future times can still take advantage of.

When the system (4.1) is under attack, the guarantee (4.7) of the observer (4.6) is not
necessarily satisfied, see Figure 4.1 for example. In the next section, we design an interval
observer that is resilient to stealthy attacks, i.e., provides bounds x, < z; <, forallt >0

that are guaranteed to hold despite the presence of the signal a.

4.3 Attack-Resilient Interval Observer

Herein, we extend the methodology proposed in [103] to LTI discrete-time systems with

measurement noise and bounded disturbances. We can assume without loss of generality that
rank D = m, otherwise some columns of this matrix can simply be removed. Moreover,

we make here the following assumption, which constitutes a limit on the capability of the

attacker.

Assumption 5 There exist integers 0 < n, < n—1 and 1 < ny < p such that rank(E) =
ne < n and rank(D) =p —ny < p.

As a result of Assumption 5, there exist two nonzero and full row rank matrices 7} € R(»—na)xn
and F' € R™*P guch that T1E = 0 and F'D = 0. Note also that in case of an attack on

actuators only, i.e., when D = 0, the matrix F' can be selected as F' = I,,.
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Example 1 Consider the system

—-0.5 1
Tip1 = Ty +wig +

1 0 Q¢
2 0 a2 ¢
11 (W
11 A2t

Then we can simply take T} = {1 —%} and F = [1 —1}.

0 05

Yt = T + Wop +

T
Let us complete 77 to a non-singular matrix 7' = !

] , with Ty, € R™*", With the change

2
of coordinates & = Tz, the system (4.1) can be rewritten as follows

Zt+1 = Azt + th + Eat, (416)
Yy = ézt + N’U)t + Dat,

with
! Ay A
= ||, A=TAT = |0 TP
Z; 21 Aa
_ 0 .
M=TM, E=TE= ,C=017,
TE

where 2z} € R" ™" and 27 € R™. In (4.16), notice that the difference equation corresponding

to the state component z? is the only one affected by the attack a.

Using F'D = 0, we get the following descriptor system

{In—na 0} 241 = [/_111 14_112} 2z + Mywy,
yt :Fyt :FCTilzt—i‘FNwt (417)
= FCBz! + FCG~} + FNuwy,

where we have denoted M; = [[n_na 0} M and T~ = [B G}, with B € R™*(" ") and
G € R In the following, using an idea from [103], we express the state component z? as
a function of Y and 2!, in order to transform (4.17) into a standard linear system. For this,

we need the following assumption.

Assumption 6 The matriz FCG is full column rank, equal to n,.
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Assumption 6 means that the virtual measurements Y still contain enough information about
the components of the state under attack. Note that it requires that ny > n,. For our
Example 1 above, we can take Ty = [0 1} and compute FCG = —1/2, so Assumption 6 is
satisfied.

When Assumption 6 holds, there exists a non-singular matrix V' = [FC’G Q}, with Q) €
R™*(ns=na)  Define

Vfl _ [‘/1 : ‘/1 e Rnaxnf7 ‘/—2 c R(nffna)xnf‘
Va
Notice that when n; = n,, we have V= = V; and the matrices @ and V5 do not exist. Hence,
for the Example 1 above, V™! =V} = —2. In general, we have
VWFCG WV, I, 0
vy = | 1@ _ | . (4.18)
VLWFCG VaQ 0 Insn,

By multiplying both sides of the equation of ); in (4.17) by V! and by using (4.18), we get

ViV = iIFCBz} + 22 + ViFNuwy,
Vo = Vo FC Bz} + Vo F Ny, (4.19)

which in turn implies that
22 =V, — ViFCBz — ViFNuw;. (4.20)
By combining (4.17) with (4.19)-(4.20), we get

ZtlJrl = Allztl + 1211223 + let,
= (14_111 - 14_112‘/1FCB)2151 + AV + (—1‘_112‘/1FN + Ml)wt;
G = Vo)), = VaFC Bz + Vo F Nwy. (4.21)

Denote A = Ay — A;,ViFCB and C = Vo, FCB. We need the following assumption to design

an attack-resilient interval observer for the state of (4.21).

Assumption 7 There exists L € Ra)*x(s=na) sych that the matriz (A — LC) is Schur

stable and nonnegative.

As for Assumption 4 , Assumption 7 can be relaxed by using a change of coordinates if the
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pair (A, C) is observable [94, Lemma 1]. Note also that if ny = n,, the matrices C, £ do not
exist and the assumption means that A itself should be stable (as in our Example 1, where
A = 1/2). In such a case, an open-loop interval observer can be constructed for z!, which

does not use measurements ;.

An interval observer for z! takes the form

§t1+1 =(A— LC)zf + LG+, — LT0 4+ L70, + Ap ViV, Yt >0,

_ - (4.22)
Zio =(A = LO)Z, + Ly + 0y — LT, + L0, + AV Yy, VE >0,

where 2} = T\ 'zy — Ty Ty, Zo = Ty To — Ty zy, the gain matrix £ verifying the condition of

Assumption 7 needs to be determined and

w, = Whw, — W wy, W, = Whw, — W w,,

0, = (VoF'N)*w, — (VoFN) @, 0 = (VaFN)"w, — (VaFN) " w,

with W = —A;,ViFN + M;.

Define the estimation errors 1, = 2/ — 2y, 7} = Z; — 2 and let @, = Wuwy, 0, = VaF Nwy.

The error dynamics read
My = (A= L0, 49y, + g, (423
i1 = (A= LC) + 1y +Fay

with
N ~ 4R — A A - = ~ — A NN =
g, =W =y, g,, =L — LD — LDy, Gy =W — Wy, Goy = LO — (LT, — LTDy).

Theorem 14 Let L be such that the properties of Assumption 7 are satisfied. Then we get,
for (4.21) and (4.22),
2 <z <7z, Vt>0. (4.24)

and moreover 7}, 1y are in L),

Proof. From Lemma 2, we get z; < z5 < Zj. We also get that all terms g, ,, g;, in (4.23)
are nonnegative. Since A — LC is nonnegative, by applying Lemma 1, we obtain that ﬂ:
and 7} are nonnegative, and (4.24) follows. Furthermore, since the inputs g;, and g;, are
bounded for all i = 1,2 and A — LC is stable, we get that 7}, 1} are in L{7"). O

From Theorem 14, Lemma 2 and (4.20), we get the following bounds on 22
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Corollary 2 For the signals z', z} defined by (4.22), we have 22 < 22 < Z? for all t > 0,
with

zi =iV + (-ViFCB)*z = (-ViFCB) % + (-ViFN)*w, — (-V\FN) w,,

(4.25)
z; =iV + (-ViFCB)*z; — (-V\FCB) 2 + (-ViFN)*w, — (-ViFN) w,.

Since x = T~'z, attack-resilient estimates for the original state x of (4.1) can now be com-

puted as follows

(4.26)

T T
with z, := [(gtl)T (g?)T] , Zp = [(Zi)T (zf)T} . We summarize these results in the follow-

ing theorem.
Theorem 15 Let Assumptions 5, 6 and 7 be satisfied. We then have

X, < <X, V>0, (4.27)
provided that xy < xg < Ty. Moreover, the error signals (x — x) and (X — x) are in L7,.

Remark 5 In case of an attack on sensors only, i.e., when E = 0, we take T = B = I,,,
z=2l=x, A=A=A,, V=V= I, and 2* and Vi do not exist. Since the dynamics
(4.1) now read x; 1 = Axy + Mw,; subject to the measurements 4§y = Fy, = FCxy + FNuwy,

an interval observer for x simply reads, for allt > 0,

Xt-‘,—l :(A - ‘CFC)Xt + ‘C'gt + @t - £+5t + 'C_@tv
Xi11 =(A— LFCO)X; + L7 + W, — LT, + L0y,

with X, = xo, Xo = To, and

@t — Mert —_ Miwt, ﬁt - (FN)+M1§ - (FN)7Wt’ (428)
)

UA)t = M+@t — M_wt,

4.4 Optimization of the interval observer gains

In this section, we discuss for the case ny > n, a computational method to select an observer

gain matrix £ that provides tight bounds z', z' in (4.22), and hence tight bounds x, X on the
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state in (4.26). The matrix £ solves an optimization problem minimizing the f»-gain from

L2t and 2! — 25 A similar optimization problem

disturbances to the estimation errors z
is proposed for uncertain LTI systems with bounded uncertainties in [119]. In contrast to
the approach of [119], we need to take into account the nonnegativity constraints on the
dynamics of the estimation errors. In addition, the interval estimation technique based on
zonotopes considered in [119] does not include the gains £ and £~ of the observer in the
error dynamics and so we need to solve a different optimization problem here. A similar
problem is also addressed in [120], whose solution requires solving a semidefinite program

(SDP) and then computing a matrix pseudo-inverse. Our method simply solves an SDP.

Define the following inputs

Wy — Wy Wy — Wy
L: O =0 |y fr=1]0— 0
(ON 0y — Uy

The estimation errors’ dynamics (4.23) can be rewritten as follows

Ny, =(A=LC)n, +Hf, (4.29)
ﬁ;ﬂ =(A - ,CC)W% + H7t7 (4.30)
where H = {In_na Lt E*} e R=na)xn" with n/ = n + 2ny — 3n,. Our objective is then to
select a matrix £ minimizing the Ho, norm from f to ' in (4.29) and from f to 77* in (4.30).

First, we recall the following Bounded Real Lemma for nonnegative systems [121, Theorem
10, Remark 12].

Lemma 5 Consider the following nonnegative LTI system

Ti41 = Azxt + Bzut7 (4 31>
Yy = Cooy + Dy, '

with A, € RY", B, € R}, C, € R and D, € R, For a scalar v > 0, the following

statements are equivalent:

(a) The system (4.31) is stable and the Ho, norm of its transfer function from u to y is
strictly less than 7.

(b) There exists a diagonal matriz P > 0 such that the following matriz inequality is



78

feasible:

AZTPAZ - P+ C’ZTC’Z AZTPBZ + C’ZTDZ
* A

7 =BIPB.+ DD, —~1,

=<0, (4.32)

We can now use this result to select the matrix £ minimizing the H., norm of the estimation

error dynamics.

Theorem 16 Letny > n,. Consider the following SDP with variables (0, Qs € Rffna)x(nffna),
I €R, and P € DU

inf I, (4.33)

F>07 P€D>079120,9220

—P N O,
st | *  (Inon, = P) Opnengyxnr | <0, (4.34)
* * —I' Ly
60, >0, (4.35)
where

@1 - PA + (QQ - Ql)C, @2 - [P Ql QQ} . (436)

Suppose (4.33)—(4.35) has an optimal solution ¥y, 5, P*, I'*. Then, the gain matriz
L =(P)7H0] - 9),

satisfies Assumption 7 and the Hoo-norm of the estimation error dynamics (4.29)-(4.30) is
bounded by /I'*. In particular, for this L* we have Ql,ﬁl € LN,

Proof. The Ho-norms from f to n' in (4.29) and from f to 7' in (4.30) are the same
and equal to || F(z2)||,, with F(z) = (2] — (A — LC))"'H. Using a Schur complement, the
inequality (4.32) is equivalent to

—-P PA, PB,
x CIC,—P CID, =<0, (4.37)
* * DD, -T1I
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where I' = 2. Consequently, by applying Lemma 5, we deduce that if there exists a diagonal
matrix P > 0 such that the following LMI is feasible:

P P(A-£C) PH
* In—na - P O(n—na)xn’ = 07 (438)
* * —I'L,

we get | F(2)]|, <T.

Recall that by definition we have £ = Lt — £~. Define the new variables Q; = PLT,
Qy = PL~. Then P(A— LC) = ©; and PH = ©,, with ©;, O, defined in (4.36). Imposing
A — LC > 0 is equivalent to imposing ©; > 0 because P € DY;". An optimal solution is
in particular feasible, so it satisfies the linear matrix inequality (4.38) and hence by Lemma
5(a) the systems (4.29), (4.30) are also stable. Since the inputs f, and f, are bounded, we

get ', € L1, O

4.5 Estimation of attack signals

In this section we develop lower and upper bounds for the attack signals in (4.1), which we

can rewrite as follows

E
Ay, Vi c Z+.

Ty — Axy — Muw,
Y — Cry — Nwy

T
Assuming as in Section 4.3 that {ET DT} is full column rank, there exists G € R™*(+r)

T
such that G [ET DT} = I,,. Consequently, we get

—Ax;, — M
g | T A T A g, (4.39)
Yy — Cl’t — Nwt

Let G = [gl QQ} with G; € R™*". The following proposition provides bounds on the attack
signal in (4.1).

Proposition 6 Assume that [ET DT} . is full column rank. Suppose that we have bounds
X, < x <Xy for allt € Zy, as provided for example by (4.26) under the conditions of

Theorem 15. Then we have the bounds

a; S Q S Et,Vt € Z+, (440)
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with

6 =G X, = O X + (—GiA — GC)y,
— (=G M — GoN) W, + Goyy,

@ =G Xes1 — G1 Xy T (FGA = GO)'X, = (=Gi1A = GoO) x, + (=GIM — GoN) ',
— (=G M — GoN )~ w, + Goyy.

—(—G1A - GC) X, + (-G M — QzNﬁwt

(4.41)
Proof. This results follows from Lemma 2 by rewriting (4.39) as
a; = G111 + (—G1A — GOy + (=G M — GoN)wy + Goyy.
0

Remark 6 In case of a sensor attack, i.e., when D # 0 and E = 0, one can select G; = 0
in (4.41) and Gy such that GoD = I,,,.

4.6 Numerical simulations

This section illustrates the results of this chapter via simulations on an abstract model. The
matrices A,C, M, N, D and E of the system (4.1) are defined as follows

(09 03 09 02

10
0 05 003 0.36 10
A= C=1I, M= ,
0 02 01 067 10
0 032 0 05 10
0 1 00 0 0
1 1
N0 ’E:oo7D:o
01 10 0 1
01 0 1 00

The unknown input signal wj = {—1 —1} for all ¢t > 0, with given bounds w} = [—1 —1}
and W} = {1 1} for all £ > 0. The unknown initial condition z¢ and its given bounds are

selected as follows

ww=102222,z=[0000,%=[333 3.
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Figure 4.1 : Trajectory estimates of x3 and x4 under attack, with the standard observer
estimates z;, 7; and the attack-resilient observer estimates x, X;
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The following matrix L is selected such that Assumption 4 is satisfied:

05 03 08 05
—-01 02 0 0.3
0 02 -05 04
0 01 O 0.3

We design a stealthy sensor attack by using the methodology of Section 4.2, selecting d = 5
for the monitor of Proposition 5. The effects of the optimally disruptive attack signal can be
seen in Figure 4.1: the inclusion relation (4.7) is violated for x5 and x4 when using standard
interval observers. Furthermore, we design the attack-resilient interval observer (4.26) by
solving the SDP (4.33)-(4.35) using the SeduMi solver [122] together with the YALMIP
toolbox [123] as the interface. We select the matrices F, T and V as follows

0 1 —-10 -1 0
F=11 1 -1 0|, T=104L,V=]|-10
0 -1 1 1 1

The matrices A and C are as follows

A:[Ll 1.2]762[1 J.
0.36 0.53

As optimal gain for the interval observer (4.22), we obtain L* = [1.1 0.36]T, together with
an optimal H.-norm v* = v/I'* = 4. Notice in Figure 4.1 that unlike the bounds provided
by a standard interval observer (4.6), which are clearly violated for x3 and x4, the bounds
provided by the attack-resilient interval observer (4.26) always include the actual value of the

state z. Moreover, we use (4.41) to compute bounds for the attack signals shown in Figure
4.2.

4.7 Conclusion

This chapter discusses the problem of state estimation for discrete LTT systems with unknown
but bounded uncertainties under attacks. We construct stealthy attack signals and we design
interval observers for the state of the system under sensor and actuator stealthy attacks.
Moreover, we compute the corresponding stealthy attack-resilient interval observer gains
that minimize the H.,, norm of the estimation error dynamics as solutions of semi-definite

programs. We illustrate the threat of these cyber-attacks through numerical simulations.
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CHAPTER 5 CONCLUSION

5.1 Summary

In this thesis, we study first the problem of privacy-preserving observer and controller design
in a multi-agent system composed of uncertain linear systems. The system is composed of
independent linear Gaussian individual systems and we solve the problem of differentially
private state estimation (Kalman filtering) by proposing a two-stage architecture in Chapter
2. The two-stage architecture first aggregates and combines the individual agent signals
before adding privacy-preserving noise and post-filtering the result to be published. We prove
that the optimal input aggregation stage can be computed by solving an SDP and we show
a significant performance improvement offered by our architecture over input perturbation
schemes as the number of input signals increases. Then, by using the separation principle,
we adapt this architecture to solve the LQG control problem, by estimating a certain linear
combination of the agent states as for the case of differentially private Kalman filtering, but

for a specific cost on the estimation error.

In Chapter 3, we consider a multi-agent system composed of interconnected linear individual
systems with unknown but bounded uncertainties. We design a privacy-preserving interval
observer architecture, by adding a bounded privacy-preserving noise to each participant’s
data, which is subsequently taken into account by the observer. We provide characteristics
for the bounded privacy-preserving noise and we illustrate that the performance of the input
perturbation mechanism can be improved by suitably aggregating the measurements data
before adding the bounded privacy preserving noise. The estimates published by the observer

guarantee differential privacy for the agents’ data by the post-processing property.

In Chapter 4, we focus on the problems of designing undetectable attacks and attack-resilient
observers for CPS. We design attack signals against LTI systems with unknown uncertainties
that are undetected by a monitor based on parity equations. Only bounds on the uncertainties
are given. Furthermore, we design attack-resilient interval observers for such systems and
we compute observer gains that minimize the H.,-norms of the estimation error dynamics,
by solving a semi-definite program (SDP). In addition, we evaluate the vulnerability of the

system by computing bounds for the admissible stealthy attack signals.
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5.2 Future Directions

For the problem of Kalman Filtering and LQG control that we solve in Chapter 3, future
research could consider the extension of these ideas to nonlinear systems, improving on the
input and output perturbation mechanisms of [54]. Indeed, we have seen that two-stage
architectures offer significant performance improvements over these mechanisms, yet there
is currently no example of such an architecture for a nonlinear control system. Challenges
include computing tight bounds on sensitivity for nonlinear systems, as well as characterizing

overall performance in order to optimize the architecture.

In addition, since the size of the SDP increases rapidly with the number of agents (and the
time horizon in the non-stationary case), it would be useful to develop numerical methods
and a problem-specific solver that can take advantage of the sparsity of the matrices involved
in the constraints, as in [124] for example. Furthermore, it is of interest for future work
to consider dynamic pre-filters. Such a pre-filter can lead to a better result than the static
pre-filter that we have designed in this thesis. Indeed, in the initial work of [52] for stationary
signals, the optimal pre-filters are found to be dynamic. It is also of interest for future work
to consider a multi-agent system with individual linear Gaussian systems that are dependent.
Such a situation occurs when for example one considers the problem of traffic control based
on location data collected from vehicles on a road, with the speed and the position of each
vehicle being impacted by the speed and the position of the other vehicles on the road.
A suitable adjacency relation needs to be defined and the structure of the optimal static

pre-filter needs to be discussed in such a case.

A future direction for the problem of control of a multi-agent system under differential pri-
vacy constraints is to consider the same problem for individual systems whose models are
not known a priori, but for which only input-output data is available. Machine learning al-
gorithms [125,126] have been proposed to control networks of model-free dynamic processes,
specifically by learning the models from data before designing a controller. Nevertheless,
situations in which the privacy of individuals’ data needs to be preserved have not been dis-
cussed. To solve the problem, first, we can add a privacy-preserving noise to each individual
signal by using the Gaussian mechanism. Next, we can use machine learning techniques based
on ideas from [127] for example to estimate each individual model. Then, we can design a

model predictive controller based on the learned prediction model.

For the problem of differentially private interval observer that is considered in Chapter 3, a
future direction is to design a two-stage architecture that first aggregates and combines the

individual agent signals before adding privacy-preserving noise and sending the result to an
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interval observer (only a scalar example has been given to introduce such an architecture in
Chapter 3). A future direction is also to design an output perturbation architecture to solve
the problem. Such an architecture consists in sending directly the individual agent signals
to an interval observer, and then add a privacy-preserving noise to the estimates provided
by the observer. A challenge in this case is to preserve the ordering of the interval bounds.
A terminal filter can be added to smooth out the privacy-preserving noise when using this

output perturbation architecture.

Finally, for the problem of undetected attack signals and attack-resilient interval observer
design that is considered in Chapter 4, it is of interest for future work to consider uncertain
linear time-varying systems, with the state matrix A; being unknown but subject to known
bounds. This additional uncertainty offers more opportunities to hide an attack for the
adversary and the design of an attack-resilient interval observer may be more challenging in

this case. It is also of interest to consider uncertain nonlinear systems for this problem.
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