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RÉSUMÉ

Depuis le début de l’ère de l’industrie 4.0, les fabricants investissent dans la numérisation
des systèmes de production et l’intégration de l’intelligence. Les perturbations de la chaîne
d’approvisionnement et les variations de la demande du marché ont incité les fabricants à
améliorer leur processus décisionnel actuel. Des systèmes de décision adaptatifs à réponse
rapide évaluent les alternatives et ajustent les plans de production une fois les changements
détectés. Le jumeau numérique (DT) est un concept important qui utilise des modèles de
simulation et l’intelligence artificielle (IA) pour fournir une aide à la décision en temps réel.
L’industrie 4.0 et l’intégration des technologies de l’information et de la communication (TIC)
dans les systèmes de production ont fourni l’infrastructure nécessaire aux systèmes DT. Les
DT aident les responsables de production à dépasser leurs limites actuelles avec une meilleure
observabilité de leurs systèmes de production. Plusieurs applications DT ont été développées
et étudiées dans la littérature; cependant, un petit nombre de publications ont considéré
la généralité de la conception de leur système DT. De plus, le concept de DT manque de
standardisation malgré l’intérêt pour la DT des communautés académiques et industrielles.
Plusieurs concepts de l’industrie 4.0 ont été proposés avec des fonctionnalités similaires et
enchevêtrées, telles que le système cyber-physique (CPS), le shell d’administration d’actifs
(AAS) et l’ombre numérique (DS).

Dans cette recherche, un cadre DT à usage général est développé à l’aide de concepts infor-
matiques. Une définition de DT basée sur la fonctionnalité est proposée pour séparer DS
et DT. La définition proposée permet à différents outils d’aide à la décision de fonctionner
à partir d’une représentation numérique en temps réel du système physique. Le CPS, les
systèmes distribués et l’IA sont des technologies habilitantes clés pour le cadre DT proposé.
CPS fournit l’infrastructure de connectivité cyber-physique requise pour intégrer les DT dans
les systèmes de production. Les concepts de système distribué permettent la flexibilité et la
généralité de la conception du cadre proposé, comme la conteneurisation, les microservices
et la communication Pub/Sub. Les algorithmes d’IA combinent raisonnement et inférence
pour créer des systèmes de recommandation intelligents. Le cadre DT proposé permet aux
concepteurs d’ajuster les modèles numériques (DM) pendant l’exécution pour refléter les
modifications du système de production. De nouveaux DM et applications sont déployés sur
les systèmes DT existants sans perturber leurs services. La conteneurisation et la séparation
entre les DM et les applications DT permettent à différents outils d’aide à la décision de
fonctionner simultanément.
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Une méthodologie est proposée pour le développement du système DT. L’approche de développe-
ment agile est adoptée pour concevoir la méthodologie proposée comme un processus itératif
par étapes. Les analystes commerciaux, les responsables de production et les opérateurs
participent à la définition des rôles DT et à l’amélioration constante du système DT. La
méthodologie proposée soutient des cycles de production rapides et une amélioration con-
tinue. Plusieurs cas d’utilisation industrielle ont été étudiés dans le cadre de cette recherche,
tels qu’un système de transport de matériaux de mine à ciel ouvert, un système de compres-
sion de gaz pour le transport offshore, un système de production de semi-conducteurs, et un
système d’entrepôt intelligent. Ces cas d’utilisation ont été utilisés pour valider la flexibilité
et la généralité du framework DT proposé. Ces cas d’utilisation étudiés les avantages de
l’intégration de l’intelligence dans les systèmes de production et les techniques de conception
de modèles nécessaires pour créer des modèles DS et des applications DT.
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ABSTRACT

Since the start of the industry 4.0 era, manufacturers are investing in production system
digitalization and intelligence integration. Supply-chain disruptions and market demand
variations influenced manufacturers to improve their current decision-making process. Adap-
tive fast-response decision systems evaluate alternatives and adjust production plans once
changes are detected. Digital twin (DT) is a prominent concept that utilizes simulation
models and Artificial intelligence (AI) to provide real-time decision support. Industry 4.0
and the integration of Information and communication technologies (ICT) into production
systems provided the needed infrastructure for DT systems. DTs assist production managers
to surpass their current limitations with better observability of their production systems.
Multiple DT applications were developed and studied in the literature; however, a handful
number of publications considered the generality of their DT system design. Additionally, the
DT concept lacks standardization despite the interest in DT from both academic and indus-
trial communities. Multiple industry 4.0 concepts were proposed with similar and entangled
functionality, such as Cyber-physical system (CPS), Asset administration shell (AAS), and
Digital shadow (DS).

In this research, a general-purpose DT framework is developed using computer science con-
cepts. A functionality-based definition of DT is proposed to separate between DS and DT.
The proposed definition enables different decision-support tools to operate using a real-time
digital representation of the physical system. CPS, distributed systems, and AI are key en-
abling technologies for the proposed DT framework. CPS provides the cyber-physical connec-
tivity infrastructure required to integrate DTs into production systems. Distributed system
concepts enable the flexibility and generality of the proposed framework design, such as con-
tainerization, Microservices, and Pub/Sub communication. AI algorithms combine reasoning
and inference for creating smart recommendation systems. The proposed DT framework al-
lows designers to adjust Digital models (DMs) during runtime to reflect production system
changes. New DMs and applications are deployed to existing DT systems without disrupting
their services. Containerization and the separation between DMs and DT applications enable
different decision-making tools to operate concurrently.

A methodology is proposed for DT system development. The agile development approach
is adopted to design the proposed methodology as a stepwise iterative process. Business
analysts, production managers, and operators are involved in defining the DT roles and
constantly improving the DT system. The proposed methodology supports fast production
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cycles and continuous improvement. Multiple industrial use cases were studied through this
research, such as an open-mine pit material transportation system, a gas compression system
for offshore transportation, a semiconductor production system, and an intelligent warehouse
system. These use cases were used to validate the proposed DT framework’s flexibility and
generality. These use cases studied the benefits of embedding intelligence into production
systems, and the model design techniques needed to build DS models and DT applications.
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CHAPTER 1 INTRODUCTION

Supply chain disruptions grew into a worldwide problem during the Covid-19 pandemic [3].
Travel restrictions, maritime transportation delays, and sudden demand shifts pushed indus-
trial systems to their limits. Supply shortages and volatile demand showed the drawbacks of
efficient-but-rigid production systems [4, 5].

Digital transformation of production systems triggered the start of the industry 4.0 era.
The industry 4.0 paradigm emphasizes the benefits of using well-known computer science
technologies in production systems, such as Internet of things (IoT), AI, and cloud technolo-
gies [6]. Supply chain variability and market uncertainty hastened the adaption industry 4.0
paradigm. Smart production systems adapt to supply and demand changes using real-time
monitoring systems and autonomous detection of system changes.

Adapting industry 4.0 technologies into production systems is an ongoing process [7,8]. Gov-
ernment initiatives and business opportunities encourage both small and medium-sized en-
terprises (SME) and large enterprises to deploy state-of-the-art industry 4.0 technologies in
their production systems [9]. The integration of Information technology (IT) and Opera-
tional Technology (OT) into production systems enables the usage of new technologies and
services. Modern industrial controllers have evolved outside the ISA-95 automation pyramid
functional specifications to keep up with the manufacturers’ needs [10, 11]. IT/OT integra-
tion also migrated some industrial tools from the OT domain into the IT domain such as
cloud-based supervisory control and data acquisition (SCADA) systems [12].

Digital twin (DT) is a fast-growing concept that emphasizes the importance of simulation
and AI in the industrial domain [13]. DT generates a virtual replica of the physical system
using knowledge-based descriptive models [14, 15]. Real-time information is captured from
the physical system to update the virtual representation. DT’s simulation models and AI
tools provide decision support for operators. DT may also be used to adjust the production
system.

1.1 Basic concepts

1.1.1 Digital Twin

NASA first used a physical twin during the apollo mission in the 1960s. An on-ground physical
replica of the apollo space shuttle was used to reproduce and confirm computations calculated
by the space shuttle computers [13]. Afterward, a pseudo-DT concept called virtual product
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was proposed by Grieves in 2003 as a product lifecycle management (PLM) concept [14–16].
Grieves defined virtual product as a collection of digital information describing the physical
product throughout its lifetime. Digital twin (DT) was introduced by NASA engineers in
the 2010 technology roadmap. DT was defined as a real-time high-fidelity multi-scale multi-
physics model, which is used to predict vehicle health index in real-time [17, 18]. Figure 1.1
shows the connectivity between the physical system and its virtual counterpart in a DT.

Physical System Virtual System

Automatic
Real-time data

Automatic
Control Signals

Figure 1.1 Digital twin virtual representation of the physical system

DT gained momentum in the industry 4.0 era. DT companies are expected to achieve revenue
of $183 billion by 2031 [19]. Potential benefits of DT in the industrial domain were first
discussed by Rosen et al. [20]. The DT concept broadened to define DT as a digital replica
of a product, machine, system, or system of systems [13, 14, 21]. DT captures its physical
counterpart’s state and behavior in real-time, which is aggregated over its lifetime. Simulation
models, numerical models, and statistical models are used to describe the physical system
behavior.

DT provide decision-support using simulation models and AI algorithms [8,14,22–24]. virtual
commissioning (VC) use simulation models to predict system behavior before applying new
configuration settings or deploying new products. Quality management tools use real-time
data to trace the production process quality and machine condition. Operations management
updates the production plan using real-time system status to improve machine utilization
and reduce downtimes.
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DT Components

DT is composed of multiple components according to the used DT definition. For instance,
Grieves and Vickers [16] divided DT into a physical product, a virtual product, and the
connection between both. Park et al. [25] divided DT into 3 components; the physical
system, simulation models and inner services, and intelligent applications. While Tao et
al. [26,27] divided DT into 5 components; physical components, virtual components, services
and tools, collected data, and the communication between all previous components. Stark
and Damerau [15] defined 8 dimensions for a DT; the physical entity, connectivity, data
frequency, CPS intelligence, simulation, model abstraction, human interface, and product
lifecycle context. Figure 1.2 shows a summarized description of DT components.

Digital 
Model

Collected 
Data

Connectivity

Data Acquisition

Physical Component Services

Simulators

Analysis Tools

Intelligent Apps

Figure 1.2 DT components and their relationship

DT may be defined as a single DT or a collection of sub-DTs [24,28]. A DT creates a digital
representation using a single DM or multiple DMs of the same physical system. DT may
also be designed as a set of separate sub-DTs working in collaboration or independently. DT
definition allows DTs to be deployed on a cloud platform or on-site using IoT. Figure 1.3
shows different topologies used in designing and deploying DTs.

Digital Shadow

Digital shadow (DS) is an artifact concept of DT [29]. DS was introduced by German
Academic Association for Production Technology (WGP) in 2016 [30,31]. WGP defined DS
as an information collection platform used for collecting real-time data from multiple sources.
DS enables decision-support tools by providing a virtual description of the physical system.
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DT

Physical System

Data Acquisition

Physical System

DT

Cloud Platform

Data Acquisition

Physical System

Cloud Platform

DT1

DT3

DT2

DT4

(a) (b) (c)

Figure 1.3 DT types and topologies

DS and DT concepts are overlapping. Both concepts collect real-time data from their cor-
responding physical system to create a digital representation. DS is usually described as a
one-direction DT [8, 14, 29, 32, 33]. DS automatically collects real-time data from the physi-
cal system; however, DS does not directly affect the physical system. Figure 1.4 shows the
difference between DS and DT in terms of dataflow automation.

Physical System
Digital 

Representation

Manual

Manual

Digital Model

Physical System
Digital 

Representation
Manual

Automatic

Digital Shadow

Physical System
Digital 

Representation

Automatic

Automatic

Digital Twin

Figure 1.4 Dataflow difference between DM, DS, and DT



5

Other researchers define DS as a low-fidelity digital replica [15,30,34]. In this definition, DS
focuses on data aggregation and fusion to create a digital description of the physical system.
While DT is defined as a model-driven concept that creates a behavioral description of the
physical system for decision support. Figure 1.5 shows the difference between DS and DT in
terms of physical system description fidelity.

Digital ModelPhysical System
Data 

Acquisition

Data Fusion
Simulation 

Models

Digital Shadow

Digital Twin

Figure 1.5 Fidelity difference between DM, DS, and DT

1.1.2 Distributed system

Distributed system is a research field in the computer science domain. It studies the coordi-
nation between connected computer systems. The goal is to build a collaborative heteroge-
neous system over non-reliable communication networks while appearing as a single system
to end-users [35]. The main challenges in this research field are; components synchronization,
applications concurrency and parallelism, and multiple independent failure sources. Multiple
technologies are developed in this field such as virtualization, containers, code migration,
Service Oriented Architecture (SOA), microservices, and service replication.

Virtualization is a distributed system technology that hides the details of the computational
resources from the hosted software applications [36–38]. This enables resource sharing and
application isolation on cloud platforms. Containerization is an operating-system-level virtu-
alization approach [38,39]. Containers are multiple isolated virtual environments running on
the same operating system. In this research, containerization is used in the modularization of
DT components. Digital models (DMs) are containerized to enable their deployment on dif-
ferent systems with the needed dependencies as standalone applications. The containerized
DMs are then deployed on the DT framework system.
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Service Oriented Architecture (SOA) is a distributed system architecture for connecting mul-
tiple systems and components. SOA enables the flexibility and scalability of software appli-
cations through a loosely coupled approach [40, 41]. Applications in SOA are divided into
subcomponents, called services, each providing a distinct single functionality. Microservices
are SOA-based architecture with higher granularity and self-contained. Application program-
ming interface (API) is used to communicate with a microservices component to execute its
service functionality.

1.1.3 Artificial intelligence

Artificial intelligence (AI) is the domain of studying machine-based intelligence [42]. AI is a
large domain that contains multiple sub-fields such as computer vision, speech recognition,
and natural language processing. Researchers create AI applications using multiple problem-
solving algorithms such as mathematical optimization, search algorithms, formal logic, and
probability.

Machine Learning (ML) is an AI sub-field that focuses on building algorithms for teaching
machines [43]. Sample data is used in training ML models to generate predictions without di-
rectly explaining implicit data patterns. Statistical learning, Artificial neural network (ANN),
and mathematical optimization are studied to design predictive models. Training data prop-
erties divide ML into supervised, unsupervised, and semi-supervised models. Supervised ML
models are trained on labeled data to predict the label of new unidentified data. Unsuper-
vised ML models are trained on unlabeled data in order to divide them into segments and
clusters. Semi-supervised ML models are trained on partially labeled data. Reinforcement
Learning (RL) is a type of semi-supervised ML, where RL agents are trained to take actions
based on feedback reward describing the goodness of the RL actions.

1.2 Elements of the problem

1.2.1 Industrial adaptation of DT

The industrial domain is increasingly adopting DT for its potential benefits. DT gained
momentum along with the rise of the industry 4.0 paradigm. DT market is expected to
reach $183 billion in revenue by 2031 [19]. DT concept is being used in many manufacturing
systems to monitor physical assets and reduce downtimes [44]. Despite the motivation to
utilize DT, industrial applications focus on real-time monitoring of assets and data analysis.
Simulation models in such applications are limited to visualization of the manufacturing
system components and monitoring their state. The focus on real-time monitoring restricts
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the operations performed by DTs to operator training, reporting, and visualization.

Tool dependency is also a constraining aspect in the industrial domain [45,46]. Custom DT
solutions are developed for manufacturing systems to perform case-specific operations. The
custom-designed approach in developing DTs limits the use of such DTs to their correspond-
ing systems. Expanding these DTs systems to other domains requires immense modifications.
While integrating other tools requires vendors’ support.

1.2.2 Lack of standardization

NASA’s DT definition sets a vision for DT capabilities and goals. However, the broad DT
vision generated multiple definitions and roles for DT in industrial systems [21, 47]. DTs
are defined based on their real-time monitoring properties [48, 49], simulation capabilities
[15,18,27], connectivity [16,25,50,51]. Moreover, the emergence of other industry 4.0 concepts
such as CPS, Industrial internet of things (IIoT), and AAS made it hard to differentiate
between DT and these concepts [52–55].

The standardization of DT is currently in progress. Research studies have investigated the
implementation of DT in industry 4.0 architecture references such as Reference Architecture
Model Industrie 4.0 (RAMI 4.0) [54–58]. DT is defined as a part of AAS in some of these
studies [54,55]. Other efforts are ongoing to describe DT functionality in modern production
systems [59,60]. ISO 23247 is a generic guideline for developing DTs for case-specific systems
[59,61]. While IEC 62832 describes a high-level digital factory framework [60].

1.2.3 Lack of generality

Most of the published articles focus on DT applications [8]. Some studies investigate the
integration of simulation models into production systems’ IT network [25, 62, 63]. In these
studies, DT applications are limited to the applied use cases. Additionally, these DTs are
not scaled easily since considerable modifications are needed to add new services and tools to
the DT. Other studies investigated the IT/OT integration, IoT, and DT interfacing [63–68].
This approach focuses more on real-time data capturing than decision-support applications.
Hence, some DTs end up as real-time monitoring systems as in [48,49].

The lack of consensus and standardization of DTs had generated a diverse range of DTs
in the literature. A general-purpose DT is required for the wide deployment of DT in the
industrial domain. It provides decision-support tools for different system types using multiple
modeling techniques. The envisioned DT integrates simulation models from different vendors
to generate a holistic representation of the production system. It also enables dynamic
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improvement to reflect changes in the real world.

1.2.4 Potential benefits of distributed systems and AI

Distributed system and AI concepts provide the technological means to build a general-
purpose DT. Modularization of DT components allow multiple models and applications
to operate independently. Moreover, modularization hides DT components’ dependencies,
reducing the needed effort to integrate new applications into a DT. Event-driven architecture
and Microservices enable DT models to collaborate and exchange information, which enables
building multi-physics multi-scale representation as a multi-model system. Finally, AI is used
in DT applications to provide data insights and reasoning for decision-makers. AI’s possible
gains in the industrial domain are limitless. DT opens new opportunities for industrial
engineers to apply AI in their fields.

1.3 Research objectives

The main objective is to design a flexible scalable general-purpose Digital twin framework.
Flexible DT framework adapts to changes in both the physical and virtual systems. Changes
in product design, production process, and system behavior are easily reflected in the DT.
Additionally, flexible DTs enable DT designers to modify existing DMs during runtime. DT
scalability is defined by its ability to incorporate new DMs and applications into existing
DT. A general-purpose DT framework enables DT designers to integrate different simulation
models and analysis tools into the same DT.

This research is based on the integration of computer science concepts into the industrial do-
main for achieving a general-purpose DT framework. Distributed system concepts are used to
provide the ICT infrastructure needed to build the DT framework. Pub/Sub communication
system provides an information-sharing system for DT components. While containeriza-
tion and orchestration enable the flexibility and scalability of the deployed DT. Artificial
intelligence is used to develop decision-support tools and recommendation systems as DT
applications. ML models are used for pattern recognition, diagnosis, and prognosis. While
RL agents are used for decision-making. AI is embedded in simulation models in order to
simulate the system’s behavior and predict future consequences.

Objective A: Develop a flexible tool-independent DS framework

According to NASA’s DT definition, DT is a set of real-time simulation models mim-
icking the physical system. These simulation models are connected to the physical
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system to automatically capture the system’s status. The first step to create a DT is
to develop its DS. DS provides automatic dataflow from the physical system to the
virtual system. The physical system information is then passed to the corresponding
DMs to update their states. DS enables multiple DMs to run concurrently in order to
enable a multi-scale description of the physical system. Additionally, the DS framework
is designed to incorporate multi-physics models using different modeling tools. DMs
are designed to exchange information to generate a holistic view. Future integration
into DT is considered during the DS framework.

Distributed system concepts are used in designing the DS framework. Gateways cap-
ture the physical system information, which is then sent to DMs through a Pub/Sub
communication channel. Containerization is used to encapsulate DMs into container
instances. Orchestration provides system flexibility through managing the availability
of deployed DMs and their version management.

Objective B: Develop a DS-based general-purpose DT framework

DS is the core component of a DT. DS provides real-time model-based information
for the DT decision-support applications. DMs publishes their model states to the
shared Pub/Sub communication channel. DT applications then read the latest system
status. The separation between DMs and DT applications enables DT designers to
hide DM’s complexity. it also allows multiple DT applications to work concurrently
using the same DM. The DT framework is designed to enable different decision-support
applications such as virtual commissioning, quality inspection, operations management,
and recommendation system.

Similar to the DS framework, distributed system concepts are used in designing the
DT framework. SOA and Pub/Sub communication are used to integrate DS into the
DT framework. Each DT application subscribes to its required state messages at the
Pub/Sub communication channel. DT applications are encapsulated using container-
ization as DMs. Orchestration provides Ad-Hoc capabilities to execute DT applications
upon decision-maker request. Moreover, orchestration enables DT designers to add new
applications to the DT without disrupting the DT availability.

Objective C: Design an agile-driven development methodology for DTs

The standardization of DT development is still an ongoing process. The goal of this
objective is to design a development methodology for implementing the proposed DT
framework. The development methodology takes into consideration the CPS infras-
tructure needed to connect a DT to the physical system. The DT goal and scope are
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defined at the start of the DT project in collaboration with the different stakeholders.
The methodology then provides a stepwise approach to design and implement DMs,
then integrate them into a DS, and finally transform the DS into a DT. The agile
development methodology is adopted to utilize its fast-paced production focus, con-
tinuous improvement approach, and stakeholders’ involvement throughout the project
duration.

The research objectives are achieved through answering a set of exploratory research ques-
tions. While multiple hypotheses are stated according to the distributed system and AI
capabilities. These hypotheses describe the expected benefits of distributed systems utilized
during the research study. Figure 1.6 presents the relations between the research objectives,
questions, and hypotheses.

Objective A

Objective B

Objective C

Depends on

Depends on

RQ2.1 RQ2.2 RQ2.3 RQ2.4 RQ2.5 RQ2.6 RQ2.7

RQ1.3

RQ3.3

RQ1.1

RQ3.1 RQ3.2

RH1 RH2RH3RH4 RH5

RQ1

RQ2

RQ3

RQ1.2 RQ1.4

Figure 1.6 UML class diagram describing the relation between the research objectives, ques-
tions, and hypotheses

1.4 Research questions

Three main research questions are addressed in this research. Additional sub-questions are
investigated throughout the study to facilitate answering the main questions.

RQ1 How to differentiate between DS and DT?

RQ1.1 What are the main functionalities of DS and DT?
RQ1.2 How to distinguish between data acquisition, modeling, and decision support?
RQ1.3 What are the main differences between DS models and DT applications?
RQ1.4 How to transform simulation models into DT applications?
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RQ2 How to develop DTs using AI and distributed system concepts?

RQ2.1 Can multiple independent DMs be used to provide a multi-physics multi-scale
description of the physical system?
RQ2.2 Since simulation models run faster than real-time, how to control the time flow
of time-dependent models such as continuous-time models and Discrete event simulation
(DES)?
RQ2.3 DS models track the physical system, therefore synchronizing DMs with the
real system’s state is crucial. How to synchronize DMs with the physical system?
RQ2.4 How virtualization can be applied to DMs?
RQ2.5 How to connect a DM to the Pub/Sub communication channel?
RQ2.6 Does Pub/Sub communication channel provide real-time messaging capabilities
for DTs?
RQ2.7 How to embed RL into simulation models?

RQ3 How to iteratively develop and improve DTs?

RQ3.1 What are the requirements for a physical system to be DT compatible?
RQ3.2 How to systematically develop DTs?
RQ3.3 How to run multiple DT applications concurrently using the same DS model?

1.5 Research hypotheses

The research work is based on the following hypotheses:

RH1 Multi-physics simulation tools are domain-specific and expensive. Co-simulation is
an alternative approach to combine multiple standalone sub-simulators, where system
description is distributed over multiple independent models. Co-simulation approaches,
such as Functional mock-up interface (FMI), handle the execution and interfacing with
these models.

We assume that loosely-coupled DMs are capable of generating a multi-
physics multi-scale description of the physical system. Defining a physical
system as a system of systems reduces the DM design complexity. DS then
works as a co-simulator that integrates multiple DMs.

RH2 Pub/Sub communication systems proven to have high-throughput low-latency. More-
over, Pub/Sub communication systems, such as Apache Kafka®, provide fault tolerance
capabilities in order to avoid data loss due to network faults.



12

We assume that Pub/Sub communication systems provide a fast reliable
inter-communication channel to pass information between different DT com-
ponents.

RH3 Containerization of DMs is important for DM integration into the DT framework.

We assume that given the needed library dependencies, simulation models
are virtualized through programable interfaces, vendor support, or virtual-
izing the models’ executable version.

RH4 Model development is an iterative process, where continuous improvement of the model
is expected to reduce the gap between reality and simulation. Hence, DMs developed
for a DT are continuously modified to adapt to system changes and new situations.

We assume that orchestration systems, such as Kubernetes, handle the de-
ployment of new versions of a DM through tracking the DM’s corresponding
container tag name. Each version of a DM has a unique tag name. DT de-
sign team selects the DM version by defining the container tag name at the
orchestration system.

RH5 Decision-support tools’ objectives vary widely. For instance, virtual commission-
ing (VC) simulates the system behavior to predict the consequences of changing the
production process or dispatching new products. While quality inspection tools track
equipment and product inspection checks over time in order to adjust machine settings
and schedule maintenance operations.

The scope and objectives of a DT application determine how the application
is implemented and used. We assume that DT applications are categorized
into continuous and Ad-Hoc applications. The distinction was raised by the
implementation differences between the two types. Continuous DT applica-
tions run in parallel to the DS in order to notify decision-makers of trends,
inconsistencies, or unexpected situations. While Ad-Hoc DT applications
start execution upon a decision-maker request.

1.6 Points of originality

The originality of this research is described as follows:

• Role-based separation between DS and DT.



13

In Chapter 4, DS and DT concepts are distinguished by their functionalities and roles
in the decision-making process. The role-based separation approach clarifies the dif-
ferences between both concepts and their relationship. DS uses models and simulation
to generate a digital replica of the real world. While DT uses data analysis tools,
simulation, and AI to support decision-makers.

• Defining DS as a core component of a DT.

In Chapter 4 and 7, a DT framework is proposed with DS as its core component.
The use of DS as a component of the DT is a novel concept, which differs from the
current schools of thought. DS is used to generate a digital representation of the
physical system. While DT uses the generated representation to provide decision-
support capabilities.

• The use of distributed system concepts as enabling technologies of general-purpose DT
framework.

In Chapter 6 and 7, distributed system concepts are used to achieve a general-purpose
DT. Despite the importance and benefits of distributed systems in the computer engi-
neering domain, these concepts are still hardly used in existing DT frameworks. The
proposed DT framework utilizes distributed system concepts such as Microservices,
Pub/Sub communication, virtualization, and orchestration.

• Proposing a systematic approach for designing Digital models for DTs.

In Chapter 6 and 7, digital model development for DS models and DT applications are
investigated. The instantiation process and initialization of DMs are defined. While
the use of Digital model manager (DMM) is proposed to synchronize DM with the
physical system and control its time flow. DMM also provides a systemized interface
to communicate with its corresponding DM.

• Containerization of DMs.

In Chapter 6, the use of dockers to containerize DM enables the integration of DMs
from different vendors into the same DT architecture. Microservices and Kafka client
API allow the interaction between the containerized DM and other DT components.

• Modularization of DM and information sharing between DMs.

In Chapter 6, the use of Pub/Sub communication channel systemize information sharing
between DMs. Tag-based messages add context to the information being shared. DMs
receives the needed information by subscribing to a list of message tags at the Pub/Sub
communication channel.
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• Proving the real-time capabilities of Apache Kafka® Pub/Sub communication system
to operate in a DT.

In Chapter 6, Kafka throughput and latency test is performed to prove the feasibility of
using Apache Kafka® as a Pub/Sub communication system in a DT. The test results
show Kafka’s ability to pass information in real-time between multiple DT components.

• The definition of CPS infrastructure requirements needed to develop a DT.

In Chapter 8, the communication infrastructure required to develop DTs is investigated,
where the transformation of the physical system into a CPS is proposed as a necessity.
The definition of communication infrastructure requirements and the use of IEC 61784-2
standardized Key Performance Indicators (KPIs) allows the verification of DT’s real-
time capabilities.

• Proposing an agile-driven stepwise development methodology for DTs.

In Chapter 8, agile development is adopted to propose a DT development methodology.
The proposed methodology identifies the main steps to design, implement, and deploy
DTs. Additionally, the adoption of agile development enables the iterative development
and improvement of DS models and DT applications.
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CHAPTER 2 THESIS ORGANIZATION

The main research objective is achieved through 4 phases of research: conceptual design of
the DT framework using distributed system concepts; development of a real-time DS frame-
work; development of DS-based DT framework; designing a DT development methodology
for applying the proposed DT framework. Figure 2.1 shows the research articles’ sequence
throughout the phases of this research. While Table 2.1 shows the research objectives and
questions targeted by each research article.

Article 1 
Chapter 4

• Differentiation between DS and DT

• Defining the functionality and components of DS and DT

• A DT framework design

Article 2 
Chapter 5

• Embedding RL into simulation models

• Building an API to call RL agents inside DES models

• Use case: open-mine pit truck dispatching

Article 3 
Chapter 6

• Development of a DS framework

• Use of distributed system concepts in creating the DS framework

• Use case: gas compressor system for offshore transportation

Article 4 
Chapter 7

• Development of a DS-based DT framework

• Identifying the differences in designing DMs for DS models and DT applications

• Use case: semiconductor manufacturing system

Article 5 
Chapter 8

• Step-wise development methodology of DT systems

• DT requirements definition

• Adoption of the agile development approach

Development 
Methodology

DT Framework 
Implementation

DS Framework 
Implementation

Conceptualization

Figure 2.1 Graphical description of the thesis organization

In the first phase, the DT framework design is conceptualized. Chapter 4 addresses RQ1.1
and RQ1.2 by identifying the distinctions between DS and DT roles and functionalities. The
conceptual design provides a roadmap for achieving both objectives A and B. In Chapter 4,
the DT framework functionality and components are identified. DT concept has several
definitions in literature due to the concept’s generality and lack of standardization. Other
concepts such as CPS and DS are intertwined in DT. Chapter 4 proposes the separation
between DS and DT in terms of functionality. DS is defined as a real-time virtual replica of
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Table 2.1 Research objectives and questions addressed by the research articles

Article Objectives Questions
Article 1 A, B RQ1
Article 2 RQ2
Article 3 A RQ1-2
Article 4 B RQ1-3
Article 5 C RQ3

a physical system. While DT is defined as a real-time decision-support sandbox. Using this
definition, the roles of DS and DT are identified. Additionally, A conceptual DT framework is
designed alongside the description of its components, where DS is defined as a core component
of a DT.

Chapter 5 addresses RQ2.7 in order to train and deploy RL agents into DT applications.
The definition of key enabling technologies is part of the DT designing process. In Chapter 5,
embedding AI into DES simulation models is studied. Traditional RL approach uses simula-
tion models as virtual environments for RL agents’ training. It considers simulation models
as black boxes used for RL training only. DT highlights the importance of simulation models
and their role in digitizing the physical system. Hence, Chapter 5 proposes the embedding
of RL agents into simulation models in a white-box approach. Simulation models call RL
agents when a decision is needed. RL agents are trained during model execution using sta-
tus variables received from the model. In Chapter 5, a RL library is developed inside the
simulation tool. The RL library is designed for model designers who might not be experts
in the RL domain. The RL embedding approach is tested on a real-world truck dispatching
problem for an open-mine pit.

In the second phase, a real-time DS framework is developed. Chapter 6 addresses RQ1 and
RQ2 through the development of a DS base for future DT applications. Chapter 6 applies
distributed system concepts in designing and implementing a DS framework to achieve objec-
tive A. The DS framework uses multiple Digital models to generate a digital representation
of the physical system. DMs captures the system behavior from multiple perspectives using
different abstraction levels. Gateways collect real-time data from the physical system. While
Pub/Sub communication system shares information between different DS components. SOA,
containerization, and orchestration enable the DS framework to execute and integrate multi-
ple loosely-coupled DMs. The DS framework is applied to a natural gas compression system
for an offshore gas transportation pipeline. Five DMs were developed to describe different
aspects of the compression system. The use case study proved the framework’s ability to
integrate different simulation tools and provide a real-time representation of the system.
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In the third phase, a general-purpose DT framework is developed. Chapter 7 builds upon
the DS framework developed in Chapter 6. Chapter 7 continues addressing RQ1, RQ2,
and RQ3.3 to achieve objective B. In Chapter 7, the DS framework is used as the core
component of the DT framework. The real-time digital image provided by DS is used by DT
applications to identify the current system state. DT applications use simulation models, ML
models, and data analysis tools to provide insights and recommendations for decision-makers.
Additionally, Chapter 7 discussed the differences between simulation models deployed in
DS and their counterparts used in DT. The DT framework is applied to a semiconductor
production system. Two DMs are used as DS models to describe the system’s behavior.
While Three DT applications are developed to assist operators and decision-makers. The
case study proved the framework’s generality and the potential opportunities for applying
AI and distributed systems in the industrial domain.

In the final phase, the DT development process is addressed. Chapter 8 addresses RQ3
through adopting agile development to achieve objective C. Chapter 8 proposes a DT de-
velopment methodology to transform existing physical systems to CPS systems and create
its DT. The proposed methodology defines the process of DT development as a five phases
project. The objectives and scope of the DT are first defined in the planning phase, alongside
the physical system description. Then the physical system is transformed into a CPS in the
transformation phase. Afterward, Digital models of the CPS system are designed, imple-
mented, and verified in the modeling phase. These DMs are converted into DS models and
iteratively refined in the shadowing phase. Finally, DT applications are integrated into the
DT in the twining phase. The methodology adopts an agile development approach to main-
tain the stakeholders’ involvement in all project phases, and enable continuous improvement
of the DT.
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CHAPTER 3 LITERATURE REVIEW

3.1 Digital Twin

The number of publications in DT field is growing exponentially [13, 48]. DT publications
range from studing DT concept and technology to DT applications. The broadness of DT
concept created multiple DT definitions [47, 58]. Some studies focused on DT’s real-time
monitoring [48,49], where DT collects real-time data from multiple sources for data analysis
and visualization. Other studies focused on DT’s simulation of the physical system [15,18,27].
Others studied the dataflow and connectivity between multiple DTs components [16,25,50,51]

3.1.1 Digital Twin Definition

The twinning concept was proposed in the 1960s [13]. NASA used a physical replica of the
apollo space shuttle in replicating the shuttle’s operations. An on-ground replica is used
for shuttle simulation and operator training. In 2010, NASA defined DT as an objective in
its 2010 technological roadmap [17]. NASA engineers defined DT as a real-time multi-scale
multi-physics simulation replica used for real-time prediction of faults in the real vehicle
[17, 18]. They discussed the need for a complex real-time self-aware system in deep space
missions, where human intervention is inapplicable.

In the manufacturing domain, Grieves and Vickers [16] proposed a similar concept called
virtual product in 2003 as a PLM concept [14]. A virtual product collects physical product
information over the product’s lifecycle. Virtual product is used in managing and optimizing
product design.

The DT concept did not gain momentum till the start of the industry 4.0 era. DT opportu-
nities in the industrial domain were discussed by Rosen et al. [20]. DT is used in industry
to describe a real-time DM of a product, component, system, or system of systems. That
model captures the needed information for knowledge extraction and decision-making [14].

Multiple definitions of the DT concept were studied in the industry 4.0 literature. DT is
widely defined as a digital replica of a product, equipment, system, or system of systems
[14, 15]. Rosen et al. [20] defined DT as the combination of physical and virtual systems
where a change in one is reflected in the other. Grieves and Vickers [16] proposed DT as the
collection of information providing a virtual representation of the product during its lifecycle.
Tao et al. [69] compared between DT and CPS, where they defined DT as an application-
driven concept, while CPS is an academic-driven concept. Brauner et al. [51] defined DT as
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a digital representation of objects and processes of the real world.

DT systems are categorized according to different points of interest. Uhlenkamp et al. [14],
Stark and Damerau [15], and Qi et al. [27] categorized DT systems based on their dimensions,
components and properties. Schroeder et al. [28] and Phua et al. [34] categorized DT based
on their functionality and proximity to the physical system.

3.1.2 Digital Twin Frameworks

Yun et al. [46] proposed a 3-tier DT framework for self-driving cars; The physical system,
data middleware, and service layer. DT is designed as a middleware for real-time data
collection. The physical system is connected to DT through Data Distribution Service (DDS)
communication protocol. The data-based middleware layer collects the information from the
physical system in real-time. The service layer simulates the system using the received
data from the middleware layer. A simulation interface module is used to synchronize the
simulation time with the real-time, and to exchange information with the DT and other
simulations. FMI is used to encapsulate the simulators and provide a standard interface.

Tao et al. [70] proposed a DT framework under the Made in China 2025 initiative. While
they discussed the potential benefits of using DT in PLM operations in [26]. Their framework
divided the DT system into 4 intercommunicating components; physical shopfloor, virtual
shopfloor, services, and DT data. The physical shopfloor includes human workers, physical
machines, products, and the environment. These physical components are connected to
the rest of the DT system through a network of collaborative smart nodes. This network
of nodes collects real-time data, process them, then sends the processed data to other DT
components. The virtual shopfloor is the collection of expert-based digital models that keeps a
global virtual state of the physical system. The digital models describe the physical shopfloor
components logically and geometrically. These models are developed using 3D CAD, Finite
Element Model (FEM), state diagrams, and rule-based models. Shopfloor services system
is the collection of DT applications and tools such as simulation, visualization, production
planning, and model accuracy evaluation. Shopfloor DT data is the collection of information
received from all DT components.

Zhuang et al. [62] also proposed a DT framework similar to Tao et al. [70]. However, they
focused on the use of Radio-Frequency Identification (RFID) for tracking both products
and materials. They applied their framework to a satellite assembly line for production
management and scheduling.

Park et al. [25] proposed a 3-level DT framework; physical level, services level, and application
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level. The physical level contains the physical system including controllers and sensors. The
services level includes the DT models and internal services. The application level represents
all decision-support applications. In their framework, they separate between DT basic ser-
vices performed internally as simulation and monitoring; and decision-support applications
executed upon user request such as scheduling maintenance and optimizing production plans.
Application level interacts with the DT using HTTP request/response. They also proposed
the modeling of system components separately. The models are encapsulated using FMI to
standardize the communication interface using a multi-timing system. Models with time-
synchronous components communicate directly, while non-synchronous communicate using
message queues.

Qamsane et al. [71] proposed a DT framework in order to provide a generalized DT frame-
work. They claimed that simulation-only and model-only approaches provide analytical
capabilities; however, these approaches do not provide a fully-functional DT system. Their
framework divided the system into 3 layers; the physical layer, software-defined controller
layer, and the application layer. DT is part of the software-defined controller layer. DT
communicates with the physical system through an OPC Unified Architecture (OPC-UA)
interface, while it communicates with the high-level applications, Manufacturing Execution
System (MES), and Enterprise Resource Planning (ERP) using API interfaces. DT provides
both data modeling and simulation through two separate modules. A DT manager controls
the creation of DT model instances and execution of simulations. The simulators are en-
capsulated using FMI in order to enable the integration of different simulation tools. While
DT models are created using mathematical models, topology models, finite state machines,
differential equations, or discrete event models. They use multiple collaborative models to
describe and track the physical system. These models communicate with each other and with
the DT manager through a publish/subscribe communication system. Data shared between
the models is formatted into XML by the message handler inside the model instance. They
call the collection of deployed models a digital twin pool.

Previously discussed DT frameworks use existing standards for communication, data security,
modeling, and data storage. However, standardization of DT frameworks is still an ongoing
process. ISO 23247 [59] is a generic guideline for developing DT systems. ISO 23247 provides
some DT implementation case studies for specific systems. However, ISO 23247 focuses on
the definition of Observable Manufacturing Element (OME) and how to connect OME to DT
system [61]. IEC 62832 [60] provides a high-level digital factory framework for maintaining
a digital representation of a production system. IEC 62832 focuses on information sharing
between different components of a digital factory. Some studies proposed the implementation
of DT based on RAMI 4.0 as a part of AAS [55–58].
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3.1.3 Digital Twin Review Papers

Uhlenkamp et al. [14] conducted an extensive study on the aspects of a DT framework.
Cimino et al. [8] extensivly studied published papers focusing on DT applications. Qi et
al. [27] defined a 5 dimensions characterization of DTs and discussed the DT’s enabling
technological tools. Lu et al. [23] studied the technologies applied in the DT field. Tao et
al. [69] comparativly studied the relationship between DT and CPS.

3.2 Digital Shadow

Digital shadow (DS) is an artifact concept of DT, which was first defined by WGP in 2016
[29–31]. WGP defines DS as a digital representation of the physical system formed using real-
time information collected from multiple sources. DS does not affect the physical system.
Operators utilize the DS aggregated information for system understanding and decision-
making. WGP separates between DT and DS in terms of model fidelity [8, 30,31].

Becker et al. [72] used model fidelity to differentiation between DT and DS. DT is defined as
a high-fidelity replica of the physical system. While DS is a compact purpose-driven model
representing part of the physical system.

Ladj et al. [73] adapted a similar definition of DS. They defined DS as a core component
of DT. DS consists of ontology-based data models that capture the physical system state.
DS uses data-processing algorithms to aggregate data from different sources and formats to
provide a dynamic database for DT applications. Brecher et al. [74] proposed the use of a
DS Caster that annotates raw data. DS Caster then updates the ontology-based data model.
That definition limits DS role to data collection and processing, where engineering knowledge
is added as predefined relational rules only.

Brauner et al. [51] also adapted a DS definition similar to WGP. They consider true DT as
infeasible since it is hard to fully represent a physical system in a digital form. Additionally,
DT requires a massive amount of data and computations to build a virtual replica, which
results in high-latency operations. DS is defined as a task-driven domain-specific simulation
model that describes part of the physical system in real-time. DS aggregates raw data in a
single model, that is processed to extract and share knowledge. A system could have multiple
DSs, each describing a part of that system.

Stark et al. [7, 15] proposed an intersected functionality between DT and DS. DS is defined
as the collection of system data, while DT is defined as the digital model and its DS. DS’s
role in that definition is limited to real-time data acquisition.
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Other studies differentiated between DT and DS according to data-flow direction. DS is a
one-directional digital model that receives real-time information from the physical system.
Schuh et al. [75] proposed the use of DS as a digitalization of the real manufacturing process,
where a virtual copy of the factory is created using simulation models. Konstantinov et
al. [76] proposed Web-based Digital Twin (WDT) is used as a DS that keeps track of the
physical system, which is accessed through web browsers by technicians. Kassen et al. [77]
designed data-driven DS simulation model to accommodate different types of production
systems.

3.3 Distributed Systems in Industrial Domain

IoT, AI, and cloud technologies are playing the main role in shaping the fourth industrial
revolution. Industry 4.0 emphasized the potential benefits of the digitalization of the fac-
tory [6]. AI and distributed systems have been widely studied in the software engineering
discipline. IoT components are designed as application-specific low-power hardware. Cloud
computing provides the required computational and storage power for industry 4.0 systems.

3.3.1 Service Oriented Architecture

Industry 4.0 reference architectures utilize SOA and microservices [53]. Industrial inter-
net reference architecture (IIRA) uses SOA concepts for dynamic exchange of information.
RAMI 4.0 uses SOA encapsulation concept to provide a common interface between its mod-
ules. Stuttgart IT-Architecture for Manufacturing (SITAM) is built on SOA architecture
that defines the system as a hierarchical structure of services. Smaller initiatives such as
FIWARE and ArrowHead frameworks adopted SOA for providing data-centric architectures.

Catarci et al. [55] proposed the design of DT models using SOA approach. DT collects
information from the system in the form of vendor-based semantic models. The collected
data are integrated and translated to a common representation by a mediator module. The
translated information is then shared with CPS as a web-based service. DT sends data upon
query request from synchronized systems or using Pub/Sub message system.

Dobaj et al. [78] proposed the development of DT as a SOA middleware component in a
CPS architecture. CPS applications request information from DT level, without the need
to know the physical hardware and network on the shopfloor. DT collects the shopfloor
information into a global holistic view. DT provides data aggregation, service orchestration,
and communication abstraction.
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3.3.2 Event-Driven Architecture

DT frameworks utilize communication systems to connect different DT components. Mes-
sage Queue (MQ) is an asynchronous message channel that transfers information from one
component to another. MQ provides low-latency communication for one-to-one informa-
tion sharing. However, MQ does not support multiple subscribers for the same message.
Some MQ technologies, such as Google Pub/Sub, duplicate the message as a workaround to
send the same message to multiple subscribers. Different MQ technologies are used in DT
frameworks such as MQTT [25,56,79], MTConnect [80], AMQP [79], and RabbitMQ [50].

Pub/Sub communication systems are used in some DT frameworks as in Tao and Zhang
[70] and Qamsane et al. [71]. Pub/Sub communication provides a global many-to-many
information-sharing platform. DT components do not interact directly. DT publishers send
tag-named messages to the Pub/Sub communication brokers. DT subscribers then receive
messages based on the subscribed tag names.

Apache Kafka® is an open-source Pub/Sub communication system that has been used in
DT applications in the literature. López [81] and Alaasam et al. [82] discussed the potential
benefits of event-driven architectures and Pub/Sub communication. They discussed the
importance of Kafka for system flexibility and scalability. Radchenko et al. [83] used Kafka
to pass information to Kepler workflows in order to model the system as a structured process
flow. Kafka is used as a middleware layer for collecting information from IoT sensors and
passing it to Kepler workflows. Kamath et al. [79] used Kafka with InfluxDB and Grafana
for time-series analysis of collected data from the real world. Kafka provided a real-time
streaming pipeline to pass information from DT to analytical tools. Message queues such
as MQTT and AMQP are used to collect information from the physical system. Steindl
and Kastner [84] used Kafka as a backbone communication channel to connect different
components of their DT system.

3.3.3 Containerization

Containerization is not widely used in the industrial domain. Radchenko et al. [83] used
Dockers to automate the deployment of their DT system. Docker images contained the de-
ployment instructions for Kafka and Kepler workflows. Redeker et al. [56] proposed the use of
Continuous deployment (CD) tools over Kubernetes (K8s) to enable DT system updatability.
They used CD workflows to continuously test and deploy new AAS modules when modified
by designers. While K8s update existing deployments without disrupting the service. Steindl
and Kastner [84] discussed the importance of containerization and microservices.
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3.4 Literature Synthesis

The standardization of DT is still an ongoing process. Multiple DT definitions have been
proposed in the literature. These definitions agree upon the real-time capabilities of a DT
and its goal to create a digital image of the real system. However, DT functionalities and roles
are not clear. Moreover, the goals of other concepts such as CPS, AAS, and DS overlap with
the DT. In this research study, DT concept is defined based on its roles and functionalities.
This approach separates between DT and other artificial concepts as DS.

Multiple DT frameworks were proposed and discussed. A common attribute of these frame-
works is designing DTs using multiple models generating a holistic view of the physical sys-
tem. Distributed system concepts such as cloud computing are used in deploying DT frame-
works. While SOA is used in industry 4.0 reference architectures such as IIRA, RAMI 4.0,
and SITAM. However, the use of distributed systems is still limited to cloud deployment.
Distributed system concepts, such as microservices, virtualization, and orchestration, enable
DT capabilities. In this research study, the use of distributed system concepts is targeted to
design, develop, and deploy DTs.
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4.1 Abstract

Digital twins represent physical systems through dynamic adaptive digital replicas. These
replicas are virtual images of the functionality and interactions of the physical system and its
components. Digital twin provides real-time monitoring and decision-making support. These
are essential pillars in the Industry 4.0 paradigm. On the system level, multiple architectures
are established for digital twin concepts in the literature. However, the roadmap for deploying
a functional digital twin has not been fully recognized thus far. In this paper, we propose a
framework for the deployment of a digital twin in production systems. The framework covers
both levels of virtualization; digital shadowing, and digital twinning. It utilizes present
technologies in network communication, data management, and knowledge extraction. We
describe the main components of the digital twin, and their relation to the management
schemes currently implemented in production systems. Additionally, we devise an approach
for the integration of available simulation and data analytic tools for dynamic modeling and
system performance evaluation. Through our proposed framework, the current technologies
and tools are capable of deploying a digital twin. Consequently, learning algorithms and
monitoring procedures are exploited for dynamic performance improvement.

Keywords

Industry 4.0, Digital Twin, Digital Shadow, Framework, Decision-Making Support

4.2 Introduction

Highly competitive markets and short product lifecycle push the current production systems
to adapt more proactive production plans. Computer-aided planning provides the func-
tionalities to analyze production systems in real-time and perform on-site optimization to
meet production demands [85]. Moreover, customer-centric production lines need to schedule
assembly-line operations for personalized products manufacturing. This need for real-time
modification and resource allocation of production plans raises up the concept of cyber-
physical production systems (CPPS) [86]. DT has been a highly active research topic lately
because of its real-time analysis and managing capabilities. The emergence of ICT, and IoT
in industrial manufacturing domain created potential economic value for the DT technol-
ogy [85]. The role of DT in CPPS is to provide the real-time status of the physical system.
This enables it to perform scheduling, simulation, and optimization to manage the production
proactively.
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DT term is usually used to define three different concepts [14]; product twin for PLM,
production twin for customer-centric production systems, and system twin for CPPS.

4.2.1 Production Systems

Despite the massive focus on Industry4.0 topics in the academic domain, the industry is still
studying the needed changes in their infrastructure to adopt the Industry4.0 technologies.
In-service manufacturing systems still utilize the Purdue automation pyramid [7, 8]. These
businesses are lagging behind due to the high cost of upgrading the manufacturing lines. The
upgrading costs include installation cost, production plan interruptions, and production line
stoppages.

Large investments have been specified for DT technology. Newly constructed production
facilities are best suited for Industry4.0 concepts as they utilize state-of-the-art equipment.
However, SME are more adaptive than standard large enterprises and complex businesses
because of governmental initiatives [9].

Current production systems depend on central SCADA server to collect information from
shop-floor machines and send control commands to these machines. As production systems
currently use industrial Ethernet, most equipment communicate with the SCADA server
through OPC-UA protocol [71]. The central server stores the collected data into Historian
database. Human operators interact with the machines from on-site terminals, or off-site
connection to the SCADA server. System analysis is usually performed offline on the data
collected and extracted from the historian database. Figure4.1 shows the system architecture
of data gathering, management, and planning in traditional production systems.
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4.2.2 Related Work

The number of publications are increasing rapidly in the field of Digital twin. Most of the
publications concentrated on DT applications [8]. While, some publications focused on the
development of the DT framework [25,46,70,71].

The differentiation between DT and DS terms is still an ongoing discussion. Two main
groups of thoughts exist; The first opinion differentiate between the two terms according to
the data-flow direction between the virtual and physical worlds [8, 14]. In Digital shadow,
the physical world sends data to its corresponding virtual model. While in Digital twin, the
data-flow is bidirectional, from/to the physical world. This definition tends to describe DT
as an upgraded version of DS. The second opinion uses Digital twin term as a high-fidelity
model, compared to the low-fidelity of Digital shadow [8].

However, there is no clear separation between the roles of DS and DT in literature. Schuh et
al. [75] defined DS a digitalization of the real manufacturing process, where a virtual copy of
the factory is created using simulation models. However, they did not discuss the difference
between DS and DT. While, Stark et al. [7] proposed an intersected functionality of DS and
DT, for which DS term is used as the change in the digital model of the physical system over
time. DT term refers to an instance of the digital model and its shadow. Where DT instance
is used in system analysis and simulation.

4.2.3 Contribution

In this paper, we differentiate between DS and DT in terms of objectives and components.
Digital shadow is defined as a model-based virtual state of the physical world collected in
real-time. While digital twin is defined as real-time decision-support sandbox based on digital
shadow. We use DS as a component of DT, which provides real-time state to DT function-
alities. DS is connected to the physical world using current communication technologies.
The main goal of using currently utilized communication technologies is to reduce the DT
installation cost and encourage complex production systems to adapt Industry4.0 paradigm.

The rest of the paper is organized as follows; The proposed framework for DS and DT is
presented in Sect. 4.3 and 4.4 respectively. The framework integration with the production
system’s components is discussed in Sect. 4.5. Finally, the conclusion is presented in Sect. 4.6.
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4.3 Digital Shadow

Digital shadow (DS) is defined as a digital replica of a physical component, system, or system
of systems. This digital replica matches its physical counterpart’s state in real-time. DM
describes the physical world’s behavior in response to internal and external factors through
time. Hence, we can define a DM as a mathematical model, behavioral model, data-driven
model, or even a collection of data. The goal is to mirror the physical world in a digital form.
We can summarize the objectives of a DS as follows;

1. Providing an abstract model for the physical system.

2. Providing the state of the physical system in real-time.

3. Visualize the virtual state of the system.

4. Compare the virtual state to the physical state.

5. Update the physical system’s configuration in the abstract model.

6. Update the abstract model to match the physical system’s behavior.

DS is divided into components according to functionality. The DS architecture is developed
as a service as shown in Figure4.2. Each component is a service that interacts with other
components. These interactions take the form of publish/subscribe messaging.
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Factory Gateway

is an OPC-UA client application, which is installed on a small board. The gateway is con-
nected to the SCADA server through a bus network topology. Upon receiving an OPC-UA
message, the gateway converts the message into a set of <key, value> messages that is sent
to the DS coordinator.

The use of passive data collecting technique allows the DS to read OPC-UA messages that
the SCADA server receives. Accordingly, the SCADA server is not interrupted or requested
to send data to the DS all the time. This approach reduces the overhead communication of
passing all the manufacturing facility’s information from the SCADA server to higher layers
in real-time [87].

DS Coordinator

manages the communication between the different DS components. The coordinator’s mes-
sage broker works as a middleware that relays messages from publishing components to
subscribing DMs. The factory gateway publishes all received data onto the message broker,
while DMs publish their virtual states. Each DM subscribes for the physical and virtual data
that it needs. Moreover, the coordinator maintains a global state of the physical and virtual
system from all the models in the DS pool. The global state is synchronized across all DMs
using logical time synchronization. The DMs system time is synchronized by the coordinator
using network time protocol.

DS Pool

is a collection of all DM objects that are running in the DS framework. A DM object
is initiated by the DM pool manager. On construction, the DM object subscribes to a
list of required keys. Then, it sends a synchronization request to the coordinator. Upon
synchronization, the DM runs the model in real-time mode.

DM library

is a database of all the DMs source models. A DM object is created from one of the models
provided by the library. Moreover, the library tracks the version of each DM source model.
This enables the modification of an initiated DM during runtime.
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DS Gateway

provides access to the global physical and virtual states. DT and user interface send data
requests to the DS gateway using HTTP request protocols as a query for list of keys. The
gateway then responds by the requested data from the global state provided by the coor-
dinator. The requested data keys can refer to values published by the physical system or
DMs.

4.4 Digital Twin

Digital twin (DT) is defined as a real-time decision-support sandbox, which uses real-time
digital representation of the physical component, system, or system of systems. By that def-
inition, DS is used by DT to represent the physical world in real-time. While, DT provides
a higher-level intelligence. We define intelligence in this context as any knowledge-based ap-
plication that uses simulation, scheduling, searching, optimization, diagnosis, prognosis, and
performance evaluation to help the decision maker in improving the efficiency of the produc-
tion system. Intelligence applications can range from basic pre-programmed calculations, to
AI and ML.

The separation between the virtual model in DS and intelligence in DT, eases the adaptability
of the DT framework for new applications. DT applications read the state and model through
a systematic approach. However, this generalization requires DMs to provide both real-time
and simulation-time capabilities. This simulation-time speed differs from DS speed, which is
required to match the physical world’s pace. DT uses the DS real-time state to apply one or
more of the following objectives:

1. Analyze the physical/virtual system’s performance

2. Initialize simulation tools with the current virtual state.

3. Evaluate production policies.

4. Optimize shop-floor schedules.

5. Optimize maintenance plan.

6. Estimate an order price and delivery date.

7. VC of equipment and/or product.

The DT framework is divided into components as shown in Figure4.3. Each component is
an object that interacts with other components in a form of request/response messages.
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DT Manager

coordinates between the different components of the DT’s framework. The manager provides
the needed data to the DT sandbox and pass its results to the user. The manager loads DMs
from the DM library with their DS-configuration, in order to create a real representation
instance for intelligence tasks.

DT Sandbox

is a workspace for intelligence tasks. The sandbox provides necessary tools for these tasks as
behavioral simulators, physics simulators, optimizers, and schedulers. Each tool is integrated
into the sandbox using an API interface, which enables loading the tool with models and
initial states. The sandbox initiates independent process for each task upon user request.
Then, the tasks are initialized by real representation instances. Finally, task results are
provided to the user through the DT manager.

Task Library

is a set of intelligence scripts and procedures that use simulation, optimization, and machine
learning to perform one of the intended objectives of the DT. A task script is executed by
the DT sandbox. However, the task script is called from the DT manager. The task script
specifies the tool to be used from the DT sandbox, the tool settings, and the DMs to be used
in the run. Historical data can be used by the DT sandbox tools.
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DT Gateway

provides a user interface for the DT functionalities. Users access DT manager through a web
interface using HTTP requests. This interface provides the user with the capability to view
the real-time state, run intelligent tasks, review task results, and modify the DM library and
task library.

4.5 Integration in Automation Process

In this section, we discuss two main aspects of the DT framework and its interaction with
the other components of the automation pyramid; the feedback to the physical world, and
the integration with MES/ERP.

4.5.1 Feedback to Physical World

The proposed DT framework does not explicitly define a way to control the physical system.
However, the addition of a feedback connection to the SCADA server can be done through
the DT gateway. In that sense, a DT system can be categorized as controlling or non-
controlling. Non-controlling DT generates data insights and recommendations only. While,
controlling DT uses a decision-maker module that controls the physical world through the
SCADA server, as shown in Figure4.4.
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Figure 4.4 A controlling Digital Twin

4.5.2 Integration with MES/ERP

DT differs from MES and ERP. It uses the real representation of the physical system with
its current state. While MES/ERP uses nominal representation of the system, which induces
higher abstraction error. The DT framework extends the MES/ERP by providing multiple
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operations as order dispatching, scheduling, virtual commissioning, maintenance planning,
resource management, performance prediction, and estimation of price and delivery time. A
MES/ERP module can directly command the DT framework through the DT gateway. The
common scope between all DT applications is the use of the current state of the manufacturing
facility as an initial state of the intelligence tool. Moreover, real representation of each
component is used instead of nominal ones.

4.6 Conclusion

In this paper, we proposed the separation of functionalities between Digital shadow and
Digital twin to describe a framework for DT deployment. Determination of roles provides
a clearer view of the DT concept. Additionally, the separation of digital models from the
higher intelligence allows wide range of DT applications to be applied on the same frame-
work. We proposed a DT framework based on message-oriented communication between
its components. The proposed framework provides real-time representation to the user and
other high-level applications. Moreover, it provides a generic approach to extend the DT
with new applications.
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5.1 Abstract

Reinforcement learning (RL) usage in the industrial domain is on the rise since the shift
towards Industry4.0 systems. The need for faster adaptive systems is encouraging manufac-
turers to invest more in artificial intelligence (AI) technologies. Our aim is to add better
intelligence into simulation tools by embedding RL capabilities. Discrete event simulations
have been used for decision support in manufacturing systems for decades. New simulation
tools such as AnyLogic have improved significantly in the past few years. In this paper, we
built a RL library for AnyLogic simulation models. The RL library is developed for model
designers, who may not be experts in the field of RL. We applied our RL library on a real-
world use case model for a truck dispatching problem. The results show the benefits of using
RL in real-world problems to find better dispatching policies. Additionally, the visualization
capabilities of AnyLogic enabled us to explain the RL agent’s reaction to changes in the
system.

Keywords

Discrete Event Simulation, Agent-Based Modeling, Decision-Making, Dispatching, Reinforce-
ment Learning

5.2 Introduction

Fast decision-making is an essential aspect of manufacturing systems in Industry4.0 era. The
short time-to-market and the rise of customer-centric production impose high competitiveness
on current markets. Industry4.0 concepts provide a paradigm shift towards faster adaptive
manufacturing systems [88,89].

Simulation tools and data-driven models are used in Industry4.0 to provide insights into
systems’ behavior [88,90]. These decision-support tools visualize the system components for
better interoperability. Moreover, these tools recommend improvements and decisions based
on predetermined performance indicators. DT concept emphasizes the role of simulation
models, in order to build a virtual replica of the physical system [18].

DES is a dynamic and probabilistic simulation approach that simulates the system’s state
over an interval of time [91]. DES is used in industry to model and analyze manufacturing
systems. DES simulation provides decision-makers with important statistics regarding the
system’s performance indicators, such as resources’ utilization and work-in-process products.

DES simulation tools are in continuous improvement to keep up with the industry’s needs [90].
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With the migration to Industry4.0 technologies, DES simulation tools have been adding
cloud-based features. Additionally, DES simulation tools are currently in the process of
developing DT enabling technologies and APIs.

Operational Research (OR) methods have been used in combination with DES simulation
tools to find the best system configuration [92]. Most simulation tools have one or more OR
optimization approaches integrated and automated into them. This enables model designers
to run the simulation model multiple times with different settings to search for the optimal
configuration. However, a new optimal configuration needs to be recomputed whenever the
system’s behavior changes [93].

In contrast to OR methods, RL learns a policy through interacting with the system [94].
An optimal or sub-optimal configuration is generated by applying that learned policy. RL
is a subfield of ML that focuses on training the machine to take decisions based on the
system’s state. RL is used for decision-making in multiple domains, especially in planning
and robotics [94]. Our main goal is to utilize RL capabilities in current DES simulation tools.

Emerging RL in DES simulation tools will ease the usage of RL in the industrial domain.
RL provides fast decisions and recommendations for decision-makers, which is a step towards
applying Industry4.0 concepts. Moreover, RL does not need retraining with each change in
the system’s behavior, as the RL policy is updated continuously when feedback is received
from the system [93]. Finally, DES simulation tools provide visualization capabilities that can
be used to illustrate the RL policy. This will help in explaining the RL actions to managers
and decision-makers.

In this paper, we present our approach to embed RL agents into DES simulation. We chose
AnyLogic as the DES simulation tool to use, because of its flexibility to add new libraries and
codes to it. Moreover, AnyLogic enables the use of Python codes inside AnyLogic models.
Python is a popular programming language that is used for ML applications. We developed
a RL library for AnyLogic and applied it to a real-world use case of a truck dispatching
problem.

The rest of the paper is organized as follows; A brief background is introduced in Sect. 5.3.
Then our RL embedding approach is illustrated in Sect. 5.4. The truck-dispatching use case
scenario is presented in Sect. 5.5. The use case results and the RL visualization are discussed
in Sect. 5.6. Finally, the paper’s conclusion is presented in Sect. 5.7.
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5.3 Background

In this section, we state the usage of DES simulation in decision support applications. Then
we briefly introduce agent-based modeling and Reinforcement Learning. Finally, we give an
overview of the popular approach to combine RL and DES simulation.

5.3.1 Decision Support using Simulation

DES has been used as a decision support tool in order to provide performance indicators
about manufacturing systems. The resulting information is used to evaluate different possible
scenarios of the system’s operations [90]. It provides a virtual environment to evaluate the
effects of changes in the system’s parameters, for example, changing the number of operators
in a production line. DES is also used in other applications to predict the system’s stability
over time and its future states.

5.3.2 Agent-based Modeling

Agent-based modeling is used for building DES simulation models. The main objective is to
add behavior-based logic for different components of the model [95]. This enables the imple-
mentation of complex behaviors in a systematic approach. It also gives more controllability
for the agent over the simulated system.

AnyLogic simulation provides a user-friendly interface to build agent-based models. The
AnyLogic agent is implemented as an independent component with a flowchart-based behav-
ior. In this work, we use the agent-based modeling approach to add RL-based intelligence to
the AnyLogic agent’s behavior.

5.3.3 Reinforcement Learning

RL is a subfield of ML where the machine learns to interact with its environment based on
past experiences and learning [94]. The RL agent observes the environment’s state s and
takes an action a according to the learned policy π. That policy is updated by feedback to
the RL agent called reward r. This reward indicates the goodness of the taken action given
the environment’s state. The reward is usually generated by formulating a mathematical
function that combines one or more predetermined performance indicators.

RL needs to be trained for a long time in the targeted environment. This can be difficult for
some applications, due to the limited resources and the expensive cost of performing experi-
mental runs. Additionally, the quality of data collected from the environment affects the RL
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agent’s ability to understand the impact of its actions. Therefore, simulated environments
have been used to provide an unlimited number of replications for the RL agent with clean
synthesized data. The trained RL agent’s policy is then tested and updated on the real
environment [96–98].

5.3.4 Reinforcement Learning in Simulation

RL has been combined with simulation tools using different approaches in literature. Most of
the research studies focus on the decision problem, RL algorithm used, and RL performance.
Therefore, the interface between RL and the simulation tool is not taken into consideration
in these studies. Usually, RL controls the simulation flow [93, 96–101]. In other studies, a
whole simulation run is executed before updating the RL policy [102]. The system state and
reward are passed to the RL through system calls [97,98,100], or shared Database [102].

Most of the studies use a RL script to pauses/runs the simulation model. The simulation
runs till an action is needed. Then the simulation pauses and returns the control back to
the RL script, in order to get the RL agent action. Finally, the RL script passes the action
back to the simulation and resumes it. An API for the simulation tool is needed in order
to control its flow from the RL script. Moreover, an additional code is needed to get the
system’s state and reward value from the simulation model.

In the previous approach, the RL policy is updated at the end of a whole simulation run,
called an epoch. This enables the RL agent to test its policy for a considerable amount of
time. However, the training process will need hundreds of simulation runs in order to train
the RL agent, which leads to high computational cost. Additionally, the simulation model
must be developed using a finite horizon modeling approach, where the simulation must end
at some point.

5.4 Embedding Reinforcement Learning

In our approach, we built the RL library for model designers. This requires the simulation
tool to control the RL operations. Contrary to the popular approach, the simulation tool
initiates the RL agent inside the simulation model. Additionally, the RL algorithm and its
parameters can be selected by using hyperparameter optimization, since model designers
might not be experts in the RL field. The RL library is composed of two main components;
RL Interface, and RL Agent. These components are implemented as AnyLogic agents that
can be used in any AnyLogic model. Figure 5.1 shows the interface between the AnyLogic
model and the RL library components.
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Figure 5.1 RL library components’ interface with AnyLogic models

RL Interface is an AnyLogic agent that creates a RL agent. The model designer needs to set
the number of observation variables and the number of actions in RL Interface, according to
the problem definition. The RL algorithm and its parameters are defined by using AnyLogic
parameters. Model designers have the ability to use the default values of RL Interface.

RL Agent is also an AnyLogic agent. RL Agent interacts with RL Interface to provide a
systematic approach to define the system state, action, and reward. The model designer calls
the function doAction() from RL Agent to get the RL agent’s action, while calls the function
rewardAgent() from RL Agent to reward the RL agent on its last action.

Since the system state and the reward function are problem dependent, the model designer
needs to implement them according to the problem and system definitions. The model
designer needs to implement two functions that are required by RL Agent. Firstly, getO-
bservations() is an AnyLogic function that collects the current system state. Secondly, re-
wardFunction() is an AnyLogic function that computes the reward of the last action when
called. A third function is also available noRewardValue(), which passes a default reward
value in the case of temporal difference. The noRewardValue() function passes zero reward
by default, but it can be modified by the model designer.

5.4.1 User Experience

As our main goal is to make the use of RL agents user-friendly for model designers, all
the information needed by the RL library components are passed from inside the AnyLogic
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model. This ensures that model designers do not need any additional tools to use RL agents
in their models.

The RL algorithm is implemented in snippets using Python and AnyLogic’s Pypeline library,
inside the RL library components. This approach hides the RL code from model designers.
Additionally, it does not require model designers to have prior knowledge of Python.

5.4.2 Hyperparameter Optimization

Hyperparameter Optimizer is an additional component of the RL library. Hyperparameter
Optimizer is a Java class compatible with AnyLogic experiments. It enables model designers
to search for the most optimum RL parameters to use in their model. Figure 5.2 shows
the interface between the AnyLogic model and Hyperparameter Optimizer in an AnyLogic
simulation.

RL Interface

AnyLogic Simulation

AnyLogic
Model

Hyperparameter
Optimizer

RL Parameters

Score

Figure 5.2 Hyperparameter Optimizer interface with an AnyLogic model

Hyperparameter Optimizer simulates the AnyLogic model multiple times with different RL
parameters’ configuration to find the optimum RL parameters values. In order to evaluate the
RL parameters’ performance, the model designer needs to compute a performance indicator
and set it in an AnyLogic variable. That AnyLogic variable is then used to give a score for
each RL parameters configuration.

Hyperparameter Optimizer uses Tree of Parzen Estimators (TPE) algorithm to search for the
optimum parameter values. The TPE algorithm directs the optimizer to better explore the
search space. Gaussian process (GP) based approach estimates the expected reward of the
RL parameters. The exploration is done iteratively, where a sample of the search space is
tested, then a new sample is selected using the updated GP model.
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5.5 Truck Dispatching Use Case

We applied our approach to a truck dispatching problem. This dispatching problem is inspired
by a real-world use case provided by SimWell Consulting & Technologies Inc. The goal is
to train a RL agent to dispatch a set of trucks inside a simulated environment. The trucks
transport payloads from one of many source points to one of many destination points. Then
the truck goes back to one of the sources to transport a new payload. The environment
has a set of 5 sources and 5 destinations. These points are located at different locations
and connected with a set of roads. Figure 5.3 shows an overview map of the simulated
environment sources and destinations.
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Dst #1

Src #2
Src #3

Src #4

Src #5

Dst #2

Dst #3

Dst #4 Dst #5

Destination Point (Dst)
Source Point (Src)
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Figure 5.3 Truck transportation environment

5.5.1 System Description

Sources and Destinations take a random delay time to load and unload a truck. The loading
and unloading time follows a triangular probability distribution. Trucks take more time at
source points with an average loading time of 20 minutes, while unloading a truck payload
takes an average of 10 minutes. Moreover, a truck takes transportation time to move from
one point to another depending on the distance between the two points. If the source or
the destination is currently busy serving a truck, all trucks that arrive waits in that point’s
queue until being served. Finally, each source and destination is taken out of service due to
maintenance according to a random uptime and maintenance time.

The simulated environment has three congestion scenarios; not congested system with 15
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trucks, near system capacity with 30 trucks, and over system capacity with 50 trucks. The
three different scenarios were used to train the RL agent to evaluate the RL agent’s behavior.
Moreover, the simulated environment has two types of trucks, where each truck type has a
different payload capacity. Trucks of type 1 have a maximum capacity of 50 tons, while trucks
of type 2 have a maximum capacity of 35 tons. At the start of each simulation run, the truck
type is assigned to each truck at random with a 50:50 probability. This will encourage the
RL to learn different dispatching behavior according to the truck’s type and the system
congestion.

5.5.2 Business Objective

From a business point of view, the objective is to increase the productivity of the site by im-
proving the truck dispatching policy. This objective is mapped mathematically into increasing
the overall transported tons during a period of one month. The RL reward function is defined
as the rate of tons transported per action, which is computed as the tons loaded/unloaded
divided by the time duration to perform the dispatching action. The time duration includes
the traveling time, waiting time, and the loading/unloading time.

5.5.3 Reference Heuristic Rule

In the real system, the shortest queue is applied as a heuristic rule to select the truck’s next
point. This rule is used to distribute the trucks over the waiting queues to decrease the truck
waiting time. Additionally, the rule considers in-service sources and destinations only. This
means that the truck will not be sent to an in-maintenance point, even if there are no trucks
waiting at that point’s queue.

5.6 Results and Discussion

The heuristic rule described in Sect. 5.5.3 is used as a reference to measure the performance
improvement in terms of overall tons transported. The Table 5.1 shows the total transported
materials in tons over a one-month period. The simulation results are generated for the three
congestion scenarios presented in Sect. 5.5.

5.6.1 RL Results

In the 1st scenario, in which the system is not congested, the number of trucks waiting in a
queue is not large. This results in lower waiting time, which increases the impact of traveling
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Table 5.1 Heuristic Rule Results

Congestion Scenario Overall Tons (x1000)
Scenario 1 (15 Trucks) 332
Scenario 2 (30 Trucks) 505
Scenario 3 (50 Trucks) 533

distance on the total time taken by a truck, from a source to a destination and back again.
The RL agent learns to reduce the traveling time overhead by not selecting the furthest
source/destination points (Src5, Dst4, and Dst5), as shown in Figure 5.4. The RL agent also
prefers some sources/destinations over others. The RL agent preferred trucks of type 1 over
type 2 when dispatching trucks to the nearest destinations. By analyzing the trucks waiting
in a queue at different timestamps, trucks of the same type tend to cluster together. This
means that most of the trucks waiting at a source/destination at a certain timestamp will
belong to the same truck type. The RL ability to consider the traveling time and the truck
type effect increased the overall transported tons by 8.7% compared to the heuristic rule.
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Figure 5.4 Percentage of total trucks dispatched in the 1st congestion scenario
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In the 2nd scenario, in which the system is near its capacity, the average waiting time of a
truck would exceed the traveling time overhead. This led the RL agent to learn to use all
the sources, and use the furthest destinations at congestion times, as shown in Figure 5.5.
By analyzing the trucks waiting in a queue at different timestamps, the RL agent dispatched
the trucks according to their type as in the 1st scenario. The learned policy increased the
overall transported tons by 4.1% compared to the heuristic rule.
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Figure 5.5 Percentage of total trucks dispatched in the 2nd congestion scenario

In the 3rd scenario, in which the system is over its capacity, all sources and destinations are
used as shown in Figure 5.6. However, we can see that the RL agent learned to dispatch
trucks to specific sources and destinations based on the truck’s type. The RL agent preferred
trucks of type 1 over type 2 when dispatching trucks to the nearest sources and destinations.
This policy still increased the overall transported tons by 2.7%, despite the long waiting
times.
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Figure 5.6 Percentage of total trucks dispatched in the 3rd congestion scenario

5.6.2 Benefits of Embedding RL in AnyLogic

Visualizing the system helps in explaining the learned RL policies and justifying its results.
The visualization capabilities in AnyLogic enabled us to analyze the RL agent’s behavior
over time. It also allowed us to study the system’s dynamics and the RL agent’s reaction to
such events as the sudden failure of a source or a destination.

Training the RL agent on the three different scenarios was done on the same simulation
model. Changing the system behavior in AnyLogic models was done by simply changing an
AnyLogic parameter. This allows the model designer to investigate different scenarios and
train new RL agents without any additional effort.

Finally, the RL algorithm and its parameters were not mentioned in the results as it is irrel-
evant to both the model designer and business stakeholders. The hyperparameter optimizer
described in Sect. 5.4.2 enables non-experts to use RL without any prior knowledge. The RL
results were generated in a few hours using a single commodity computer.
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5.7 Conclusion

RL is an important decision-support tool in the Industry4.0 era. The current improvements
in DES simulation tools, such as AnyLogic, enabled the embedding of intelligent agents into
DES simulations. In this paper, we took advantage of these improvements and programming
flexibility to develop a RL library. The RL library provides a user-friendly interface to use
RL agents in simulation models. We applied our RL library on a truck dispatching use-
case modeled using AnyLogic. The RL agent learned to adjust its policy according to the
congestion in the system and truck type. Visualization features in AnyLogic enabled us to
better understand the learned RL behavior.
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6.1 Abstract

Digital Twin (DT) is a research topic that gained momentum in the Industry 4.0 era. The
goal of DT is to create a virtual real-time intelligent system that is a typical twin of the
physical system. DT provides analysis, prognosis, planning, and rapid response when needed.
Digital Shadow (DS) is an artifact concept of DT that provides a real-time replica of the
physical system. Information in a DS is passed in one direction only, from the physical
system to the virtual one. While in DT, the information goes in both directions. The
definition and roles of DS and DT are overlapping. However, DS can be defined as the main
component of a DT system. In this paper, DS roles are specified. Based on these roles, A DS
framework architecture is proposed, and the communication system between its components.
The proposed framework design is built using distributed system concepts such as event-
driven architecture, microservices, and containerization. These concepts are well-defined and
utilized in the software engineering domain. The originality of the proposed framework is the
definition of a systematic approach for designing and integrating Digital Models (DMs) from
different vendors and domains. An experiment is designed to prove the framework’s ability
to shadow a physical system in real-time. Multiple DMs are implemented and deployed
on the proposed DS framework. These DMs are used to shadow a natural gas compressor
system. Experimental results prove the practicality of our proposed DS framework to operate
in real-time.

Keywords

Industry 4.0, Digital Twin, Digital Shadow, Distributed Systems, Modeling, Simulation

6.2 Introduction

DT concept has become a focal point since the announcement of Industry 4.0. DT was first
defined by NASA researchers as "integrated multi-physics multi-scale probabilistic simulation
that mirrors the physical system" [17]. DT definition had broadened to become a real-time
digital replica of a component, a product, or a production system [14,15]. The digital replica
provides statistical insights, future predictions, and decision-support capabilities. An expo-
nential number of research articles are being published annually on the topic of DT and its
applications [48]. However, DT definition and related terms lack conceptual standardization
and consensus [47,58].

DS is a by-product concept of DT [29]. DS is defined as a digital replica that shadows
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the physical system [14, 75]. The definition of DT and DS remains intertwined and their
roles are overlapping. Role-based separation between DS and DT is proposed in a previous
publication [103]. DS is defined as a "digital replica of the physical system that matches
its physical counterpart’s state in real-time". While DT is defined as a "real-time decision-
support sandbox". DS is a core component of DT, which provides a real-time representation
of the physical system to DT. DT uses DS digital replica to improve the physical system’s
performance in real-time.

6.2.1 Motivation

Multiple DT frameworks have been proposed in the literature; however, these frameworks lack
generality and/or practicality. Creating a realistic general-purpose DT system is challenging.
General purpose DT utilizes different modeling approaches to describe a system. These
models are integrated into the DT framework despite their different interfaces and time
flow. For example, collaborative robotic arm DT integrates a continuous-time kinematics
model and an event-driven collision avoidance model. General purpose DTs are not limited
to specific modeling tools or vendors, they are able to share information between different
models from different vendors. Additionally, any model should be integrable into the general
purpose DT. The separation between DT applications and simulation models eases the
generalization of the DT framework [25, 71]. DS provides a virtual space for models to
simulate the physical system. Then DT systematically pulls information needed for decision-
support applications [103].

Most DT frameworks designs are described on system-level without implementation details as
in [46,70,71,104]. Such articles focus on DT concepts and data flow between the framework
components. DT components are defined based on functional capabilities and integration
into the industrial automation pyramid.

Other DT frameworks are tightly-coupled to the applied case study and the utilized modeling
tools as in [25,62,63]. This approach generates a realistic DT framework that can be imple-
mented and tested on real-world problems. However, focusing on a specific problem reduces
DT generality and ability to expand into other domains. DT framework implementation
requires modifications in order to include additional modeling tools.

Many published studies focus on the applications of real-time modeling. These studies either
connect the model directly to the physical system through a direct communication interface
as in [63–68]; or depend on previously developed DT frameworks as their enabling technology,
as in [105–108]. Other studies do not use simulation models in their DT application [48,49].
In that sense, some of the systems described as DT systems in literature are in reality DS



51

systems or real-time monitoring systems.

6.2.2 Contribution

In this paper, a general-purpose DS framework is proposed using distributed system concepts.
DS framework provides a real-time digital replica of the real world. Gateways acquire raw
data from the physical system in real-time. The raw data is then published to a Pub/Sub
communication channel, where it becomes available for any model in the framework. Mi-
croservice architecture is used to design DS components as services. Multiple DMs run
simultaneously and exchange information over the Pub/Sub communication channel.

In comparison with previous studies, the proposed DS framework is designed based on dis-
tributed system concepts. The originality of the proposed framework design is in the modular-
ization of DS models and information sharing between different components. The framework
is based on a microservices architecture to adapt different simulation and modeling tools from
different vendors and domains. DS model interface is defined using JSON files generated from
ontology-based knowledge graphs. This enables automated deployment of DS models on the
proposed framework.

The originality and contribution of this paper are summarized as the key elements of the
proposed DS framework architecture;

1. A systematic approach for DM interface

2. Modularization of DM and information sharing between DMs

3. Encapsulating DM in Docker containers

4. Use of Kafka for high-throughput low-latency communication

5. Use of Kubernetes for automated deployment of DS components

6.2.3 Organization

The rest of the paper is organized as follows; Literature review of DS and DT concepts is
presented in Sect. 6.3. Then a brief background of distributed systems and their use in DT is
presented in Sect. 6.4. The proposed DS framework is described in Sect. 6.5. The framework
is applied in an industrial case study presented in Sect. 6.6. Multiple aspects of the proposed
framework are discussed in Sect. 6.7. Finally, conclusion and future work are presented in
Sect. 6.8 and Sect. 6.9.
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6.3 Literature Review

In this section, Different definitions of DS in literature are discussed in relation to DT. Then,
a brief review is presented of some DT architectures in literature. This is due to the high
publication rate in the topic of DT compared to DS.

6.3.1 Digital Shadow

WGP was the first to define Digital shadow (DS) in 2016 [30, 31]. In that definition, DS
integrates real-time information collected from multiple sources into a general image of the
physical system. This image is used by decision-support tools to provide real-time recommen-
dations for managers. WGP separates between DT and DS in terms of model fidelity [8,30,31].
DT requires high-fidelity models that describe the system in fine detail for decision-making
processes. While DS uses low-fidelity models to describe the system using an acceptable
abstraction level.

Ladj et al. [73] adopted a similar definition of DS. They defined DS as a core component
of DT. DS consists of ontology-based data models that capture the physical system state.
DS uses data-processing algorithms to aggregate data from different sources and formats to
provide a dynamic database for DT applications. Brecher et al. [74] proposed the use of a DS
Caster that processes and annotates raw data. DS Caster then updates the ontology-based
data model. That definition limits the DS role to data collection and processing, where en-
gineering knowledge is added as predefined relational rules only. In our proposed definition,
DS provides more depth into the system behavior through a wider range of modeling tech-
niques and data analytics. Additionally, defining DS as multiple models sharing information
in-between enables the development of a holistic view of the system.

Brauner et al. [51] also adapted a DS definition similar to WGP. They consider true DT as
infeasible since it is hard to fully represent a physical system in a digital form. Additionally,
DT requires a massive amount of data and computations to build a virtual replica, which
results in high-latency operations. They define DS as a task-driven domain-specific simulation
model that describes part of the physical system in real-time. DS aggregates raw data in
a model, that is processed to extract and share knowledge. A system could have multiple
DSs, each describing a part of that system. That definition of DS is similar to our proposed
DM. Our proposed DS provides an aggregate view of the physical system using multiple
DMs. Additionally, our proposed DS definition focuses on imitating system behavior and
embedding prior knowledge.

Another definition, that is popular in literature, categorizes DT and DS according to data
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flow direction between virtual and physical worlds [8, 14, 29, 32, 33]. DS receives information
automatically from the physical system, but DS can not send feedback to the real world.
While DT sends and receives information automatically in a bidirectional way. DT receives
the latest readings from the physical system, while it sends control commands back to the
physical system controller.

The lack of separation between the two concepts, DS and DT, makes their roles mixed up
in literature. Stark and Damerau [15] proposed an intersected functionality between the two
terms. DS is defined as the collection of system data, while DT is defined as the digital model
and its DS. A DS’s role in that definition is limited to real-time data acquisition similar to
WGP and Ladj et al. [73]. Schuh et al. [75] proposed the use of DS for the digitalization
of the manufacturing process. Simulation models are used to create a digital copy of the
production line. However, they did not discuss the difference between DS and DT. Becker
et al. [72] used model fidelity to differentiation between DT and DS. DT is defined as a
high-fidelity replica of the physical system. While DS is defined as a compact purpose-driven
model representing part of the physical system. Konstantinov et al. [76] followed the data-
flow direction differentiation between DT and DS. Their WDT is used as a DS that keeps
track of the physical system and is accessed through a web browser by technicians. Kassen
et al. [77] also followed the data-flow direction to define DT and DS. Their data-driven DS
simulation model is designed to accommodate different types of production systems.

6.3.2 Digital Twin

As DT publications are growing exponentially, the number of review studies is growing too.
This helps researchers keep track of the various domains where DT is applied and the tech-
nologies used in DT. Uhlenkamp et al. [14] made an extensive study on the aspects of a DT
framework. While Cimin et al. [8] made an extensive study on published papers focusing on
DT applications. Qi et al. [27] defined a 5 dimensions characterization of DTs and discussed
the DT’s enabling technological tools. Lu et al. [23] made a literature review on the tech-
nologies applied in the DT domain. Finally, Tao et al. [69] made a comparative study about
the relationship between DT and CPS.

DT have been applied for various applications in the industrial domain. Table 6.1 presents
an overview of DTs applied in industrial case studies, their scope, and applications. Several
DT architectures have been proposed in the literature. The common aspect between these
architectures is the separation between the DT framework and the models deployed on it.
Additionally, the use of communication channels to connect different components of the
system together. In these architectures, data is collected and preprocessed on the factory
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level and then sent to DT. The data is then stored in a shared database and/or MQ in order
to be shared within the framework. When the operator requires a service, the corresponding
models are initiated. These models process the collected data and send the analyzed results
back to the operator.

Tao et al. [70] proposed a DT architecture under Made in China 2025 initiative. They
proposed the use of models as services that can be requested from a shop-floor service system.
They later expanded their DT architecture into 5 dimensions to incorporate data collected in
DT and communication between the different components [27]. Another publication discussed
the use of multi-layer models to address the hierarchical relationship between objects in the
shop-floor [109]. Zhuang et al. [62] also proposed a DT architecture similar to Tao et al. [70].

Park et al. [25] proposed a three-level DT architecture. The first level includes the physical
system controllers and sensors. The second level contains DT models and inner services. Fi-
nally, the third level represents DT applications. In their architecture, they separate between
DT basic services performed internally as simulation and monitoring; and DT applications
executed upon user request such as scheduling maintenance and optimizing production plan.

Qamsane et al. [71] proposed a DT architecture in order to provide a more generalized DT
framework. They argue that simulation-only and model-only approaches provide analytical
capabilities; however, these approaches do not provide a fully-functional DT system. Their
architecture divided the system into 3 layers, with DT as a part of the middle layer called
software-defined controller.

Jiang et al. [50] proposed a service oriented DT framework built on the Data, model, and
service (DMS). Their DMS framework defines each component of DT framework as a DMS
module, where data is processed by the model and provided upon request as a service. The
service part of the DMS module also provides communication capabilities to other DMS
modules in the framework.

Redeker et al. [56] proposed a DT framework based on RAMI 4.0 where AAS is the core
component. The framework is designed to collect the data through AAS-servers in the
physical system using OPC-UA. The information is shared to business-level AAS over the
cloud using MQTT and RESTful services. Similarly, Park et al. [57] used AAS as a base
component in their autonomous DT. AAS asset description is used in the self-configuration
of DT without human intervention.
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Table 6.1 Overview of DT Applications in Industrial Domain

Publication Scope Tools Application Domain
[46] System N/A Driving assistance configuration Automotive
[25] Equipment Modelica, Perti-Net Root cause analysis Robotics

Machine health[71] Equipment Mathematical Model shop-floor reconfiguration Manufacturing

[66] System 3D CAD, PLCSIM Warehouse reconfiguration Manufacturing
[106] Equipment 3D CAD, Tecnomatix PS Fault detection Robotics
[107] Equipment 3D CAD, CNN Product identification Robotics
[48] Equipment, System Dashboards Real-time monitoring Manufacturing
[49] Equipment 3D CAD, Mathematical Model Mobile robot calibration Robotics
[79] Equipment N/A Real-time monitoring Manufacturing
[80] Equipment 3D CAD, Mathematical Model Tool path analysis Manufacturing
[56] Equipment N/A Condition monitoring Manufacturing
[33] Equipment Mathematical Model AGV tracking Robotics
[64] Equipment URSim, Experior Trajectory optimization Robotics
[65] Equipment 3D CAD Real-time monitoring Robotics
[105] System 3D CAD Production line configuration Manufacturing
[50] Equipment Statistical Model Predictive maintenance Manufacturing
[81] System Artificial Neural Network Asset health monitoring Manufacturing
[77] System AnyLogic Optimization production line Manufacturing
[63] Product, Equipment CAM Simulation, ANSYS Machining process optimizing Manufacturing
[73] Equipment Web-Ontology Knowledge Model Fault detection Manufacturing
[68] System AnyLogic Virtual commissioning Manufacturing

[110] System N/A
Resources management

Manufacturingshop-floor scheduling
process optimization

[111] System LabVIEW, ANN Anomaly detection Food production
[112] Equipment 3D CAD Human-robot collaboration Robotics
[113] Equipment 3D CAD Deburring operation Robotics
[108] Equipment 3D CAD, Simulink Process planning of raise boring Mining
[67] System AnyLogic Production scheduling Food production
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DT concept lacks standardization [47, 58]. This is partially due to the general definition of
DT. Different systems and domains require different modeling approaches; however, generic
models for multiple domains do not exist. For example, modeling an electric grid differs from
modeling an assembly line. Some publications focused on the process of designing a DT to
formalize a workflow for creating and deploying DTs. Ontology and knowledge graphs provide
a semantic description for automating DT deployment [58]. Ontology provides meta-model
information used for defining models interface and shared information. Moreover, ontology
enables system interoperability that facilitates human involvement and supervision.

6.4 Distributed Systems

Distributed systems concepts are used in designing the proposed DS framework. Distributed
systems domain has been studied in the software engineering discipline. Cloud computing
is a sub-field of distributed systems, which became one of the main pillars of Industry 4.0.
Cloud computing provides the required computational and storage power for Industry 4.0
systems. Network performance of cloud computing system affects DT system reliability [114].
However, large cloud providers, such as Microsoft Azure, are addressing the network quality
needed by DT applications in their IoT solutions [115].

In this section, a background discussion is provided about distributed system concepts: event-
driven architecture, service-oriented architecture, and containerization. Previous studies are
highlighted for discussing the benefits and potential of applying these concepts.

6.4.1 Event-Driven Architecture

As discussed in Sect. 6.3, DT frameworks utilize communication systems to connect different
DT components. Message Queue (MQ) such as MQTT [25,56,79], MTConnect [80], AMQP
[79], and RabbitMQ [50] are used in DT frameworks. MQ is an asynchronous message
channel that transfers information from one component to another. MQ provides low-latency
communication for one-to-one information sharing. However, MQ does not support multiple
subscribers for the same message. Some MQ systems, such as Google Pub/Sub, duplicate
the message as a workaround to send the same message to multiple subscribers.

Pub/Sub communication systems are used in some DT frameworks as [70,71]. Pub/Sub com-
munication provides a global many-to-many information sharing platform. Publishers and
subscribers do not interact directly. Publishers send tag-named messages to the Pub/Sub
communication channel. Subscribers receive messages from the Pub/Sub communication
channel based on the subscribed tag names. Multiple Pub/Sub communication systems
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Apache Kafka® is an open-source Pub/Sub communication system used in data-stream ser-
vices. Amazon Kinesis is a managed version of Kafka, which is managed and deployed on
the Amazon AWS cloud system.

Apache Kafka® has been used in DT applications in the literature. López [81] discussed
the potential benefits of event-driven architectures and Pub/Sub communication, where they
used Kafka in their case study. They discussed its importance for system flexibility and
scalability. Radchenko et al. [83] used Kafka to pass information to Kepler workflows that
model the system as a structured process-flow. Kafka was used as a middleware layer for
collecting information from IoT sensors and then passing it to Kepler workflows. They also
discussed the potential benefits of using Kafka in [82]. Kamath et al. [79] used Kafka with
InfluxDB and Grafana to provide a time-series analysis of collected data from the real world.
Kafka provided a real-time streaming pipeline to pass information from DT to analytical
tools. While message queues such as MQTT and AMQP are used to collect information from
the physical system. Steindl and Kastner [84] used Kafka as a backbone communication
channel to connect different components of the system. They also discussed the importance
of Kafka in their design.

The previous studies do not fully utilize Apache Kafka® capabilities. The proposed DS
framework uses Kafka as a backbone communication channel to connect components of DS
framework. Kafka ensures a high-throughput low-latency communication with fault-tolerance
[116, 117]. The distributed nature of Kafka provides high availability as data is replicated
on multiple Kafka brokers. Kafka also enables the scalability of the DS framework, as new
Kafka brokers can be added to the system without service disruptions.

6.4.2 Service Oriented Architecture

Almost all Industry 4.0 architectures are built on the use of SOA and microservices [53].
IIRA uses SOA concepts for the dynamic exchange of information. While RAMI 4.0 uses
SOA encapsulation concept to provide a common interface between its modules. Finally,
SITAM is built on SOA architecture that defines the system as a hierarchical structure of
services. Some smaller initiatives and SOA approaches, such as FIWARE and ArrowHead
frameworks, were also studied for providing data-centric aspects in the industrial domain.

Catarci et al. [55] proposed the design of DT models using SOA approach. DT collects
information from the system in the form of vendor-based semantic models. The collected
data are integrated and translated to a common representation by a mediator module. The
translated information is then shared with CPS as a web-based service. DT sends data upon
query request from synchronized systems or using a Pub/Sub message system.
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Dobaj et al. [78] proposed the development of DT as a SOA middleware component in a
CPS architecture. CPS applications request information from DT level, without the need to
know the physical hardware and network on the shop floor. While DT collects the shop-floor
information into a global holistic view. DT in that study provides data aggregation, service
orchestration, and communication abstraction.

The previous studies show the importance of adapting the SOA concept in designing a frame-
work. SOA and microservices concepts are applied to build the proposed DS framework in
a loosely-coupled architecture. This approach eases the scalability of the system as new
DS modules are added separately from other modules. A module can be modified without
affecting the system as the service interface hides the module’s details from the rest of the
framework. Alongside the use of Kafka, microservices ensure framework resilience to network
faults and enable the scalability of services.

6.4.3 Containerization

Containerization is still not a widely used concept in the industrial domain despite its impor-
tance in cloud computing. Radchenko et al. [83] used Dockers to automate the deployment of
their DT system. Docker images contained the deployment instructions for Kafka and Kepler
workflows. Redeker et al. [56] proposed the use of CD tools over Kubernetes (K8s) to en-
able DT system updatability. They used CD workflows to continuously test and deploy new
AAS modules when modified by designers. While K8s update existing deployments without
disrupting the service. Steindl and Kastner [84] discussed the importance of containerization
and microservices in designing DT components. This approach eases the addition of new
services due to the loosely-coupled interaction within the system.

The rising trend of containerization in the computer science domain highlights the importance
of applying it in industrial applications. The proposed framework uses containerization for
DM modularization and automation of the framework deployment. Dockers and K8s are used
for deploying the DS framework and modules. Dockers provide virtualization and isolation
for DS modules. This ease the deployment of DS on any hardware infrastructure. The
combination of module isolation with microservices prevents runtime faults to propagate to
the rest of the framework. K8s is used to deploy DS components and containerized DMs on
cloud. K8s provides orchestration for the deployed Docker containers. This enables scalability
and service availability during failures.
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6.5 Digital Shadow Framework

As previously stated in Sect. 6.2, DS is defined as a digital replica of the physical system. DS
mimics the system behavior using real-time data, prior knowledge, and simulation models.
DS roles are defined as follows:

• Represent the physical system as an abstract model.

• Track the physical system state in real-time.

• Provide a behavioral explanation of the physical system state.

• Refine our knowledge of the system by comparing the abstract model to the physical
system’s behavior.

• Visualize the state of the physical system.

DS framework is designed based on event-driven architecture. The framework components
communicate through a shared Pub/Sub communication channel. Microservices interface
enables DS components to exchange information using a loosely-coupled approach. Fig-
ure 6.1 shows the DS framework architecture design. The DS framework is composed of:
A) DS coordinator, B) Pub/Sub communication channel, C) Source gateway, D) Digital
model manager (DMM), and E) Digital model (DM). The details of each DS component are
presented in the following subsections.

6.5.1 Digital Shadow Coordinator

The DS framework is designed for deployment on distributed systems such as cloud platforms.
DS coordinator provides an administrator interface to control the DS framework components.
Additionally, it deploys and manages other DS components and their configurations on a K8s
cluster.

Kubernetes (K8s) is an open-source orchestration system used in automating container de-
ployment, scaling, and managing workload operations [118]. It was designed by Google
engineers and released in 2015. K8s software is installed on each computer in the distributed
systems, which are linked through K8s control plane. DS coordinator sends deployment com-
mands and configurations to K8s control plane. K8s control plane is composed of multiple
components such as scheduler and controller manager. K8s scheduler selects K8s node to
deploy a container according to computational resources availability. While K8s controller
manager keeps the K8s cluster at the configured state by DS coordinator [119]. This means
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Figure 6.1 Digital Shadow System Architecture

if a DM container stopped due to runtime error, K8s controller manager will notify the
scheduler to restart that DM container.

DS coordinator setups the K8s cluster that hosts the DS framework. K8s cluster is formed
by a set of computational and storage resources, named K8s nodes. DS coordinator deploys
DS components starting by the Pub/Sub communication channel. A shared storage library
contains the K8s deployment scripts, which are used by DS coordinator. These scripts define
Docker images of each DS component, services provided, and configuration. Figure 6.2 shows
a sequence diagram for DM creation and deployment by DS coordinator.

After DS components are deployed on the K8s cluster, DS coordinator provides access to
system administrators in order to manage DMs in the DM Pool. DS coordinator starts and
stops the simulation of a DM and retrieves DM status. It also enables the deployment of
new DMs on an existing DS framework or updating a DM with a newer version.

6.5.2 Pub/Sub Communication channel

The Pub/Sub communication channel is considered the backbone of event-based architec-
tures. Apache Kafka® is used as the Pub/Sub communication channel. Kafka was developed
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Figure 6.2 UML Sequence Diagram of DM Creation

by a group of researchers at LinkedIn as an open-source project in 2011. Kafka then became
managed by Apache® Software Foundation. Apache Kafka® is used by a large number of
companies in multiple domains.

Kafka provides a high-throughput low-latency messaging system for stream-processing plat-
forms [116]. Kafka stores messages received from publishers in a key-value message format.
A message’s key is called a topic, which groups messages with the same context. Subscribers
receive Kafka messages according to the subscribed topic names. Kafka runs on a cluster of
multiple servers called Kafka brokers. Messages are distributed and replicated on multiple
Kafka brokers according to the topic value. Distributing replicated messages on multiple
Kafka brokers increases the availability of Kafka and its tolerance to system faults.

Kafka cluster is deployed on K8s using a dockerized version of Kafka v2.7.0. Each Kafka
broker is deployed on a separate K8s node, where each node has a set of K8s headless services
to communicate with the rest of the Kafka brokers. This approach allows scaling the Kafka
cluster depending on the message traffic. Kafka cluster is scaled up by increasing the number
of K8s pod replicas. A shared volume is used to write the Kafka message log. The shared
volume allows any Kafka broker to restart from its current state if failure happens. This
ensures the fault tolerance of the Kafka message system. Figure 6.3 shows an example of
Kafka brokers and their communication with the DS framework components. In this example,
4 DS components communicate through 3 Kafka brokers. DS components send and receive
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Figure 6.3 An example of Pub/Sub Communication Channel using Apache Kafka®

Kafka was originally developed to distribute data processing for fast stream processing. How-
ever, Kafka allows the same message to be sent to multiple subscribers by assigning each
subscriber to a different consumer group. Kafka ensures that each message is read by only
one subscriber from each consumer group. Therefore, a unique consumer group id is created
for each DM.

Kafka messages are labeled by topic names. A publisher sends to Kafka brokers all topic
names that will be published. While each subscriber subscribes to the needed topics. DM
messages are designed to hold one physical attribute only. Kafka topic names take the form of
%PublisherName%_%CreationT ime%_%AttributeName% , where %PublisherName%
is the name of the publisher, %CreationT ime% is the creation time of the publisher K8s pod,
and %AttributeName% is the physical attribute being published onto the Pub/Sub channel.
For example, if a publisher sends temperature and vibration measurements of a machine,
the publisher will send a message for temperature and another message for vibration. This
message per attribute design enables subscribers to subscribe only to the needed information,
which will reduce the message payload ratio, but also reduce the number of subscribers per
topic.

A separate Kafka admin module is deployed as a K8s pod to provide service discovery for
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other components in DS framework. The Kafka admin module manages the Kafka cluster
and its properties. This module keeps track of Kafka brokers running on the K8s cluster and
their IP addresses. When a component needs to connect to the Pub/Sub communication
channel for the first time, it requests the IP addresses of the available Kafka brokers from
the Kafka admin.

6.5.3 Source Gateway

Data acquisition from the physical system is done by the source gateway service. Source
gateway type depends on access authorization and its proximity to the physical system.
Source gateway can be either tightly-coupled or loosely-coupled.

A tightly-coupled source gateway is an edge-located service. The physical system information
is collected and aggregated on edge node servers. Source gateway publishes the aggregated
data directly to the Pub/Sub communication channel. The tightly-coupled approach reduces
communication overhead as physical data is published once it is collected. However, the
source gateway needs to be deployed at the factory side, which requires access authorization.

A loosely-coupled source gateway is a cloud-located service. Source gateway pulls the physical
system data according to a user-defined rate. The physical data needs to be accessible
through a secure network connection. The loosely-coupled approach requires lower access
authorization, as data can be pulled from a shared database or a web server. However,
higher communication overhead will occur due to the high data pulling rate needed to capture
real-time changes in the physical system.

In both approaches, the DS framework does not terminate due to hardware faults, data
acquisition faults, or network faults. When a hardware fault occurs in the physical system,
the source gateway will not receive any new information to publish. While data acquisition
faults are translated into missing data. Finally, the Pub/Sub communication channel depends
on acknowledgment messages to confirm message reception. Therefore, lost messages will be
resubmitted for publishing after network faults were resolved.

System designers define a state map translation for each source gateway as a JSON file.
The use of JSON files as component definition enables the automation of system design
using ontology-based knowledge graphs. The state map JSON file is then added to the K8s
configuration script of the source gateway. This state map defines Kafka topics that are used
to partition and publish the physical data, as described before in Sect. 6.5.2. Each physical
information is labeled by combining the following names separated by underscore symbols:

• %PublisherName% is the source gateway name
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• %CreationT ime% is the creation time of the source gateway instance

• %AttributeName% is the physical attribute name

6.5.4 Digital Model Manager

Digital model manager (DMM) controls and integrates DM into DS framework. Each DM is
connected to a single DMM and vice versa. DMM applies control commands received from
DS coordinator. These control commands are used to start, stop, or request information
from DM.

DMM connects DM models to the Pub/Sub communication channel. DMM contains a Kafka
client interface that publishes and subscribes information to the Kafka cluster. DMM sub-
scribes to all needed Kafka topics at startup. When the start signal is received from DS
coordinator, DMM pulls the message already published at the subscribed topic. Then DMM
listens to any new messages on the Pub/Sub communication channel. DMM also publishes
DM information when ready. Moreover, DMM keeps the latest model status locally stored
if requested by a user. Figure 6.4 shows an UML sequence diagram for DMM initialization
operation.

As stated in Sect. 6.5.2 and 6.5.3, information is published to the Pub/Sub communication
channel using Kafka topics. These topics are defined by system designers as a state map
that translates the attribute name to its corresponding Kafka topic name. DMM contains
an inverse mapping for the subscribed Kafka topics. Inverse map defines which Kafka topics
need to be subscribed by DMM. The inverse map also defines variable names used by DM to
represent these Kafka topics. DMM translates variable names in any message received from
the Pub/Sub communication channel. Then DMM passes the translated messages to DM.
Similar to the source gateway, DMM inverse mapping is defined as a JSON file in the K8s
configuration script.

An additional state map is defined for DMM for publishing DM information. This state
map translates DM state into Kafka topics. DM information is then published by DMM
to other DMs through the Pub/Sub communication channel. DMM uses the same Kafka
topic naming convention; however, %PublisherName% contains DM model name. DMM
publishing state map is defined in the same JSON file inside K8s configuration script.

6.5.5 Digital Model

Digital models (DMs) are core computational components of DS framework, which simulate
the physical system. DM is a Docker container that executes a single simulation model. Dif-
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Figure 6.4 UML Sequence Diagram of DMM-DM Initialization

ferent simulation modeling techniques can be implemented in a DM, such as; mathematical,
statistical, behavioral, process-flow, or state-flow. DM can also host a translation model,
which transforms information from one physical domain to another. For example, a trans-
lator DM can be used to translate robot position and orientation into a task progress state,
which can be then used in a process-flow simulation to estimate task processing time.

DM shadows the physical system. DM must be initialized by the latest physical system state
before starting the simulation. Moreover, DM needs to pause between time steps in order
to receive any changes in the physical system. This implies the need to control DM model
flow programmatically. Therefore, a model controller component is needed for each DM to
initialize, pause, and resume the simulation. The model controller uses API provided by the
modeling tool in order to control the model’s flow. Controlling user-programmed models is
done through direct programming. However, commercial modeling tools will require an API



66

interface to be used in a DM.

Since commercial modeling tools require licensing, DM Docker file must contain the needed
steps to activate a license. This can be done by either starting the license server application
or adding the needed environment variables loaded by the modeling tool. License files and
credentials are encrypted as secrets in the K8s cluster. This ensures the execution of the
dockerized model without exposing the license to any unauthorized third party. Another
approach is to deploy these models as executable applications after exporting them from
commercial tools. These applications can be easily dockerized after adding all necessary
dependencies.

Since DM is deployed as a Docker container on the K8s cluster, K8s deployment script is
developed for each DM. The K8s deployment script defines the Docker image version and
configuration. K8s configuration script defines how DM model should behave using the
following settings:

• Cont_Time_Indicator defines the model time flow as continuous-time or discrete-
time.

• Time_Resolution defines the time-step used to advance model time if the model type
is continuous-time.

• Online_Indicator defines if the model works in online or offline mode.

In order for DM to communicate with DMM and receive changes in the physical system,
HTTP servlet is integrated into DM to enable the microservices interface. HTTP servlet can
serve as a RESTful API for stateless DMs, such as translators and time-independent models.
While it serves as a normal web API for stateful DMs.

DM provides two main services through HTTP servlet. Firstly, DM can be asked to update
its state of the physical world. DM receives one or more physical attributes at each update
state request. Secondly, DM can be asked to advance the model in time. Separating the two
services is crucial as DM can receive information from multiple source gateways and DMs.
Therefore, DMM passes any new Kafka message from the Pub/Sub communication channel
as soon as it is received. While message sources are predetermined as subscribed Kafka topics.
In addition to the previous services, DM provides a set of managerial services to DMM in
order to control DM. DMM can request to start or stop the DM simulation. Moreover, DMM
can request the latest DM state when needed. Figure 6.5 shows a sequence diagram for the
HTTP requests passed between DMM and DM for a discrete-time DM. While Figure 6.6
shows the sequence diagram for a continuous-time DM.
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Figure 6.5 UML Sequence Diagram of DMM-DM Communication for Discrete-Time DM

Integrating HTTP servlet into DM depends on the modeling tool’s flexibility. For example,
ML models can easily integrate HTTP servlets by adding a few lines of code, since they
have high programmatic flexibility. Other modeling tools might need an external interface
to communicate and control a model. A DM external tool can connect to the model using
either a TCP/IP communication or Inter-process communication (IPC). Figure 6.7 shows
the different approaches to connect a DM with its DMM.

The proposed DS framework allows DM to run locally instead of running it on the K8s
cluster. This could be helpful for running models that can not be dockerized, or for testing
models before deployment. DM still needs to integrate an HTTP servlet to communicate
with DMM. However, the K8s configuration script defines how DMM can connect to the
local DM using the following settings:

• Model_Ref defines the IP address of the server hosting the local model.

Deployment of DM locally would limit the scalability of DM as only one instance of the
model can run. Moreover, local deployment might require some manual operations, if local
deployment is not automated.
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Figure 6.6 UML Sequence Diagram of DMM-DM Communication for Continuous-Time DM
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Figure 6.7 Digital Model Interface with the Digital Model Manager

6.6 Case Study

The proposed DS framework is applied to a natural gas compressor. The gas compressor is a
part of an offshore gas transportation pipeline accessed through Open Industrial Data (OID)
project [1]. OID is a collaboration project between Aker BP and Cognite to provide a stream
of industrial data publicly for researchers. Aker BP publishes sensors measurements captured
at the first stage of a four stages gas compressor on the Valhall PH platform, CDF provides
access to the gas compressor’s sensors measurements through their web servers.

The gas compressor stage is composed of multiple components as shown in Figure 6.8. The
gas is cooled in the suction cooler 23-HA-9103. Liquid droplets are removed in the suction
scrubber 23-VG-9101, while the cooled gas is compressed by the fixed-speed centrifugal com-
pressor 23-KA-9101. The compressed gas is cooled in two discharge coolers 23-HA-9114 and
23-HA-9115. A set of valves controls the gas flow to and from the compressor stage. An
anti-surge valve is used for surge control. The anti-surge valve passes the pressurized gas
back to the suction scrubber during the surge to prevent reverse flow within the compressor.

The proposed DS framework is deployed on Google cloud platform (GCP) using Google
Kubernetes engine (GKE). DS coordinator creates a K8s cluster composed of 8 standard E2
nodes. Each node has 2 shared virtual CPUs with 4GB RAM memory and 100GB storage
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memory. Three Kafka brokers are deployed as a Kafka cluster for Pub/Sub communication.
Figure 6.9 shows different server locations that interacts within the DS framework. Five DMs
are used to describe different aspects of the physical system as shown in Figure 6.10.
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Figure 6.9 Distributed System Servers

6.6.1 Source Gateway

The gas compressor information is provided only through the CDF platform. CDF provides
a RESTful API interface for data access. Each component on-site is defined by a tag name
in the CDF platform. HTTP requests are used to pull live and historical data. Figure 6.11
shows pressure and temperature sensors’ measurements for the in-flow and out-flow of the
compressor. In this study, online sensor measurements are collected over the span of 33
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hours using 1-minute granularity. Missing data is pulled as empty messages from the CDF
platform.

Loosely-coupled source gateway is developed and deployed on the DS framework. The source
gateway connects to CDF using a secure HTTP connection. Source gateway pulls sensor mea-
surements according to pre-defined tag names for the available sensors. Table 6.2 describes
the list of tag names pulled by the source gateway.

6.6.2 Gas Pressure Model

Estimating compressed gas pressure is important to assess prior knowledge of the system and
predict pressure surges. ML provides a statistical approach to predict system behavior based
on historical data. ANN models have been used in literature for estimating gas compressors’
health index and detecting anomalies [120]. ANN provides high-accuracy estimates in a short
evaluation time; however, a large amount of processed data is needed for training ANN.

A Pytorch ANN model is developed to estimate the out-flow gas pressure after compression.
The ANN model was trained on historical data collected over the span of 1 month. Data
points with missing information were removed from the training dataset to clean the training
data for ANN. The ANN model is designed as a small 2 hidden layered network, where the
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Figure 6.11 Compressor’s Pressure and Temperature Sensors Measurements

Table 6.2 Description of Tags Pulled from CDF

CDF Tag Description
V AL_23-TT -92533 Temperature of in-flow gas
V AL_23-PT -92532 Pressure of in-flow gas
V AL_23-PDT -92534 Differential Pressure of in-flow gas
V AL_23-TT -92539 Temperature of out-flow gas
V AL_23-PT -92539 Pressure of out-flow gas
V AL_23-FT -92537-01 Mass Flow of out-flow gas
V AL_23-LT -96182-01 Lube oil reservoir level indicator 1
V AL_23-LT -96182-02 Lube oil reservoir level indicator 2
V AL_23-LT -96182-03 Lube oil reservoir level indicator 3

first layer has 32 nodes and the second layer has 8 nodes.

The trained ANN model is exported to a DM that is deployed on the DS framework. DM
is developed to load the ANN model and estimate the gas pressure using the latest physical
system state. The developed DM is configured as a continuous-time model with a 1-minute
time-step. DMM sends an update state request to DM when it receives a change in a sensor
value. While an advance time request is sent to DM every 1 minute, where the ANN model
generates a new estimate for the out-flow gas pressure. Figure 6.12 shows the ANN predicted
gas pressure and the measured gas pressure during the DS framework deployment test. The
ANN predicts the out-flow gas pressure with an R-squared (R2) of 0.74 and mean absolute
error (MAE) of 0.053. This means that the error difference between ANN estimated pressure
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and measured pressure is relatively low. The ANN also generates a pressure prediction with
missing information, since DMM keeps the latest received measurements from the source
gateway.

Figure 6.12 ANN Model Estimate of the Compressed Gas Pressure During DS Operation

A Flask web API is used to communicate between DM and DMM. DMM subscribes to the
following Kafka topics, where %Time% is the creation time of the source gateway.

• CogniteGateway_%Time%_V AL_23-TT -92533

• CogniteGateway_%Time%_V AL_23-PT -92532

• CogniteGateway_%Time%_V AL_23-PDT -92534

• CogniteGateway_%Time%_V AL_23-TT -92539

• CogniteGateway_%Time%_V AL_23-FT -92537-01

DMM publishes the estimated pressure on the following Kafka topic:

• GasPressureModel_%Time%_OutPressure

6.6.3 Gas Compressor Model

Another approach is to estimate out-flow gas pressure using gas laws. The gas compressor
is modeled as a polytropic system [121]. The pressure-temperature relationship equation is
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implemented in Matlab. The compressor’s efficiency map η is estimated based on the com-
pressor’s specifications and historical data. The pressure-temperature relationship equation
is applied as shown in Eq. 6.1.

Tout/Tin = (Pout/Pin)f(η) (6.1)

The Matlab model is exported to a standalone application that is packaged into a docker
image. The Matlab docker image is deployed as a DM on the DS framework. Similarly to
the ML-based DM, the Matlab-based DM is configured as a continuous-time model with 1
minute time-step. Figure 6.13 shows the Pressure-Temperature estimated gas pressure and
the measured gas pressure during the DS framework deployment test. The wider confidence
interval of the Pressure-Temperature model indicates that the model abstraction does not
include all the principal factors of the system. This means other factors as the mass flow of
the out-flow gas affects the pressure estimates.

Figure 6.13 Pressure-Temperature Model Estimate of the Compressed Gas Pressure During
DS Operation

Python Flask web API and Matlab TCP/IP are used to communicate between DM and
DMM as shown in Figure 6.10. DMM subscribes to the following Kafka topics:

• CogniteGateway_%Time%_V AL_23-TT -92533

• CogniteGateway_%Time%_V AL_23-PT -92532
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• CogniteGateway_%Time%_V AL_23-TT -92539

While it publishes the estimated out-flow gas pressure on the following Kafka topic:

• CompressorModel_%Time%_OutPressure

6.6.4 Gas Compressibility Model

The gas compressibility factor describes the deviation of the gas from ideal gas properties
[122]. Gas compressibility estimate helps in correcting the estimation of gas volume. A
Python-based mathematical model is developed to estimate gas compressibility coefficient
z. Compressibility coefficient correlation is implemented based on the model developed by
Kareem et al. [122] as shown in Eq. 6.2.

z = 1 + A2

C
− A2 ∗ B

C3 (6.2)

where A = a1 ∗ t ∗ ea2∗(1−t)2 ∗ Ppr,
B = a3 ∗ t + a4 ∗ t2 + a5 ∗ t6 ∗ P 6

pr,
A = a9 + a8 ∗ t ∗ Ppr + a7 ∗ t2 ∗ P 2

pr + a6 ∗ t3 ∗ P 3
pr,

t = 1
Tpr

,
ai = constant ∀i ∈ {1 → 9}.

The Python model is deployed on the DS framework as a continuous-time model with a 1-
minute time-step. A Flask web API is used to communicate between DM and DMM. DMM
subscribes to the following Kafka topics:

• CogniteGateway_%Time%_V AL_23-TT -92539

• CogniteGateway_%Time%_V AL_23-PT -92539

While it publishes the estimated gas compressibility coefficient on the following Kafka topic:

• CompressibilityModel_%Time%_zCoefficient

6.6.5 Lube Oil Reservoir Model

Lube oil is pumped into the compressor system to lubricate moving parts, before returning
back to the reservoir. Lube oil level indicates if a failure occurred in the compressor cooling
cycle. An AnyLogic® behavioral simulation model is developed to simulate lube oil level in a
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reservoir. DM uses AnyLogic® fluid library to simulate the lube oil reservoir as a fluid tank.
The model estimates the flow of the oil to keep the oil level according to the measurements
of 3 level indicators. Figure 6.14 shows the main components in the AnyLogic® model.

Figure 6.14 Lube Oil Reservoir AnyLogic® Model

The AnyLogic® model is exported to a standalone Java application, which is deployed on
the DS framework. A docker image is developed for running the exported Java application.
A Java servlet API is used to communicate between DM and DMM. DMM subscribes to the
following Kafka topics:

• CogniteGateway_%Time%_V AL_23-LT -96182-01

• CogniteGateway_%Time%_V AL_23-LT -96182-02

• CogniteGateway_%Time%_V AL_23-LT -96182-03

While it publishes the estimated in/out flow on the following Kafka topics:

• OilTankModel_%Time%_InF low

• OilTankModel_%Time%_OutF low

• OilTankModel_%Time%_Level

6.6.6 Visualization

Visualizing the current system state and model estimations is important for decision-makers.
BI dashboards are interactive web applications that present statistical information graphi-
cally. A Node-RED flow is designed to visualize the state of the real system and different
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DMs. Node-RED listens to information passed from DMM using an HTTP web server.
Then Node-RED updates multiple graphs and gauges used for visualization purposes. DMM
subscribes to the following Kafka topics:

• CogniteGateway_%Time%_V AL_23-PT -92539

• GasPressureModel_%Time%_OutPressure

• CompressorModel_%Time%_OutPressure

• CompressibilityModel_%Time%_zCoefficient

• OilTankModel_%Time%_Level

6.7 Discussion

The main focus of the use-case experiment is to prove the generality and practicality of the
proposed framework. Therefore, simulation model accuracy is not discussed in detail, since
the goal is to integrate different model types into the DS framework. The five deployed DMs
show the proposed framework’s ability to incorporate different modeling approaches such
as statistical, mathematical, and behavioral modeling. While the DMs are developed using
different modeling tools such as ANN, Matlab, and AnyLogic.

In order to identify the benefits of applying distributed system concepts, three aspects of
the proposed DS framework are discussed. Throughput is measured to prove the real-time
capabilities of the DS framework. DS scalability and fault-tolerance are also discussed since
framework generality requires the DS ability to simulate new models and handle faults during
runtime. Other aspects such as cloud computing cost and power consumption depend on the
use case. These aspects are not considered in this discussion since they vary based on the
number of DMs deployed and their container image size.

6.7.1 DS Throughput

Concurrent utilization of resources increases system throughput. However, the communica-
tion network affects the overall system performance. Prometheus and Grafana are used to
monitor the Kafka cluster performance and Kafka messages throughput, while computation
time is recorded at each DM. Table 6.3 shows average time taken at each microservice in
DS framework. DMs take milliseconds to update the model state and advance the model
in time, while the added DMM communication overhead due to HTTP servlets is still in
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milliseconds. Table 6.4 shows that the Kafka cluster provides a low-latency high-throughput
communication system. Kafka message throughput is relatively low due to low network traf-
fic, therefore the Kafka cluster can handle more messages without reducing its performance.
The timing analysis proves DM ability to shadow the physical system in real-time.

Table 6.3 DS Components’ Performance

DS Component Service Avg Time
Source Gateway Publish Physical State 185 ms

DMM Update Model 154 ms
Publish Model State 183 ms

Gas Pressure DM Update State 0.08 ms
Advance Model Time 0.1 ms

Gas Compressor DM Update State 0.12 ms
Advance Model Time 0.17 ms

Gas Compressibility DM Update State 0.07 ms
Advance Model Time 0.09 ms

Lube Oil Reservoir DM Update State 0.09 ms
Advance Model Time 0.12 ms

Table 6.4 Kafka Cluster Performance

Performance Indicator Value
Message Throughput 34.3 msg/s
Produce Time Latency 4.75 ms
Consume Time Latency 13.5 ms
Fetch Request per Broker 250 req/s
Produce Request per Broker 6.7 req/s

6.7.2 Scalability

K8s scales up any service by replicating K8s pods of the deployed service [118, 119]. This
property of K8s is used to run multiple DMs of the same model. The results of these inde-
pendent runs are then used for randomness tests. Each of these independent DMs connects
to the Pub/Sub communication channel to receive physical system information. DMs also
publish their status to the Pub/Sub channel by adding their replication number to the model
name.

K8s provides a rolling update policy, which enables DS framework to replace a DM with a
newer version without interrupting the framework’s operations. DS coordinator deploys new
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source gateways or DMs on the current K8s cluster without terminating the framework. K8s
redistributes the K8s pods if the number of K8s nodes changed due to scaling up or down.

6.7.3 Fault Tolerance

One of the main benefits of distributed systems is keeping the service available even during
runtime faults. Apache Kafka® has a set of policies to support fault tolerance [116]. These
policies ensure a single write/read for information on the Kafka cluster. Moreover, distributed
Kafka brokers increases data availability by keeping multiple replicas of a Kafka topic on
different brokers. While K8s deployment script deploys each Kafka broker on a different K8s
node to ensure service availability during hardware faults.

Containerization of DM enables DS framework to run each DM in complete isolation. There-
fore, a failure in one DM does not affect the rest of the framework. Moreover, the K8s control
plane tracks the number of deployed K8s pods to schedule any new deployment or restart any
failed service [119]. This means DM can be designed to adapt a fail-safe policy. Whenever a
runtime exception occurs in the model, it terminates the Docker container. The K8s control
plane then restarts the terminated container. A new DM container is then initialized by the
latest physical system state and resumes its operation.

6.8 Conclusion

DT is a trending research topic in the Industry 4.0 era. However, the difference in definition
and roles between DT and DS is still blurry. In this paper, the differentiation between the
two concepts based on functional roles is proposed. DS provides a real-time virtual replica
of the physical system. While DT provides intelligence and decision-support services. This
proposed definition considers DS as a core component of DT.

Despite the potential benefits of applying distributed systems concepts in the industrial
domain, the number of publications that applies these concepts are few. In this paper, a DS
framework is proposed based on distributed systems concepts. DS framework is built based
on an event-driven architecture using Apache Kafka® as its communication backbone. DMs
are encapsulated in Docker containers and deployed on K8s cluster. Microservice APIs are
used to design a loosely-coupled communication system between different DS components.

The proposed DS framework is applied in a natural gas compressor case study. Access to
the gas compressor sensors’ readings is provided through the OID project. A loosely-coupled
gateway pulls the physical system status from the CDF platform. Four different DMs were
developed to model different parts of the system with different abstraction levels. These DMs
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were developed using different modeling tools and programming languages. Additionally, a
Node-RED interface is developed as a DM to visualize the main simulated attributes of the
physical system. Experimental results prove the DS framework’s ability to accommodate
different modeling tools. Pub/Sub communication channel and microservices API enable DS
to shadow the physical system in real-time.

6.9 Future Work

For future work, the proposed DS framework will be used as a core component to create a real-
istic general-purpose DT framework. The developed DT will be used to provide system-level
applications and intelligence for a semiconductor manufacturing system. DT framework will
be implemented using the same distributed systems concepts and technologies. Additionally,
a systematic interface for information sharing between DS and DT will be developed. This
approach will enable DT applications to collect needed information from multiple DMs and
even other DT applications. While distributed systems technologies such as Kafka, Dockers,
and K8s will ensure DT scalability and fault-tolerance.
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7.1 Abstract

Digital twin (DT) is an emerging concept in the industry 4.0 era. It integrates intelligence
into industrial processes. The broadness of DT’s concept allows for multiple definitions and
designs to be labeled as DTs. However, general-purpose DTs are still out of reach due to
the lack of consensus, tool dependency, and the focus on system integration. In this paper,
a general-purpose DT framework is proposed by utilizing distributed system concepts. Data
acquisition, system modeling, and intelligence applications are modularized in order to enable
framework generality. Digital shadow (DS) is implemented as a core component of DT, which
provides a real-time virtual replica of its physical counterpart. DT applications utilize DS
models for recommending intelligent decisions. A systematic modeling approach is designed
by differentiating between DS models and DT applications. The proposed approach defines
the model flow based on its roles and objectives. The proposed DT framework is applied to a
semiconductor production use case. For this system, the proposed DT provides insights into
the production system’s behavior and estimates product completion time. Operators dispatch
work-in-progress products using DT recommendations based on the equipment setup and the
production system’s status.

Keywords

Digital Twin, Digital Shadow, Distributed Systems, Modeling, Simulation, Production Sys-
tem

7.2 Introduction

DT is an emerging concept that focuses on embedding simulation, AI and digitalization
in the industrial domain. NASA researchers first defined DT as an integrated multi-scale
multi-physics simulation of the physical system [17]. The goal of DT is to provide insights
for decision-makers in order to improve the system’s performance. DT definition expanded
to become a real-time digital replica of a product, equipment, system, or system of systems
[14,15]. The expanded DT definition incorporates real-time monitoring, simulation, ontology-
based knowledge, optimization, and AI.

7.2.1 Motivation

The broadness of DT concept created multiple definitions and roles of DT [47]. Some studies
focused on the real-time monitoring property of DT [48, 49], where DT collects real-time
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data from multiple sources for data analysis and visualization. Other studies focused on the
simulation capabilities of DT [15, 18, 27]. Finally, some studies focused on the dataflow and
connectivity between multiple DTs components [16,25,50,51]. The common aspect between
the previous studies is their lack of consensus on DT definition. Additionally, these studies
develop DT systems for specific applications. The development of a general-purpose DT is
still infeasible in literature.

The lack of conceptual standardization and generalization in DT frameworks is addressed in
this paper. In a previous publication, DT is defined as "real-time decision-support sandbox"
[103]. DT sandbox is a virtual environment for simulation models and decision-support
applications to operate. This definition specifies DT role in the decision-making process,
rather than technologies and tools utilized. DT generates insights using artificial and rule-
based intelligence. This expands the set of tools used in DT applications from behavioral
flowcharts to ML algorithms. General-purpose DT is enabled through the separation between
data capturing, behavior modeling and simulation, and intelligence applications.

In this paper, DS concept is used in designing a general-purpose DT. DS is an artifact
concept of DT [29]. The separation between DS and DT enables the generalization of the
DT framework [2, 25, 71]. In a previous publication, DS is defined as "digital replica of the
physical system that matches its physical counterpart’s state in real-time" [103]. DS applies
different modeling techniques and prior knowledge in creating a virtual replica of the system.
The virtual replica forms a knowledge graph used by DT applications for decision support.

Different modeling approaches are used in developing DT models. Qi et al. [27] 5-dimension
DT defined DMs as a dimension. DT models are 3D CAD, physical models, behavioral
models, or rule-based models. Since DT and DS have different roles, simulation models are
designed differently for both. DS requires real-time simulation of system behavior. While
DT predicts future system states to generate insights. A systematic modeling approach is
proposed for designing DS models and DT applications.

7.2.2 Contribution

This paper’s contributions answer the following research questions;

RQ1 How to design a general-purpose DT framework?
A general-purpose DT framework provides real-time intelligence regardless of the ap-
plication scope and system properties. General DT generates insights using multiple
different models and tools created by different vendors. In this paper, distributed sys-
tems concepts are used in designing a general-purpose DT framework. Distributed
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systems enable DT generalization through modularization of DT components and inte-
gration of these different components using Pub/Sub communication and microservices.
The originality of the proposed DT framework is in the modularization and isolation of
DS models and DT applications. DT forms a sandbox for different applications to run
concurrently. DS and DT exchange information through a Pub/Sub communication
channel.

RQ2 How to design DS models and DT applications for deployment on the DT framework?
Simulation models are used in both DS and DT; however, the same system can be
modeled in different ways. In order to systemize the process of model design, multiple
modeling aspects are considered. DT applications are developed differently from DS
models since the model’s objective determines the used modeling approach.

7.2.3 Organization

The rest of the paper is organized as follows; Discussion of the related work is presented in
Sect. 7.3. The proposed DT framework is presented in Sect. 7.4. Then a systematic approach
for designing DT and DS models is described in Sect. 7.5. The proposed DT framework is
applied in a semiconductor production system use case, which is presented in Sect. 7.6.
Finally, the paper’s conclusion and future work are presented in Sect. 7.7 and 7.8.

7.3 Related Work

7.3.1 Digital Twin

In 2010, NASA defined DT as a real-time multi-scale multi-physics simulation used for real-
time prediction of faults in the real vehicle [17,18]. The DT concept did not gain momentum
till the start of the Industry 4.0 era. DT opportunities in the industrial domain were discussed
by [20]. Since then the number of publications discussing DT concept, frameworks, and
applications has increased exponentially [13,48]. DT systems have been categorized according
to their components and the corresponding physical system [14,15,27]. However, some studies
categorized DT based on their functionality and proximity to the physical system [28,34].

Multiple DT definitions were proposed in the literature other than NASA’s definition. DT
is widely defined as a digital replica of a product, equipment, system, or system of systems
[14, 15, 123]. Rosen et al. [20] DT is the combination of physical and virtual systems where
a change in one is reflected in the other. Grieves and Vickers [16] DT is the collection of
information that provides a virtual representation of the product throughout its lifetime. Tao
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et al. [69] compared between DT and CPS, where CPS is more scientifically driven. Brauner
et al. [51] DT is a digital representation of objects and processes of the real world.

DT frameworks utilize existing standards for communication, data security, modeling, and
data storage. However, standardization of DT is still an ongoing process. ISO 23247 [59]
is a generic guideline for developing DT systems. ISO 23247 provides DT implementation
approaches for case-specific systems. However, ISO 23247 focuses on the definition of OME
and how to connect OME to DT system [61]. Other studies proposed the implementation
of DT based on RAMI 4.0 as a part of AAS [55–58]. IEC 62832 [60] provides a high-level
digital factory framework for maintaining a digital representation of a production system.
IEC 62832 focuses on information sharing between different components of a digital factory.

7.3.2 Digital Shadow

Digital shadow (DS) concept is a by-product of DT, which was first defined in 2016 by
WGP [30, 31]. WGP defined DS as a general image of the physical system formed using
real-time information collected from multiple sources. WGP’s DS definition is interpreted by
researchers in 2 ways. The first approach defines DS as a one-directional DT [8,14,29,32,33].
Stark and Damerau [15] DS is the collection of real-time information. Konstantinov et al. [76]
DS keeps track of the physical system state. The second approach defines DS as a more
abstract version of DT that represents a part of the system [8, 30, 31]. Becker et al. [72] DS
is a compact purpose-driven model representing part of the physical system. Ladj et al. [73]
DS is ontology-based data-models capturing the physical system state. Kassen et al. [77]
DS is a data-driven simulation model designed to accommodate different types of production
systems Brauner et al. [51] DS is a task-driven domain-specific simulation model describing
part of the physical system in real-time.

DS and DT definition and roles overlap due to the lack of separation between the 2 concepts.
Stark and Damerau [15] proposed an intersected functionality between the two terms, where
a DT is the digital model and its shadow. Ladj et al. [73] limited DS’s role to real-time data
acquisition similar to WGP. Other studies differentiate between DS and DT based on model
fidelity [30,72], or the dataflow direction [76,77].

AboElHassan et al. [103] separates between DS and DT according to functionality as illus-
trated in Figure 7.1. DS collects real-time information from the physical system and creates
a detailed digital representation of the system entities. DT supports decision-makers through
BI applications, decision recommendation, and simulation models. Functionality-based sep-
aration between DS and DT enables the generalization of the DT framework [2, 25,71].
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Figure 7.1 Functionality-based Separation between Digital Twin vs Digital Shadow

7.3.3 DT Models Development

The process of developing DT models has been discussed in the literature. Some studies
focused on the modeling process. Lu and Xu [86] proposed a DT modeling process similar to
the simulation model designing technique. Reed et al. [124], Moyne et al. [125] and Qamsane
et al. [126] proposed a model development cycles for designing DT simulation model. Other
studies focused on the DT system development lifecycle [34, 58]. Figure 7.2 summarizes the
DT development process.

A standard description of DT models has been discussed to automate DT model integration
and provide interoperability. Moreno et al. [127] proposed a Business-to-business (B2B)
industrial marketplace, where machine vendors provide commercial DT models and data-
driven services for their machines. Becker et al. [72] proposed the use of UML to provide
a conceptual design of the DT, its components, and the information shared between them.
Göppert et al. [58] proposed an ontology-based process flow for designing DT, where the
ontology graph provides a descriptive semantic of system components and their connections.
Wilking et al. [128] proposed the use of SysML diagrams for model generation. Co-simulation
and FMI have been proposed for deploying simulation models in DT systems [46,129].

7.4 Digital Twin Framework

In continuation to the work in AboElHassan et al. [2, 103], Digital twin (DT) is defined as
a DS-based real-time decision-support sandbox. DT uses DS for creating a real-time virtual
image of the physical system. DT framework deploys multiple intelligent applications, gener-
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Figure 7.2 Digital Twin Development Process

ating insights for decision-makers. DT applications utilize different tools such as simulation,
scheduling, optimization, ML algorithms, diagnosis, prognosis, and performance evaluation.
DT roles are defined, but not limited to, the following activities:

1. Analyze the physical/virtual system’s performance.

2. Evaluate production plan.

3. Optimize shopfloor operations.

4. Schedule maintenance operations.

5. Estimate cost and delivery date.

6. Perform virtual commissioning of equipment and products.

Distributed system concepts are used in designing the DT framework, as in AboElHassan and
Yacout [2] DS. A shared Pub/Sub communication channel provides a data-sharing platform
for different DT components. While microservices are used to interact with DT components
using a loosely-coupled approach. Figure 7.3 shows the DT framework architecture design,
which improved upon the previously proposed architecture in AboElHassan et al. [103]. The
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novelty of the proposed DT framework is the use of distributed system concepts to separate
between DT applications and DS models. The rest of this section describes the different
components of the DT framework.
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Figure 7.3 Digital Twin Framework Architecture

7.4.1 DT Manager

DT manager provides administrative control over the DT components. DT applications are
deployed inside the DT sandbox by the DT manager using scripts and configuration files
stored in the DT task library. In this sense, DT manager takes over some roles from the DS
coordinator described in AboElHassan and Yacout [2].

The DT framework is designed for deployment on cloud services through Docker and K8s.
Kubernetes (K8s) is an open-source orchestration system designed by Google engineers. K8s
automates container deployment, scaling, and managing workload operations. As shown in
Figure 7.4, K8s scheduler deploys containers inside a K8s node according to its computational
load. K8s is used in deploying DT components as Docker containers and orchestrating
computational load on the available resources. K8s cluster information is stored in a K8s
persistent memory etcd. DT manager defines the state of each Docker container in the DT
framework. K8s controller manager keeps the K8s cluster state as configured by the DT
manager.
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DT manager controls the K8s cluster that hosts the DT framework using K8s commands, as
shown in Figure 7.5. A K8s deployment script defines how a module is deployed and connected
to the rest of the system. While a K8s configuration script defines the parameters’ values of
the deployed module. A set of K8s scripts is developed for each DT component and stored
in the DT task library. DT manager uses the K8s scripts in creating the DT components
starting by Pub/Sub communication channel. After the deployment of DT components, DT
manager provides administrative access to these components. DT manager starts, stops,
and queries DT applications. Additionally, DT manager deploys new DT applications and
updates existing ones with new versions.
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Figure 7.5 DT Manager connection to K8s cluster

DT library is a shared volume that holds a DT application’s Docker image and its K8s
scripts. DT manager creates a container registry containing all Docker images defined in the
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DT library. The container registry holds all versions of DT applications. Additionally, the
DT manager updates an existing DT application with a newer version when it is pushed into
the container registry. K8s rolling update policy is used to keep old version DT applications
available until the new version is ready. Operators can specify the DT application version in
the K8s scripts. This approach helps operators to build and test new DT applications before
deploying them on the DT framework.

7.4.2 Pub/Sub Communication Channel

The Pub/Sub communication channel is a shared component between both DS and DT. In
coordination with the work published in AboElHassan and Yacout [2], Apache Kafka® is used
as the backbone Pub/Sub communication channel. Kafka is a Pub/Sub messaging system
that provides high-throughput, low-latency, and fault-tolerance capabilities for datastream
processing. Kafka distributes the messages published over multiple servers called brokers. A
replica of each message is stored at each Kafka broker through a leader-follower cooperation
approach. Kafka’s capabilities are enabled by data replication, the single-writer principle,
and distributed storage.

Dockerized version of Apache Kafka® is used for deploying Kafka on K8s. Each Kafka broker
is deployed on a separate K8s node with a set of K8s headless services for communication.
Kafka’s deployment on K8s enables the scalability of Kafka in runtime. The number of Kafka
brokers can be scaled up by increasing the number of K8s replicas. A shared volume is used
to write the Kafka message log. The shared volume allows any Kafka broker to restart from
its current state.

Each Kafka message consists of a topic name and the message content. A Kafka message
can be received by any DT component that subscribes to the corresponding topic. Kafka
topic names take the form of PublisherName_AttributeName, where PublisherName is
the name of the DT component publishing the message, and AttributeName is the physi-
cal/virtual attribute being published onto the Pub/Sub communication channel. Creation
time was used in Kafka topic name in AboElHassan and Yacout [2]; however, automating
the subscription step is easier using unique publisher names. Each published message holds
a single attribute. If a DT component’s state contains multiple attributes, then a message is
published for each attribute using its corresponding Kafka topic. The message per attribute
design enables subscribers to subscribe only to the needed information.

Source gateway publishes the physical system information onto the Pub/Sub communication
channel. The physical data are then processed by the subscribing DT components. DS models
and DT applications share information through the Pub/Sub communication channel. Each
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DS model publishes its state with a Kafka topic name, which contains the DS model name
and the published variable. DT applications then subscribe to the needed Kafka topics,
which are published by the source gateway or another DS model.

7.4.3 Digital Shadow

AboElHassan and Yacout [2] DS is used as a component in the DT framework. DS collects
the physical system’s state through source gateways, publishing the state on the Pub/Sub
communication channel. DS models, deployed in DS pool, use the physical system’s state for
creating a virtual replica. DS sub-components details are described in a previous publication
[2]. Figure 7.6 shows the architectural design of DS and its components.
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Figure 7.6 Digital Shadow Architecture [2]

The physical system’s information is acquired by the source gateway. source gateway collects
the physical system state according to the source gateway’s proximity to the system. Source
gateway could be deployed on edge devices inside the physical system as shown in Figure 7.7.
A data aggregator API collects the information from physical system modules, then sends
it to the DT system through a Kafka client connector. This enables the source gateway
to listen directly to the physical system controller, reducing the communication overhead.
However, this approach requires access authorization and knowledge of the physical system
communication. Another approach is deploying the source gateway at a business-level server
as shown in Figure 7.8. The source gateway collects the system’s information by pulling the
system’s state through a secure network connection. This approach requires lower access
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authorization since data is pulled from a web server. However, real-time data acquisition
needs a high pulling rate, resulting in increased communication overhead.
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Figure 7.7 Tightly-Coupled Source Gateway
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Figure 7.8 Loosely-Coupled Source Gateway

DS pool is a virtual namespace that contains the DS models. DM is a Docker container run-
ning a simulation model. DM can use different simulation techniques such as mathematical,
statistical, behavioral, process-flow, state-flow, or data mapping. The latest physical system
state is pulled from the Pub/Sub communication channel during DM Initialization. Then,
DM shadows the physical system changes by listening to any update published by the source
gateway. HTTP API is integrated into DMs to receive control messages and send status
updates.

DT manager controls the DS sub-components through the DS coordinator. DS coordinator
deploys new DMs to the DM pool and provides access to them. It also controls the start and
stop of DM simulation, and pulls DM state upon request. DS coordinator interacts with any
DM using its HTTP API.
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7.4.4 DT Application

DT sandbox is a virtual workspace for DT applications. DT applications provide intelligent
recommendations and insights for decision-makers. Any artificial or rule-based tool could
be used as a DT application for real-time decision support. DT applications use different
data analysis and prediction techniques such as simulation, optimization, and ML algorithms.
An Operator sends a query request to a DT application. The DT application executes the
application’s logic using the current system’s state. DT application results are then sent back
to the operator.

DT application is composed of 2 components; Pub/Sub client and DM. Pub/Sub client
connects the DT application with the rest of the DT through the Pub/Sub communication
channel. DM contains the application logic which simulates the system behavior, interprets
the current state, predicts future states, or recommends the next actions. DM is implemented
by modularizing the DM logic into a Docker container with an HTTP API. The Docker image
contains the DM logic and its dependencies. For example, an AnyLogic DM image would
contain the AnyLogic model, Java runtime environment (JRE), and any other libraries needed
to run the AnyLogic model. The HTTP API provides an interface to interact with the DM
logic. Operators use the HTTP API to query the DM and retreive its recommendations.

DT application are configured using K8s configuration script. This script defines the DT
application name, the Docker image of the DM, the Pub/Sub subscription list, and the
DM configuration. DT application name is a unique name assigned to the DT application.
This name is used as the PublisherName if the DT application published its results on the
Pub/Sub communication channel. The Pub/Sub subscription list is used by the Pub/Sub
client to subscribe to the needed Kafka topics. Finally, the DM configuration contains any
parameters defined for the DT application. These parameters define the DM logic execu-
tion mode. Additionally, they could be used to set the Pub/Sub pulling mode of the DT
application, which is either latest or earliest.

Pub/Sub client provides access to the information published on the Pub/Sub communication
channel. The Pub/Sub client implements a Kafka subscriber client script that pulls the
needed Kafka topics according to the DT application’s Pub/Sub subscription list and pulling
mode. latest Pub/Sub pulling mode pulls the latest published messages as the most recent
state of the system. While earliest Pub/Sub pulling mode pulls all published messages to
track system changes. The Pub/Sub client passes the received information to the DM logic
using HTTP requests.

In contrary to DS models in AboElHassan and Yacout [2], the Pub/Sub client does not
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control the model flow of the DT application. DS models wait for events to occur in the real
world in order to apply them in the virtual replica. While DT applications take the current
system’s state from the DS, then look ahead of the physical system in time. Therefore, a
simple Kafka subscriber script is enough to provide the DT application with the needed
information.

DT application interacts with the Pub/Sub client through an HTTP API. DT application
listens for any operator request over a dedicated port. An operator’s request includes perfor-
mance inquiry, product status, or simulation request. Upon receiving an operator query, the
DT application sends a pull request to the Pub/Sub client. The DT application then initial-
izes the DM logic using the Pub/Sub client’s response data. The DT application executes
the DM and presents the DT results to the operator.

7.5 Designing Models for DT vs DS

A Model is an abstract description of the real system. Model designers develop models based
on their understanding of the system and their expertise. Hence, the same system can be
modeled in different approaches. Additionally, model designs depend on their objective. For
example, a store can be modeled in order to optimize the employees’ schedules. While the
same store can be modeled to analyze and enforce social distancing between customers. In
this section, multiple aspects that differentiate between DS models and DT applications are
discussed. These aspects include the model objectives, time flow in the model, and handling
stochastic events.

7.5.1 Digital Shadow Model

DS focuses on virtually replicating the real system behavior. DS models process real-time
information to keep the virtual state of the system synchronized with the physical state. This
requires DS models to keep a consistent description of the system a priority over generating
insights.

Model Flow

DS models collect and process their physical counterparts’ information over the physical
system lifetime. A DS model needs to be initialized by the current physical system state
before starting the simulation process. Afterward, the DS model updates its status belief of
the physical system using sensor measurements received from the real world. This process
of continuous update is the core concept in designing a DS model. Figure 7.9 shows the DS
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model execution flow inside the DT framework. DMM controls the model by passing the
sensor measurements and sending advance time commands to the DS model. The DS model
waits until it receives a control command from the DMM then it updates the model state.
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Figure 7.9 DS Model Execution Flow Chart

Due to the real-time requirement of DS, a DS model must have a short cycle time. DS model
flow must not be blocked by delays or waiting for external inputs. However, DS fast response
is subjective depending on the application criticality and domain. For example, a DS model
of a drilling machine should have a cycle time in milliseconds, while a DS model of a water
reservoir could have a cycle time in minutes.

Dynamic Behavior

Another core aspect of DS models is tracking the physical world at every step. This requires
the DS model to be dynamic and adaptive in order to mimic changes in system behavior
during runtime. For example, a collaborative robot DS model should reflect the change in
robot speed and torque if the human operator entered a restricted zone. The DS model
incorporates both normal and restricted modes of operations. Safety sensors trigger the
restricted mode in the real robot to reduce the robot’s speed and force. The triggering event
must be modeled in the collaborative robot DS model to capture the behavior change.
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Underlying physics must be considered for designing dynamic DS models. For example, the
kinematics and dynamics of a robotic arm motion are not enough to simulate an emergency
stop behavior. This means gravity and free motion need to be incorporated into a robotic arm
DS model. Momentum and mechanical brakes are also modeled to accurately estimate the
final position and orientation of the robotic arm. External factors and unmodeled scenarios
should also be considered when designing a DS model. The DS model should adjust the model
operation if the model’s estimate differs from the real sensor measurements. For example, a
DS model of an exoskeleton suit should be flexible enough to consider the operator’s activities
and the external load factor.

Modeling Stochasticity

Finally, stochastic properties of the real world must be handled within the DS model. Es-
timating probability distributions and periodic updates of the system status are needed to
keep the DS model close to the real physical state. For example, a conveyor DS model should
take into consideration the randomness due to friction and heat, alongside the change in load
weight and its effect on the conveyor’s speed. In such a scenario, it is better to periodically
update the conveyor speed in the DS model by sensor readings. Another example is the
quality of a production process, where unmodeled factors affect the quality of products. The
DS model should estimate the quality level of the production process. However, the actual
product’s quality must be captured from the real quality test.

7.5.2 Digital Twin Application

DT focuses on generating data insights and providing decision support. Simulation models
are used in DT applications for simulating future events in order to predict the effect of
each decision made. Historical events are also analyzed and visualized to provide insights
to decision-makers. Therefore, business requirements shape the design aspects of the DT
applications and simulation models.

Model Flow

Similar to DS models, DT applications need to be initialized by the current system state
before execution. However, the DT applications outpace the real world in order to predict
future events. Figure 7.10 shows the DT simulation model execution flow inside the DT
framework. DT application starts from the current state of the system, then DT continues the
simulation run till it reaches a terminating condition. The simulation stops after a predefined
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duration or when an event occurs. Stopping the DT simulation model after a specific time
duration generates data insights about the system behavior during that interval. While event-
based termination predicts the time and condition of such an event. For example, simulating
a production line for a week estimates the throughput and the quality yield percentage.
While simulating a production line, till a specific product is produced, estimates the delivery
date of that product.
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Figure 7.10 DT Simulation Model Execution Flow Chart

Modeling Stochasticity

Contrary to DS models, stochastic aspects of the system can be modeled in DT simulation
models using random variables. The DT application still needs to consider stochastic behavior
in the real system. Probability distributions can be used in representing random events during
forecasting. For example, the downtime of a machine in a production line can be sampled
from a probability distribution based on historical data. Randomly generated downtimes will
result in a more realistic prediction of the system behavior.
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7.6 Semiconductor Production System Use Case

We applied the proposed DT framework in Sect. 7.4 to a semiconductor production system
use case. Integrated circuits (ICs) are manufactured in batches, where a single semiconductor
wafer contains multiple ICs. Wafers are processed through a process of repeated steps called
recipes. A fixed number of wafers of the same size and product type is called a lot. Wafers
in a lot are processed and transferred together from one process step to another.

In addition to the process flow’s repetitive steps, a lot or some wafers in a lot may repeat
the same process steps due to reworking. Rework is performed due to production yield and
timed recipes called timers. A timer is a set of recipes that must be completed within a
specific time duration. A lot is scrapped or reworked if its timer exceeded the time limit.

IC fabrication areas are divided into several workstations, where each workstation contains
equipment of the same type. Some equipment process multiple wafers of different product
types simultaneously. While other equipment process only one wafer at a time. Equipment
is reconfigured before performing a different recipe. Managing the production system is a
difficult task due to the complex fabrication areas’ structure and batch-based manufacturing
[130].

7.6.1 Source Gateway

The production system use case utilizes identification labels to recognize lots at each work-
station. Lot ID is scanned at loading and unloading operations. The scanning timestamp is
recorded in a database to identify the start and end of a recipe step. These timestampes are
called track-in and track-out records. Additionally, an order-release information is recorded
in the database when a job is dispatched.

A loosely-coupled source gateway is designed to pull the production system events periodically
from the database. Track-in, track-out, and order-release events pulled and pre-processed
before being pushed into the DT system. When a new record is pulled from the database,
the record information is transformed into a Kafka message based on the event type. Kafka
messages consist of message content and a key identifier called Kafka topic as presented in
Sect. 7.4.2. DT components subscribe to the needed information using their Kafka topics.
Kafka topic name contains the event type, which is either track-in, track-out, or order-release.
Kafka topics take the following naming convention:

• PublisherName is the source gateway name

• AttributeName is the physical attribute name
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Each Kafka message contains the event log in JSON format. Track-in and track-out messages
contain lot ID, product type, equipment ID, and event timestamp. While order-release
messages contain lot ID, product type, number of lots per order, event timestamp, and
deadline date. These messages are used to track the status of each product in the production
system.

7.6.2 Digital Shadow

DS models aggregate information received from the source gateway to generate a virtual
image of the system. These models are used to provide historical and real-time states to DT
applications. Two DMs were developed to represent the production system and the products
inside. The first DM traces the product through its lifetime in production. The second DM
simulates recipe production times and behavior in the production system.

Product DM

Tracking the product status over its lifetime is important to analyze the production system’s
performance. Ontology provides a conceptual description of the system, formalizing prior
knowledge about the system’s entities and their relationships. Ontology graphs queries pro-
vide knowledge inference and data consistency. An ontology graph is designed from scratch
to represent the authors’ understanding of the semiconductor production system and the
relationship between its entities. Product DM collects products’ information from the source
gateway. Products’ information is then used to update the products’ status and their relation
to equipment and recipe steps.

Figure 7.11 shows the ontology semantic graph of the production system and the prod-
uct’s meta-data. The production system parts are defined as entities, such as product type,
equipment, process, and recipe. Product type entities are unique identifiers for the differ-
ent products manufactured in the fabrication facility. While equipment entities define the
manufacturing resources available in the different fabrication areas. Process entities define
the process flow of the manufacturing process through a set of self-ordering relationships.
Finally, recipe entities describe the process step details, including the recipe time duration,
equipment used, and if activates/deactivates a timer.

Products are defined as lot entities. Lots are part of a job entity, where a job includes one or
more lots. Job and lot entities are created dynamically inside the DM when an order-release
event message is received. The job entity contains a job ID for identification and has a type
relationship with one of the pre-defined product type entities. Each lot entity has its unique
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Figure 7.11 Product DM Ontology Graph

lot ID and has a part of relationship with its job entity. When a track-in event message is
received, the corresponding lot entity is updated to start the process step operation. The
event time is captured as the starting time of the process step, which is used to check the timer
status if the lot is in a timer. When a track-out event message is received, the corresponding
lot entity is updated to move the lot from the current process step’s location to the next
process step’s location.

Web Ontology Language (OWL) is used in implementing the product DM. OWLready2 is a
Python library that generates and updates OWL graphs. The Python-based DM receives all
messages generated from the source gateway. It updates the status of lot entities according
to the event log received. The ontology graph is exported and downloaded as an RDF/XML
file. Additionally, the product DM published the information of the lot entity upon any
change in its status.

Production System DM

The product DM describes the manufacturing process from the product’s perspective. Data-
driven and Agent-based model (ABM) techniques are used in designing the production sys-
tem’s DES model on AnyLogic™. Data-driven modeling technique enables the design of
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reconfigurable models. Process flow and entities in data-driven models are created according
to the information stored in a database or a file system. This eases the process of reconfigu-
ration since changing the process flow details in the database will change the model behavior
in consequence. ABM technique enables encapsulation and reusability. In ABM, each entity
type in the system is modeled as an agent, where each agent has a process flow or a state
chart behavior. Agents are used in encapsulating the entity’s logic. Additionally, an agent
could be used as a module inside other agents for reusability.

The production system DM focuses on the fabrication facility resources and their allocation.
Equipment is defined as an agent as shown in Figure 7.12. Equipment agent models the
equipment’s operation as a single server process. Lots wait until the equipment is ready to
process a new lot. Then a lot is selected from the waiting area and moved to the processing
area, where the lot is held until processing is done. Upon process completion, the lot checks
if the current process step is the last step or not. The lot is removed from the fabrication
area at the end of its process flow.

Figure 7.12 Equipment Agent Process in Production System DM

The rest of the production system is described as data agents, where the information about
the agent status is encapsulated. A Lot is defined as an agent that holds all the needed
information regarding its type and current progress, as shown in Figure 7.13 and Table 7.1.
Each lot agent has a timer agent as a part of it. A timer agent captures the start and end
of a recipe timer. If a timer exceeds the time limit, an event is triggered that highlight the
corresponding lot for scrap or rework, as shown in Figure 7.14 and Table 7.2. Finally, a
recipe agent describes the recipe in terms of the product type and its order in the product’s
process flow. the recipe agent also indicates which equipment is performing this recipe, as
shown in Figure 7.15 and Table 7.3.

The production system DM subscribes to track-in and track-out event messages from the
source gateway. When a track-in message is received, the corresponding lot is moved from
the waiting queue to the equipment’s processing area. While the lot is removed from the
operation area when a track-out message indicates the end of recipe processing. After ending
a process step, the lot is moved to the equipment performing the next process step. Lots
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Figure 7.13 Lot Agent Description in Production System DM

Table 7.1 Lot Agent Elements Description

Agent Element Description
timer An instance of the timer agent

p_ProductType The product type of wafers in the lot
p_ID The lot identification number

v_step The current recipe step
v_stepID The current recipe step number

v_inTimer A boolean indicates if the lot is within a timer
v_isFailed A boolean indicates if the lot had failed its timer
isBlocked A boolean indicates if the lot is blocked at the current step

f_TimerFailed A function updating the lots info if the lot failed its timer
f_moveToNextStep A function moving the lot to the next step
f_getStepWithID A function returning the recipe step by its ID

move from one workstation to another based on their product type and current production
progress. Figure 7.16 shows an example screenshot of WIP lots waiting at a workstation.

As previously discussed in Sect. 7.5, the production system DM is initialized at startup with
the current system’s state. This includes the current equipment recipe setup, equipment
availability, and WIP lots inside the system. Equipment information is pulled from the
fabrication facility database. However, a copy of the equipment information is stored in a
local database in this study. WIP lots’ information is pulled from the source gateway through
the Pub/Sub communication channel.

7.6.3 Digital Twin

DT models use the information processed by DS to generate insights for decision-makers.
Three DT applications are developed while adapting the human-in-the-loop paradigm. The
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Figure 7.14 Timer Agent Description in Production System DM

Table 7.2 Timer Agent Elements Description

Agent Element Description
p_Lot The lot which this timer is associated

p_Duration The timer duration limit
f_startTimer A function starting the timer counter
f_stopTimer A function stopping the timer counter
ExceedTimer An event triggered if the timer was not stopped before its duration

first DT application keeps operators notified of the system status. The second DT application
utilizes RL to recommend the next lot to process for each equipment. Finally, the third DT
application utilizes DES models to estimate the production time of a job.

Human-DT Interface

Interpreting the DT recommendations is important in involving decision-makers. A human-
DT interface provides an interactive medium for operators to interact with the DT system.
Web-based human-DT interface is developed to visualize the virtual replica of the production

Figure 7.15 Recipe Agent Description in Production System DM
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Table 7.3 Recipe Agent Elements Description

Agent Element Description
p_StepID Recipe step identification

p_ProductID Product type applying the recipe step
p_RecipeName Recipe step name
p_EqmName Name of equipment performing the recipe step

f_getEqm A function returning the equipment performing the recipe step

system and notify operators of any modifications to the system.

A node-red dashboard is developed to visualize the production system information as an
interactive Business intelligence (BI) dashboard. The BI dashboard presents recipes’ details,
equipment setup, and different product types available in the system. This information
could be pulled from the fabrication facility database. However, a copy of the equipment
information is stored in a local database in this study similar to the production system DM.
Lot progress is also visualized by the BI dashboard. WIP lot information and state are
accessed by selecting the lot in question from the list of WIP lots. Figure 7.17 shows WIP
lot info displayed on the BI dashboard. The operator accesses the lot’s current state such as
the in-progress recipe, the workstation applying this recipe, and the dispatching time to that
workstation.

Dispatching Recommendation DM

In the semiconductor industry, different heuristic rules are combined when dispatching a lot
to equipment [130]. However, It is hard to optimize heuristic rules for complex and dynamic
systems such as semiconductor production systems. RL is a branch of ML domain that studies
the use of intelligent agents to take actions that maximizes the returned reward. RL agents
learn policies to select the best action based on the current state of the environment. The use
of RL in the use case production systems has been studied in a previous publication [130].

An RL agent is created for each workstation in the production system. The RL agents are
trained to cooperate in order to improve the overall system throughput and avoid bottlenecks.
Deep-Q network (DQN) algorithm is implemented in Python using TensorFlow. The DQN
parameters and state-action-reward definition is described in details in Sakr et al. [130]. The
trained RL agents are exported into TensorFlow models, which are deployed as a part of
the dispatching DT application. Figure 7.18 shows the DT logic flowchart when an operator
runs the dispatching recommendation DT. The RL agent corresponding to the workstation
is called to rank the WIP lots using the current state of the production system. The RL
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Figure 7.16 Screenshot of an Equipment State in Production System DM

agent takes into account the availability of the human operator and the possibility of their
interruption during the loading/unloading operation.

The dispatching DM collects the needed lots’ information from product DM. While the
equipment states are collected from the production system DM. Both DS models form a
comprehensive description of the system state. The dispatching DM then gets the operator’s
inquiry through a web-based interface. Operators ask for the RL recommendation using
computer terminals located at each workstation. Figure 7.19 shows an example screenshot of
the web interface used by the operator. The dispatching DM ranks the waiting lots according
to the estimated reward. The ranked lots are displayed back to the operator with their slack
ratio and timer status. Displayed information helps the operator in interpreting the RL
recommendation. The operator selects the RL recommended lot or a different lot based
on their verdict. This approach enables the supervision of human operators over the DT
decisions.
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Figure 7.17 Example of an WIP Lot Information Displayed using Node-Red BI dashboard
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Figure 7.18 Dispatching Recommendation DT Logic Flowchart

Figure 7.19 A Screenshot for Dispatching Recommendation DM Web-Based Interface
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Deadline Estimation DM

Deadline estimation is important for managing clients’ expectations. Statistical approaches
are usually used in deadline estimation by analyzing historical data. However, statistical
approaches do not consider the production system state. DT provides a realistic deadline
estimation using VC. VC uses digital models as a virtual environment for commissioning and
testing control systems before deployment [131]. In this paper, the VC concept is used with
a broader view, where VC uses a simulation environment to commission system changes such
as production plans, process-flow changes, machine configuration, and new products. The
deadline DM simulates the production system from its current state. The DT simulation
considers the system behavior, stochastic parameters, and the effect of the initial state.

As discussed previously in Sect. 7.5, a DS model and a DT model could be describing the
same system with the same behavior. However, both models are implemented differently due
to objective differences intended for each model. The deadline DM models the production
system using DES approach on AnyLogic™, similar to the production system DM. The
production system DM runs at real-time speed and waits for source gateway event messages.
While the deadline DM runs at virtual speed to simulate future events. Additionally, a single
deadline DM run is repeated multiple times to capture the effect of system stochasticity on
the simulation results.

Data agents implemented for the production system DM are reused in the deadline DM;
however, the equipment agent is implemented differently. Since DT models do not pause
between time steps, the equipment agent uses a delay module instead of a hold module as
shown in Figure 7.20. Processing time for each recipe is modeled using random distribution
extracted from historical data. The equipment agent delays the in-process lot according to the
equipment setup and the lot’s product type. Another key difference between the production
system DM and deadline DM is the modeling of lot dispatching. In the production system
DM, lot dispatching is captured by the messages received from the physical system. While the
deadline DM uses RL agents in lot dispatching. The equipment agent calls the corresponding
RL agent for selecting the next lot to process. The RL agent returns the ranked lots, where
the equipment agent selects the highest rank lot.

The deadline DM subscribes to track-in and track-out event messages from the source gate-
way. At the start of the simulation, the deadline DM pulls the current WIP lots’ information
during initialization. Afterward, the deadline DM resets the Pub/Sub messages subscription.
This enables the deadline DM to pull the latest system information for each VC request.

Finally, the deadline DM results are visualized through the AnyLogic™ simulation view. The
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Figure 7.20 Equipment Agent Process in Deadline Estimation DM

operator selects the product type to be tested as shown in Figure 7.21. The AnyLogic™ sim-
ulation view allows the operator to inspect the model operation as in Figure 7.22. The
operator inspects the VC test results through multiple graphs in the AnyLogic™ simulation
view. Histogram plots are used to visualize the estimated processing time of the VC lot.
Additional information is presented to the decision-maker such as the average utilization of
equipment and the average queue length at each workstation.

Figure 7.21 Screenshot of the start screen of Deadline Estimation DM

7.7 Conclusion and Outlook

In this paper, a general-purpose DT framework is proposed. The DT framework architecture
is implemented using distributed system concepts such as modularization, event-driven archi-
tecture, and microservices. DS is used as a core component of DT. DS collects the physical
system’s information using a source gateway module. Then DS creates a virtual replica of
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Figure 7.22 Screenshot of an Equipment State in Deadline Estimation DM

the physical system using multiple DS models. These models simulate the system behavior
from different perspectives on different business levels. DT applications pull the needed in-
formation from DS for data analysis and insight generation. DT provides the analysis results
and the recommended actions to human operators for decision-making.

Distributed system concepts enable the generality of the proposed DT framework and answer
the first research question RQ1. Modualrization of DT components enables the DT framework
to deploy different types of DS models and DT applications. Dockers are used to containerize
DT components, while K8s is used to deploy and orchestrate the DT components. Kafka
Pub/Sub communication channel is used as an information sharing platform between all DT
components. Finally, microservices provide a flexible interface to integrate DS models and
DT applications into the DT framework.

The DT framework generality is enabled through the separation between modeling the system
and generating insights. DS provides a real-time digital image of the physical system using
multiple models forming a multi-scale multi-physics description. DS models shadow the
system’s state and track any changes in its behavior. This requires the DS model to run
in real-time and listen for any messages sent from the source gateway. On the other hand,
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DT generates data insights and recommends decisions. DT applications look ahead into the
future to predict the best course of action. This requires the DT application to run faster
than the real-time rate. The use of objective-driven differentiation between DS and DT
answers the second research question RQ2.

The proposed DT framework is applied in a semiconductor use case. An event-driven source
gateway is implemented to capture the change in the system state. Two DS models are de-
veloped to model the production system and the product’s flow. An ontology-based model
is used to track the products’ state through their production lifetime. While a DES model
describes the production system’s behavior and the WIP products moving between worksta-
tions. Three DT applications are developed to provide operators with recommendations. A
BI dashboard is designed as a human-DT interface. While an RL-based application ranks
products for dispatching based on the current state of the workstations. Finally, a product
completion estimator is developed using DES simulation.

7.8 Future Work

This paper builds upon previous work in order to design a flexible general-purpose DT. Fur-
ther study of DT components connectivity and adapting industrial standards is planned.
Additionally, DT designs will be improved by analyzing DT’s performance during anoma-
lies such as network failures and missing data. Standardizing DT system design enables
researchers to focus on DT applications regardless of the hosting framework. While applying
DT in erroneous environments will improve current DT designs.
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8.1 Abstract

Digital twin (DT) is used as a key enabling technology for manufacturing systems to capture
the fast-paced changes in production systems. Disruptions in supply chains and the shift
toward customer-centric production add pressure on manufacturers to adopt fast-response
decision-making systems. DT systems utilize simulation models, artificial intelligence, infor-
mation and communication technologies to provide real-time decision support. The process
of designing and developing DTs is yet to be standardized. In this paper, a methodology is
proposed to provide an iterative development process for DTs. The proposed methodology
describes the steps of identifying the DT scope and goals, building a conceptual design of DT
models, and implementing and validating the DT system. The proposed methodology takes
into consideration the communication infrastructure required to transform a physical system
into a cyber-physical system. The DT development process includes developing digital mod-
els, converting digital models into digital shadows, and adding decision-support intelligence.
A warehouse testbed is used to validate the proposed methodology. A research laboratory is
built as a cyber-physical system for warehouse operations. Virtual commissioning and oper-
ations management are used as objectives for the DT system. The proposed methodology is
applied to develop the DT system for scheduling, dispatching, and quality inspection. The
testbed experiment proves the applicability of the proposed methodology to develop DTs for
warehouse systems.

Keywords

Manufacturing, Warehouse, Digital Twin, Design Methodology, Virtual Commissioning, Schedul-
ing

8.2 Introduction

Customer-centric manufacturing and short design-to-production time push current manufac-
turing systems to their limits [132–134]. Supply-chain disruptions and market uncertainties
increase the need for fast adaptive systems [132,135]. Digital twin (DT) provides a solution
for quick and smart response to changes in a manufacturing system [136–138]. Potential ben-
efits of DT in the industrial domain encourage researchers to explore its usage in different
applications. The number of publications in this field is increasing exponentially [13,48].

DT provides a dynamic platform, creating a virtual image of a physical system [14, 15].
NASA first defined DT as "a real-time multi-disciplinary multi-scale simulation replica of a
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real system" [17]. Real-time sensory data is collected from the physical system. Simulation
and mathematical models then create a virtual replica of the physical system, capturing
the system’s behavior. This enables DT to support decision-makers by analyzing collected
real-time data, recognizing behavioral patterns, and simulating decision consequences. DT is
applied in multiple industrial domains. Its applications vary from virtual commissioning (VC)
and deadline estimation to inventory management and production plan scheduling [8,14,139].

A CPS infrastructure is required for machine connectivity in a DT [24, 69, 140]. Figure 8.1
shows the different components of a DT and the CPS communication infrastructure required
to connect these components. Physical machines are connected using industrial network
protocols. CPS integrates IT and OT to pass information between the physical and virtual
domains. DMs are the core components of a DT [2,8,14,15]. DM is a digital representation
of the physical system. A DT may have multiple DMs running concurrently and sharing
information. Contrary to a traditional simulation approach, DT simulates the physical system
behavior taking into consideration real-time OT data collected.
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Figure 8.1 Digital twin as a part of cyber-physical system

DTs are often categorized according to their communication dataflow [8, 14]. Traditional
simulation approach utilizes offline DM. Physical system historical data is collected for
simulating the system behavior. DT has an automated bidirectional communication channel
with the physical system. It receives real-time data from the physical system so that decisions
can be directly applied by on-site controllers. DS is a by-product concept of DT [2]. It receives
the physical system data automatically but does not send feedback automatically. As such,
DS does not affect the physical system directly. Figure 8.2 shows the communication dataflow
directions between the physical system and its digital representation in the case of DM, DS,
and DT.
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Real-time capabilities of DT emphasize its benefits in smart manufacturing systems [71].
DT’s ability to simulate a system using live data generates real-time predictions of the phys-
ical system’s behavior. Decision makers use DT for testing different production plans before
deploying them on the real system [141]. DT enables fast response to sudden and unexpected
system behaviors or changes. Data stream analysis continuously identifies behavioral incon-
sistencies and anomalies [8]. DT’s access to the physical system’s controllers enables fast
response to production changes [8, 142].

8.2.1 Designing digital twin systems

The process of developing DTs has been discussed in the literature. Lu and Xu [86] adapted
simulation model designing methodology in designing a DT development process. Phua et
al. [34] proposed a stepwise process, where DT models are designed first, then connected
to the physical system, and finally ML-based intelligence is integrated into DT. Reed et
al. [124] proposed a DT simulation model development process, where the DT model is
optimized according to the validity of the simulation results. Barbieri et al. [141] emphasized
the importance of the planning phase in DT development, where the DT designers decide
the technologies used, modeling tool, DT solution, and CPS interface. Moyne et al. [125]
discussed DT requirements according to the DT definition and applications. Göppert et
al. [58] proposed the use of ontology meta-models to describe the physical system components
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and their corresponding virtual models. DT applications are then deployed using these
ontology-based data models. Moyne et al. [125] and Qamsane et al. [126] proposed the use
of a DT quality inspection to assess the DT’s performance, which is then used in tuning the
DT simulation parameters or notifying the DT designers. A summarized description of the
mentioned approaches is shown in Figure 8.3.
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Figure 8.3 A summary of a collection of digital twin design methodologies in literature

8.2.2 Virtual commissioning and operation management using digital twins

A simulation model of the production system provides a virtual testbed to optimize the sys-
tem’s performance and explore different business strategies. virtual commissioning (VC)
uses simulation models to test these strategies before deploying them in the real world
[131, 141, 143]. As such, DT simulation models work as VC applications to predict future
events based on DT live data. DT improves operation management for stochastic processes
through the real-time update of the system’s status. Barbieri et al. [141] adopted VC-based
methodology for designing a DT for shopfloor scheduling. Wang et al. [135] used a shopfloor
simulation model for real-time job rescheduling in a DT. Chakroun et al. [144] developed
a CPS-based simulation model to optimize the production plan of an assembly workshop.
Lai et al. [133] and Kumbhar et al. [137] proposed the use of DT for bottleneck detection.
Machines’ status and products’ waiting time are collected by the DT from the physical sys-
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tem. Then data-driven simulation models are used to study bottlenecks in different common
production-line layouts. Kuhn et al. [143] proposed the use of error modeling in VC models to
reduce the gap between reality and simulation in DTs. In this paper, the VC concept is used
with a broader view, where VC uses a simulation environment to commission system changes
such as production plans, process-flow changes, machine configuration, and new products.

8.2.3 Research objectives and contribution

The standardization of DT concept is still an ongoing process. DTs enable decision-makers
to generate and test their systems virtually before deploying actions in the physical world.
Developing the DT architecture during the planning phase of the CPS facilitates the as-
sessment of possible problems. In this paper, a methodology is proposed to develop and
deploy DTs in production systems. DS is used as a stepping stone in the process of designing
and implementing a DT. The required CPS infrastructure is also addressed. A warehouse
testbed system is used to validate the proposed methodology. The proposed methodology is
used to build a DT for VC and operations management applications. A DT architecture is
developed to schedule the warehouse operations and assign physical resources. The DT up-
dates the operations schedule according to real-time product quality inspection. The paper’s
contributions are summarized as follows:

• Propose an iterative methodology for DT development based on agile development
approach;

• Provide an example of CPS communication infrastructure that is required to enable
DT integration;

• Build a CPS warehouse testbed system;

• Validate the proposed DT development methodology using the CPS warehouse testbed.

The rest of the paper is organized as follows; The methodology used to develop DT is pre-
sented in Sect.8.3. The warehouse testbed system and the DT development are described in
Sect.8.4. The developed DT’s characteristics are discussed in Sect.8.5. Finally, the paper’s
conclusion and future work are presented in Sect.8.6 and Sect.8.7.

8.3 Methodology

Linear DT development approaches were studied in the literature, as shown in Figure 8.3.
These approaches define DT development as a model design process. However, linear model
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development is not practical for large and complex production systems. Additionally, holis-
tic collaborative models are hard to build using linear approaches. In this paper, the agile
development approach is adopted to devise an iterative DT development methodology. The
iterative approach enables designers to continuously improve models’ performance. Its fast
delivery approach keeps DT models’ objectives concise and provides stakeholders’ feedback to
DT designers. The proposed methodology eases the development of holistic models through
the definition of models’ objectives in the planning phase, then enables concurrent develop-
ment and deployment of digital models.

The DT development stages shown in Figure 8.3 do not take into consideration the DT en-
abling technologies during the planning phase. Data collection and aggregation are planned;
however, the communication system’s requirements to pass information from the physical
system to the DT are not elaborated. In this paper, the CPS communication network is
defined as a key enabling technology for DT integration. Industrial Ethernet (IE) is used
to connect the physical and cyber domains in the CPS system. DT requires low-latency
communication infrastructure, which is provided by some IE technologies. Migrating physi-
cal systems into CPS systems is discussed. The CPS system’s network is assessed to ensure
real-time communication for DT integration.

The proposed methodology divides the DT development process into 5 phases, as shown in
Figure 8.4. The methodology first defines the DT role and transforms the physical system
into a CPS. Then a DS architecture implementation of the DT is deployed and validated.
Finally, the DS system is transformed into a DT by integrating DT applications. Utilizing
DS as the core building block enables DT designers to generalize the DT and its purposes.
Deploying the DS system validates the real-time simulation models before applying the DT
decision-making process.

8.3.1 Planning Phase

The first step in the DT development process is to identify the physical system properties and
plan the DT integration into the physical system. Production systems are identified by their
stakeholders, processes, components, and quality specifications. These factors categorize the
physical system to be twinned and determine the needed tools for simulation and operations
management.

Defining stakeholders is important for understanding the operators, their experiences, and
their tasks. For instance, DT applications used by assembly-line workers are operational-
level applications, which are designed for assisting them through assembly operations. While
DT applications for production managers are business-level applications such as inventory
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Figure 8.4 The proposed digital twin design methodology

management, internal logistics management, and supply-chain management.

Production processes are identified by product properties and production factors. Product
properties describe the product’s Bill of materials (BOM), geometry, and movement through
the system. While production factors describe the input resources and operations that are
needed to produce the product. For example, the production factors of a car assembly line
are defined by the body parts, assembly steps, and machines used in each step.

The production system’s components are identified along with the manufacturing process.
DT designers need to understand the machines’ operations and behavior. For example, a
conveyor transporting products between multiple machines needs to be described in detail
before modeling that conveyor in a DT. The conveyor type, belt or rollers, and accumulation
behavior affect the flow of the products in the system. While existing sensors on the conveyor
determine the level of visibility.

Identifying the product’s quality specifications is also done in the planning phase. The goal
is to define the quality inspection process, the product’s specifications targeted, and KPIs
used. Product specifications are defined early in the planning phase to highlight the factors
affecting the product’s quality and capture their measurements from the physical system.

The definition of DT’s granularity level, scope, and roles is crucial. Multiple DTs work
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concurrently to represent different parts of the same system. Defining the DT scope and
roles enable DT designers to specify the CPS requirements for the DT, and establish the
DT’s level of detail. Similarly, the DT validation process is defined in the planning phase.
The DT validation process is used for validating the DT simulation models and testing
the DTs’ ability to perform their intended roles. The validation process usually consists of
behavioral tests, real-time latency tests, statistical tests, and deviation tests.

8.3.2 Transformation Phase

In the transformation phase, the physical system is transformed into a CPS system. CPS
systems provide the required communication infrastructure to connect DTs to both the phys-
ical and cyber domains. Existing industrial communication systems are utilized to access the
machine’s information, while IoT edge devices are used to connect offline components to the
CPS system.

DT designers identify existing communication systems and their compatible technologies.
Minimal changes are needed for Industrial Ethernet (IE) network systems, while Fieldbus
communication networks are connected to IE networks using IE-link devices. Offline and
analog machines require additional interfacing devices to integrate into the CPS system. For
instance, cameras are placed at sensor gauges to capture the gauge value. While IoT devices
are attached to offline electric machines to passively read their status.

The communication infrastructure is designed and implemented after the physical system
components are studied. The infrastructure design determines the network topology and
switching nodes to connect different parts of the system. Wireless networks are used to
connect moving components such as mobile robots and transporters, while wired networks
connect stationary components.

Once the communication infrastructure is set up, the production system’s machines are con-
nected to the newly deployed IE network. The supervisory system needs to extend the data
management system to enable data-stream processing. The ICT such as big data analytics
and cloud computing are used to process the incoming stream of structured and unstructured
data [2].

Finally, CPS real-time network requirements are verified. The goal is to ensure the CPS
network’s ability to pass real-time information between the physical and cyber domains.
IEC 61784-2 standard defines the network KPIs used in ensuring the real-time performance
of IE networks [145,146]. These network KPIs include but are not limited to message latency,
throughput, and fault recovery time.
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8.3.3 Modeling Phase

In the modeling phase, Digital models (DMs) are designed, implemented, and verified. DMs
are the computational core of DS and DT [2, 138]. A physical system is represented us-
ing multiple DMs. Each DM describes a part of the physical system and shares its status
with other DMs. DMs are implemented using several modeling techniques such as semantic
ontology, discrete-event simulation, system dynamics simulation, statistical modeling, and
mathematical modeling.

The modeling phase adopts traditional simulation model development’s steps [147]. Firstly,
DM’s objectives are determined in order to define the scope and the modeling technique
to be used. Secondly, the physical system and machines’ specifications are collected along
with available historical data. The collected information is used in building and validating
each in-development DM. Then, a conceptual design of the DM is created. The conceptual
design defines the physical system behavior and the level of abstraction used in describing the
system. Functional flow diagrams, Flowcharts, and UML diagrams are used to represent the
modeled system and the interactions between its components. The conceptual DM design is
implemented using programming languages and/or simulation tools. Finally, confirming the
DM’s ability to mimic the real system needs to be done before converting the DM into a DS.
The DM is validated by running the DM’s simulation using multiple pre-defined scenarios.
The DM’s implementation is refined according to the validation results and the stakeholders’
feedback.

8.3.4 Shadowing Phase

In the shadowing phase, DMs are transformed into DS models and integrated into the CPS
system. The objective of this phase is to ensure the DS models’ validity and stability over a
prolonged operational period. Since DMs are developed as offline simulation models, modifi-
cations to DMs are performed to convert them into online DS’s models. Automatic dataflow
from the CPS is included in the DM through the integration of message broker connectors
into the DM. Additionally, synchronization between the physical system and the DM is
needed. DMM provides an API to communicate with a DM and control its flow [2]. Message
brokers pass the physical system messages to the DMM. Then the DMM updates the DM
according to the status messages received and synchronizes the DM with the physical system.

DS models shadow the physical system once they are integrated into the CPS system. The
DS models are initialized with live system status. The DMMs listen to any status update
messages published to the message broker. The DMMs track the status variables received
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from both the physical system and DS models.

The DS’s models are validated by running for long operational periods. During validation, the
state variables’ deviation range and response time are calculated. The DS model deviation
must not exceed a predetermined threshold to keep the model’s abstraction error acceptable.
Similarly, the response time of a DS model affects the correctness of any decision built on
its value. Therefore, DS models require a response time faster than the physical system’s
critical time. For instance, a DS model of a robotic arm requires response time in milliseconds.
While a DS model of a truck fleet requires response time in seconds or minutes. Log messages
generated during the DS model’s validation step are used to identify deviation sources. The
DS model’s logic is then improved over multiple iterations of deployment, validation, and
refinement cycle.

8.3.5 Twinning Phase

In the twinning phase, the DT decision-support applications are integrated. DT provides
intelligence to the CPS system through the use of data analysis, simulation models, Machine
Learning (ML) models, and recommendation systems. DT applications are deployed to the
CPS in a similar way to DS’s models. DT applications are initialized using the real-time
system status. DT executes simulation models and predicts the future states of the CPS. It
then recommends the best course of action. The DT’s decisions are sent back to the CPS
according to the predefined DT’s role. The DT’s decisions could take the form of machine
settings, control signals, or operator notifications.

DT decisions are validated by comparing them with the defined operational settings value
ranges. Additionally, system experts supervise the DT applications by analyzing the rec-
ommendations and actions generated by these DT applications. Based on the stakeholders’
feedback, the DT application is refined to reduce the simulation-to-reality gap in the DT’s
decisions. Moreover, DT applications can be added to the DT and improved iteratively.

8.4 Experimental Testbed

An intelligent CPS (ICPS) is being built as a test to design and assess customer-centric
industry 4.0 systems. The laboratory is used to develop and improve industry 4.0 concepts
in order to reach Technology Readiness Level (TRL) level 4. The laboratory is being built as
a CPS quality inspection and warehousing system. The CPS warehouse operations include
dispatching, inspection, labeling, and storage. A DT is developed to provide operation
scheduling, dispatching, and virtual commissioning (VC). The CPS warehouse testbed is
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used to validate the proposed DT methodology. Developing the DT in parallel with the CPS
warehouse enables system designers to test different scenarios and accommodate potential
problems during the design phase. Additionally, it eases the process of connecting the DT to
the physical system.

8.4.1 Planning Phase

DT stakeholders are identified in the planning phase. In this testbed, two stakeholders are
identified; warehouse operators and managers. Warehouse operators use the DT for real-
time monitoring and operation management. While managers use DT simulation models as
a sandbox to assess different layout configurations and equipment settings.

In this study, the ICPS laboratory is used as a testbed for a CPS of a warehouse. The
laboratory includes multiple robotic arms to manipulate and move products. It also contains
Autonomous mobile robots (AMRs) to move the products to different stations. Figure 8.5
shows the warehouse layout configuration that is used. The CPS warehouse system consists
of 9 machines that are distributed over 7 stations and 2 AMRs moving between them.
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Figure 8.5 Schematic diagram of the warehouse layout

The products are imported into the warehouse at station 1. Products are moved by the
conveyor to the buffering zone. Robotic arm 1 loads products on AMRs at station 2. AMRs
move the loaded products to the surface inspector for surface roughness quality inspection.
Robotic arm 1 and 2 are used to rotate products. Each product type has a different inspection
sequence according to its geometry. Products failing the surface roughness specification are
either reworked or scrapped at the rework/scrap zone in station 7. Products passing the
quality check are stored in station 5. When a customer’s order is ready for dispatching,
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robotic arm 2 unloads the order’s products from the storage. Figure 8.6 shows the warehouse
operations and the different equipment that are used in the process.
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Figure 8.6 Functional flow block diagram of the CPS of the warehouse

The CPS of the warehouse is controlled using a SCADA system deployed on an industrial
controller. Operators and managers control the warehouse operations using the SCADA.
Equipment settings, surface roughness inspection images, and dispatching commands are
sent through a wireless network. Figure 8.7 shows the CPS control system and the data flow
between its different levels. Surface inspector measures products’ surface roughness using
depth camera images. These images are processed and stored on the industrial controller.
Multiple sensors are used to track the products’ progress and location. RF read/write mod-
ules identify products at the different stations. While infrared sensors track the state of
storage cells. AMRs send their location periodically. Sensor readings are aggregated at the
industrial controller through the wireless network.

In this study, the DT is developed to track and manage the CPS warehouse operations and
to ensure that all products are dispatched to the customers on time. The DT provides real-
time monitoring of products and warehouse equipment. Product progress, surface images,
and order information are accessible in real-time through the DT. The results of the qual-
ity inspection check inform the operators if a product is not conforming to specifications.
Customer orders could be delayed due to multiple reworks and product scrapping. The DT
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Figure 8.7 The CPS control system architecture diagram

adjusts products’ status according to online quality inspection results. Warehouse operations
are rescheduled if a product failed the quality inspection test. The dispatching and delivery
dates are adjusted accordingly.

The DT is validated over two steps. Firstly, The DT’s real-time monitoring is validated by
running the DS in normal operation. The DS latency is measured to assess its real-time
constraint. Secondly, the DT’s products dispatching sequence adjustments are validated by
the warehouse operator. The DT dispatching sequence is checked for invalid and inefficient
actions.
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8.4.2 Transformation Phase

The warehouse is designed as a CPS system with an Industrial Ethernet (IE) wireless network
for connectivity. Hence, the warehouse has the needed communication infrastructure to
integrate the DT. Figure 8.8 shows the network topology for the warehouse equipment. A
single switching node is used to connect all the warehouse equipment since the number of
equipment is low. The current topology complies with the IEC 61784-2 standard for real-time
IE networks.
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Figure 8.8 The CPS communication network topology

ICT technologies such as cloud computing and Pub/Sub communication systems are used
in building the DT [138]. Simulation tools and programming languages are used in devel-
oping the DS models and DT applications. AnyLogic® simulation tool is used to model
the warehouse operations. OWLready2 library is used to build a semantic ontology model
representing the system components and their relations. Python and PyTorch are used to
implement Reinforcement Learning (RL) dispatching agents. Python and Java programming
languages are used to implement the DT components and their DMM interfaces. Apache
Kafka® is used as Pub/Sub communication channel to connect DT components for informa-
tion sharing. The DT is deployed on GCP using GKE. A Kubernetes cluster composed of 8
standard E2 nodes is used to host the DT. Each node has 2 shared virtual CPUs with 4GB
RAM and 100GB storage memory.

The DT interacts with the CPS warehouse equipment through the SCADA and the wireless
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network. Figure 8.9 shows the DT components and their connectivity with the CPS ware-
house control system. The Kafka message broker passes the physical system information to
the DS models. The DS models update their status and share them with other DT com-
ponents. The DT applications send the decisions back to the CPS warehouse through the
SCADA and web-based interfaces.
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Figure 8.9 Digital twin system integrated into the CPS control system

The CPS communication infrastructure’s real-time capability is verified. The IE wireless
network provides real-time communication between the warehouse equipment and the in-
dustrial controller. The Kafka Pub/Sub communication system ensures a high-throughput
low-latency messaging system as indicated in [2]. GCP provides high-computational power
for DT components.

8.4.3 Modeling Phase

Two DM are developed to represent the CPS warehouse. In this phase, DMs are not yet
connected to the physical system. The warehouse equipment’s settings are passed to the
DMs using Excel sheets. These Excel sheets contain the warehouse layout, equipment speci-
fications, quality specifications, and operations performed.
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Firstly, the semantic ontology model, Product DM, is developed to describe the warehouse
entities and their relationships. Warehouse equipment are modeled as entities placed at a
station performing one or more processes. Products move between stations. Each product
belongs to a unique product type, which is used for identifying its quality specifications and
workflow. Figure 8.10 shows the ontology diagram of the warehouse system. OWLready2
is a OWL Python library used to generate and update ontology graphs during runtime.
New products are added to the ontology graph programmatically. While existing products
and equipment update their properties according to the CPS warehouse status. OWLready2
enables operators to export the ontology graph as an RDF/XML file.
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Figure 8.10 Product DM ontology diagram

Secondly, a Discrete event simulation (DES) model, called Warehouse DM, is developed to
simulate the warehouse operations. AnyLogic® is used to build the DES model according
to Agent-based model (ABM) approach. AnyLogic® is a Java-based simulation tool that
provides a wide range of libraries for model designers. The data-driven modeling approach is
adapted to build the CPS warehouse model. Figure 8.11 shows a screenshot of the warehouse
simulation model during execution. Warehouse equipment are modeled as agents that process
products according to equipment settings. AMRs are modeled as transportation agents that
move products between stations. Products’ workflow steps are also modeled as agents, where
each workflow step defines the equipment used, the duration of the operation, and the next
workflow step according to the product’s status. New product types and operation sequences
are introduced by adding them to the Excel sheets’ configuration. The warehouse DES model
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is validated by the stakeholders.

Figure 8.11 Warehouse DM screenshot of the model’s 3D view

8.4.4 Shadowing Phase

In this phase, DMs are converted into DS models. Digital model manager (DMM) is inte-
grated into the DMs. Then, the SCADA system is programmed to pass the CPS warehouse
information to the Kafka message broker. Since the goal is to validate the methodology
process, an instance of the warehouse DM is used instead of the physical warehouse dur-
ing development and validation. The use of simulation models for validation was used in
literature as in [141].

A Python-based DMM is implemented to integrate product DM into the DS. A Confluent
Kafka® Python-based client is used to connect the OWL model to the Kafka message broker.
DMM listens to the messages published on the Kafka Pub/Sub system. DMM then processes
and passes the changes in the warehouse’s status to product DM.

A Java-based DMM is implemented to integrate warehouse DM into the DS. An Apache
Kafka® Java-based client is used to connect the AnyLogic model to the Kafka message broker.
Products and equipment states are received by the DMM through the Kafka Pub/Sub system.
The AnyLogic model is modified to keep the model synchronized with the physical system
[138]. Delay modules are replaced by conditional hold modules to control the operation flow
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according to Kafka Pub/Sub messages.

8.4.5 Twinning Phase

In the final phase, DT applications are implemented and added to the system. Three DT
applications are implemented and connected to the DT. The DT applications provide de-
cision support for the stakeholders; warehouse operators and managers. DT applications
are connected to the Kafka Pub/Sub system to receive the CPS warehouse and DS models
status.

A modified version of Warehouse DM is transformed into a DT application, called Ware-
house VC, in order to provide simulation capabilities for warehouse managers. Warehouse
VC initializes the simulation model using real-time warehouse status pulled from the Kafka
Pub/Sub system. The simulation model then runs the warehouse configuration selected by
the manager. The manager assesses the warehouse configuration using dashboards inside the
simulation model. Warehouse VC is also used to simulate new production plans.

A dispatcher DT application, called dispatcher agent, is implemented to select which product
to inspect next by assigning a priority value for each product in the queue. A pre-trained
Python-based RL agent is implemented to set a priority value for products in-progress. The
SCADA reorders the products according to their priority value. Figure 8.12 shows a UML
sequence diagram for the products’ sequence updates. The SCADA sends a notification of
the new products order to the DT. The DT initiates the product’s dispatcher agent to reorder
products in-progress. Warehouse operators can switch between the RL dispatching policy
and a simple First-In-First-Out (FIFO) policy.

Another pre-trained Python-based RL agent is used to select the next AMR destination,
where the RL agent decides which robotic arm to use. The AMR dispatcher agent is called
before the product rotation step. The SCADA then sends the next destination coordinates
to the AMR. Figure 8.13 shows a UML sequence diagram for the workflow step processing
and AMR next destination decision.

Finally, an operation management application is implemented. Operation management tracks
products and orders status. Once a product fails a quality inspection check, Operation
management notifies the warehouse manager and adjusts the product supply plan.
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Figure 8.12 UML sequence diagram for products reordering

8.5 Discussion

CPS connectivity is crucial for DT development. Wireless networks create a shared data-bus
to exchange real-time information. The SCADA serves as a communication hub between the
physical and virtual systems. Communication between the physical components and DT is
possible through the IE wireless network and the SCADA.

Providing a realistic VC simulation tool for stakeholders was the main objective that directed
the DT design. Warehouse DM was built with a high level of granularity in order to be reused
for multiple different purposes. Warehouse DM provides real-time monitoring of warehouse
operations. In-model dashboards visualize the warehouse status and performance to provide
insights for stakeholders. For instance, an overview dashboard visualizes the CPS warehouse
performance as shown in Figure 8.14. While dynamic dashboards present online products’
and AMRs’ state as shown in Figure 8.15 and 8.16.

Expanding the CPS warehouse operations by adding new equipment is applicable using the
CPS control system. Newly added equipment are connected to the IE wireless network using
Wi-Fi adapters or IWLAN client modules. The DT can be expanded with new DS models
and DT applications due to adopting a generalized DT framework as in [138].

The proposed methodology enables new DT applications to be integrated into the DT during
runtime. New DT applications are first planned according to stakeholders and DT objec-
tives. Additional DMs are implemented if needed, then converted into DS models and DT
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Figure 8.13 UML sequence diagram for moving products after inspection

applications. Multiple DT applications could use the same DS models as shown in the CPS
warehouse’s DT. The proposed methodology allows the implementation of different DS mod-
els and DT applications concurrently.

Adapting the agile development approach in the proposed methodology enables iterative DT
development. Agile development emphasizes the frequent delivery of working systems and
continuous improvement of the system. The proposed methodology uses iterative steps at
the implementation phase, shadowing phase, and twinning phase. Sustainable development
and improvement keep the stakeholders involved in all phases of the DT development.

8.6 Conclusion and outlook

Manufacturers are adopting the Digital twin (DT) concept. DT provides real-time fast-
response supporting applications for decision-makers. Additionally, DT embeds intelligence
into smart production systems. DT benefits and business opportunities in the industrial
domain are limitless. In this paper, a methodology for DT development is proposed. The
methodology defines a stepwise process for designing and developing DTs for manufacturing
systems.

The proposed methodology divides DT development into an iterative process. Firstly, DT
stakeholders and the physical system description are identified. Additionally, the role of DT in
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Figure 8.14 A screenshot of the CPS warehouse dashboard in Warehouse DM

the production system is defined alongside the DT validation process. Secondly, the physical
system is transformed into a CPS system and compatible ICT technologies are selected for
DT implementation. Thirdly, Digital models (DMs) of the physical system are developed
and validated. Fourthly, DMs are converted into Digital shadow (DS) models and iteratively
refined. Finally, DT applications are integrated into the CPS system.

A CPS warehouse testbed is used to validate the applicability of the proposed methodology.
The proposed methodology was followed to develop a DT for virtual commissioning (VC) and
operation management. A Kafka Pub/Sub communication system is used in collaboration
with the SCADA system to pass physical system information to the DT. Several DS models
and DT applications are developed to schedule the warehouse operations according to real-
time status.

The proposed methodology provides the following benefits for DT designers:

• CPS transformation: The transformation phase emphasizes the need to transform the
physical system into CPS system. The CPS communication infrastructure required for
the DT is designed before starting the implementation phase. Selecting compatible
technologies during the planning phase reduces the probability of integration problems.

• Iterative implementation: The iterative development of DMs, DS, and DT applications
hastens the feedback frequency to DT designers. This enables DT designers to adopt
an Agile development cycle.
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Figure 8.15 A screenshot of the product dashboard in Warehouse DM

• Keeping stakeholders involved: The proposed methodology requires the validation of
each DT component in collaboration with stakeholders. This approach keeps different
stakeholders involved in the development process. Moreover, frequent feedback to DT
designers aligns the DT’s scope during development.

• DT generality: Adopting a generalized DT framework during the planning phase en-
sures the generality and expandability of the developed DT. New DS models and DT
applications can be added after the DT deployment. Pub/Sub communication sys-
tems such as Kafka enable new DT applications to connect to existing DTs. Cloud
orchestration using Kubernetes allows system expansion and adding new applications.

8.7 Future work

The proposed methodology serves as a proof of concept that will be further improved upon
and validated in the future. The ICPS laboratory provides an expandable workspace for
researchers to study new concepts. Some of the future work to be studied are:

• Layout optimization: The DT simulation model of the warehouse enables production
managers to simulate different warehouse configurations. However, the use of optimiza-
tion algorithms should be investigated.

• AMR charging schedule: The AMRs are programmed to go to the charging station once
the battery level drops below a certain critical threshold. AMR returns to operational
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Figure 8.16 A screenshot of the AMR dashboard in Warehouse DM

mode after its battery is fully charged. A RL scheduling solution will be investigated to
schedule the AMR charging time and thresholds to reduce their out-of-service duration.
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CHAPTER 9 GENERAL DISCUSSION

Distributed systems and Information and communication technologies (ICT) are well-studied
fields in the computer science domain. Integrating ICT into manufacturing systems triggered
the fourth industrial revolution. Since then, applying computer science concepts in manu-
facturing systems is gaining more momentum. Industrial Ethernet (IE) provides fast reliable
communication channel to connect between OT and IT systems. Machine-to-machine and
machine-to-cloud connectivity allowed the deployment of intelligent applications in close
proximity. Investments in Industrial internet of things (IIoT) and smart production systems
are growing over time.

Distributed system concepts provide connectivity for the proposed DT framework. Pub/Sub
communication systems are used in connecting DT components. Pub/Sub communication
systems, such as Apache Kafka®, provide real-time information-sharing infrastructure. In
Chapter 6, Kafka is proven to pass information within milliseconds latency. Data duplication
and distribution over multiple Kafka brokers increase service availability. Acknowledgment
timeout and write-once approaches provide fault tolerance for network faults.

Additional benefits are achieved by applying distributed system concepts. Combining event-
driven architecture with microservices enables the design of asynchronous DT. Microservices
are used in designing DT components as loosely-coupled modules. While Kafka shares in-
formation between DT components, RESTful HTTP interfaces provide service-driven func-
tionality. HTTP requests are used to control the logic flow of DMs by the DS coordinator.
DT manager also runs and manages DT applications through RESTful HTTP requests.

Containerization is not widely used in the industrial domain despite its importance in cloud
computing. Digital model (DM) modularization is achieved by deploying DM executables
into Docker containers. Containerized modules are deployable on different infrastructures,
such as cloud platforms, on-site servers, and IoT edge devices. Orchestration systems such as
Kubernetes (K8s) automate the deployment of DTs. K8s manages the distribution of DMs on
the computational resources. K8s’s rolling-update provides DM version management through
container replacement. K8s control plane provides fault-tolerance using a fail-safe approach.
DT scaled through increasing the number of containers specified at the K8s scheduler.

Artificial intelligence (AI) usage in DT applications provides smart decision-support and data
analysis tools. Machine Learning (ML) algorithms, such as Artificial neural network (ANN),
are used in diagnosis and prognosis tools. ML classification models generate statistical-driven
identification of behaviors and faults. While time-series regression models predict future
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events and states. Reinforcement Learning (RL) agents learn to take decisions according
to pre-defined reward functions. RL agents are used in recommending actions for decision-
makers according to the latest system state, such as dispatching recommendation DM in
Sect. 7.6.3 and dispatcher agent in Sect. 8.4.5. Simulation models are used in combination
with RL agents to capture RL actions’ consequences.

In addition to AI-based DT applications, non-AI DT applications are also used for decision
support. Non-AI approaches are used in DT applications such as state visualization, customer
relationship management, and future state forecast. During the research work, multiple non-
AI DT applications were developed, such as the Human-DT interface in Sect. 7.6.3 and
Warehouse VC in Sect. 8.4.5. In Sect. 7.6.3, a BI dashboard is used as a DT application to
compile and visualize the system’s state for operators from multiple DS models. In Sect. 8.4.5,
a simulation model is used as a DT application to simulate different system configurations.

9.1 Research objectives

The research study achieved the objectives presented in Sect. 1.3. Chapter 4 provides a
conceptual design of the DT framework used as a roadmap to achieve both objectives A
and B. Distributed system concepts are used to achieve objective A in Chapter 6. Docker
containers and K8s enable the deployment of multiple DMs to generate a holistic view of the
physical system. While the use of Microservices and Apache Kafka®allow the flexibility of DS
framework. In Chapter 7, the DS framework is converted into a DT to achieve objective B.
The DS framework and its distributed system enabling concepts are used to develop a general-
purpose DT. K8s and Apache Kafka®enable multiple DT applications to run concurrently
using the same DS models. While AI concepts are used to develop recommendation systems
for decision-makers. Finally, the Agile development approach is adapted to achieve objective
C in Chapter 8. The incremental step-wise DT development methodology provides a fast-
paced agile-driven process to develop DTs.

9.2 Research questions

The research questions asked in Sect. 1.4 are addressed throughout the research study. The
questions are answered over multiple chapters of the study. A summary of the explored
answers is described as follows:

RQ1 How to differentiate between DS and DT?

Chapter 4 provided a functional-driven definition of both concepts. This
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definition is used to identify the main components of DSs and DTs and
their relations. A DS framework is developed in Chapter 6. While DS is
used as a core component in a DT framework in Chapter 7.

RQ1.1 What are the main functionalities of DS and DT?

Chapter 4 addressed the overlapping definitions and functionalities of DS
and DT. In Chapter 4, a functional-driven distinction between both con-
cepts is proposed. DS is defined as a digital replica of the physical system
that matches its physical counterpart’s state in real-time. While DT is de-
fined as a real-time decision-support sandbox. This definition distinguishes
between both concepts according to their roles in the decision-making op-
eration. DS’s role is to generate a digital representation of the physical
system using models and simulations. While DT’s role is to provide deci-
sion support using rule-based and AI algorithms.

RQ1.2 How to distinguish between data acquisition, modeling, and decision support?

Chapter 4, 6, and 7 addressed the proposed separation between data acqui-
sition, real-time models, and decision-support applications. Where source
gateways collect real-time data from the physical system and pass it through
the Pub/Sub communication channel. DS models utilize the collected data
to generate a digital representation of the system. Finally, DT provides
decision-support recommendations using the compiled digital representa-
tion. The functional separation between these 3 components enables the
systematic interaction between each other.

RQ1.3 What are the main differences between DS models and DT applications?

In Sect. 7.5, the differences in developing DS models and DT applications
are investigated and discussed. The distinctions are compiled into three
main focus points; model flow control, dynamic behaviors, and modeling
system stochasticity.

RQ1.4 How to transform simulation models into DT applications?

In Sect. 7.5, the differences in model flow control between DS and DT shows
how a simulation model is executed in a DT application. The simulation
model is first initialized by the latest physical system state. Then the sim-
ulation mimics the system operations till reaching a predefined stopping
condition, which is either the end of the simulation duration or a specific
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event occurrence. This approach enables DT to use simulation models for
different applications such as virtual commissioning (VC), deadline estima-
tion, and scheduling.

RQ2 How to develop DTs using AI and distributed system concepts?

This question is investigated in Chapter 6 and 7. Chapter 6 presented
a DS framework based on distributed system concepts. While Chapter 7
expanded the proposed framework into a DT framework to provide decision
support capabilities and embeding AI.

RQ2.1 Can multiple independent DMs be used to provide a multi-physics multi-scale de-
scription of the physical system?

Chapter 6 confirmed distributed system capabilities to deploy multiple in-
dependent DMs. K8s allows the deployment of multiple DMs concurrently.
While Kafka enables information sharing between these DMs. Using these
technologies, multiple DMs are developed in Chapter 6 case study. Concur-
rent DMs developed by different tools for modeling different parts of the
physical system. The DMs share their information over the Kafka Pub/Sub
communication channel.

RQ2.2 Since simulation models run faster than real-time, how to control the time flow of
time-dependent models such as continuous-time models and DES?

The use of DMM provides time flow control over its corresponding DM as
discussed in Chapter 6. DMM is configured to control the DM time flow
according to the physical system messages and time resolution. Microser-
vices for interfacing between DMM and DM, which provides service-based
interactions to update the DM variables and advance its time. Figure 6.6
shows the HTTP requests sent from DMM to control the DM time flow.

RQ2.3 DS models track the physical system, therefore synchronizing DMs with the real
system’s state is crucial. How to synchronize DMs with the physical system?

Similar to RQ2.2, DM synchronization is addressed in Chapter 6. DMMs
synchronize their corresponding DMs using the physical system messages
received. During DM initialization, DMM pulls the latest messages at Kafka
to initialize its DM with the current physical system state. Afterward,
DMM periodically updates the DM variables with physical system messages.
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RQ2.4 How virtualization can be applied to DMs?

Docker containers are used to modularize DMs as shown in Chapter 6. DM
is exported into a dockerized version or an executable application. The
exported DM is then containerized using docker files defining the model
dependencies, licenses if exist, and environment variables.

RQ2.5 How to connect a DM to the Pub/Sub communication channel?

A Kafka client module in the DMM provides access to the Kafka Pub/Sub
communication channel as shown in Chapter 6. DMM subscribes to all
needed topics at the Kafka cluster. DMM then updates the DM variables
by formatting and forwarding the messages received to the DM.

RQ2.6 Does Pub/Sub communication channel provide real-time messaging capabilities for
DTs?

Yes, the case study results in Sect. 6.7 show Kafka’s capabilities to provide
message latency in milliseconds enabling real-time communication.

RQ2.7 How to embed RL into simulation models?

Chapter 5 discussed the potential of developing RL algorithms to be de-
ployed inside simulation models. This approach eases the use of RL by
model designers. The proposed approach uses inter-process communication
(IPC) to connect between RL and simulation models. Then an internal
model library is developed to collect the model’s information and pass it to
the RL for training and evaluation.

RQ3 How to iteratively develop and improve DTs?

An iterative methodology for developing DTs is proposed in Chapter 8.
The proposed methodology provides an iterative step-wise method based
on agile development.

RQ3.1 What are the requirements for a physical system to be DT compatible?

Sect. 8.3.2 describes the main requirements needed for a physical system
to become DT compatible. The physical system needs to be transformed
into a CPS with a real-time ethernet communication network to enable DT
development. Passive equipment, such as shelves, and offline machines are
equipped with additional sensing components in order to capture their state
and send their information to the DT.
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RQ3.2 How to systematically develop DTs?

Chapter 8 proposes a DT development methodology to design, implement,
and deploy DTs. The proposed methodology is defined as a 5-phases pro-
cess. DT scope is first defined in the planning phase. Then the physical
system is converted into a CPS to fulfill DT connectivity requirements.
Simulation models of the physical system are designed, implemented, and
validated. These models are then adopted into DS models. Finally, DT
applications are developed

RQ3.3 How to run multiple DT applications concurrently using the same DS model?

In Chapter 7, distributed system concepts are used to deploy multiple inde-
pendent DT applications and DS models. Kafka enables information sharing
from a DS model to other DT components. This information-sharing system
allows multiple DT applications to run concurrently using the information
received from the same DS model.

9.3 Research hypotheses

During the research study, the research hypotheses presented in Sect. 1.5 are proved.

RH1 The case study in Sect. 6.6 proves loosely-coupled DMs capabilities to create a holistic
view of the physical system using multiple models.

RH2 The experimental results of using Kafka shows its ability to provide low-latency com-
munication, in milliseconds.

RH3 The case studies in Sect. 6.6, 7.6, and 8.4 show the potential of using Dockers to
containerize DMs given their dependencies. This approach enables DT designers to use
and deploy models using different modeling approaches and vendors.

RH4 K8s update policies enables runtime modification of DT components and tracking DM
versions.

RH5 The design of DT applications as independent components, alongside the separation
between DS models and DT applications, allows multiple decision-support applications
and tools to be deployed concurrently as shown in the case studies in Sect. 7.6 and 8.4.
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9.4 Summary

Distributed system concepts and Artificial intelligence (AI) applications are used in building
a general-purpose Digital twin (DT) framework. The DT framework was developed over
multiple phases. The framework’s conceptual design was first defined. Then a DS frame-
work is developed to generate a real-time digital representation of a physical system. The
DS framework design is then expanded to become a DT framework integrating intelligent
applications into industrial systems. Finally, a DT development methodology is proposed to
define a step-wise process for building DTs. Multiple industrial use cases were studied during
the different phases of this research. The research conclusions are as follows:

• DS and DT concepts are defined to separate between both concepts based on their roles
and functionality. The proposed definition describes DS as a core component of a DT.
This separation enables the system designers to identify the needed components for
each concept. A DT framework conceptual design is built according to the proposed
definition and functionality. The proposed DT framework design provides a wide range
of DT applications to be applied in production systems.

• Distributed system concepts are used in developing a real-time DS framework. DS
creates a digital representation of the physical system using multiple loosely-coupled
Digital models (DMs). DS framework listens to state messages pulled from the physical
system through web-based gateways. Pub/Sub communication system passes state
messages between different Digital models (DMs). Containerization and orchestration
integrate multiple DMs into DS pool.

• DS-based general-purpose DT framework is developed. DS provides a real-time replica
for applying DT intelligence. Simulation models, data analysis tools, and Machine
Learning (ML) models are used in implementing DT applications. Pattern recognition
and statistical models generate data insights. Reinforcement Learning (RL) agents and
virtual commissioning (VC) recommend actions to decision-makers.

• Agile-driven development methodology is proposed to define a systematic process for
building DTs. The proposed methodology considers the deployment of enabling tech-
nologies into the targeted physical system. Stakeholders are involved in all phases of
the DT development project. Adopting the agile development approach encourages the
continuous improvement of the developed DS models and DT applications.
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9.4.1 Implications

General-purpose DTs have the potential to expand DTs to different industrial domains. In-
tegrating multiple simulation models into a multi-physics multi-scale representation allows
the analysis of complex systems and processes in real-time. This allows business-level opti-
mization of the production systems and testing different scenarios reducing the testing cost,
risk of errors, and downtime.

DT market is already predicted to reach $183 billion in revenue by 2031 [19]. The general-
purpose DT framework enables businesses to build an ecosystem of simulation models, analy-
sis tools, and decision-support applications for their systems. While standardizing the process
of developing DTs improves the efficiency of these DTs and ease their integration and refine-
ment. DT designers are able to iteratively improve DT applications based on feedback from
the DT’s stakeholders, connecting the DT development process with the end-users.

From the academic point of view, general-purpose DTs will ease the development of holistic
system models. The DT framework tool-independency enables multiple models from differ-
ent vendors to be deployed on the same architecture. Information sharing through Pub/Sub
communication channel enables multiple models to co-simulate with a loosely-coupled inter-
face. While multiple DT applications could run concurrently using the same information
generated by DS models.

Modularization eases the reusability of DT components. Multiple DS models could use the
same DMM configuration to connect to the same physical system. While a single source
gateway could connect all the DS models and DT applications to the physical system. The
reusability of different DT components reduces the time needed to develop new DT applica-
tions while enhancing their integrability.

Finally, adopting agile development in DT development methodology enables researchers to
iteratively implement and improve their DTs. Agile development encourages cyclic imple-
mentation, testing, and feedback. Frequent feedback from DT stakeholders helps in identi-
fying and addressing problems early. Agile development also allows multiple DT designers
to collaborate on developing a DT through regular discussions, which keeps the stakeholders
aligned with the DT project’s scope.

9.5 Challenges and limitations

The use of distributed system concepts and technologies opens multiple opportunities and
benefits. However, there are still some challenges and limitations to the proposed framework
and its usage. The main challenge is the overhead complexity due to applying distributed
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system concepts. DT designers need to have the prior technical expertise to design, set up,
and maintain distributed systems. K8s clusters are created to host the DT framework on
on-site servers or cloud platforms. While DS models and DT applications are dockerized
before deploying them on the K8s cluster. Future studies will investigate the automation
of DT deployment process in order to ease the development of DTs using the proposed DT
framework. The automation of the K8s setup and DM configuration files generation would
reduce the complexity overhead and improve the reusability of previous DTs. While the
introduction of CD/CI tools would ease the deployment of updated DT versions and new
DT applications.

DTs requires real-time connectivity to the targeted physical system in order to operate. The
lack of benchmark physical systems and their specifications makes conducting empirical com-
parisons of DT frameworks difficult. Hence, it is unfeasible to evaluate the performance of
different DT frameworks without implementing and deploying them on the same physical
system. Rather than quantitatively compare the proposed framework’s performance with ex-
isting frameworks in literature, the research work highlighted the feasibility, capabilities, and
potential benefits of utilizing distributed system technologies. This approach elaborates on
the proposed framework’s strengths and benefits from a conceptual point of view. Through
the support of Fondation Canadienne pour l’Innovation (FCI) and the collaboration of mul-
tiple universities in the Intelligent Cyber Value Chain Network (CĒOSNet), the intelligent
CPS warehouse system could be transformed into a DT benchmark physical system for fu-
ture studies. Conducting comparative studies will be then feasible with the cooperation of
involved research groups.

9.6 Future Research

The proposed DT framework’s generality opens multiple possibilities to apply DT in different
industrial fields. While further improvements to the DT framework are possible. The follow-
ing points are future opportunities for improving and expanding the proposed DT framework:

• Human-in-the-loop Modeling

The industrial domain has focused on automating manufacturing processes to improve
both productivity and efficiency. Automation doesn’t necessarily replace human work-
ers [148, 149]. Machinery is used where it is impossible or dangerous for human oper-
ators to work. Automating manufacturing processes increases efficiency and precision,
reduces production time, and avoids human error.

Human operators can not be replaced in some operations. For example, human workers
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can not be replaced in the poultry industry due to the slippery and non-rigid property
of the product [150]. The high range of variability in product sizes makes precision
positioning for automated processing hard. Poultry workers cut birds and remove
bones since the development of robots’ end-effectors for such tasks is difficult.

Efficiency-driven designs of production lines add more stress on human operators and
increase workers’ injury rates. Workers are required to keep up with the production
line and robot speeds. Production line designers tend to define repetitive tasks to
increase workers’ efficiency. This increases muscle and tendon pain and reduces workers’
movement. For example, poultry production workers develop painful injuries due to
high conveyor speed, repetitive tasks, and static postures [151].

Human-in-the-loop is a modeling paradigm that considers human factors in model
design [152]. Human operators are allowed to change the model’s outputs in a human-
in-the-loop system. Interactive simulation models, such as flight simulators and driving
simulators, generate a virtual environment for human operators for training on different
tasks. Such systems are also used to capture human behavior in complex situations for
training AI controllers.

Human-in-the-loop paradigm introduces the consideration of human factors and knowl-
edge in system design. Adopting the human-in-the-loop paradigm in designing DT ap-
plications would improve workers’ safety and introduce new ideas for DT applications.
Instead of full removal of human operators or manual control of machinery, a balanced
human-machine interaction is desired [153]. In the AI domain, the human-in-the-loop
paradigm utilizes human prior knowledge to improve ML models, especially in the med-
ical domain [154]. Explainable AI adapts the human-in-the-loop paradigm in order to
increase trust in AI and keep human operators involved in the decision process [155].
Explaining ML models decisions helps operators identify principal factors affecting the
system. Additionally, expert operators are able to provide feedback to the ML model
to improve and adjust their decisions.

• Fault Tolerance

Errors and faults are inevitable in any system. Multiple types of faults could occur
in DTs such as physical machine faults, network faults, and simulation model faults.
Physical machines fail to operate properly due to mechanical and electrical faults.
The communication network fails to convey messages due to network congestion, high
noise, and hardware faults. Simulation models fail due to model abstraction, unmodeled
situations, and software faults.
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Fault tolerance techniques should be adopted to ensure DT availability. For example,
physical machine faults must be discovered to reflect the system status in the virtual
representation. While faults in network messages and DMs should not affect the physi-
cal system or the decision-making process. Faults in DT models and applications should
not affect the physical system or the decision-making process. A fail-safe mechanism
needs to be provided to isolate DT model faults and ensure fast system recovery.

• Automatic detection of model deviation

Models are abstract descriptions of their real counterparts. Hence, model deviation
due to abstraction errors is inevitable. Detection of model deviation is important for
updating the designers’ beliefs of the system behavior. In addition to detecting model
deviation, automatic adjustment of model configuration is used to correct the model’s
outputs and reduce the need for designer intervention.
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CHAPTER 10 CONCLUSION AND RECOMMENDATIONS

Applying AI and distributed system concepts enables the development of flexible scalable
general-purpose DTs. While the distinction between DS and DT modularizes the DT frame-
work’s components. The realization of general-purpose DT eases the adaption of DT in a
wide range of industrial domains. Continuous improvement of DTs is possible through the
flexibility and scalability of the proposed DT framework. Multiple use cases are investigated
throughout the research work to assess the proposed framework’s feasibility and capabilities.

The proposed DT framework is designed using DS at its core. DS tracks the physical system
information in order to generate a real-time digital replica of the system’s state and behavior.
Gateways capture the physical system status and sent it to DS. DMs then model the sys-
tem behavior and generate a knowledge-graph representation of the system. Multi-physics
multi-scale description of the system is created through DMs information aggregation. DT
applications use the DS digital representation to generate insights for decision-makers. Rec-
ommendation systems suggest operational actions alongside their predicted consequences.

Distributed systems and AI are key enabling technologies for the proposed DT framework.
Containerization allows DMs to run on any DT infrastructure. DT components are mod-
ularized using containerization and Microservices. Pub/Sub communication provides an
information-sharing backbone to connect DT components. Orchestration enables the deploy-
ment of new models and applications during runtime without disrupting the DT operations.
Simulation and AI technologies are used in developing DT applications and recommenda-
tion systems. These technologies provide diagnosis, prognosis, and virtual commissioning for
decision-makers.

An agile-driven development methodology for DTs is introduced using the proposed DT
framework. The development methodology involves stakeholders in DT design and testing
gaining valuable feedback throughout the development process. Cyber-physical system (CPS)
infrastructure and key enabling technologies are identified and applied for transforming the
target physical system into a CPS. The agile development approach is adopted to allow
fast deployment and continuous improvement of DS models and DT applications. DMs
are implemented and validated before their deployment as DS models. DS models and DT
applications are refined iteratively to reduce the simulation-to-reality gap and improve their
performance.
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