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RESUME

Les réseaux prédiffusés programmables — en anglais Field Programmable Gate Arrays (FPGAs)
— sont omniprésents dans les centres de données, pour accélérer des taches d’indexations et
d’apprentissage machine, mais aussi plus récemment, pour accélérer des opérations réseaux.
Dans cette these, nous nous intéressons a 'opération de recherche du plus long préfixe —
en anglais Longest Prefic Match (LPM) — sur FPGA. Cette opération est utilisée soit pour
router des paquets, soit comme un bloc de base dans un plan de données programmable.
Bien que l'opération LPM soit primordiale dans un réseau, celle-ci souffre d’inefficacité sur
FPGA. Dans cette theése, nous démontrons que la performance de 'opération LPM sur FPGA
peut étre substantiellement améliorée en utilisant une approche algorithmique, ot 'opération
LPM est implémentée a ’aide d’une structure de données. Par ailleurs, les résultats présentés
permettent de réfléchir a une question plus large : est-ce que [’architecture des FPGA devrait

étre spécialisée pour les applications réseaux ¢

Premierement, pour 'application de routage IPv6 dans le réseau Internet, nous présentons
SHIP. Cette solution exploite les caractéristiques des préfixes pour construire une structure
de données compacte, pouvant étre implémentée de maniere efficace sur FPGA. SHIP utilise
I’approche «diviser pour régner»pour séparer les préfixes en groupes de faible cardinalité
et ayant des caractéristiques similaires. Les préfixes contenus dans chaque groupe sont en-
suite encodés dans une structure de données hybride, ot I'encodage des préfixes est adapté
suivant leurs caractéristiques. Sur FPGA, SHIP augmente l'efficacité de l'opération LPM

comparativement a 1’état de I’art, tout en supportant un débit supérieur a 100 Gb/s.

Deuxiément, nous présentons comment implémenter efficacement I'opération LPM pour un
plan de données programmable sur FPGA. Dans ce cas, contrairement au routage de pa-
quets, aucune connaissance a priori des préfixes ne peut étre utilisée. Par conséquent, nous
présentons un cadre de travail comprenant une structure de données efficace, indépendam-
ment des caractéristiques des préfixes contenus, et des méthodes permettant d’implémenter
efficacement la structure de données sur FPGA. Un arbre B, étendu pour I'opération LPM,
est utilisé en raison de sa faible complexité algorithmique. Nous présentons une méthode
pour allouer a la compilation le minimum de ressources requis par I’abre B pour encoder
un ensemble de préfixes, indépendamment de leurs caractéristiques. Plusieurs méthodes sont
ensuite présentées pour augmenter 'efficacité mémoire apres implémentation de la structure
de données sur FPGA. Evaluée sur plusieurs scénarios, cette solution est capable de traiter

plus de 100 Gb/s, tout en améliorant la performance par rapport a 1’état de lart.
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ABSTRACT

FPGAs are becoming ubiquitous in data centers. First introduced to accelerate indexing
services and machine learning tasks, FPGAs are now also used to accelerate networking
operations, including the LPM operation. This operation is used for packet routing and as
a building block in programmable data planes. However, for the two uses cases considered,
the LPM operation is inefficiently implemented in FPGAs. In this thesis, we demonstrate
that the performance of LPM operation can be significantly improved using an algorithmic
approach, where the LPM operation is implemented using a data structure. In addition,
using the results presented in this thesis, we can answer a broader question: Should the

FPGA architecture be specialized for networking?

First, we present the SHIP data structure that is tailored to routing IPv6 packets in the
Internet network. SHIP exploits the prefix characteristics to build a compact data structure
that can be efficiently mapped to FPGAs. First, SHIP uses a "divide and conquer" approach
to bin prefixes in groups with a small cardinality and sharing similar characteristics. Second,
a hybrid-trie-tree data structure is used to encode the prefixes held in each group. The
hybrid data structure adapts the prefix encoding method to their characteristics. Then, we
demonstrated that SHIP can be efficiently implemented in FPGAs. Implemented on FPGAs,
the proposed solution improves the memory efficiency over the state of the art solutions, while

supporting a packet throughput greater than 100 Gbps.

While the prefixes and their characteristics are known when routing packets in the Internet
network, this is not true for programmable data planes. Hence, the second solution, designed
for programmable data planes, does not exploit any prior knowledge of the prefix stored.
We present a framework comprising an efficient data structure to encode the prefixes and
methods to map the data structure efficiently to FPGAs. First, the framework leverages a B-
tree, extended to support the LPM operation, for its low algorithmic complexity. Second, we
present a method to allocate at compile time the minimum amount of resources that can be
used by the B-tree. Third, our framework selects the B-tree parameters to increase the post-
implementation memory efficiency and generates the corresponding hardware architecture.
Implemented on FPGAs, this solution supports packet throughput greater than 100 Gbps,

while improving the performance over the state of the art.
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CHAPITRE 1 INTRODUCTION

1.1 Contexte

Un réseau informatique est divisé entre les utilisateurs finaux, qui génerent et regoivent des
paquets, et des routeurs! qui aiguillent les paquets vers les utilisateurs finaux. Historique-
ment, Internet a été congu afin que la complexité du traitement effectué dans le réseau soit
effectuée par les utilisateurs finaux et non par les routeurs [1]. En effet, le requis principal des
architectes du réseau Internet était la flexibilité d’interconnexion avec les réseaux existants
et futurs. En réponse a ce requis, les routeurs implémentent uniquement la fonctionnalité
d’aiguillage de paquets, ce qui correspond a la fonctionnalité minimale requise pour intercon-
necter des réseaux entre eux. Par ailleurs, considérant la faible vitesse des liens initialement
utilisés dans le réseau Internet, de l'ordre de la dizaine de kb/s, les routeurs étaient im-

plémentés jusque dans les années 1990 en logiciel sur des processeurs — en anglais Central
Processing Unit (CPU).

Presque quarante années plus tard, le paysage de la réseautique a changé drastiquement,
principalement en raison de I’émergence de centres de données de treés grandes tailles. Pre-
mierement, les routeurs n’effectuent plus uniquement 'aiguillage de paquets, mais aussi des
fonctionnalités reliées a la sécurité, a la surveillance du trafic, ainsi qu’a la qualité de ser-
vice. Deuxiemement, les routeurs s’appuient actuellement sur des circuits intégrés spécifiques
a une application — en anglais Application-Specific Integrated Circuits (ASICs) —, afin de
traiter des débits allant de 100 Gb/s a plusieurs dizaines de Th/s. De tels débits ne peuvent
en effet étre soutenus par des solutions logicielles. Toutefois, I'innovation est devenue limitée
par la capacité de programmer les routeurs. Ainsi, de nombreux algorithmes proposés afin de
maximiser la performance d’un réseau n’ont pu étre déployés, en raison de l'incapacité par

les ASIC existants d’identifier les nouveaux protocoles associés a ces algorithmes.

Afin de faciliter le déploiement de nouveaux algorithmes, le paradigme de réseau défini par
Logiciel — en anglais Software Defined Networking (SDN) — a été introduit [2]. Suivant ce
paradigme, un réseau est divisé en deux parties : le plan dit de controle, logiquement cen-
tralisé, et le plan de données, effectuant le traitement des paquets, commandé par le plan de
controle [3]. Récemment, un langage, P4 [1], et une architecture, PISA [5], spécifiques a la
programmation d’un plan de données ont été proposés. P4 permet de décrire comment les

paquets sont traités par un plan de données programmable, ce qui permet le déploiement de

1. Le terme routeur utilisé dans cette these réfere a la fois a un commutateur réseau et & un routeur.



nouveaux algorithmes réseau. Par ailleurs, I'architecture PISA, programmeée dans le langage
P4, a été implémentée en ASIC et permet de soutenir des débits de l'ordre du Th/s [5].

Malgré I'apparition de plan de données programmables, dans les centres de données ayant
adopté le paradigme de SDN, certaines fonctionnalités demeurent exécutées en logiciel, [0]
car elles sont soit non supportées, ou excédent les capacités des plans de données program-
mables [6], [7]. En particulier, une partie des opérations de recherche permettant d’identifier
ol un paquet doit étre aiguillé sont exécutées en logiciel ? [6], [7]. Néanmoins, 1'exécution de
traitements réseaux en logiciel pose un probleme d’extensibilité. En effet, la vitesse des liens
connectant les serveurs d’un centre de données a son réseau a explosé en quelques années par
un facteur 100x, passant de 1 Gb/s, & 40 Gb/s et maintenant 100 Gb/s [0]. Afin de faire
face a 'augmentation du débit des liens, un nombre croissant de curs CPU sont utilisés pour
traiter du trafic en logiciel. Néanmoins, I'augmentation de puissance de calcul des CPU est
limitée a environ 3% par année, ce qui est inférieur au taux d’augmentation du débit des
liens. Or, les ressources utilisées pour les traitements réseaux sont un cofit de renoncement

pour un opérateur de centre de données, qui ne peut les louer a des clients.

Pour maximiser les revenus d’exploitation, des FPGA sont utilisés pour exécuter et accélérer
les traitements réseaux afin de libérer des coeurs de CPU? [(], [11]. En effet, des FPGA ont
été intégrés dans les centres de données, initialement pour accélérer des applications d’ap-
prentissage machine ou pour l'indexation de données [11], [12]. L’utilisation de FPGA pour
des traitements réseaux a permis non seulement de libérer des coeurs CPU, mais aussi de
diminuer la latence de traitement, une propriété importante pour garantir ’expérience utili-
sateur. Néanmoins, 'utilisation de FPGA pour des traitements réseaux, tel que l'aiguillage

de paquets, demeure une tache difficile.

Premiérement, I'opération de recherche du plus long préfixe — en anglais LPM —, utilisée
pour le routage de paquets, un type d’aiguillage de paquets, est implémentée de maniere
inefficace sur des FPGA. L’opération LPM consiste a comparer une clé de recherche, usuel-
lement I'adresse IP de destination contenue dans l’entéte d’un paquet, a une collection de
préfixes contenus dans une table de recherche. Deuxiemement, programmer des FPGA pour
des traitements réseaux demeure complexe, en raison de la différence entre les abstractions
présentées par les langages de description de matériel — en anglais Hardware Description
Languages (HDLs) —, et les abstractions utilisées pour du traitement de paquets. Par consé-

quent, des travaux récents se sont intéressés a compiler le langage P4 vers des FPGA [13],

2. Des routeurs demeurent néanmoins utilisés pour effectuer certaines opérations d’aiguillage de paquets
dans un centre de données.

3. Des FPGA sont aussi intégrés dans certains routeurs [8]-[10] pour élargir le spectre de fonctionnalités
pouvant étre exécutées.



[11]. Néanmoins, certaines abstractions présentées dans le langage P4, telles que les tables
d’action et de recherche configurées pour l'opération LPM sont implémentées de maniere
inefficace sur des FPGA. Ainsi I'implémentation efficace de 'opération de recherche du plus
long préfixe sur FPGA demeure un probléeme ouvert, que cela soit pour le routage de paquets,

ou pour la mise en oeuvre d’un plan de données programmable.

1.2 Problématique

La problématique de cette these est 'implémentation efficace de 'opération LPM sur FPGA,
c’est-a-dire soutenant un débit de recherches élevé, une faible latence de recherche et une faible
consommation de ressources FPGA. Cette problématique est étudiée pour deux contextes.
Premierement, on s’intéresse, aux plans de données programmables, ou I'opération LPM est
une opération de base pouvant étre combinée a d’autres opérations de base pour implémenter
le traitement associé a une application réseaux. Deuxieément, on s’intéresse spécifiquement a
I’application de routage de paquets IPv6 dans le réseau Internet. La problématique étudiée
découle de I'inadéquation entre les contraintes de performance spécifique pour l'opération de
routage de paquets IPv6 dans le réseau Internet et pour les plans de données programmables
au regard de la performance offerte par les architectures matérielles existantes sur FPGA.
Nous détaillons ci-dessous les contraintes pour ces deux contextes, ainsi que les limites des

architectures existantes.

1.2.1 Contraintes des réseaux programmables

Premiérement, la solution proposée doit soutenir un débit égal ou supérieur a 100 Gb/s,
correspondant au débit des liens actuels et futurs. Deuxiément, la solution doit étre flexible.
En effet, le nombre d’entrées contenues dans la table de recherche, ainsi que la largeur d’une
entrée sont spécifiés par 'utilisateur. Ainsi, la solution proposée doit pouvoir étre configurée
lors de I'implémentation pour une configuration spécifique de table de recherche. De plus,
les entrées contenues dans la table de recherche sont ajoutées a l’exécution, c’est-a-dire apres
I’étape d’implémentation. Par conséquent, la solution proposée ne peut faire levier sur aucune

caractéristique des entrées contenues dans la table de recherche.

1.2.2 Contraintes pour le routage de paquets IPv6 dans le réseau Internet

Premierement, le nombre d’entrées contenues dans une table de recherche utilisée dans le
réseau Internet est typiquement tres élevé environ 760000 préfixes IPv4 et 79000 préfixes

IPv6 en janvier 2020 selon la référence [15] et ces nombres augmentent dans le temps avec une



tendance quadratique [15]. Les ressources logiques d'un FPGA étant limitées, une solution
efficace en termes de consommation de ressources logiques est requise. Deuxiemement, en
raison de la taille d’'une adresse IPv6, encodée sur 128 bits, soit quatre fois la taille d’une
adresse IPv4, les solutions proposées pour IPv4 ne peuvent étre utilisées et une solution
spécifique pour IPv6 est requise [16]. Troisiemement, a 100 Gb/s, une opération de recherche
doit étre effectuée a chaque 5 ns pour un paquet de taille minimale [15]. Pour soutenir
la prochaine génération de liens a 400 Gb/s, cette contrainte est réduite & 1,5 ns, ce qui
requiert une architecture hautement optimisée. Enfin, la latence de recherche de ’architecture
matérielle doit étre réduite afin de satisfaire les contraintes de latence bout-en-bout tres faible

de certaines applications en développement [17].

1.2.3 Limites des architectures matérielles

L’opération LPM est implémentée en matériel en utilisant des mémoires associatives. Celles-
ci sont émulées sur FPGA, car elles ne sont pas disponibles comme blocs de base dans les
architectures actuelles. Deux approches sont utilisées pour émuler des mémoires associatives
spécialisées pour l'opération LPM ; 'approche «mémoire transposée» [18] et 'approche algo-

rithmique [16].

L’approche mémoire transposée ne peut étre utilisée dans les deux contextes d’intérét, en rai-
son du faible débit de traitement et d’une consommation de ressources logiques élevée [18],
[19]. L’approche algorithmique permet de réduire la consommation en ressources logiques.
Par conséquent, des tables de recherche plus profondes peuvent étre utilisées. Néanmoins,
les solutions existantes ne permettent pas conjointement de soutenir un débit de recherches
élevé, une faible latence de recherche, ainsi que d’avoir une faible consommation de res-
sources logiques. Finalement, dans le cas spécifique des réseaux programmables, 'ensemble
des solutions présentées dans la littérature ne peuvent étre utilisées, car elles requierent une
connaissance de la table de recherche avant la phase d’implémentation, ce qui n’est pas pos-

sible dans ce contexte.

1.3 Objectifs de recherche

Dans cette these, 'opération LPM est effectuée en adoptant I’approche algorithmique, ou le
contenu d’une table de recherche est encodé dans une structure de données implémentée sur
FPGA. Par conséquent, les objectifs de recherche couvrent la conception de structures de
données, ainsi que la conception d’architectures matérielles pour traverser les structures de

données proposées. Plus spécifiquement, les objectifs suivants sont considérés :



1. Proposer une structure de données exploitant les caractéristiques des tables de recherche
utilisée pour du routage IPv6 dans le réseau Internet, dont la complexité algorithmique

en espace, temps de recherche et temps de mise a jour est faible.

2. Proposer une structure de données indépendante aux caractéristiques des tables de
recherche utilisées, dont la complexité algorithmique en espace, temps de recherche et

temps de mise a jour est faible

3. Concevoir des architectures matérielles implémentant les structures de données propo-

sées et améliorant les métriques de performance.

1.4 Contributions principales

Dans cette these, trois articles sont présentés :

1. Stimpfling, Thibaut, Normand Bélanger, JM Pierre Langlois, et Yvon Savaria. « SHIP :
A Scalable High-performance IPv6 Lookup Algorithm that Exploits Prefix Characte-
ristics ». IEEE/ACM Transactions on Networking 27, numéro. 4 (2019) : 1529-1542.

2. Stimpfling, Thibaut, JM Pierre Langlois, Normand Bélanger, et Yvon Savaria. « A Low-
Latency Memory-Efficient IPv6 Lookup Engine Implemented on FPGA Using High-
Level Synthesis». 18th IEEE/ACM International Symposium on Cluster, Cloud and
Grid Computing (CCGRID), pp. 402-411. IEEE, 2018.

3. Stimpfling, Thibaut, Jeferson Santiago da Silva, Frangois-Raymond Boyer, Yvon Sa-
varia, and JM Pierre Langlois. «Efficient Longest Prefix Matching for Programmable
Data Planes on FPGAsy. soumis au journal IEEE/ACM Transactions on Networking.

En résumé, les deux premiers articles de cette theése visent a répondre a la question « Comment
implémenter efficacement 'opération LPM sur FPGA pour le routage de paquets IPv6 dans
le réseau Internet ». A cet égard, une structure de données compacte, SHIP, est proposée pour
encoder efficacement les préfixes contenus dans la table de recherche. Deux architectures sont
présentées pour implémenter le parcours de SHIP sur FPGA. La premiére est congue pour
soutenir un débit élevé et une faible latence de recherche, tandis que la seconde est congue pour
atteindre une faible latence de recherche. De plus, une méthode est présentée pour décrire les
deux architectures proposées pour une synthese de haut niveau efficace. Le troisieme article
s’intéresse exclusivement au contexte des réseaux programmables sur FPGA. Une structure
de données congue spécifiquement pour les requis des réseaux programmables sur FPGA est
présentée. De plus, nous présentons un générateur d’architecture, pour I'implémentation de
la structure de données proposée, soutenant un débit de recherche élevé et ayant une faible

consommation de ressources logiques.



Nous décrivons maintenant de maniere spécifique les contributions effectuées dans chacun

des articles.

Le premier article, présente deux contributions : SHIP, une structure de données compacte
pour encoder les préfixes et une architecture pour parcourir SHIP sur FPGA permettant
d’atteindre un débit de recherches élevé et une faible latence de recherche. Afin de réduire la
consommation mémoire par rapport aux solutions existantes, SHIP est construite en exploi-
tant les caractéristiques des préfixes IPv6 utilisés dans le réseau Internet et en adoptant une
approche de type «diviser pour régnery. Premiérement, la table de recherche est divisée en
groupes de préfixes, en utilisant la méthode de regroupement «Two Level Prefix Groupingp.
Celle-ci regroupe d’abord les préfixes IPv6 selon leur structure d’allocation, puis trie les pré-
fixes par longueur, afin de créer des groupes de préfixes de faible cardinalité. Deuxiémement,
les préfixes contenus dans chacun des groupes sont encodés dans une structure de données
hybride combinant un arbre préfixe a un arbre binaire, — en anglais un Hybrid Trie-Tree
(HTT). Cette structure de données hybride est proposée afin de combiner les forces des arbres
préfixes et des arbres binaires, tout en réduisant leurs défauts respectifs. L’arbre préfixe est
sélectionné pour identifier rapidement un ensemble de préfixes candidats pouvant générer
une comparaison positive. Néanmoins, I'arbre préfixe est cotiteux pour sélectionner parmi un
ensemble de préfixes celui générant une comparaison positive. Ainsi, ’ensemble de préfixes
identifiés est encodé dans un arbre binaire, ayant une faible empreinte mémoire. De plus, des
méthodes sont introduites pour les deux structures de données afin de réduire la consom-
mation mémoire. Finalement, une architecture implémentant la traversée de la structure de
données est présentée. Celle-ci est congue pour atteindre un débit de recherches élevé et une

faible latence de recherche.

Le second article présente une architecture matérielle, implémentant la traversée de SHIP,
congue pour atteindre une faible latence de recherche. Les contributions de cet article sont
I’architecture matérielle, ainsi qu'une méthode de description de I’architecture matérielle pour
une synthese de haut niveau efficace. L’architecture matérielle présentée est entierement pi-
pelinée et organisée afin de réduire la consommation de ressources logiques. Pour ce faire,
Iopération de traversée de la structure de données est modifiée, afin que 1'étape de traite-
ment la plus cotiteuse en termes de consommation logique soit exécutée uniquement dans
le dernier étage de I'architecture. Par ailleurs, quatre techniques de restructuration de code
sont présentées pour la description d’une architecture matérielle congue pour une synthese

de haut niveau.

Le troisieme article porte sur 'opération LPM pour des réseaux programmables implémentés

sur FPGA. La contribution principale de cet article est un cadre de référence permettant de



générer automatiquement une architecture matérielle implémentant 1'opération LPM, a par-
tir d'une description d’une table de recherche et d’une description d’architecture de FPGA.
L’opération LPM, implémentée en exploitant un arbre B, est rendue possible grace a deux
méthodes. Premierement, les préfixes sont transformés en intervalles disjoints deux par deux.
Deuxiemement, afin de respecter les contraintes des réseaux programmables sur FPGA| les
ressources utilisées par la structure de données proposée sont entierement allouées a la com-
pilation. La méthode utilisée permet d’allouer le minimum de ressources a la compilation.
De plus, nous démontrons théoriquement que les ressources allouées permettent d’effectuer
les opérations de mise a jour. Par ailleurs, une méthode est présentée afin de réduire la
consommation de ressources mémoires du FPGA lors de I'implémentation de la structure
de données. Cette méthode permet d’identifier pour chacun des niveaux de la structure de
données le type de mémoire et la configuration de celle-ci afin d’augmenter 'efficacité mé-
moire post implémentation. Finalement, cet article propose un outil pour la génération de

l’architecture matérielle.

1.5 Contributions complémentaires non incluses dans cette these

Cette section présente les travaux complémentaires effectués durant cette these, mais qui
ne constituent pas le coeur de celle-ci. Ces travaux portent sur la place des FPGA comme
plan de données programmable : Est-ce que les FPGA peuvent étre utilisés au-dela des cartes
réseaux ¢ Est-ce que ’architecture actuelle des FPGA est adaptée auz plans de données pro-
grammables ?. Les questions soulevées et les éléments de réponse présentés sont 'objets de

plusieurs publications [3], [20], [21], présentées succintement ci-dessous.

Architecture hétérogéne d’un plan de données programmable — [8]. Nous nous
sommes intéressés a l’architecture de plan de données programmables hétérogenes, com-
prenant des ASIC et des FPGA. La motivation associée a 'utilisation d’une architecture
hétérogene est d’augmenter les capacités de traitement d’'un ASIC par I'ajout de FPGA. Ce
travail a été publié & P4 Workshop in Europe [3].

Meécanisme de cache pour une architecture hétérogéne — [20]. Un des défis
majeurs d’une architecture hétérogene est la différence de débit soutenu par chacune de
ces deux plateformes. La ot un ASIC supporte une dizaine de Th/s, un FPGA est limité
une centaine de Gb/s. Une telle architecture hétérogene risque donc d’étre limitée par le
débit soutenu par un FPGA. Pour réduire 'impact de ce probléeme, une solution de cache

est proposée, visant a maximiser le trafic traité sur ’ASIC, tout en profitant des bénéfices



d’une architecture hétérogene. Ce travail a été soumis a ACM Computer Communication

Review [20)]

Limites et avenues d’améliorations pour un plan de données programable im-
plémenté sur FPGA — [21]. Nous avons étudié les limites de performances d’un plan
de données programmable implémenté sur FPGA. Nous montrons que la performance de plu-
sieurs blocs de I'architecture Protocol Independent Switch Architecture (PISA) [5] est limitée
par 'architecture actuelle des FPGA. Pour pallier a ces limitations, deux avenues sont explo-
rées. Premierement, nous identifions un sous-ensemble d’applications réseaux n’utilisant pas
ces blocs souffrant d’une faible performance, pouvant faire levier sur ’architecture actuelle
des FPGA. Deuxiémement, nous proposons de spécialiser I'architecture des FPGA afin de
supporter un plus grand ensemble d’applications réseaux. Ce travail a été accepté a IFEFE

International Conference on High Performance Switching and Routing [21].

1.6 Plan de la thése

Cette these est organisée en sept chapitres. Tout d’abord, une revue de la littérature est
présentée dans le chapitre 2, ainsi qu'un survol des réseaux programmables et de 'opération
de routage de paquets. Les chapitres suivants présentent les contributions de cette these. Le
chapitre 3 présente une solution algorithmique pour implémenter 'opération LPM sur FPGA
pour le routage de paquets IPv6 dans le réseau Internet. Cette solution inclut la structure
de données SHIP, ainsi qu’une architecture matérielle pour parcourir SHIP, congue pour
atteindre un débit de recherche élevé et une faible latence de recherche. Puis, le chapitre 4,
présente une architecture matérielle alternative, congue pour une faible latence de recherche,
ainsi que des techniques de description d’architecturale pour une synthese de haut niveau.
Dans le chapitre 5, une solution matérielle implémentant 1'opération LPM pour des réseaux
programmables sur FPGA est introduite. Le chapitre 6 contient une discussion générale sur
les contributions de cette theése. Finalement, le chapitre 7 présente la conclusion de cette

these et introduit différents axes de travaux futurs.



CHAPITRE 2 CONTEXTE GENERAL, RAPPELS ET REVUE DE
LITTERATURE

Ce chapitre a pour but de présenter le contexte général de cette these, afin de bien situer
I'importance et 'impact de l'opération LPM dans les réseaux. Nous présentons dans un
premier temps le paradigme de réseaux programmables, incluant un survol des plateformes
matérielles utilisées. Un réseau programmable permet d’exécuter de nombreuses nouvelles
applications, mais aussi des applications traditionnelles, telles que le routage de paquets,
que nous introduisons dans un second temps. Le routage de paquets utilise une opération
LPM afin de déterminer le chemin vers lequel un paquet doit étre aiguillé. Nous présentons
ensuite comment 'opération LPM est implémentée sur différentes architectures. Cette revue
de littérature complémente les revues de littérature spécifique présentées dans les chapitres
3,4 et 5.

2.1 Réseaux programmables

2.1.1 Motivation

Durant les trente dernieres années, les chercheurs se sont intéressés a rendre les réseaux pro-
grammables [22]. En effet, en I'absence de cette capacité de programmation, de nombreux
algorithmes proposés ne pouvaient étre déployés dans I'ensemble des réseaux [2], ce qui re-

streignait I’émergence de nouvelles idées.

L’émergence du paradigme de réseau définie par logiciel — en anglais SDN — a marqué
un tournant majeur vers la programmation des réseaux [3]. Cela a été rendu possible grace
a 1) lintroduction des abstractions de plan de contrdle et de plan de données et 2) a une
architecture de réseau ot le plan de données est séparé du plan de controle. Dans le paradigme
SDN, le plan de données est une entité pouvant uniquement traiter des paquets, tandis que le
plan de controle est une entité logiquement centralisée qui configure et commande le plan de

données. De plus, le plan de controle présente une vue abstraite du réseau aux applications.

Ces deux abstractions permettent une séparation des préoccupations [23], [21] — en an-
glais separation of concerns — et donc de simplifier le processus de développement et de
maintenance d’une application. Par exemple, en présentant une vue abstraite du réseau a
une application, les problématiques de systeme distribué sont abstraites lors de la concep-
tion d’une application réseau [23], [21]. Par ailleurs, Shenker [23], [21] explique ainsi que

I'informatique a pu se construire en tant que champs d’études grace a l'introduction d’abs-
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tractions, présentées dans la figure 2.1b. Au contraire, selon lui, jusqu’a présent, le domaine
du réseau était une pratique et non une discipline, en raison de ’absence d’abstractions.
Toutefois, comme présenté dans la figure 2.1a, un parallele peut maintenant étre établi entre
les abstractions utilisées dans un réseau défini par logiciel et les abstractions utilisées dans

un systeme informatique.

Applications
Réseaux
Appel systéme ........................................... Applications
Plan de
........................................ -« Apvel systeme
Controle ety
Jeu dinstrue- Systéme
tions d’Exploitation

........................................... Jeu d’instructions
S

Plan de Données

(a) Couches et interfaces dans le paradigme SDN. (b) Couches et interfaces d’un ordinateur.

Figure 2.1 Similitudes entre les abstractions proposées pour le SDN et les abstractions utilisées
en informatique. Cette figure est inspirée du travail de Song [27]

Historiquement, trois avancées successives ont eu lieu dans le domaine des réseaux program-
mables !. La premiere avancée est OpenFlow [2], un protocole de communication permettant
de configurer le traitement effectué par le plan de données. Bien que le nombre de protocoles
compatibles, ainsi que les traitements disponibles soient limités [26], OpenFlow a permis pour
la premiere de fois de configurer un plan de données. La seconde avancée porte sur le plan de
controle et s’est traduite par le développememet de systemes d’exploitation pour le réseau,
ainsi que des langages de haut niveau pour décrire des applications réseaux [27]-[31]. La troi-
siéme avancée porte sur la programmation du plan de données [1], [5], avec I'introduction de
P4 [1], un langage spécifique pour configurer un plan de données et de la PISA [5], une ar-
chitecture de plan de données programmable. ?. Pour mettre les choses en perspective, P4 [4]

et PISA [5] sont pour le réseau ce que Tensorflow [32] et Tensor Processing Unit (TPU) [33]

1. Nous parlons uniquement ici des avancées majeures depuis OpenFlow. Une présentation complete des
différentes évolutions est présentée dans [22].

2. Les différences entre Openflow et P4/PISA en termes de capacité de programmations sont explicitées
dans [5].
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sont pour I'apprentissage machine. Nous présentons ci-dessous de maniere plus détaillée le
langage P4 et 'architecture PISA.

2.1.2 Langage P4 et architecture PISA

Le langage P4 [1] introduit trois abstractions pouvant étre combinées pour décrire une appli-
cation réseau : 'extraction d’entétes d’un paquet — en anglais packet parser —, la table de
comparaison et d’action — en anglais match action table — et le réassemblage des entétes
d’un paquet — en anglais packet deparser. Une quatriéme abstraction, 'ordonnancement de
paquets — en anglais packet scheduler — est présentée ici, bien qu’elle ne soit pas encore

intégrée a la derniere spécification du langage P4 [34].

De maniere réciproque, 'architecture PISA, présentée a la figure 2.2, est composée de modules

configurables implémentant les abstractions du langage P4.

[Miateh] [Action] ™ *** | [Mateh] | Action|[>/% 2| [Mateh] [Action] ™ *** | Nistch] | Action] ™)

Figure 2.2 Architecture PISA

¥
Y
Parser
Packet
Scheduler
Deparser

Extraction de paquets. Ce module extrait les champs contenus dans les entétes d’un

paquet, selon la description des entétes et séquences d’entétes, effectués dans un programme
P4.

Table de comparaisons et d’actions. Ce module compare une clé de recherche a une
collection de paires < clé : action > et exécute une action lors d’une comparaison positive.
Une Match Action Table (MAT) est définie par quatre propriétés : une taille, des actions,
une clé et un type de comparaison [34]. La taille de la MAT correspond a la profondeur de la
table. Une action est une fonction avec des parametres optionnels. Lors d'une comparaison,
I’action associée a la regle sélectionnée est exécutée. Une clé de recherche est généralement
constituée d’un ou plusieurs champs de I’entéte du paquet. Trois types de comparaisons sont
spécifiées dans le langage P4 [34] : exact, LPM et ternaire. L’opération de comparaison de
type exact consiste a comparer 'intégralité de la clé de recherche aux clés dans la collection

de paires, la ou seule une portion de la clé de recherche est comparée pour le type LPM ou
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ternaire. Le type ternaire est une généralisation du type LPM et permet de sélectionner pour
la comparaison n’importe quels bits de la clé de recherche, la ou seule une séquence de bits

contigus de poids forts peut étre utilisée pour le type LPM.

Ordonnancement de paquets. Ce module réordonne les paquets, c¢’est-a-dire permet de
spécifier I'ordre entre les paquets et les moments auxquels les paquets doivent étre émis. Bien
que cette abstraction soit requise pour exprimer une grande variété d’applications réseaux, la
programmation d’un tel module ainsi que son architecture demeure une question de recherche

ouverte [35]-[38].

Réassemblage des paquets. Ce module ajoute les nouvelles entétes du paquet, selon le

traitement effectué par les blocs précédents, avant que le paquet ne soit transmis.

Initialement, 'architecture PISA a été proposée pour des ASIC. Une description compléte de
la micro architecture ainsi qu’une évaluation du surcofiit de la programmabilité est présentée
dans [5]. Récemment, larchitecture PISA a été portée vers d’autres plateformes, incluant
les Network Interface Card (NIC) [39], les CPU [10] et les FPGA [13], [I1]. Dans le cas
spécifique des FPGA, les enjeux actuels consistent au développement de micro architectures
optimisées pour FPGA, principalement pour les modules d’extraction d’entétes [41], [12], de

réordonnancement de paquets [35] et de comparaisons et d’actions [19], [13].

Les plans de données programmables permettent d’exécuter un tres grand nombre d’applica-

tions réseaux [11]-[50], incluant le routage de paquets [5], présenté dans la prochaine section.

2.2 Routage de paquets

L’opération de routage, effectué a un point d’interconnexion entre plusieurs réseaux, consiste
a identifier le réseau vers lequel un paquet, transmis par un expéditeur, doit étre routé
pour atteindre un ou plusieurs destinataires. Dans cette section et dans le reste de cette
these, on s’intéresse uniquement au routage d’un émetteur vers un unique destinataire — en
anglais unicast. L’opération de routage de paquets est répartie entre le plan de données, qui
identifie vers quel réseau un paquet doit étre transmis, et le plan de contréle, qui construit une
«carterdes différents réseaux joignables, ainsi que les chemins menant a chacun des réseaux.
Nous présentons, ci-dessous, le réle du plan de contrdle et du plan de données pour I'opération

de routage de paquets.
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2.2.1 Plan de controle

Un Routing Information Base (RIB) contient une description de la topologie d’un réseau,
inférée selon les informations de topologie locale transmises par les routeurs voisins. Ces der-
niers transmettent les réseaux auxquels ils sont connectés, le(s) chemin(s) pour les atteindre

et dans certains cas une métrique de performance caractérisant le(s) chemin(s) 3.

Un protocole de routage est utilisé pour échanger une information de topologie entre des
routeurs. Nous présentons ci-dessous les protocoles de routage traditionnellement utilisés. Ces
derniers sont classifiés en deux groupes, selon qu’ils sont utilisés a I'intérieur ou a l'extérieur
d’un systéme autonome — en anglais Autonomous System (AS). Un systéeme autonome est
défini comme un groupe de réseaux connectés? ayant une politique de routage unique et

cohérente [51]. Un exemple d’AS est un fournisseur d’acces a Internet.

Protocoles de routage interne. Ceux-ci sont sous-divisés en protocoles a vecteur de

distance [52], protocoles a états de liens® [53].

Routing Information Protocol (RIP) [52] est un protocole a vecteur de distance, mesurant le
nombre de routeurs a traverser pour acheminer un paquet vers une destination. Les meilleurs

chemins sont ceux ayant la métrique de distance la plus petite.

Le défaut du protocole RIP est qu’il considere uniquement la distance comme métrique de
performance et non la vitesse ou qualité du lien. Le protocole Open Shortest Path First
(OSPF) [53] a ainsi été proposé afin de pallier a ce défaut. OSPF est un protocole a état de
lien, ou chacun des routeurs transmet de proche en proche la liste des réseaux auxquels il est
connecté, incluant le cofit de la connexion ©. Les meilleures routes sont ensuite sélectionnées

en appliquant 1’algorithme du plus court chemin proposé par Dijkstra [55].

Protocole de routage externe. Border Gate Protocol (BGP) [50] est 'unique protocole
de routage externe utilisé. Néanmoins le protocole BGP reléeve d’une importance primordiale,
considérant qu’il est utilisé pour le routage des paquets dans le réseau Internet. BGP adopte
une approche de type vecteur de chemin. Chaque AS transmet a ses voisins des messages
spécifiant les réseaux auxquels il est connecté ainsi que le chemin pour les atteindre. Ces deux

informations sont encodées dans un vecteur de chemin. Lorsqu'un AS recoit un message

3. La métrique utilisée pour évaluer le cotlit d’un chemin dépend du protocole de routage exécuté.

4. Ici un réseau est défini par un unique préfixe.

5. Un protocole hybride existe, combinant les deux approches présentées, mais est un protocole propriétaire
de Cisco.

6. La métrique de performance associée n’est pas définie dans la spécification du protocole OSPF, mais
en pratique comprend la latence, la vitesse du lien et la charge du lien [54].
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permettant l'identification d’un nouveau meilleur chemin, alors I’AS est ajouté au chemin
recu, et le nouveau chemin est transmis aux voisins de I’AS. Par opposition, un message n’est
pas retransmis s’il ne contient pas un nouveau meilleur chemin non connu. Une procédure
similaire est utilisée pour supprimer des chemins. De nombreuses métriques sont utilisées par
BGP pour sélectionner un chemin par rapport a un autre et dépendent de la configuration
choisie par l'opérateur du réseau. De plus, BGP étant utilisé pour connecter des réseaux
indépendants, les accords commerciaux liant les propriétaires de ces réseaux sont aussi utilisés
lors de la sélection des routes. Dans le cas ou un routeur est en bordure d’un réseau, le RIB

peut contenir des chemins reportés par plusieurs protocoles de routage.

2.2.2 Plan de données

Au niveau du plan de données, 'opération de routage consiste a comparer 1'adresse IP de
destination, contenue dans ’entéte d'un paquet, a une liste de réseaux, contenue dans une
table de routage — en anglais Forwarding Information Base (FIB). Le FIB est construit a

partir d’'un RIB, mais contient uniquement un sous-ensemble des réseaux du RIB.

Un entrée dans un FIB contient un préfixe, une information du prochain saut, ainsi qu’'une
d’interface de sortie [57]. Un préfixe est associé a un réseau et décrit I’ensemble des adresses IP
contenues dans ce réseau. L’information de prochain saut — en anglais Next Hop Information
(NHI) — représente 'adresse IP du routeur vers lequel le paquet est transmis. L’interface de

sortie est le port physique du routeur sur lequel le paquet est transmis.

Lors de l'opération de routage, ’adresse IP de destination, dénommée clé de recherche, est
comparée aux préfixes du FIB. Un préfixe est consituté d’'une adresse IP et d’une longueur
de préfixe, spécifiant les bits de poids fort de I'adresse IP du préfixe et de la clé de recherche
utilisés pour la comparaison. Une comparaison de type plus long préfixe est utilisée, c’est-a-
dire que lorsque plusieurs préfixes générent une comparaison positive, seul le plus long préfixe

est sélectionné.

Tableau 2.1 Exemple d’'un FIB pour des adresses IPv4 encodées sur 32 bits. Les préfixes sont
représentés en utilisant la notation adresse IP / longeur de préfixe.

Préfixes NHI Interface
Py= 241.51.32.129/32 | 241.51.32.129
P, =194.123.65.12/16 | 194.123.1.1
P,=194.123.0.1/24 194.123.0.1
Py =194.123.1.2/24 10.2.4.5
P, =152.68.200.1/21 | 127.0.0.0.1

W~ =k O N
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Un exemple de FIB est présenté dans le tableau 2.1. Afin d’illustrer 'opération de routage, on
considere une adresse [P de destination I Ppg = 194.123.1.8. Celle-ci génere une comparaison
positive par rapport aux préfixes P; et P3. Par contre, le préfixe P; est sélectionné, car sa
longueur est supérieure a celle du préfixe P;. Dans la section suivante, nous présentons les
différentes méthodes pour implémenter efficacement 'opération de comparaison LPM dans

un plan de données.

2.3 Implémentation de opération LPM

Afin de traiter des bandes passantes élevées, dépassant les 100 Gb/s, 'opération de compa-
raison LPM est traditionnellement implémentée en utilisant du matériel dédié, tel que les
mémoires adressables par contenu ternaire — en anglais Ternary Content Addressable Me-
mory (TCAM) —, présentés dans la section §2.3.1. Cependant, la TCAM souffre d’'un cofit
élevé en portes logiques et d'une consommation d’énergie importante. Par conséquent, de
nombreuses méthodes permettant d’exécuter I'opération LPM a trés haut débit sans utiliser

de TCAM ont été proposées et sont présentées dans les sections §2.3.2 et §2.3.4.

2.3.1 TCAM

Fonctionnalité a haut-niveau Une TCAM est utilisée pour identifier le plus long préfixe
générant une comparaison positive avec une adresse I[P, tandis que 'information associée aux
préfixes, les NHI et les interfaces de sorties sont contenus dans une mémoire externe. Une
TCAM est une mémoire adressable par contenu, qui permet de comparer en paralleéle une
adresse IP a chacun des préfixes contenus dans un FIB. La TCAM comprend de la mémoire,
contenant les préfixes, de la circuiterie pour comparer I'adresse IP a chaque préfixe et un
encodeur de priorité permettant de sélectionner uniquement le plus long préfixe parmi ceux

générant une comparaison positive.

Un mot mémoire de la TCAM contient un préfixe, pour lequel chacun des bits de I'adresse 1P
est encodé sous un format ternaire. En utilisant ce format, un bit peut avoir les valeurs 0, 1
ou ”x”. Une valeur ”*” est associée a un bit ignoré lors de la comparaison, ¢’est-a-dire un bit
pour lequel le résultat d’une comparaison est toujours positif, indépendamment de la valeur
comparée. Le résultat de la comparaison d’'une adresse IP & un préfixe est encodé dans un bit
de controle, transmis a une entrée de I’encodeur de priorité. L’encodeur de priorité retourne
I'indice de I'entrée a laquelle est stocké le plus long préfixe. Afin de garantir que l'indice de
I’entrée associée au plus long préfixe soit sélectionné, les préfixes sont insérés dans la TCAM

par ordre décroissant de longueur de préfixe. L’indice retourné par I’encodeur de priorité est
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utilisé comme adresse pour retourner les informations associées au préfixe sélectionné dans

la mémoire externe.

Organisation On s’intéresse maintenant a l'organisation interne d'une TCAM de taille
NaxW , c’est-a-dire contenant N préfixes, ayant chacun une adresse IP encodée sur W bits.
Chaque entrée de W bits de la TCAM comprend W cellules ternaires de 1 bit, reliées a une
ligne de comparaison, qui est a son tour connectée a un amplificateur de détection [58]. Nous
présentons d’abord l'organisation d’une cellule ternaire, puis nous couvrons 'opération de

recherche.

Une cellule ternaire contient de la mémoire, pour stocker un bit de 'adresse IP du préfixe
et de la logique, pour comparer un bit d'une adresse IP au bit contenu dans la mémoire.
Traditionnellement, deux types de cellules TCAM sont utilisées, les types NAND et types
NOR. Ces deux types de cellules different uniquement par le circuit utilisé pour la compa-
raison. La cellule ternaire NAND comprend quatre transistors pour la comparaison, tandis
que la cellule NAND requiert trois transistors. Pour stocker un bit de I’adresse IP du préfixe,
deux cellules de 1 bit de Static Random Access Memory (SRAM) sont requises en raison de
I’encodage ternaire utilisé. Considérant qu'une cellule de SRAM utilise traditionnellement six
transistors, le surcotit d’une cellule ternaire par rapport a une cellule de SRAM est d’environ
2.6x.

Nous présentons maintenant ’opération de recherche. Dans le cas d'un mot ternaire composé
de cellules de type NAND, la ligne de comparaison est préchargée a Vy,. Ensuite, 'opération
de comparaison entre 'adresse IP du préfixe et la clé de recherche est effectuée sur chacun
des bits. En cas de comparaison négative d’un bit, la sortie de cellule ternaire est connectée
a la masse. Considérant que les sorties des cellules ternaires sont connectées a une ligne de
comparaison commune, il suffit d’'une comparaison négative dans une cellule ternaire pour
décharger la ligne de comparaison. Finalement, 'amplificateur de détection infere le résultat

de la comparaison en détectant I’état logique associé a la ligne de comparaison.

Pour un mot ternaire utilisant des cellules de type NAND, les cellules sont connectées en série
sur la ligne de comparaison. La tension en sortie du circuit de comparaison de chaque cellule
permet 'activation d’un transistor qui propage la tension présente sur la ligne de comparaison
vers la prochaine cellule ternaire. Initialement, la ligne de comparaison est préchargée a Vyqy
au niveau d’une unique cellule. Puis, lors d’'une comparaison, une cellule est connectée a la
masse. Par conséquent, lors d’'une comparaison positive sur I’ensemble des cellules, la ligne de
comparaison est déchargée. Finalement, de maniere similaire a la cellule NOR, 'amplificateur

de détection identifie le résultat de la comparaison.
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Bien que la cellule ternaire NAND utilise un transistor de moins que la cellule NOR, la cellule
ternaire de type NOR est préférée en raison de son délai de propagation plus faible [58]. En
effet, le chemin critique de la cellule NAND est constitué de W transistors, la ou la cellule

NOR a un chemin critique de deux transistors.

Limitations Une TCAM souffre d’'une consommation d’énergie élevée, proportionnelle a
la profondeur N, en plus d’un cotit en porte logique supérieur a 2.6x par rapport a une
mémoire de type SRAM. Ainsi les travaux actuels consistent a réduire la consommation
d’énergie [58], [59]. Toutefois, la réduction de consommation d’énergie est effectuée au prix
d’une augmentation de la consommation de ressources logiques [5&], [29]. Ainsi, en pratique,

le cotit en porte logique d’'une TCAM est 6x a 7 x plus élevé que de la mémoire SRAM [7].

La TCAM est intégrée uniquement dans des ASIC spécialisés pour le traitement réseau a
tres haut débit [5], [60], et non dans des FPGA 7, ni les CPU et les Graphic Processing Unit
(GPU). Par conséquent, pour les plateformes hors ASIC, la fonctionnalité d'une TCAMaest
émulée. Deux méthodes d’émulation peuvent étre utilisées : I'approche mémoire transposée

et 'approche algorithmique. Nous présentons dans les sections suivantes ces deux approches.

2.3.2 Meémoire transposée

Cette approche est utilisée exclusivement sur des FPGA et consiste a utiliser un bloc mémoire
de FPGA, tel un bloc RAM?® ofi une mémoire distribuée — en anglais distributed-RAM —,
comme une mémoire associative en transposant les bus de données et d’adresse. Abdelhadi
et al. [13] utilisent 'approche mémoire transposée — en anglais transposed memory — pour
effectuer I'opération LPM sur FPGA?.

L’idée générale de 'approche mémoire transposée consiste a stocker pour chaque clé de re-
cherche possible 'indice du préfixe associé, en utilisant un encodage 1 parmi n — en anglais
one-hot. Ainsi, un bloc RAM de taille W x N, ou W est la largeur en bits et N la profondeur,
permet d’encoder un FIB de taille W’ x N’ ott W’ = logy(N) et N’ = W. A titre d'illustra-
tion, un bloc RAM de 36 kbits [62], pour lequel W = 36 et N = 1024, permet de contenir
seulement 36 préfixes encodés sur 10 bits. Considérant le cotit tres élevé en bloc mémoire, les

solutions adoptant cette approche visent a réduire le cotlit en ressource logique, a encoder des

7. Toutefois, certaines anciennes générations de FPGA du fabricant Lattice Semi intégraient des blocs
mémoire configurables permettant une opération de recherche de type ternaire [61], mais sont depuis absents
des dernieres générations de FPGA.

8. Nous adoptons ici la terminologie de Xilinx.

9. Bien que le travail présenté par Abdelhadi et al. [18] soit le seul adoptant ’approche mémoire transposée
pour effectuer une opération LPM, cette approche est utilisée par de nombreux travaux pour implémenter
l'opération de recherche ternaire sur FPGA [19].
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FIB plus larges et profonds. Ainsi Abdelhadi et al. [13] présente une méthode de recherche
hiérarchique pour encoder des préfixes plus larges, mais aussi pour contenir un plus grand
nombre de préfixes. L’idée proposée consiste a voir les vecteurs de bits utilisant I’encodage
1 parmi n contenus dans un bloc mémoire comme une matrice creuse et d’enregistrer uni-
quement l'indice associé au bit non nul a 'aide d’'un encodage a deux niveaux. Néanmoins,
malgré les différentes techniques présentées, la consommation de ressources logiques demeurre

tres élevée et le débit de recherches faible.

2.3.3 Rappel sur les tableaux associatifs

L’idée générale de I'approche algorithmique est d’émuler la fonctionnalité d’'une TCAM en
utilisant un tableau associatif, c¢’est-a-dire une structure de données. Nous présentons donc
dans cette section un rappel sur les tables de hachage, les arbres binaires et les arbres préfixes,

les trois principales structures de données utilisées dans I’approche algorithmique.

Table de hachage. A haut niveau, une table de hachage comprend un tableau contenant
une collection de paires < clé : valeur >, une fonction de hachage, permettant de convertir
une clé de recherche en un indice du tableau et une méthode de résolution de collisions lorsque
des clés différentes génerent le méme indice. Lors d’une opération de recherche, apres avoir
calculé l'indice associé a une clé de recherche, la clé stockée a cet indice est comparée a la
clé de recherche. Dans le cas d’une comparaison positive, la valeur associée contenue dans la

paire est retournée.

Nous présentons maintenant les différents types de fonctions de hachage utilisées ainsi que
les méthodes de résolution de collisions. Les fonctions de hachage sont classifiées en quatre
groupes : multiplication et décalage, multiplication addition et décalage, table de correspon-
dance et Murmur [63]. La performance d’une fonction de hachage est caractérisée par le débit
de calculs par seconde, ainsi que par la qualité du hachage [03], représentant la distribution

des clés hachées.

Les méthodes de résolution de collisions sont divisées en deux groupes : chainage et adressage
ouvert [64], [65]. Dans le cas d’une résolution par chainage, chaque entrée du tableau contient
une liste de paires en lieu et place d’une unique paire. Lors d'une collision, les clés générant
une collision sont ajoutées dans la liste chainée associée a I'entrée du tableau sélectionnée.
Par conséquent, dans le pire des cas, une recherche peut nécessiter de traverser une liste
chainée contenant la collection complete de paires. Ainsi, la complexité de recherche de cette

méthode est O(N) ou N est la cardinalité de la collection de paires.

Afin de réduire la complexité de recherche, les méthodes a adressage ouvertes ont été propo-
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sées. L’idée générale consiste a insérer une clé générant une collision dans une entrée vide du
tableau. Ainsi le tableau est parcouru a partir de l'indice indicecoyision OU la collision a lieu
et le prochain indice sélectionné est indicecoyision + I, ol K peut étre une valeur constante,
ou générée par un polynéme [03], [61]. Le processus est répété jusqu’a ce qu'un indice ne
contenant pas de paire soit identifié. Une méthode récente d’adressage ouvert, le hachage de
type coucou [60], consiste a diviser une table de hachage de capacité M, en k tables de ha-
chage, ayant chacune une capacité de M/k. L’idée générale derriere cette technique consiste
a évincer la clé présente dans la table de hachage générant la collision par la nouvelle clé a
insérer 1°. La clé évincée est ensuite insérée dans une autre table de hachage et le processus
est réitéré, jusqu’a ce qu'une entrée vide soit identifiée dans une des k tables de hachage !

En utilisant une méthode de résolution de type Coucou, la complexité de recherche devient

0(1).

Une table de hachage ne peut étre utilisée telle quelle pour effectuer une recherche sur les
préfixes d'un FIB. En effet, une fonction de hachage ne peut étre appliquée sur les bits non

7

définit de I'adresse IP d’un préfixe, les bits de type ” % 7. Par conséquent, deux techniques
peuvent étre employées. Premierement, une table de hachage peut étre utilisée par longueur
de préfixe. Néanmoins cette approche requiert d’effectuer une recherche dans W table de
hachage. Deuxiemement, afin de réduire le nombre de tables de hachage a traverser, les
préfixes peuvent étre convertis vers un ensemble réduit de longueurs de préfixes. Cependant,

cette approche augmente de maniére exponentielle le nombre de préfixes a stocker [69].

Arbre binaire. Un arbre binaire est un graphe orienté acyclique, ou chaque noeud contient
une paire < clé : valeur > et est connecté au plus a deux noeuds enfants et a un noeud
parent. Le noeud initial est appelé racine, tandis que les noeuds sans enfants sont appelés
feuilles [64], [65]. Un arbre binaire permet d’identifier si une clé de recherche est contenue
dans une collection de paires < clé : valeur >. Un exemple d’arbre binaire est illustré dans la
figure 2.3a, pour la collection de clés {1,4,5,6,8,12,14}. Afin de simplifier la figure, aucune

valeur n’est associée & chacune des clés.

Une opération de recherche consiste en une traversée itérative de I’arbre du noeud racine vers
les feuilles. A chaque noeud sélectionné, une clé de recherche est comparée a la clé contenue
dans le noeud. Si la clé de recherche est égale a la clé de recherche, alors la valeur associée

est retournée et la recherche est complétée. Sinon, si la clé est de recherche est strictement

10. Cette méthode est inspirée des oiseaux coucous, qui font couver leurs oeufs par d’autres oiseaux, tout
en éjectant les oeufs déja présents dans un nid.

11. En pratique le nombre maximum d’évictions est borné [67], [68] et la table de hachage est alors consi-
dérée remplie.
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(a) Arbre binaire. (b) Arbre binaire balancé. (c) Arbre B.

Figure 2.3 Exemples d’arbres binaires contenant la collection de clés {1,4,5,6,8,12,14}. Un
noeud vide est représenté par un K.

inférieure a la clé contenue dans le noeud, alors le noeud enfant gauche est sélectionné.
Dans le cas contraire, le noeud droit est sélectionné. Le processus de traversée est répété en
utilisant le noeud sélectionné, jusqu’a atteindre une feuille, ou un noeud vide. Pour insérer
une nouvelle paire dans un arbre binaire, I’arbre est d’abord parcouru, en utilisant la clé a
insérer comme clé de recherche, jusqu’a sélectionner un noeud enfant vide. Ensuite, la clé et

sa valeur associée sont insérées dans le noeud enfant sélectionné.

Pour une collection de N paires, un arbre binaire a une complexité d’espace de O(N) et
dans le pire des cas, une complexité de recherche, d’insertion et de suppression de O(N) [6],
[65]. En effet, si les N clés sont insérées par ordre croissant, alors chaque noeud a un unique

enfant, a droite, créant N niveaux de noeuds a traverser lors d’une opération de recherche.

Afin de réduire la complexité de recherche a O(log(N)), les arbres binaires équilibrés — en
anglais balanced binary tree — ayant des branches de profondeur équilibrées, ont été propo-
sés [64], [65]. A titre d’illustration, un arbre binaire parfaitement équilibré est représenté dans
la figure 2.3b. Toutefois, dans le cas ou toutes les branches sont parfaitement équilibrées, la
complexité d’insertion devient O(N), car 'arbre doit étre reconstruit pour respecter 'inva-
riant sur la profondeur. Une alternative consiste a utiliser les arbres B [70], qui réduisent
la complexité algorithmique de mise a jour a O(log(N)) [61], [70]. Un arbre B est un arbre
binaire équilibré, possédant plusieurs clés par noeud. Un exemple d’arbre B est illustré dans

la figure 2.3c.
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Pour effectuer une opération de recherche avec un arbre binaire, 'opérateur de comparaison
< doit étre étendu aux préfixes. Pour garantir que le plus long préfixe soit retourné lors
d’une comparaison, les préfixes doivent étre ordonnés par valeur d’adresse IP et par longueur
de préfixes, considérant que la longueur de préfixe est inconnue lors d’'une opération de
recherche. Pourtant, en triant les préfixes par valeur d’adresse IP et par longueur de préfixes,
il n’est alors pas possible de construire un arbre binaire équilibré lorsque des préfixes sont
chevauchés. Deux techniques sont généralement utilisées pour encoder des préfixes dans des
arbres binaires équilibrés. La premiere technique consiste a séparer les préfixes en groupes de
préfixes non chevauchés [71], [72]. La seconde technique consiste a convertir les préfixes en
intervalles non chevauchés d’adresses IP [73], [741]. Néanmoins, cette conversion peut dans le
pire des cas transformer N préfixes en 2 - N — 1 intervalles, ce qui augmente le nombre de

noeuds, et donc le colit mémoire.

Arbre préfixe. Un arbre préfixe [75], [70] — en anglais ¢rie — est un graphe orienté
acyclique et encodant une collection de paires < clé : valeur >. Contrairement a un arbre
binaire, un noeud ne contient pas de clé; celle-ci est encodée par la position du noeud dans
I’arbre préfixe. Un exemple d’arbre préfixe est présenté dans la figure 2.4a. Le noeud initial
est appelé racine, tandis que les noeuds sans enfants sont appelés feuilles [(4]. Dans un arbre
préfixe binaire une clé de recherche est comparée a la collection de paires un bit a la fois,
jusqu’a ce que I'ensemble des W bits de la clé de recherche soient évalués. La comparaison
est effectuée des bits de poids fort vers les bits de poids faible et a chaque niveau de I'arbre
un unique bit de la clé de recherche est évalué. Ainsi, la complexité de recherche d’un arbre
préfixe binaire est de O(W) pour des clés encodées sur W bits. Dans le pire des cas, chaque
clé insérée dans I'arbre pourrait créer une branche unique, c’est-a-dire W noeuds. Ainsi, pour
N clés, la complexité d’espace est de O(N - W). Lorsqu’une clé est insérée (ou supprimée),
I'arbre est traversé pour identifier ou insérer (ou supprimer) la valeur associée a la clé. Par

conséquent la complexité d’insertion et suppression est de O(W).

Un arbre préfixe peut étre optimisé pour la complexité d’espace [70], [77] et pour la complexité
de recherche [78], [79]. Dans le premier cas, 'arbre Radix [77] est un arbre préfixe pour lequel
chaque noeud ayant un unique enfant est fusionné avec le noeud parent. L’idée générale est
de comparer une séquence contigiie de bits, en lieu et place d'un seul bit, lorsqu’il existe un
unique chemin dans une branche de 'arbre. Un arbre Radix permet de réduire la complexité

de recherche uniquement en moyenne.

L’idée de comparer une séquence de bit est aussi utilisée par un arbre préfixe multi bits [78],
[79], ou k bits sont comparés a chacun des niveaux de I'arbre. Par conséquent, la complexité
de recherche est réduite a O(W/k), mais la complexité d’espace devient O(N - W/k - 2%).
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010101

(b) Arbre radix.

(c) Arbre préfixe multi-bits.

Figure 2.4 Exemples d’arbres préfixes contenant la collection de clés {1,4,5,6,8,12,14}. Un
noeud vide est représenté par un K.
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Un arbre préfixe ne requiert aucune modification pour identifier le plus long préfixe associé
a une adresse IP. En effet, la comparaison est effectuée sur des segments contigus de bits, en
partant des bits de poids fort, vers les bits de poids faible, ce qui garantit que le plus long
préfixe est sélectionné. Cependant, une problématique spécifique aux arbres préfixes multi
bits est la complexité d’espace élevée, comparativement aux autres structures de données. En
effet un noeud d'un arbre préfixe k bits a 2¥ noeud enfants, bien que de nombreux enfants
soient vides, ou associées a un méme préfixe. Ainsi, les solutions adoptant un arbre préfixe
proposent différentes méthodes d’encodage des noeuds, afin de minimiser le nombre de noeuds

stockant la méme information[30], [$1].

2.3.4 Approche algorithmique

Nous présentons les solutions adoptant 'approche algorithmique et proposées pour les plate-
formes CPU, GPU et FPGA. Les solutions présentées ci-dessous considerent un FIB simplifié,
contenant uniquement une collection de paires < préfixe : NHI >, en lieu et place des para-

metres présentés dans la section §2.2.2.

L’approche algorithmique peut étre utilisée autant pour concevoir une solution pour le rou-
tage de paquets, que pour 'opération LPM dans un plan de données programmable. Néan-
moins, la majorité des solutions présentées ici sont congues pour le routage de paquets dans

le réseau Internet et exploitent la connaissance d’'un FIB pour augmenter la performance.

CPU

La performance des solutions logicielles est principalement limitée par la latence d’acces a la
mémoire et non par le temps de calcul [82]. Par conséquent, les solutions proposées visent
a minimiser le nombre d’acces mémoire, a concevoir une structure de données compacte
pouvant étre stockée dans la mémoire cache et a cacher la latence d’acces a la mémoire.
L’ensemble des solutions présentées ci-dessous ont été congues pour le routage de paquets
dans le réseau Internet, et exploitent les caractéristiques d’'un FIB pour augmenter le débit

de recherches.

La solution présentée par [33] utilise une recherche dichotomique sur la longueur des préfixes.
Pour chaque longueur de préfixes, les préfixes sont encodés dans une table de hachage. La
méthode proposée a une complexité de recherche de O(log(WV)) et une complexité d’espace de
O(N -log(W)). Afin de réduire en pratique le nombre d’acces mémoire, les auteurs proposent
de diviser les préfixes en groupes basés sur la valeur bits de poids fort et de commencer

I'opération de recherche avec les longueurs de préfixes ayant la cardinalité la plus élevée.
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Plusieurs solutions alternatives proposées utilisent des arbres préfixes [$1], [32], [$4]-[80]. Les
contributions présentées consistent principalement a réduire la consommation mémoire de
I’arbre en encodant efficacement les noeuds vides, ou les noeuds associés a un méme préfixe.
Une solution présentée par [$0] consiste a utiliser un arbre radix, pour lequel chaque noeud
de 'arbre ayant un unique enfant est fusionné avec le noeud parent. Une solution alternative,
le Level Compressed Trie [$1] utilisé un noeud d’arbre préfixe multi bit uniquement si plus de
la moitié des noeuds enfants sont non-vides, sinon un noeud d’arbre radix est utilisé. Kalia
et al. [32] présentent des techniques génériques exploitant 1'architecture d'un processeur
pour cacher la latence d’acces mémoire et augmenter le débit de recherches. Asai et Ohara
présentent Poptrie [31], qui utilise un encodage basé sur un tableau de bits — en anglais
bitmap — permettant de spécifier les feuilles vides ou associées a un méme préfixe. De plus,
pour réduire la latence de I'opération de recherche, I'implémentation de Poptrie utilise une
instruction de comptage de population — en anglais Population couting (PopCount). Le
concept de tableau de bit est aussi utilisé par I'algorithme SAIL [37] pour encoder la présence

des noeuds a chacun des niveaux d’un arbre préfixe multi bit.

DXR [74], [38] est une solution basée sur un arbre binaire. Zec et al. [74], [38] proposent de
convertir les préfixes en intervalles non chevauchés et d’effectuer une recherche par dichotomie
— en anglais binary search — sur les intervalles. Pour réduire le nombre d’intervalles sur
lesquels la recherche dichotomique est effectuée, les préfixes sont partitionnés en groupes
selon la valeur des bits de poids fort et les intervalles contigus associés a un méme NHI sont

fusionnés.

Récemment, Rétvari et al. [35] ont présenté des structures de données succinctes pour 1'opé-
ration LPM. Une structure de données est dite succincte lorsque sa taille est proche du
minimum donné par la théorie de I'information, tout en effectuant 'opération de recherche
rapidement [39]. Rétvari et al. démontrent que leurs solutions permettent de réduire la taille

des structures de données par un ordre de grandeur par rapport a 1’état de I'art.

Finalement, indépendamment de la performance des solutions proposées, le facteur limitant
pour les solutions logicielles est le débit maximal pouvant étre transmis au niveau des entrées
et sorties, malgré 1'utilisation d’ environnement de développement spécialisé pour le traite-
ment de paquets [90]-[92]. En effet, la majorité des solutions présentées ci-dessus, évaluent
la performance en utilisant des traces paquets. Dans un systeme réel ou les paquets sont
transmis et regus par une carte réseau, le débit maximum de paquets est de l'ordre de la

dizaine de millions de paquets par seconde [32], [30], [90], [92].
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GPU

Considérant le tres grand nombre d’unité de calcul et de la taille de mémoire disponible dans
un GPU, plusieurs solutions de comparaison de type LPM ont été optimisées pour des GPU
[93]-[96]. De maniere similaire aux solutions développées pour des CPU, les solutions visant
un GPU sont congues principalement pour le routage de paquets dans le réseau Internet, et

exploitent les caractéristiques d'un FIB pour augmenter le débit de recherches.

D’un point de vue algorithmique, les solutions NBA [90] et Packet Shader [93] utilisent la
solution proposée par Waldvogel et al. [33]. La contribution de ces deux solutions consiste
a maximiser le nombre de paquets pouvant étre recus et transmis par les entrées sorties,
ainsi qu'un environnement de développement pour applications réseaux sur GPU. Zhou et
Prasanna [91] proposent d’utiliser un arbre multi bit a trois niveaux et les noeuds contenus
a chaque niveau sont encodés dans une table de hachage. Leur approche fait levier sur la tres
grande quantité de mémoire disponible sur un GPU, tout en parallélisant la traversée de leur
structure de données afin de maximiser le débit de recherches. La solution Gamt [95] exploite
un arbre préfixe multi bits, dont ’encodage des noeuds est optimisé pour I'architecture d’un
GPU. Toutefois, Kalia et al. [32] remettent en perspective I'utilisation de GPU pour effectuer
des opérations LPM, en démontrant que des solutions faisant levier sur ’architecture d’un
CPU peuvent atteindre une performance similaire a celle d'un GPU dans un environnement

réel, ou les paquets sont transmis au travers d’une carte réseau.

Ainsi, de maniere similaire aux solutions implémentées sur CPU, la performance des solutions
implémentées sur GPU est limitée par le débit de paquets pouvant étre recus au niveau des
entrées sorties. Par ailleurs, pour atteindre un débit de recherches tres élevé, ces solutions
utilisent un traitement par lot — en anglais batch processing — qui contribue a augmenter

la latence de traitement.

FPGA

La contrainte principale d’'un FPGA est la quantité limitée de ressources logiques disponibles
et plus particulierement de mémoire intégrées sur puce — en anglais on-chip memory. Par
conséquent, les solutions ciblant un FPGA cherchent a minimiser la taille de la structure de

donnée.

L’ensemble des solutions présentées ici, a exception de [18], [97], ont été développées exclu-
sivement pour le routage de paquets IPv6 dans le réseau Internet et nécessitent de connaitre
le FIB & encoder pour minimiser la consommation de ressources logiques d’un FPGA. A

I'inverse, les solutions de Xilinx [97] et de Abdelhadi et al. [18] n’ont pas besoin de connaitre
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par avance le FIB a encoder et peuvent donc étre utilisée comme bloc de base dans un plan

de données programmable.

Bando et al. [09] présentent une solution basée uniquement sur des tables de hachage, ot les
préfixes sont convertis vers un ensemble restreint de longueurs de préfixes, ce qui augmente

la consommation de ressources logiques.

Des méthodes basées sur des arbres préfixes ont été aussi proposées [20], [98]. La méthode
proposée par Tree bitmap [$0] consiste a encoder dans un tableau de bits la validité des
noeuds contenus dans k£ niveaux d'un arbre préfixe. Une alternative proposée par Bando
et al. [9%] consiste a réduire la taille du tableau de bit en adoptant un encodage compact.
De plus, afin de réduire la profondeur de la structure de données, une table de hachage
est utilisée pour effectuer une recherche sur les bits de poids fort, tandis que les bits de
poids faible sont comparés a ’aide d’un arbre préfixe utilisant un encodage compact des
noeuds. Afin de minimiser ’empreinte mémoire d’un arbre préfixe multi bit, Rétvari et al.
[85] propose une méthode de «repliement»— en anglais folding — des branches associé a un
méme NHI, permettant de réduire 'empreinte mémoire d'un ordre de grandeur par rapport
aux solutions existantes. Plusieurs travaux ont proposé d’utiliser des arbres binaires [71], [72],
[97]. La solution de Xilinx utilise un arbre binaire équilibré [97], nécessitant de transformer
les préfixes en intervalles non chevauchés. Afin de réduire la profondeur de la structure de
données a traverser lors d'une opération de recherche, des arbres B sont utilisés dans Layered
Trees [72] et la solution présentée par Le et Prasanna a[71]. Les contributions consistent a
minimiser le nombre de préfixes apreés conversion d’un FIB en groupes de préfixes disjoints.
Dans Layered Trees [72] les préfixes sont pelés en couches de préfixes disjoints. Le nombre
de groupes n’est pas contraint, afin d’éviter d’augmenter le nombre total de préfixes apres le
partitionnement. Le et Prasanna [71] proposent une méthode de partitionnement des préfixes
lorsque le nombre total de groupes est contraint. Leur méthode utilise un algorithme de

programmation dynamique pour minimiser le nombre total de préfixes apres partitionnement.

2.4 Conclusion

Dans un centre de données, 1'opération LPM ne peut étre implémentée en logiciel sur des
CPU ou des GPU pour deux raisons. Premierement, le trafic pouvant étre acheminé vers le
processeur a partir des entrées/sorties est actuellement limité a la dizaine de Gb/s. Deuxie-
mement, les opérateurs de centre de données cherchent a maximiser la puissance de calcul
CPU pouvant étre louée a des clients. Par conséquent, les FPGA, de par leur flexibilité,
apparaissent comme une plateforme idéale pour accélérer des traitements réseau, incluant

lopération LPM. Sur FPGA, 'opération LPM peut étre implémentée en utilisant ’approche
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mémoire transposée, ou ’approche algorithmique. Comme nous le montrerons dans le chapitre
5, les solutions utilisant approche mémoire transposée offrent une efficacité tres inférieure aux
solutions adoptant I'approche algorithmique. Néanmoins, les solutions adoptant ’approche
algorithmique souffrent d’un débit limité ou d’une consommation de ressource logique élevée,
comme nous le présenterons dans les chapitres 3 et 5. Finalement, la majorité des solutions
proposées ont été congues exclusivement pour le routage de paquets IPv6 dans le réseau In-
ternet, en exploitant les caractéristiques des préfixes contenus dans un FIB. Par conséquent,
ces solutions ne peuvent étre utilisées dans un plan de données programmable. Ainsi, il est
nécessaire de concevoir des solutions efficaces pour effectuer I'opération LPM sur FPGA,
que cela soit dans le contexte spécifique de routage, ou pour la mise en oeuvre d'un plan de

données programmable.
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CHAPITRE 3 ARTICLE 1 - SHIP : A SCALABLE HIGH-PERFORMANCE
IPv6 LOOKUP ALGORITHM THAT EXPLOITS PREFIX
CHARACTERISTICS

Autheurs : Thibaut Stimpfling, Normand Belanger, J.M. Pierre Langlois et Yvon Savaria.
Publié¢ dans : IEEE/ACM Transactions on Networking 27, numéro 4 (2019).

Abstract Due to the emergence of new network applications, current IP lookup engines
must support high bandwidth, low lookup latency and the ongoing growth of IPv6 networks.
However, existing solutions are not designed to address jointly these three requirements.
This paper introduces SHIP, an IPv6 lookup algorithm that exploits prefix characteristics
to build a data structure designed to meet future application requirements. Based on prefix
length distribution and prefix density, prefixes are first clustered into groups sharing similar
characteristics, and then encoded in hybrid trie-trees. The resulting memory-efficient and
scalable data structure can be stored in low-latency memories and allows the traversal process
to be parallelized and pipelined in order to support high packet bandwidth in hardware. In
addition, SHIP supports incremental updates. Evaluated on real and synthetic IPv6 prefix
tables, SHIP has a logarithmic scaling factor in terms of the number of memory accesses,
and a linear memory consumption scaling. Compared to other well-known approaches, SHIP
reduces the required amount of memory per prefix by 87%. When implemented on a state-
of-the-art FPGA, the proposed architecture can support processing 588 million packets per

second.

3.1 Introduction

Global IP traffic carried by networks is continuously growing [99]. To handle this increasing
Internet traffic, network working groups have ratified the 100-gigabit Ethernet standard, and
are studying the 400-gigabit Ethernet standard. As a result, network nodes have to process
packets at those line rates, which requires IP address lookup engines to process an IPv6

packet in less than 6 ns [71].

The IP lookup task consists of identifying the next hop information NHI to which a packet
should be forwarded. The lookup process consists of matching the destination IP address,
extracted from the packet header, against a list of entries stored in a lookup table, called

the Forwarding Information Base FIB. Each entry in the FIB, a prefix, represents a network
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defined by its prefix address and its prefix length, which represents the number of valid prefix
bits. While a destination IP address may match multiple entries in the FIB, only the NHI

associated with the longest prefix matched is returned [100].

IP lookup algorithms and architectures tailored for IPv4 technology are not performing well
with IPv6 [71], [L01], due to the fourfold increase in the number of bits in IPv6 addresses over

IPv4. Thus, dedicated IPv6 lookup methods are needed to support upcoming IPv6 traffic.

IP lookup engines must be optimized for high bandwidth, low latency, and scalability for two
reasons. First, due to the convergence of wired and mobile networks, many future applications
require high bandwidth and low latency at the same time, such as virtual reality, remote
object manipulation, eHealth, autonomous driving [17]. Second, IPv6 FIBs are expected
to grow as IPv6 technology is still being deployed [102], [103]. However, current solutions

presented in the literature are not jointly addressing these performance requirements.

In this paper, we introduce SHIP : a Scalable and High Performance IPv6 lookup algorithm
designed to meet current and future performance requirements. SHIP is built around the

analysis of prefix characteristics. Three main contributions are presented :

— Two-level prefix grouping that clusters IPv6 prefixes in groups sharing common charac-
teristics. Prefixes are divided into bins based on their 23 most significant bits, while the
bins are stored in a hash table. Within each bin, prefixes are sorted in groups, based
on the FIB prefix length distribution.

— An hybrid trie-tree (HT'T), a shallow and memory efficient data structure. Each group
of prefixes is encoded in an HTT. The HTT revisits the concept of multi-bit trie, but
adapts the number of nodes built at each level on the prefix density. At the bottom of

the trie, multiple leaves are encoded into a leaf bucket.

— A high-throughput implementation of SHIP targeting Field Programmable Gate Arrays
(FPGAs). The implementation is based on an that performs a pipelined traversal of
the SHIP data structure, and leverages on-chip memory to support a high lookup rate,

while balancing the lookup latency.

In reported characterization results, SHIP stores 580 k prefixes and the associated NHI
using less than 5.2 MB of memory. Evaluated on multiple benchmarks, SHIP achieves a
linear memory consumption scaling and a logarithmic latency scaling. SHIP also supports
incremental updates. In addition, when implemented on FPGA, the architecture can support

a high-throughput of 588 million packets per second.

The remainder of this paper is organized as follows. Section 3.2 introduces common ap-

proaches used for IP lookup. Section 3.3 gives an overview of SHIP. Then, two-level prefix
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grouping is presented in Section 3.4. The proposed hybrid trie-tree is covered in Section 3.5.
Section 3.6 presents a method to update the SHIP data structure and its cost. Section 3.7
introduces the method and metrics used for performance evaluation and Section 3.8 presents
simulation results, while Section 3.9 presents FPGA implementation results. Section 3.10
compares SHIP performance with other methods. Lastly, we conclude the work by summari-

zing our main findings and results in Section 3.11.

3.2 Related Work

Traditionally, IP lookup is implemented using TCAMs, a specialized hardware with O(1) loo-
kup time complexity. A TCAM is an associative memory that matches a key simultaneously
against all prefixes. However, TCAMs combine a high power consumption and a high cost,
making them unattractive for routers holding a large number of prefixes [98], [101]. TCAM

implementations on FPGAs also yield a relatively poor performance [15].

As a result, algorithmic solutions have been explored as an alternative to TCAMs. Algo-
rithmic solutions emulate the TCAM functionality using data structures. Four main types
of data structures are used by algorithmic solutions : hash tables, Bloom filters, tries and
trees. The challenge is to encode efficiently prefixes, which are loosely structured and with a
highly nonuniform prefix length distribution. In addition, for any given prefix length, prefix
density ranges from sparse to very dense, where the prefix density represents the sparseness

of non-empty nodes within a level of a trie.

Interest for using a hash table is twofold. First, a hash function aims at distributing uniformly
a large number of keys over bins independently of the key structure. Second, a hash table
provides O(1) lookup time on average and O(N) space complexity, where N is the number of
prefixes. However, a pure hash-based LPM solution has a lookup time complexity of O(W),
where W is the number of distinct prefix lengths, as one hash table is probed per prefix
length. Bando et al. [09] proposed to expand prefixes to few prefix lengths, at the cost
of an increased memory consumption. Waldvogel et al. [33] proposed a binary search on
prefix lengths to reduce the lookup time complexity to O(log(W)) with a space complexity
of O(N -log(W)). Still, a hash function can generate collisions that degrades performance.
To reduce the number of collisions, a method that exploits multiple hash tables [69], [105]
was proposed. This method divides the prefix table into groups of prefixes, and selects a hash
function to minimize the number of collisions within each prefix group [69], [105]. The solution
presented by Zhou et Prasanna [91] leverages perfect hash functions, which are guaranteed to
be collision-free. Although their solution achieves a very high throughput when implemented

on GPU, a large memory space is required and no incremental update support is provided.
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Bloom filters, space-efficient probabilistic data structures, have also been used in the lite-
rature to select a set of prefixes that may match an IP address [106]-[109]. Recent studies
have shown that Bloom filters can significantly reduce the average lookup time [106], [108],
[109]. However, by design, this data structure generates false positives independent of the
configuration parameters used. Thus, a Bloom filter can lead to poor performance in the

worst case, when many prefix sets are selected.

B-trees, generalized self-balancing binary search trees, have also been explored [71], [72], [74],
[88], [101]. Such data structures are tailored to store loosely structured data such as prefixes,
as their time complexity of log(V) and storage complexity of O(N) are independent from the
prefix distribution characteristics. However, B-trees can only be used with non-overlapped
prefixes, i.e. disjoints two by two. Because converting prefixes into non-overlapped prefixes

increases the number of prefixes, previous works focused on minimizing the prefix growth.

Le et Prasanna divide a FIB into disjoint prefix groups using dynamic programming [71],
and build a B-tree per group. The FPGA implementation requires several external memories
due to a low memory efficiency, which increases lookup latency. Chang et al. [72] proposed
LayeredTrees, where the FIB is peeled iteratively into layers of disjoint prefixes. However,
the throughput supported by their architecture is similar to previous works [71]. A variation
of a balanced binary search tree was introduced by Zec et Mikuc [74], [88]. Their solution is

tailored for IPv4, and lead to performance degradation when adapted to IPv6 [31].

k-bit trie data structures are attractive because k bits of the IP address are compared at a
time, and thus, they have a O(W/k) time complexity, where W is the IP address size. Howe-
ver, the low time complexity of k-bit tries comes at a large storage complexity of O(2¥N-W/k),
which lead to very low memory efficiency when the trie is built with unevenly distributed
prefixes [79], [110]. As a result, significant efforts were dedicated to reducing the memory

footprint.

The level compression trie (LC-trie) [$1] technique was proposed to combine multi-bit trie for
dense regions with a level compressed binary trie for sparser regions [77]. Bando et al. pro-
posed the tree bitmap structure, where k levels of a 1-bit trie are encoded into a bitmap [30].
The PC-trie, an improved tree bitmap, was proposed in the FlashTrie architecture [98]. Howe-
ver, the FlashTrie architecture requires multiple external memories, leading to a high lookup

latency.

Bitmap solutions were also explored by Yang et al., who proposed the splitting approach
to IP lookup (SAIL) [87]. SAIL decomposes the lookup into the identification of the prefix
length, and then, the identification of the NHI. However the SAIL performance was only

evaluated with the data structure used for the prefix length identification. Asia and Ohara
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presented Poptrie [31], a CPU-optimized implementation of a k-bit trie. Poptrie encodes
each node of a k-bit trie using a bitmap, and merges leaves covering the same prefix. Because

PopTrie is tailored for IPv4 prefixes, the performance is reduced when using IPv6 prefixes.

Another solution proposed by Luo et al. [I11] combines TCAM and k-bit trie to reduce
the number of entries stored in the TCAM. Still, this solution is unattractive as most of the
prefixes are stored in the TCAM.

GAMT [95] leverages the large amount of memory available on GPUs to implement a k-bit
trie. This GPU-based solution supports a very high lookup rate, but suffers from a very high
latency. Unoptimized k-bits tries were also evaluated on CPU, but were shown to provide a

limited lookup rate [30], [$7] even when low-level CPU optimizations were used [32].

Recently, a new approach exploiting information-theoretic and compressed data structures
were proposed to compress a trie, yielding very compact data structures [25], but only achie-

ving a low lookup rate.

Multiple LPM solutions were implemented in software, as the high-operating frequencies of
CPUs or GPUs can be leveraged to support very high lookup rates. However, from a system
point-of-view, the lookup rate of software LPM solutions is limited by the rate supported by
the packet I/O framework such as netmap [90], or DPDK [91]. Indeed, these I/O frameworks
cannot forward at very high-rates packets received from the network interface card (NIC)
to the main memory [32], [36], [90], [92]. In addition, most solutions were evaluated with
packets already stored in the memory [74], [31], [37], [88], [94], [95]. Lastly, software LPM

solutions typically uses batch processing techniques to increase the bandwidth at the expense
of latency [82], [90], [92], [94], [95].

In summary, the solutions optimized for software implementation were not shown to sup-
port high lookup rates in complete systems. In addition, the solutions targeting hardware

implementation generally suffer from a low throughput, or from low memory efficiency.

3.3 SHIP Overview

SHIP comprises a procedure to build an efficient data structure, and a procedure to traverse

it, namely the lookup algorithm.

SHIP combines prefix clustering methods with memory efficient data structures. A clustering
method, two-level prefix grouping, divides prefixes into address block bins (ABB) based
on their 23 most significant bits (MSBs), and further divides prefix into prefix length sorted
(PLS) groups based on the FIB prefix length distribution. The address block bins are recorded
in a hash table, while the prefixes in each prefix length sorted group are encoded in an HTT.
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The SHIP data structure is illustrated in Fig 3.1. An N-entry hash-table holds M valid
address block bins (ABBs) obtained after dividing the prefixes on their MSBs. Each valid
ABB holds a pointer to a set of K prefix length sorted (PLS) groups, encoded in HTTs.

The lookup algorithm identifies the NHI associated to the longest prefix matched. First, the
MSBs of the destination IP address are hashed to select an ABB pointer. In this example,
the m-th ABB is selected in the hash table. The selected ABB points to a set of K HTTs
represented with the dashed rectangle. Second, using the least significant bits of the destina-
tion IP address, the selected HTTs are traversed in parallel. Because each of the HT'T can
hold a prefix matching the IP address, a priority resolution module is used to select the NHI

associated with the longest prefix.
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Figure 3.1 SHIP two-level data structure organization with M address block bins and K
prefix length sorting groups.

3.4 Two-level Prefix Grouping

Two-level prefix grouping is a clustering method that divides prefixes in ABBs, and further
sorts prefixes into prefix length groups. This clustering method is proposed to divide a prefix
table in groups, each holding a fraction of the prefixes. The prefix distribution within groups

is then leveraged by the HT'T, as it will be shown in section 3.8.
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3.4.1 Address Block Binning

Prefixes are binned in ABBs based on their 23 most significant bits (MSBs), and ABBs are

recorded in a hash table.

The motivation to bin prefixes on 23 MSBs relates to the known IPv6 address space allocation.
[Pv6 prefixes are allocated from a pool of prefix blocks managed by the Internet Assigned
Numbers Authority (IANA) ranging from /12 to /23 [112]. Because few prefix blocks are
assigned [112], when prefixes are binned on their 23 MSBs, a small number of bins are
created. As a consequence, the number of prefixes in bins is reduced by up to two orders of

magnitude over the original prefix table size (see section 3.8.1).

The ABB method leverages a perfect hash table [113] to store the bin values for two reasons.
First, the bin values are almost static because they represent address spaces allocated to
regional internet registries that are unlikely to be updated on a short time scale. Second,

perfect hash functions guarantee an O(1) time complexity as no collisions are generated.

While the idea of using a hash table or direct index table to do a lookup on the MSB is not
new for IPv4 [71], [81], [83], [L10], the ABB method is optimized for IPv6 and differs from

previous works by leveraging the known allocation of the IPv6 address space.

Because prefixes associated to an ABB can overlap, the prefix length sorting method is

introduced to reduce the number of overlapping prefixes.

3.4.2 Prefix Length Sorting

PLS divides the prefixes associated with an ABB into groups based on the IPv6 prefix length
distribution. This method sorts prefixes with length /24 to /64 into K groups. Each group

cover a contiguous range of prefix lengths.

The prefix length range covered by each group is selected based on two principles. First,
when a prefix length accounts for a large percentage of the total number of prefixes, the
prefix length is used as an upper bound of the considered group. Second, prefix length ranges
must be chosen such that the K groups are as balanced as possible in terms of the number

of prefixes.

To illustrate those two principles, an analysis of prefix length distribution using a real prefix
table [103] is presented in Fig. 3.2. The first 23 prefix lengths are omitted in Fig. 3.2, as the
ABB method already bins prefixes based on their 23 MSBs. It can be observed in Fig. 3.2 that
the prefix lengths with the largest cardinality are /32 and /48 for this example. Applying the

two principles of prefix length sorting to this example, the first group covers prefix lengths
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from /24 to /32, and the second group covers the second peak, from /33 to /48. Finally, all
remaining prefix lengths, from /49 to /64 are left in the third prefix length sorting group.

The first principle aims at minimizing the number of prefix overlaps inside a prefix group,
by isolating a large number of prefixes from longer prefixes that can overlap. The second
principle aims at balancing as much as possible the number of prefix overlaps between PLS

groups, in order to obtain HTTs with relatively similar characteristics.

The prefix distribution within groups after appliyng the two-level prefix grouping method is

presented in section 3.8.1.

3.5 Hybrid Trie-Tree data structure

The proposed HT'T encodes the prefixes held in each non-empty PLS group. The HT'T data
structure is tailored to adapt its shape to the characteristics of the prefixes used. An HTT
combines a density-adaptive trie (DAT), a memory efficient multi-bit trie, and a leaf bucket

(LB), which derives from a tree leaf.

3.5.1 Density-Adaptive Trie

The proposed density-adaptive trie revisits the concept of the multi-bit trie. It does so by
adapting the number of nodes created based on the prefix density, which refers to the sparse-
ness of non-empty nodes within a trie level, and to the prefix replication factor on contiguous

nodes within a trie level.

Similarly to a k-bit trie, a DAT is applied iteratively on sub-tries, extracted from a binary
trie holding a prefix set. A DAT encodes the leaves of a sub-trie after pushing prefixes to the

leaves, as shown in Fig. 3.3 with the dashed arrows. The method to extract sub-tries from a
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Figure 3.2 The uneven prefix length distribution of a real prefix table used by the PL.S method
to create 3 PLS groups.
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binary trie is presented in section 3.5.3.

The main idea behind a DAT is to merge contiguous empty leaves or leaves recording the
same prefix, as shown in Fig. 3.3a, and encode them in a single merged node, as shown in
(Fig. 3.3b). By contrast, a k-bit trie encodes each sub-trie leaf into a node, as illustrated in
Fig. 3.3a.

To determine if two contiguous leaves can be merged, the number of prefixes covered by each
leaf is evaluated, which includes the prefix held in the leaf and the number of prefixes held
in the branch down the leaf. Two leaves are merged when the number of prefixes covered by
the merged node is either (1) smaller than a fixed threshold, namely the size of a leaf bucket
(see 3.5.2), or (2) is not higher than the largest number of prefixes covered by each of the

two leaves.

The merging method is applied from the leaves at both edges of a sub-trie, toward the center.
For instance, in Fig. 3.3a, the merging method starts with the leaves associated to nodes Ny
and N;. For both directions, this method evaluates whether a leaf can be merged with the
next contiguous leaf. The merging process is repeated until a leaf can no longer be merged
with its next contiguous leaf. Otherwise, the method is repeated from the last leaf that was

left unmerged.

The merging method has two constraints with respect to the number of merged leaves. First,
a merged node encodes only a number of contiguous leaves that is a power of two, as the
space covered by the merged nodes is represented using the prefix notation. Second, the total

number of merged nodes is bounded by the adaptive trie node size.

The leaf indices evaluated (merged or not) by the merging method are encoded in the LtoH
and HtoL arrays. The LtoH and HtoL arrays hold the index of leaves traversed from low to
high indices, and high to low indices, respectively. All leaves not evaluated by the merging

method are left unmerged, and are said to be encoded in a unmerged zone.

The benefits of the merging method used in a DAT is illustrated in Fig. 3.3, where the number
of nodes stored in memory after encoding a sub-trie is reduced from 8 using a 3-bit trie in
Fig. 3.3a down to 2 using a DAT, as illustrated in Fig. 3.3b. With a DAT, both contiguous

leaves storing prefix P; are merged, but also contiguous empty leaves.

A DAT is tailored for memory efficiency by merging contiguous nodes recording the same
information. However, in Fig. 3.3b, a DAT requires another level to separate the prefix P,
from prefix P;. Hence, to reduce the depth of a DAT, when the number of prefixes covered

by a node is below a threshold value b, prefixes are encoded in a leaf bucket.



(a) 3-bit trie : child nodes Ny to N7 are created to encode the sub-trie
above the red line. The child nodes to encode the remaining sub-tries are
not shown.
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(b) DAT : Ny and N; are created to encode the sub-trie above the red line.
The child nodes to encode the remaining sub-tries are not shown.

(¢) HTT (DAT with LBs) : two child nodes Ny and Ny are created to encode
the complete trie, assuming that each LB can store up to b = 2 prefixes.
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Figure 3.3 Reducing the number of child nodes N; stored in memory for a 3-bit trie (a) using
a Density-Adaptive Trie (DAT) (b) combined with Leaf Buckets (LB) (c). Root nodes are

not shown. The prefix set used is given in Fig. 3.1.
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Tableau 3.1 An example of prefix table.

Prefix | Value | NHI
P 0/1 NHI,
b 0110/4 | NHI,
P 101/3 | NHI;

3.5.2 Leaf Bucket

A leaf bucket (LB) stores a set of up to b distinct prefixes and their NHI, covered by a DAT
node and in the branch down the DAT node. For instance, in Fig. 3.3b, the DAT node N,

covers the prefixes P, and Ps.

The proposed LB derives from a tree leaf, but only the prefix bits left unmatched are stored.
The number of unmatched bits for each prefix is encoded in the LB, as well as the number
of prefixes stored. By reducing the amount of information stored, the proposed LB improves
the memory efficiency over a tree leaf and requires fewer memory accesses to be read. The
interest of using an LB to encode prefixes is two-fold. When a sub-trie holds up to b sparsely
distributed prefixes at the leaves, an LB requires fewer nodes to store the prefixes compared
to a DAT. In addition, because most PLS groups hold very few prefixes (see section 3.8.1),

a LB can encode in a single node a PLS group.

In Fig. 3.3c, DAT nodes covering two or fewer prefixes are encoded in LBs. Hence, using an
HTT, which combines a DAT with LBs, the prefix set shown in Table 3.1 is encoded in a
DAT root node with two child nodes LB, and LBy, as shown in Fig 3.4. The content of each
LB is also presented in Fig. 3.4.

00/2 : NHT, s
01073 Nirh, (/3 NHL)

Figure 3.4 Complete HTT for the prefix table presented in Fig. 3.1 : a root node DAT, and
two child nodes LBy and LB;. The prefixes held in each leaf bucket LB are also shown.



39

3.5.3 HTT Build Procedure

The HT'T build procedure is split into two parts : the main procedure and the selection of a

sub-trie.

Main Procedure

The main procedure is initiated at the root node of a binary trie. If the number of prefixes
stored in the binary trie is below a fixed threshold b, prefixes are encoded in a LB. Otherwise,
an algorithm (see 3.5.3) iteratively selects from the binary trie sub-tries, i.e. binary tries

carved out from the main binary trie, that are encoded into HT'T nodes.

For a selected sub-trie, the DAT merging method is applied on the leaves. Then, when a DAT
node covers up to b prefixes, the prefixes are encoded in a LB. Otherwise, a DAT node is

created and the process is repeated on each non-empty branches of the sub-trie.

An illustration is given in Fig. 3.3c and 3.4 for the prefix set shown in Table 3.1. Prefixes are
inserted in a binary trie, shown in Fig. 3.3a. Then, an algorithm, presented in Section 3.5.3),
selects from the binary trie a sub-trie to be encoded in HTT nodes. In Fig. 3.3a and 3.3c,
the selected sub-trie is above the dashed red line. The sub-trie leaves are encoded in HT'T

nodes. The process is then repeated for each sub-trie below the red dashed line.

Selection of a Sub-Trie

A greedy algorithm [l 11], presented as algorithm 1, is used to extract at each iteration a

sub-trie from which a memory-efficient and shallow HT'T is built.

The greedy algorithm extracts from a binary trie the deepest sub-trie respecting a memory
consumption constraint. Because a deep sub-trie is selected at each iteration, a data structure

with few levels is built, which in turns requires few memory access to traverse.

Starting from a binary trie node used as the root of the selected sub-trie, the algorithm

increases iteratively the sub-trie depth until a memory consumption constraint is violated.

The space measurement factor (Smpf), used as a memory consumption constraint, is eva-
luated as the number of prefixes covered in the selected sub-trie and its branches multiplied
by a constant, set here to 8 (line 1). Using a higher constant value favors the selection of a
deeper sub-trie, at the cost of higher memory consumption. The constant used here was se-
lected experimentally to provide a good trade-off between the sub-trie depth and the memory

consumption.

At each iteration, a space measurement (Sm) function estimates the memory consumption
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of the selected sub-trie by counting the number of prefixes held at the leaves and held in
the branches (Numpyefizes(leaf;)), to which is added a penalty term discussed below. The
number of prefixes held at the leaves is evaluated after pushing the prefixes to the leaves of
the sub-trie.

The heuristic selects a sub-trie enclosing the average prefix length of the branch. If the average
prefix length in the selected branch is higher than the prefix lengths covered by the sub-trie,
Sm will grow at a slow rate, and a deeper sub-trie will be selected. To avoid the selection
of a very deep sub-trie when Sm remains unchanged for many iterations, a penalty term is
added to Sm, and this penalty is defined as the sum of Sm(i — 1) and the number of leaves

of the selected sub-tries.

Algorithm 1 : Heuristic to select the depth of a sub-trie to be encoded into an HTT
node.

Input : Branch of a binary trie

Output : Depth of the selected sub-trie (D)

1 Smpf = NumPrefimes -8;9mp = 0;¢ = 1;;

2 do

3 | Di=is;

4 Sm; = E]D:lo NumPrefixes(leafj) + 2D +Sm;_1;;
5 =14 1;;

6 while Sm; < Smpf;

7 return D;

3.5.4 HTT Lookup Procedure

The HTT lookup algorithm starts with a traversal of the density-adaptive trie until a leaf
bucket is reached. Then, the prefixes held in a leaf bucket are matched against a destination

IP address, and the NHI of the longest matching prefix is returned.

Density-Adaptive Trie Traversal

When a DAT node is read from memory, the sub-trie encoded in the DAT node must be
decoded to compute the address of the child node to read next. Using the LtoH and HtoL

arrays stored in a DAT node, the sub-trie merged leaves can be identified.

In a DAT, the one-to-one mapping between a sub-trie leaf and a node illustrated in Fig. 3.3a
for a k-bits trie does not hold because of the merging method, as shown in Fig. 3.3b and 3.3c.

As a result, the memory location of a child node is a function of the number of merged leaves
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preceding the selected child node. The procedure to computed the child node address is

presented in algorithm 2.

Algorithm 2 : Identification of the matched child node address
Input : Child base address, IP address segment I P4, LtoH and HtoL arrays
Output : Child node address

1 L =|LtoH|;

2 if 1P, < LtoH[L — 1] then /* Matched node in LtoH zone? */
5 | pron = (i € [0; L — 2)|LtoH]i] < IPy., < LtoH[i +1]);

4 | offset =prion;

5 else

6 if IP,., > HtoL[0] then /* Matched node in HtoL zone? */
7 Prtor, = (i € [I; L — 1]|HtoL[i — 1] < IP,, < HtoLli]);

8 of fset = pgior, + HtoL[0] — LtoH[L — 1] + L — 1;

9 else /* Matched node in a non-merged zone? */
10 | offset = 1P,y — LtoH[L — 1] + L — 1;

11 end

12 end

13 return Child node address = base address + of fset

The address of the child node to visit next is computed in two steps. First, the zone holding
the child node (LtoH array, HtoL array, or the unmerged zone) is identified as well as the
child node index in the selected zone. Second, the number of merged leaves prior to the

matched node index is evaluated to derive its address.

First, a segment of the IP address is extracted to select a sub-trie leaf which index is equal
to the IP address segment. Both LtoH and HtoL arrays are used to identify whether the
selected leaf index is covered by a merged node in the LtoH zone, the HtoL zone or the
unmerged zone (lines 2, 6 and 9). In addition, if the LtoH zone or HtoL zone is selected, the
array index of the merged node that contains the selected leaf index is identified (lines 3 and
7). The array index, in the LtoH or HtoL array is noted priop and pgior, respectively. If the

matched node is held in the unmerged zone, the array index is the IP address segment.

Second, using the number of merged leaves preceding the child node index, the child node
offset is derived. If the child node is in the LtoH zone, the offset is given directly by priom
(line 4). In a unmerged zone, the number of merged leaves, computed using the LtoH array,
is subtracted from the IP address segment to obtain the child node offset (line 10). In the
HtoL zone, the number of merged leaves, evaluated using both the LtoH and HtoL arrays, is
subtracted from the child node index pgy,r, (line 8). Lastly, the offset is added to the children
base address (line 13).
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Algorithm 2 is illustrated in Fig. 3.5 for the case L = 3 and IP;, = 10. The IP address
segment matches a node held in the HtoL zone, as IP,., > HtoL[0] (line 6). The node
matched within the HtoL zone is stored at the array index pyor, = 1 (line 7) as 9 < I P, < 10
(line 7). The number of merged leaves up to the matched node is computed using both the
HtoL and LtoH arrays (line 8). Based on the LtoH array, the number of merged leaves is
LtoH[L — 1] — (L — 1) = 1 (line 9). As putor, + HtoL[0] = IPs,, no leaves are merged in
the HtoL zone preceding the matched node. Thus, the offset of the matched child node is
IP; g —1=09.
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Figure 3.5 Node indices before merging (a), and after merging(b), stored in the LtoH and
HtoL arrays (c). M N stands for Merged Node

Leaf Bucket Matching

The DAT is traversed until a leaf bucket is reached. The leaf is first parsed, and then prefixes
are read. Next, all prefixes are matched against the destination IP address, and their prefix
length is recorded if matches are positive. When all the prefixes are matched, only the longest

prefix match is returned with its NHI.

3.6 Update Support

First, an analysis of the updates characteristics is presented, then the cost of updates using

the SHIP algorithm is evaluated.

Similar to other works, an offline procedure identifies the nodes of the SHIP data structure

to modify [21], [37], [98], [115] upon receiving a prefix update.
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3.6.1 Analysis of the Prefix Updates

Three types of prefix updates can be applied on a FIB; NHI modification of an existing
prefix, prefix insertion, prefix deletion. The updates received by the RIS remote route collector
rre00 [103], from 2017/12/1 to 2017/12/2 included, are shown in Fig. 3.6. Based on Fig. 3.6,
peaks of 2000 NHI modifications per second can be observed, whereas the peak prefix insertion

and deletion rates are relatively similar at around 550 updates per second.

However, the effective deletion and insertion rates can be significantly reduced. Indeed, as
a router can exchange network state information with multiple routers, the same update
information can be received by a single router multiple times. Moreover, a prefix can be
withdrawn and inserted many times within minutes following a network link failure. Indeed,
previous works have shown that the mean time observed to recover after a network link
failure is in the order of minutes [115]. As the information is received multiple times from
neighbouring routers, a prefix can be withdrawn and inserted many times within minutes
following a network link failure. In summary, by delaying deletions and pushing a single
update per prefix per timestamp, the effective prefix addition and deletion rates drop to less

than 20 updates per second.

3.6.2 Update Cost

We now evaluate the cost of updates by counting the number of memory accesses to modify
the SHIP data structure. Let Cyrr and Chashiane be the update cost of the HT'Ts and the
hash table, respectively. The insertion or a deletion of a prefix can trigger a hash table update
and an update of a HT'T, independently of the prefix length. If the 23 MSBs of the updated
prefix are not already associated to an ABB held in the hash table, both the hash table and
the HT'T must be updated. Otherwise, only a HTT is updated. Chashtapie is first evaluated.
When a prefix update requires deletion of an ABB in the hash table, a single memory access
is required to invalidate the associated entry. However, the entire hash table must be rebuilt
to add an ABB.

To reduce the update complexity, we propose to build a hash table holding all the ABBs
associated to the current IPv6 unicast address space [112]. Thus, when a prefix is added,
the associated ABB entry is enabled with a single memory access. In addition, less than
a single update per second was observed to apply to the hash table. Hence, Chushtape =
iNSertion,qe X FmemoryAccessperinsertion = 1. The hash table holding all the ABBs uses
54 kB, which is negligible compared to the SHIP data structure size. In addition, the IPv6

unicast address space was not modified since 2006, and its usage is still extremely low, making
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Figure 3.6 Update rates over two days from the rrc0O0 collector.

the proposed method valid for future IPv6 network growth.

The cost of updates is now evaluated for the HT'Ts. When a prefix NHI is updated, a single
memory access is required to update an HT'T leaf. However, the prefix insertions or deletions
require to rebuild a portion of an HTT, or a complete HT'T. On all the benchmarks used,
the number of nodes in an HTT is smaller than the number of prefixes held. As a result,
the number of nodes to modify after a prefix update is at most equal to n, the number of
prefixes held in an HTT. Because most of the prefix updates observed are applied to the

HTTs, Curr = insertion,qe X n + deletion,qre X 1+ NHIypaate rate-

The cost of updates on the SHIP data structure is Cgrr—+Chash tavie = 20X n+20xn+200041.
Hence, the update complexity of the SHIP architecture is O(n) ~ O(N), where N is the
number of prefixes in the FIB. Using our largest prefix table, the largest number of prefixes
encoded in an HTT is n = 7,000. Thus, in the worst case, up to 282,001 memory accesses

are required each second to update the SHIP data structure.

Handling up to 282,001 memory accesses per second in the worst case has a very limited

impact on the lookup rate that is on the order of hundred million of lookups per second.

To update the SHIP data structure in the proposed pipelined hardware architecture, write
bubbles are used. Write bubbles insertion [115] is a technique widely adopted to push updates

to a pipelined hardware architecture. A write bubble holds a triplet (pipeline stage, memory
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address, value) that is inserted in the pipeline. When a write bubble reaches the pipeline
stage specified in its triplet, a control circuitry updates the memory address with the new

value held in the triplet.

3.7 Performance Measurement Methodology

SHIP’s performance is evaluated using eleven real prefix tables, holding approximately 25
k prefixes, extracted from the RIS remote route collectors [103]. Each scenario, noted rrec
followed by a two-digit number, characterizes the location in the network of the remote route
collector used. In addition, synthetic prefix tables were also used. One synthetic 580 k prefix
table was generated using a non-random method [I 16]. Four smaller prefix tables were created
from the 580 k prefix table, with a similar prefix length distribution, holding respectively 290
k, 116 k, 58 k and 29 k prefixes.

Because SHIP uses two-level prefix grouping to cluster prefixes, the prefix distribution after
clustering is evaluated in Section 3.8.1. The prefix distribution is evaluated using a small real

prefix table, rrc00, and the largest prefix table with 580 k prefixes.

SHIP performance is characterized by the number of memory accesses to traverse the data
structure and its memory footprint. Two cases were considered ; one without clustering, i.e
where a single HT'T encodes all prefixes, and one where prefixes are clustered using two level
prefix grouping and encoded in multiple HTTs. For the second case, the number K ranges

from 1 to 6. The results are reported in sections 3.8.2 and 3.8.3.

The memory bus of the presented architectures allows to read one HT'T node per clock cycle.
In addition, the selected K HTTs within an ABB are traversed in parallel. The reported
number of memory accesses is the largest number of memory accesses between all the HT'Ts
amongst all ABBs.

The HTT memory consumption is given in bytes per byte of prefixes to capture the data
structure overhead. This metric is evaluated as the size of the data structure divided by the
sum of the size of each prefix held in the prefix table. To characterize the HT'T efficiency per
level, the HTT node distribution, the HTTs depth distribution, and the prefix distribution
are evaluated. Only the maximal depth is considered for the last two metrics. Combined
together, these metrics allow to evaluate the average number of prefixes encoded per HT'T
node, which directly reflects the HTT efficiency. These metrics are evaluated using K = 2
PLS groups, similarly to the parameters used for the clustering analysis and for the FPGA

implementation, presented in section 3.9.
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3.8 Results

3.8.1 Prefix Distribution Within Clusters

As presented in section 3.4, the motivation to bin prefixes upon their MSBs lies in the IPv6
addresses structure [112]. In this section, we demonstrate experimentally that prefixes can
be binned using an ABB width set to 23, i.e. the 23 MSBs.

In Fig. 3.7, the impact of the ABB width is evaluated on the prefix distribution, number of
bins and number of prefixes. In this figure, the two clustering methods ABB and PLS are
applied to prefixes. The number of ABBs bins and the number of prefixes are normalized for
an ABB width set to 23 bits because the proposed clustering method bins prefixes on their
23 MSBs.

Using real prefixes with an ABB width equal to or greater than 23 bits distributes more
evenly the prefixes along PLS groups shown in Fig. 3.7a. Using ABB widths greater than
23 does not help to reduce the maximum number of prefixes held within a PLS group, as
illustrated in the box-plot with outliers. In addition, using ABB widths greater than 23 bits
has little to no impact on the total number of prefixes (up to 26 bits) but the number of bins

has a superlinear growth.

Using synthetic prefixes, a more even distribution is observed for ABB widths greater than
or equal to 24 bits. Although using an ABB width greater than 23 bits has very little impact
on the total number of prefixes, the number of bins has a superlinear growth with the ABB

width.

In conclusion, our experiments with real and synthetic prefixes have shown that using 23 bits

is a good tradeof.

3.8.2 ABB Hash Table

The performance of the hash table recording the ABB pointers is reported in Table 3.2. For
real prefixes, the ABB method uses between 19 kB and 24 kB. The memory consumption
is similar across all the scenarios tested because prefixes share most of the 23 MSBs. Using
synthetic prefixes, on average, 2.7 bytes of memory per prefix byte are used for the 5 sce-
narios evaluated. The hash table shows a linear memory consumption scaling. The number
of memory accesses is constant to 2 by construction for all scenarios, because a perfect hash

function is used.
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Figure 3.7 Prefix distribution within PLS groups after clustering as a function of the ABB
width on (a) real prefixes and (b) synthetic prefixes. The whiskers represent the 5th percentile
and 95th percentile.



48

Tableau 3.2 ABB memory consumption and number of memory accesses.

Scenario Real Prefixes (rrc) Synthetic Prefixes
00{0104|05]06|07|10|11]12]13 14|29k |58k | 110k | 290k | 580 k
Hash table | 20 | 19 |24 | 19|19 |20 | 21 |20 | 20 | 22 | 21 | 82 162 | 322 642 1282

size (kB)

Memory | 2 | 2|2 |22 |2]|2]|2]2]2]2] 2 | 2 2 2 2
accesses

3.8.3 HTTs

Real Prefixes. The performance of HTTs is presented in Fig. 3.8a and 3.8b. Two-level
prefix grouping reduces the memory consumption and smooths its variability. The memory
consumption of the HTTs ranges from 1.36 to 1.60 bytes per prefix byte for all scenarios with
two-level prefix grouping. By constrast, without clustering, the memory consumption ranges

between 1.22 up to 3.15 bytes per byte of prefix for a single HT'T encoding the whole prefix

set.
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Figure 3.8 Real prefix tables : impact of K (number of PLS groups) on the memory consump-
tion (a) and the number of memory accesses (b) of the HT'Ts.

Fig. 3.8a shows that increasing K up to 3 reduces the memory consumption, although using

more groups worsens the memory consumption. Indeed when K is increased, most groups
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hold very few prefixes, which leads to a large of portion of the memory allocated to the HT'T

being unused.

The number of memory accesses reduces on average by 2x using the clustering method. While
the number of memory access ranges between 9 and 18 without clustering for a single HT'T,
using two-level prefix grouping, it ranges between 6 and 9, as observed in Fig. 3.8b. However,
increasing K from 1 to 6 yields little gain on the number of memory accesses. Indeed, we
observed that the number of memory accesses is limited by a few PLS groups holding only
\48 prefixes. Hence, increasing K cannot reduce the number of prefixes held in these PLS

groups, which results in no improvement to the number of memory access.

Table 3.3 shows that the average HT'T depth is 1.4 and 2.1 for PLS group 1 and 2, respectively.
Around 75% of HT'Ts have a depth equal to one because 75% of the PLS groups hold fewer
than 2 prefixes, as presented in Fig. 3.7. Indeed, in an HTT, two prefixes can be stored in
a single node. Experimentally, an average of 1.3 prefix and 1.4 prefix are encoded per HTT
node at the level one for PLS group 1 and 2, respectively. For levels greater than one, the
average number of prefixes encoded per HT'T node is 1.5 and 1.0 for PLS groups 1 and 2,
respectively. Based on Fig. 3.7, HT'T with a depth greater than one encode more than 75%
of the prefixes.

Synthetic Prefixes. The performance of the HTTs with synthetic prefixes is presented in
Fig. 3.9a, 3.9b, and 3.9c.

Two behaviors can be observed for the memory consumption in Fig. 3.9b. For prefix tables
holding 290 k prefixes or more, using two-level prefix grouping with K = 2 groups slightly
decreases the memory consumption over the case of a single HTT (i.e. without clustering).
In addition, using K > 2 does not improve memory efficiency. For smaller prefix tables with
up to 116 k prefixes, a lower memory consumption is achieved using only a single HTT (i.e
without clustering). Indeed, using synthetic prefix tables holding up to 116 k prefixes, most
of the PLS groups hold a single prefix. Thus, for each PLS group, a large of portion of the

memory allocated to the HT'T is unused, which reduces the memory efficiency.
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Figure 3.9 Synthetic prefix tables : impact of K (number of PLS groups) on the number
of memory accesses (a), the memory consumption (b) and the HT'Ts memory consumption

scaling (c).



Tableau 3.3 HT'Ts analysis per level : distribution of HT'T nodes, prefix distribution and HTT depth distribution. The number
of prefixes and number of HT'Ts at level i is the sum of the number of prefixes encoded in HT'Ts with a depth of 7, and the total
number of HT'Ts with a depth of i. The reported results are for a synthetic (580K) and a real prefix table (rrc00) using two PLS
groups. Depth and level are used here as synonyms.

Depth 1 2 3 4 5 6 7 8
PLS Group | 1 12 |1 (2 |1 2 |1 2 |1 | 2 1 2 1 (2 |1 |2
rrc00
# Prefixes [ 2390 |65 [937 [181[1223 [14 [3573 [29 [7026 [237 [9669 [445 [189 [0 [174 |0
# HTTs 1881 |46 [171 [28 [109 [1 [73 2 |67 2 49 8 4 4 ]2 0
# Nodes | 2356 |93 | 8720 [ 1222|2628 | 187 | 2887 [92 [1238 [ 253 | 133 63 |12 0 |3 0
580 k
# Prefixes [ 54821 | 545 | 11494 [ 675 | 23935 [ 145 [ 61138 | 74 [ 150351 | 1122 [ 176147 | 1203 [ 95890 | 968 [ 2229 | 0
# HTTs 36691 [ 423 | 1560 | 174 | 1217 |10 [ 1137 |5 [2161 [13 [ 655 12 [306 |5 |1 0
# Nodes | 43728 | 642 | 80921 | 727 | 68149 | 561 | 56604 | 435 | 34817 | 309 | 16619 [ 175 |[522 |8 |2 0

14
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The memory consumption scaling of the HTTs is presented in Fig. 3.9c. This memory
consumption, with and without two-level prefix grouping, grows linearly with the number
of prefixes. Note that the abscissa uses a logarithmic scale. Thus, the memory consumption

scaling of the HT'T is linear with and without two-level prefix grouping.

Based on Fig. 3.9a, using two-level prefix grouping reduces the number of memory accesses
over a single HTT. On average, the number of memory accesses is reduced by 40% over a
single HT'T using 2 groups or more. However, using K > 3 does not further reduce the number
of memory accesses. Indeed, the PLS groups causing the largest number of memory accesses
cannot be reduced in size by increasing the number of groups. Finally, Fig. 3.9a shows that
the increase in the number of memory accesses for a search is at most logarithmic with the

number of prefixes, since each curve is approximately linear and the x-axis is logarithmic.

In terms of HT'T efficiency, the same conclusions can be drawn with synthetic prefixes. Based
on Table. 3.3 the average HT'T depth is 1.5 for both PLS groups 1 and 2. 80% of HTTs have
a depth equal to one, which is coherent with the prefix distribution presented in Fig. 3.2.
Experimentally, on average, 1.5 and 1.3 prefixes are respectively encoded per HT'T node at
the level one for PLS groups 1 and 2. For levels greater than one, the average number of

prefixes encode per HTT node is 2.0 and 2.1 for PLS groups 1 and 2, respectively.

Lastly, the HTTs used with two-level prefix grouping have a linear memory consumption
scaling, and a logarithmic scaling for the number of memory accesses. The hash table used
in the ABB method has shown to offer a linear memory consumption scaling and a fixed
number of memory accesses. Thus, SHIP has a linear memory consumption scaling and a

logarithmic scaling for the number of memory accesses using all the considered benchmarks.

3.9 FPGA Implementation

Two FPGA hardware implementations of the SHIP architecture were developed and charac-
terized. One was optimized to reduce latency while the other was optimized to offer high

throughput

3.9.1 Architectures Overview

The two proposed architectures implement a pipelined traversal of the SHIP data structure.
The HT'T traversal module of both architectures is divided in K = 2 parallel pipelines. Each
pipeline i € [1, ..., K| performs the traversal of the HTT selected by the root pointer address
held in the i-th PLS group.
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For the low-latency architecture, the HT'T traversal module pipeline is divided into d stages,
such that each pipeline stage is dedicated to the traversal of a single HT'T level. A pipeline
stage j € [1,...,d] is composed of a Traversal Engine (TE) and a memory, holding the HTT
nodes of level j of all the ABBs (Bin 1 to Bin A). The traversal engines of the first d — 1
levels are used to process only DAT nodes, whereas LB nodes processing is only done at
the level d. The low-latency lookup architecture was presented in a previous paper [117]. To
increase the lookup rate over the low-latency architecture, the high-throughput architecture
divides each pipeline stage of the low-latency architecture over multiple stages. By reducing
the number of logic levels in each stage, shorter clock periods can be obtained, which also
increased the lookup rate. The two architectures were described in C++, synthesized with
Vivado High Level Synthesis (HLS) 2018.1, and implemented using Vivado 2018.1 with the
Virtex7 VX690TFFG1761 and the UltraScale+ XCVU9P-FLGA2577. The method used to
describe accurately the SHIP architecture using C++ is presented in [117].

3.9.2 Results

For each design presented in Table 3.4, four performance metrics are of interest ; the lookup
rate, the latency, the on-chip memory usage (BRAM) and the logic usage. The lookup latency,

or wall-clock time, is evaluated as the clock period by the number of pipeline stages.

The results of the low-latency architecture are discussed in a previous paper [117]. In this
section, the performance of the high-throughput architecture is first discussed. Then, the

overhead of the high-throughput architecture is compared to the low-latency architecture.

High-Throughput Architecture

The lookup rate of the high-throughput architecture implemented on a Virtex7 degrades with
the prefix table size. Using 25 k prefixes, up to 344 Mpps is supported, while the lookup rate
is reduced to 263 Mpps when 290 k prefixes are used, and is further reduced to 166 Mpps
with the largest prefix table.

The lookup rate degradation with the prefix table size relates to the distribution of the on-
chip memories in the FPGA. On-chip memories, block RAMs, are divided in columns. When
a level of the SHIP data structure is mapped to more than one block RAM column, the clock
period increases due to the routing delay to access multiple columns. As a direct consequence

of an increased routing delay, the lookup rate is reduced.

The latency also increases with the prefix table size as a consequence of the clock period

degradation for larger scenarios. For prefix table holding up to 290 k prefixes, the lookup
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Tableau 3.4 SHIP architecture performance and cost for different table sizes.

Prefix | Latency | Period Lookup BRAM | Slices
table (ns) (ns) rate (Mpps) | 36-Kb | (in K)
Low-latency Architecture
rrc00 105.6 9.6 104 96.5 7.3
29 k 104.5 9.5 105 114.5 7.3
58 k 105.6 9.6 104 214.5 7.6
116 k 114.4 10.4 96 311.5 7.9
290 k 119.9 10.9 91 734.0 8.6
580 k 125.4 114 87 1416.0 9.2
High-throughput Architecture
rrc00 189.5 2.9 344 96.5 9.8
29 k 225.7 3.4 294 114.5 11.0
58 k 216.0 3.3 333 214.5 10.8
116 k 189.0 2.9 344 311.5 10.6
290 k 246.4 3.8 263 734.0 15.2
580 k 396.3 6 166 1416.0 | 15.8
580 k 1| 219.21 3.41 204 ! 1416.0 1] 951

! Implemented on a state-of-the art UltraScale-+

latency ranges between 189.5 and 246.4 ns, while the lookup latency increases to 396.3 for
the largest prefix table.

The block RAM usage is almost linear with the prefix table size, which is a consequence of

the linear memory consumption observed in Fig 3.9c.

As a consequence of the higher consumption of block RAMs for larger scenario, the FPGA
logic usage increases with the prefix table size. Between the smallest scenario and the largest
scenario, the logic usage increases by up to 61%. Indeed, the circuitry needed to combine

individual block RAMs into a large memory consumes FPGA logic.

As the high-throughput architecture performance on the Virtex7 is limited by routing delays,
we evaluated this architecture on a state-of-the-art FPGA, an UltraScale+, which features
deeper block RAMs columns and reduced routing delays. On this FPGA, the clock period
is reduced by 1.7x over a Virtex7 for the largest scenario. Consequently, the lookup rate
is increased to 294 Mpps, and the lookup latency is reduced to 219.2 ns. In addition, the
logic consumption is reduced by 1.6x over the Virtex 7 due to modified internal organization
of the UltraScale+ that allows to build large memories in the block RAM column without

additional use of logic resources.

To further increase the lookup rate, the high-throughput architecture can be modified to
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double the lookup rate. The proposed technique consists in using two parallel lookup engines
sharing dual-port block RAMs available on both the Virtex7 and the UltraScale+. A single
dual-port memory block can serve simultaneously the two lookup engines. As a result, the
high-throughput architecture with dual-port memoriy blocks can support 332 Mpps and 588
Mpps on the Virtex 7 and on the UltraScale+, respectively. However, because two parallel

lookup engines are implemented, the logic consumption is almost doubled.

Overhead of the High-Throughput Architecture

The high-throughput architecture almost triple the lookup rate over the low-latency archi-
tecture when using a Virtex7, and by more than 3.3x using an UltraScale+, as shown in
Table 3.4. However, the high-throughput architecture uses up to 1.8x more FPGA logic
than the low latency architecture because of its deeper pipeline, which requires FPGA logic
to synchronize intermediate results in each pipeline stage. Still, the increased lookup rate
of the high-throughput architecture outweighs the logic consumption overhead compared
to the low-latency architecture. In addition, the on-chip memory usage is not impacted by
the pipeline depth, and thus, the consumption of block RAMs remains similar for the two

architectures.

The down side of the high-throughput architecture lies in the increased lookup latency com-
pared to the low-latency architecture. As the number of pipeline stages is increased by 5.4x,
while the clock period is reduced by less than 3x, the lookup latency increases by 3x up
to 396 ns for the largest prefix table compared to the low-latency architecture on a Vir-
tex7. Using an UltraScale+, the lookup latency of the high-throughput architecture is only

increased by 1.7x, to 219 ns, over the low-latency architecture.

3.10 Comparison with Previously Reported Results

3.10.1 Performance Comparison

To normalize the performance between the various works summarized in Table 3.5, only the

performance of a single lookup engine is reported without using dual-port memories.

Table 3.5 compares the performance of SHIP and previous work in terms of lookup latency,
lookup rate, memory consumption, logic consumption, and update complexity. The memory
consumption is expressed in bytes per prefix, as the size of the data structure divided by
the number of prefixes used. The hypothesis used to evaluate the lookup latency of solutions

using external memory such as SRAM or DRAM were presented in a previous paper [117].



Tableau 3.5 Performance comparison.

Method | # of prefixes | Latency | Lookup Rate | BRAM | External Memory Efficiency Slices | Update Platform
(ns) (Mpps) 36-Kb | Memory | (B/prefix) | Relative to complexity
(Mbits) this work
TCAM-based solutions
[18]* 32768 N/A ] 84 | 78 [ 0 | 109 | +808% | N/A [0O(1) | FPGA Intel StratixV
Tree-based solutions
[97] 65535 126.4 217 320.5 0 22.5 +100% 1327 | O(N) FPGA Xilinx Virtex7
[71] 332118 290 188 580 32.5 21 +87% 15358 | O(log(N)) | FPGA Xilinx Virtex6
[72]1 7049 91.2 206 N/A 0 29.4 +145% 2919 | O(log(N)) | FPGA Xilinx Virtex6
Trie-based solutions
[34] 410513 142 7 40 0 0.4 N/A N/A [ N/A N/A
[98] 318043 295 88 108 307.2 124.2 +1008% 4583 | O(N) FPGA Xilinx Virtex4
[31] 20440 N/A 211 0 1.4 72.0 +500% N/A | N/A CPU Intel i7 4770K
Misc solutions
[85]H 410513 142 7 40 v 0 04 -97% N/A | N/A FPGA Xilinx VirtexII
[87]Y 14000 N/A 239 1 500.5 0 164 +1266% N/A | O(1) FPGA Xilinx Virtex7
Trie-Tree based solutions
[101] 322000 544.5 180 N/A 63.1 27.6 +146% N/A | N/A FPGA Xilinx Virtex6
SHIP 580737 396 166 1416 0 11.2 0 15878 | O(N) FPGA Xilinx Virtex7
SHIP 580737 219 294 1416 0 11.2 0 9515 | O(N) FPGA Xilinx UltraScale+

! Equivalent number of M20K block RAMs into 36K block RAMs.
i Results adjusted for a single pipeline.

it Work done using IPv4 prefixes.
v Estimated BRAM consumption.

¥ Performance for a partial IPv6 lookup engine that only identifies the prefix length of the matching prefix.

9¢
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A FPGA-based TCAM was proposed recently [13], which supports 84 Mpps and uses around
777.5 equivalent Xilinx block-RAMSs. Thus, this solution has a 3.5x lower lookup rate than
SHIP, while consuming 9x more memory space. However, the update complexity of this

solution is lower compared to SHIP.

The Xilinx LPM IP used in SDNet [97] has a low FPGA resource consumption. Compa-
red with our high-throughput architecture with 116 k prefixes, the Xilinx solution lookup
rate is 1.6x slower, but has a 1.5x lower lookup latency. In addition, the Xilinx LPM so-
lution requires a shallow data structure to support update, doubling the reported memory
consumption compared to the high-throughput architecture. In addition, its update com-
plexity is higher compared to SHIP, where only one HT'T needs to be rebuilt after a prefix

insertion or deletion.

The 2-3 trees architecture [71] has a lookup latency 1.3x higher than the high-throughput
implemented on an UltraScale+. In addition the bandwidth supported is 1.54 x lower than
our proposed architecture and is 87% less memory efficient than the high-throughput archi-
tecture. However, the 2-3 tree architecture has an update complexity of O(log(NN)), whereas
SHIP requires to rebuild an HTT that contains a subset of the prefix table.

Our high-throughput architecture exhibits a memory consumption that is 2.6 x lower than
the LayeredTree architecture [72], while supporting a 1.45x higher lookup rate. However, the
high-throughput architecture has a higher lookup latency and uses 3.2x more FPGA logic.
The lower usage of FPGA logic by the LayeredTree architecture is a consequence of the very
small prefix table used, which requires very few pipeline stages and block RAMs. In addition,
the LayeredTree architecture has an update complexity of O(log(N)), whereas SHIP has an
update complexity of O(N).

The memory efficiency of the LC-trie is 4.4x lower than SHIP for the same prefix set.
Moreover, for the same prefix set, the LC-trie algorithm requires in the best case 18 memory
accesses, whereas SHIP requires 10 memory access. The update complexity of a LC-trie is

not reported in [31].

The results presented for FlashTrie [105] were reevaluated using the node size equation pre-
sented in [105] due to incoherence with equations shown in [98]. In addition, the bandwidth
supported by the FlashTrie architecture drops to 8 Mpps when the DRAM timing charac-
teristics are fully considered. Compared to the high-throughput architecture implemented
on the UltraScale+, the FlashTrie architecture has a lookup rate 3.3x lower, uses roughly
3.4x less FPGA resources, but consumes 11x more memory and requires 1.34x more time

to complete a lookup. The update complexity of FlashTrie is O(N), which is similar to SHIP.
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PopTrie [81], uses 72 bytes per prefixes while supporting 211 million lookups per second.
Thus, PopTrie uses almost 7x more memory per prefix, while supporting 1.4x fewer loo-
kups compared to SHIP implemented on an UltraScale+. The latency for IPv6 prefix is not
reported.

A new method presented by Rétvari et al. [35] yields highly memory-efficient data struc-
tures IPv4 prefixes. However, compared to the high-throughput architecture, the memory
consumption is roughly 25x lower, but the lookup rate is 42x lower. Thus, the benefit of the

compressed data structure does not outweigh the reduced lookup rate compared to SHIP.

The performance reported for the SAIL architecture [$7] is not evaluated with a module that
identifies the prefix matching for a given prefix length. However, based on an evaluation of
the PopTrie’s authors [81], a complete lookup solution based on the SAIL framework uses 87
bytes per IPv4 prefix, for a table holding 520 k IPv4 prefixes. Thus, even for IPv4 prefixes,

SAIL consumes around 8x more memory compared to SHIP on IPv6 prefixes.

Yang et al. proposed the CLIPS architecture [118] extended to IPv6 [101]. Their method
uses 27.6 bytes per prefix, which is about 2.5x larger than SHIP. The estimated latency
of CLIPS 544.5 ns, which is 2.4x higher compared to the proposed architecture on the
UltraScale+. In addition, CLIPS uses more than 2.4x the number of bytes per prefixes
than the proposed architecture, with a lookup rate 1.6x lower than the high-throughput

architecture implemented on an UltraScale+.

3.10.2 Impact of the FPGA Generation on the Performance

In this section, we discuss the impact of the FPGA generation on the overall performance,

which is ignored in the previous works.

A precise comparison would require a full implementation of each work across all FPGA
generations, but a simple assumption can be made. In the best case, the performance of
the architectures presented in Table 3.5 is limited only by the speed of the on-chip memory,
and not by the number of logic levels. Thus, as a first-order approximation, we assume that
the architectures presented in Table 3.5 could run at a clock period similar to the SHIP

high-throughput architecture on an UltraScale+.

Based on this assumption, the performance of the different works are compared against SHIP.
The Xilinx LPM solution [97] is not discussed as this solution is limited to 64 k prefixes.
Similarly, as the SAIL architecture is not a complete LPM solution, SAIL is discarded from

the following discussion.

A lower clock period resulting from the use of a state-of-the art FPGA would benefit to
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pipelined architectures that are not limited by the performance of some external memory.
That is, the lookup rate of most of the architectures presented in Table 3.5, would be equal
to the one supported on the high-throughput architecture. However, the lookup rate of the
FlashTrie architecture would not be improved, as the performance bottleneck is the external
DRAM. Similarly, the compressed data structure architecture is not pipelined, and thus
will lightly benefit from a higher clock rate. Even with a lower clock period, the CLIPS
architecture would have a higher latency compared to SHIP, while the memory consumption
would remain higher than SHIP. Similarly, the 2-3 Tree architecture would have a slightly
higher latency compared to SHIP, while the memory consumption would remain 80% higher
than SHIP.

The LayeredTree architecture would benefit from a lower clock period, as the latency would
be 3x smaller than the high-throughput architecture. However, the memory consumption of
LayeredTree would remain 2.6 x higher than SHIP.

In conclusion, even if the previously published architectures and the high-throughput ar-
chitecture could support the same lookup rate, the high-throughput architecture still has a
higher memory efficiency and a lower lookup latency. Only one solution would have a lower

lookup latency compared the high-throughput architecture.

3.11 Conclusion

This paper proposed SHIP, a scalable and high performance IPv6 lookup algorithm to address
the performance requirements of current and future network applications. SHIP exploits
the prefix characteristics to create a shallow and memory-efficient data structure. First, the
allocated IPv6 address space is used to bin the prefixes efficiently on their MSBs. Within each
bin, prefixes are sorted in groups based on the FIB prefix length distribution. Each prefix
group is then encoded in a HT'T. The proposed HT'T revisits the concept of multi-bit trie, but
adapts the number of nodes built on the prefix density to improve the memory efficiency. The

trie leaves are transformed into leaf buckets leaves to further improve the memory efficiency.

The proposed data structure supports incremental updates and is mapped efficiently to hard-
ware. A pipelined high-throughput hardware architecture is proposed, which leverages on-chip
memories. Evaluated with real and synthetic prefix tables SHIP exhibits a logarithmic scaling
factor in terms of the number of memory accesses and a linear memory consumption sca-
ling. Compared to other well-known approaches, SHIP reduces the amount of memory used
per prefix by 87%. Implemented on an UltraScale+ FPGA the proposed high-throughput

architecture can support a 588 millon packets per second throughput.
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Abstract The emergence of 5G networks and real-time applications across networks has
a strong impact on the performance requirements of IP lookup engines. These engines must
support not only high-bandwidth but also low-latency lookup operations. This paper presents
the hardware architecture of a low-latency IPv6 lookup engine capable of supporting the
bandwidth of current Ethernet links. The engine implements the SHIP lookup algorithm,
which exploits prefix characteristics to build a compact and scalable data structure. The
proposed hardware architecture leverages the characteristics of the data structure to support
low-latency lookup operations, while making efficient use of memory. The architecture is
described in C++, synthesized with a high-level synthesis tool, then implemented on a Virtex-
7 FPGA. Compared to the proposed IPv6 lookup architecture, other well-known approaches
use at least 87% more memory per prefix, while increasing the lookup latency by a factor of

2.3X%.

4.1 Introduction

Global IP traffic carried by networks is continuously growing, and it is envisioned to increase
threefold between 2016 and 2021 [99]. To handle this increasing Internet traffic, network-link
working groups have ratified the 100-gigabit Ethernet standard and are working on the next
generation Ethernet standard. As a result, IP lookup engines used in the routing process have

to process packets at those line rates and to support the ongoing growth of IPv6 networks.

However, IP lookup engines must be optimized not only to support the current line rate but
also to have low latency lookup operations. Indeed, next-generation networks such as 5G,
and many future applications such as virtual reality, remote object manipulation, eHealth,

and autonomous driving require low-latency processing times [17].

In addition, IP lookup algorithms and architectures tailored for IPv4 are not performing well

with IPv6 [71], [101], due to the fourfold increase in the number of bits in IPv6 addresses



61

over IPv4. As a consequence, dedicated IPv6 lookup methods are required.

An IP lookup consists of identifying the next hop information (NHI). The NHI describes
the output port to which a packet must be forwarded. During a lookup, the destination IP
address is matched against a list of entries stored in a table, called the forwarding information
base (FIB). Each entry in the FIB represents a network defined by its prefix address and
associated NHI. While a lookup key may match multiple entries in the FIB, only the longest

prefix and its NHI are returned, because IP lookup is based on the Longest Prefix Match
(LPM) [100].

In this paper, we introduce the architecture of an IPv6 lookup engine designed to meet
current and future performance requirements. The IPv6 lookup engine implements the SHIP
(Scalable and High Performance IPv6) lookup algorithm that we previously devised [16]. The
architecture is described in C++, synthesized with a High-Level Synthesis (HLS) tool, and
then implemented on a Virtex-7 FPGA.

The main contribution of this paper is a low-latency hardware architecture that efficiently

implements the SHIP lookup algorithm. This is achieved by :
— Exploiting the SHIP data-structure characteristics ;
— Proposing a pipelined organization tailored for efficient logic resource usage ;
— Leveraging code restructuring techniques to describe the proposed architecture for HLS.

Compared to the proposed IPv6 lookup architecture, other well-known approaches use at

least 87% more memory per prefix, while increasing the lookup latency by a factor of 2.3x.

The remainder of this paper is organized as follows. Section 4.2 introduces common ap-
proaches used for IP lookup and Section 4.3 gives an overview of the SHIP algorithm. The
[Pv6 lookup architecture is presented in Section 4.4. Section 4.5 introduces the code restruc-
turing method used to describe the presented architecture efficiently for HLS. The imple-
mentation results and a comparison against other works are reported in Section 4.6. Lastly,

we conclude the work by summarizing our main results in Section 4.7.

4.2 Related Work

Algorithmic solutions proposed in the literature for IP lookup use mainly four types of data
structures : hash tables, Bloom filters, tries, and trees. Each of the four data-structure types
offers a different tradeoff between time and storage complexity. However, the performance
of an IP lookup solution is not only impacted by the time complexity of the data structure
used but also by its storage complexity. Indeed, memory performance is highly related to the

memory technology selected, which is guided by the storage complexity of a data structure.
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Hash tables have a O(1) lookup time and a O(N) space complexity, with N being the num-
ber of entries. However, a pure hash based LPM solution can require up to one hash table
per IP prefix length. An alternative to reduce the number of hash tables is to use prefix
expansion [(9], but this drastically increases memory usage. Moreover, a hash function can
lead to collisions, which impose extra-matching sequences and drastically decrease perfor-
mance [105], [106]. A method has been proposed to reduce the number of collisions using a
pool of hash tables [69], [105]. The proposed method divides the prefix table into groups of
prefixes, and selects a hash function such that it reduces the number of collisions within each
prefix group. However, the low memory efficiency of the solution presented in [(9] requires
the use of DRAM memories, which have a high latency. As a result, it is unclear whether the

proposed hash-based data structures can address forthcoming challenges.

Low-memory footprint hashing schemes known as Bloom filters have also been proposed in
the literature [106], [107]. Bloom filters are used to select a subgroup of prefixes that may
match the input [P address. However, this data structure always generate false positives
at some rate that depends on the configuration parameters used. Thus, a Bloom filter can
improve the average lookup time, but it can also lead to poor performance in the worst case,

as many sub-groups may need to be matched.

Tree solutions based on binary search trees (BSTs), or generalized B-trees have also been
explored [71], [L01]. Such data structures are tailored to store loosely structured data such as
prefixes; as their time complexity is independent from the prefix distribution characteristics.
Indeed, BST and 2-3 trees have a time complexity of O(log(N)) and an O(N) storage com-
plexity [71]. Nevertheless, the memory consumption of the data structure proposed requires
the use of on-chip memory and multiple external SRAMs. Although the bandwidth supported
per lookup engine is high, the proposed architecture leads to a high lookup latency.

The trie data structure, also known as radix tree, has regained interest with the tree bit-
map [30]. A tree bitmap improves significantly the very poor memory efficiency of a multi-bit
trie by using a bitmap to encode each level of a multi-bit trie. An improved bitmap tree,
the PC-trie data structure, is proposed for the FlashTrie architecture [95]. Still, a PC-trie
requires to be used jointly with a pre-processing hashing stage to reduce the total number of
memory accesses and improve the memory efficiency. The FlashTrie architecture is designed
to support a large bandwidth exploiting both on-chip FPGA memory and external DRAM
memory. However, the architecture has high lookup latency due to multiple DRAM memory

aCCesses.

At the other end of the spectrum of algorithmic solutions, TCAMs have been proposed as a

pure hardware solution, achieving O(1) lookup time by matching the input key simultaneously
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against all prefixes. Although TCAMs offer O(1) lookup time complexity, these specialized
memories do not hold the NHI associated to each prefix. Thus, a memory access in an
external memory is required to retrieve the information associated to the matched prefix,
which increases in practice the lookup latency. Moreover, these solutions use a very large
amount of hardware resources, leading to large power consumption and high cost, which

makes them unattractive for routers holding a large number of prefixes [98], [104].

More recently, information-theoretic and compressed data structures have been applied to IP
lookup, yielding very compact data structures handling a very large number of prefixes [35].
Even though this work is limited to IPv4 addresses, it is an important shift in terms of
concepts. However, interesting as it may be, a hardware implementation of the architecture
achieves 7 million lookups per second. In order to support a 100-Gbps bandwidth, an imple-
mentation based on these concepts would require many lookup engines, leading to a memory
consumption that is similar or higher than previous trie or tree algorithms [69], [71], [98],
[105].

Algorithmic LPM solutions have been implemented on a wide range of platforms including
CPUs and GPUs, although only FPGA and ASIC implementation were introduced in this sec-
tion. However, from a system point-of-view, solutions implemented on GPUs and CPUs [71],
[87], [94], [95] suffer from high-latency and a relatively limited throughput. Indeed, IP lookup
software implementations are limited by the performance of packet 1/O frameworks such as
netmap [90] or DPDK [91], which cannot forward at high rates small packets to the main
memory of the system [32], [90], [92]. Lastly, IP lookup software based solutions have a high-
latency, notably because of the packet transfer between the network interface card (NIC)
and the DRAM over PCI express, but also because batch processing techniques are used to
increase the bandwidth [32], [92], [91].

4.3 The SHIP Algorithm

The proposed architecture is based on the SHIP algorithm that we previously proposed [16].

This section introduces SHIP before the proposed architecture is described.

4.3.1 Overview
SHIP consists of two procedures : the first one is used to build the SHIP data structure, while
the second one, the lookup algorithm, is used to traverse the data structure.

To build a compact data structure, SHIP combines prefix clustering methods with memory

efficient data structures. Prefixes are clustered according to their characteristics using two-
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level prefix grouping ; prefixes are divided into bins on their most significant bits (MSBs), and
are further sorted into groups based on their prefix length. The SHIP data structure stores

the bins obtained after division, and encodes the prefixes held within each prefix group.

The SHIP data structure is presented in Fig 4.1. An N-entry hash-table holds M valid address
block bins (ABBs) obtained after dividing the prefixes on their MSBs. Each valid ABB points
to a set of K prefix length sorted (PLS) groups, encoded in hybrid trie-trees (HT'TSs).

The lookup algorithm, identifying the NHI associated to the longest prefix matched, is pre-
sented in Fig 4.1. First, the MSBs of the destination IP address are hashed to select an ABB
pointer stored in the hash table. In this example, the m-th ABB is selected in the hash table.
The selected ABB points to a set of K HTTs represented with a dashed rectangle. Second,
using the least significant bits of the destination IP address, the selected HT'Ts are traversed
in parallel. Because each HT'T can hold a prefix matching the IP address, a priority resolution

module is used to select the NHI associated to the longest prefix.

Destination IP address
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2|
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1 Group 1 | Group 2 | | Group K
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Figure 4.1 SHIP two-level data structure organization and its lookup process with M address
block bins and K prefix length sorting groups.
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4.3.2 Two-Level Prefix Grouping

This section introduces two-level prefix grouping, which divides prefixes in address block bins,

and further sorts prefixes into prefix length groups.

The proposed address block binning method exploits the small IPv6 address space allocated
by the Internet Assigned Numbers Authority (IANA) [112] to match the 23 most significant
bits efficiently of an IPv6 address against prefixes. For this purpose, prefixes are divided
based on their first 23 bits into M non-empty bins. A perfect hash table of N entries stores
the address block bin values [113]. Prefixes associated to an ABB are further sorted by their
length into K groups of disjoint prefix length ranges, using the PLS method. This method
aims at reducing the number of overlapped prefixes, i.e. prefixes with a short prefix length
enclosing prefixes with a longer prefix length, within an ABB. The prefix length range covered
by each group is selected based on two principles. First, when a prefix length accounts for a
large percentage of the total number of prefixes, the prefix length is used as an upper bound
of the considered group. Second, prefix length ranges must be chosen such that the K groups
are as balanced as possible in terms of number of prefixes. Prefixes held in each non-empty
K PLS group are then encoded in an HTT.

4.3.3 Hybrid Trie-Tree data structure

The HTT data structure is designed to adapt its shape to the characteristics of the prefixes
used. The HT'T data structure revisits the well known multi-bit trie and tree data structures.
A HTT combines a density-adaptive trie (DAT), a memory efficient multi-bit trie, and a leaf

bucket, an extension of a D-tree leaf [114].

All prefixes are initially inserted in a binary trie. The proposed HTT data structure encodes
efficiently in an iterative fashion sub-tries of the binary-trie. The depth of each binary trie
is determined using an heuristic that analyzes the prefix length distribution to select the
deepest sub-trie that can be encoded within a given memory budget. Thus, the depth of
a sub-trie is selected such as to minimize the number of levels within a HTT. Moreover,
the DAT encodes efficiently each selected sub-trie. While a k-bit trie encodes recursively a
k-level sub-trie of a binary trie into 2* child nodes, the proposed DAT adapts the number of
child nodes created to the prefix density within each sub-trie. That is, low-density neighbour
child nodes are merged into a single node. In a DAT, two child nodes are merged at a time,
although multiple children nodes can be merged together. By merging child nodes together,

the DAT improves the memory efficiency of the data structure.

While the number of prefixes held in a sub-trie is higher than a fixed threshold b, the sub-trie
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is encoded using a DAT. Otherwise, a leaf bucket (LB) is built. The proposed leaf bucket
stores in a linear fashion the prefixes and their associated NHI held in the leaves of a sub-
trie. However, to improve memory efficiency, the leaf bucket only holds the prefix bits left
unmatched. The sub-trie held in a DAT and leaf bucket are described in memory using DAT

nodes and LB nodes, respectively.

4.3.4 HTT lookup procedure

The HT'T lookup algorithm starts with a traversal of the DAT until a leaf bucket is reached.
Next, the leaf bucket is traversed to identify the longest matching prefix.

The traversal of the density-adaptive trie consists in computing recursively the memory
address of the child node matching a portion of the destination IP address. The lookup
algorithm first parses the DAT node header. Then, an IP address segment is extracted and
used to identify the child node encoding a sub-trie that contains the IP address. Next, the
memory position of the matched child node is computed. The memory position of the matched
child node is added to the base address, and then returned.

During the DAT traversal, at each level of the DAT, a different segment of the IP address is
compared. Thus, to know which IP address bits to use, the number of IP address bits already
compared is returned after each comparison. If a merged node is matched, then the lookup
algorithm returns the previous number of bits already compared added to the number of bits
to extract from the IP address. However, when a merged node is matched, the number of bits
effectively matched is smaller than the number of bits extracted from the IP address. Because
a merged node covers multiple regular nodes, the number of bits discarded is equal to the
logarithm of the number of merged nodes. As a result, when a merged node is matched, the
number of bits of the IP address already compared is equal to its previous value added to

the number of bits effectively matched.

The DAT is traversed until a leaf bucket is reached. Then, the leaf header is parsed in order
to retrieve the number of prefixes stored and the longest prefix length. After computing the
position of each prefix in the memory word, prefixes are extracted. Next, all prefixes are
matched against the unmatched bit of the destination IP address. Finally, the NHI of the

longest prefix match is returned.

4.4 SHIP Lookup Engine Architecture

This section introduces the architecture of the SHIP lookup engine. First, an overview of the

architecture is presented. Then, the pipeline stages of the HT'T traversal module are covered.
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4.4.1 Overview

The SHIP lookup engine architecture is tailored to support low-latency lookup operations. It
is composed of two main modules : the ABB pointer selection module and the HTT traversal
module. First, the ABB pointer selection module hashes the 23 MSBs of the destination IP
address, and retrieves from the hash table memory a root pointer forwarded to the HTT
Traversal module. The root pointer selects an ABB, which covers K PLS groups. Second, the
HTT traversal module performs a parallel traversal on the K PLS groups, starting from the
root pointer. Then, a priority resolution module returns the NHI associated with the longest

prefix match.

Root Pointer

Valid Root Pointer s
IP Address =

Pipeline PLS Group i P 2

Memory Memory Out
HTTLevel 0 | Address | TE
Bin1toBinM [ -

Memory P
HTT Level d-1 | TE
Bin1toBinM |

v

Memory
HTT Leveld | TE
Bin 1 to Bin M |~ -

\ 4

‘?

v v
NHI Group i NHI
Valid

Figure 4.2 Overview of the i-th pipeline of the HTT traversal module.

To achieve low-latency lookup operations, the presented architecture leverages two charac-
teristics of the SHIP data structure. First, because the data structure built by the SHIP
algorithm is compact, only on-chip low-latency memory is used. By avoiding off-chip me-
mory, the number of clock cycles is highly reduced for each memory access and shorter access
time can be obtained. Second, the small number of levels in the SHIP data structure is used
to create pipelines with a few stages. As a result, the latency per lookup is reduced, while

one lookup result is outputted at each clock cycle.
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In addition, the pipeline organization is tailored for efficient logic resource usage. The ar-
chitecture of the HT'T traversal module is organized in K pipelines. One of the pipelines of
the HTT traversal module is shown in Fig. 4.2. Each pipeline i € {1,..., K} performs the
traversal of the HT'T selected by the root pointer address held in the i-th PLS group. A
pipeline is divided into d stages, such that each pipeline stage is dedicated to the traversal
of a single level of a HTT. A pipeline stage j € {1, ...,d} is composed of a Traversal Engine
(TE) and a memory, which holds the HT'T nodes of level j of all the ABB (Bin 1 to Bin M).
The traversal engines of the first d — 1 levels are used to process only DAT nodes, whereas

LB nodes processing is only done at the level d.

The following sections detail the processing of the ABB modules and the traversal engines.

4.4.2 Address Block Binning

The ABB module implements the perfect hashing function presented by Czech et al. [113]
on the IP Address. However, only bits [4 : 23] are effectively used by the perfect hashing
function. Indeed, this work only focuses on unicast IP addresses, which have their 3 MSBs
fixed. In addition, the perfect hashing function was selected because of its low-complexity
when used on data represented on a number of bits that is a multiple of 2. The ABB pointer
is retrieved in the hash table memory in two steps. First, bits [4 : 13] are used to index the
memory that stores base addresses. Second, bits [14 : 23] are added to the base address to
index the ABB-pointer memory. Each entry in the ABB-pointer memory contains the 20
MSBs of the key used to create this entry, an ABB pointer, and K valid-root-pointer bits.
Each of the K valid-root-pointer bits specifies whether to traverse the associated PLS group.

Both the ABB pointer and the base-address memory are using low-latency on-chip memory.

4.4.3 HTT Traversal Pipeline Organization

The HTT traversal pipeline is organized to minimize the processing latency. For this purpose,
not only low-latency on-chip memory is used at each pipeline stage but also the processing

within a pipeline stage uses parallelization.

A single memory access is required per stage to read a DAT, while a leaf bucket node can be
spread-out over multiple memory words. However, to avoid multiple memory accesses within

a pipeline stage, a single memory word of a leaf bucket node is read per pipeline stage.

Moreover, the HTT traversal pipeline is organized for efficient logic usage by delaying the
logic-costly processing of the leaf bucket nodes that is performed only at the last pipeline
stage. Therefore, the TE represented with a green dashed line (stages 1 to d-1) in Fig. 4.2
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processes the DAT nodes, whereas the TE represented with an orange dashed line (stage d)
processes the leaf bucket nodes. When a memory word of a leaf bucket is extracted from the
memory before the stage d, the memory word is forwarded to the next pipeline stage up to

the d-th pipeline stage.

DAT node Traversal Engine

The architecture of a TE processing density-adaptive trie node is presented in Fig. 4.3a. To
reduce the complexity of the figure, we omitted the module used to identify and forward
a leaf bucket memory word to the next pipeline stage. We also omitted the address signal
connected to the memory. The TE for a DAT is performed into 4 operations, completed into

a single clock cycle.

First, the parser extracts the DAT nodes parameters from the memory output : merged nodes

indices, base pointer, and the number of bits to extract.

Second, an IP address segment is extracted. The size of this segment is equal to the input
number of bits to extract, while the first bit to extract is set to the number of bits already

compared.

Third, the sub-trie covering the IP address segment is identified. The sub-trie identification
process is parallelized to minimize the latency. The identification is done by comparing the IP
address segment against the merged nodes indices stored in a DAT node. If the comparison
is negative, then a regular node covers the IP address segment. The regular node covering
the IP address segment is obtained using the merged node indices. The adopted architecture
computes in parallel the pointer address to the children node, and the number of bits already

compared for both the merged nodes and the regular nodes.

Fourth, the output selection module selects which address pointer to the children node and
number of bits already compared to forward to the next TE. If a merged node was matched,
the outputs of the merged node comparison module are selected. Otherwise, because only

one node can be matched, the outputs of the regular node comparison module are forwarded.

If a memory word from a leaf bucket node is read from the memory, then the memory word
is inserted in a leaf buffer. The leaf buffer is forwarded to the next DAT node TE, until the

leaf bucket node traversal engine is reached.
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Leaf bucket node traversal engine

The architecture of the leaf bucket node processing module is shown in Fig. 4.3b. The leaf
bucket node module computes the position of each prefix stored in a leaf, extracts the prefixes,
and then returns the NHI associated to the longest prefix matching the IP address. To
minimize the processing latency of a leaf bucket node, these five steps are parallelized for

handling up to b prefixes stored in a leaf.

Because a leaf packs prefixes with variable mask length, the prefix positions in the buffer of
prefixes is not fixed. As a result, the position of each prefix in the buffer of prefixes needs to
be computed before prefix extraction. Two parameters given by the leaf node parser are used
to compute the position of each prefix within a leaf : the number of prefixes held in the leaf

and the largest prefix length stored in the leaf.

The leaf parser forwards to the prefix extraction module a buffer of prefixes containing all
the prefixes stored in the leaf. The node parser outputs are extracted from the memory
output if no valid leaf is held in the leaf buffer. Otherwise, the leaf buffer concatenated to
the memory output is used. Then, each prefix extraction module shifts the buffer of prefixes
by the computed prefix position value to retrieve a prefix, a prefix length and a NHI. Each
extracted prefix is matched against the unmatched bits of the IP address segment. The IP
address segment is obtained after shifting the destination IP address by the number of bits
already extracted. Finally, a priority encoder receives the results of the parallel matches
and returns the NHI associated with the longest prefix matched. A valid NHI signal is also
returned to indicate whether a prefix was matched against the IP address, as shown in

Fig. 4.3b.

Only the last stage of a HT'T traversal pipeline has a leaf bucket node TE, although a leaf
node can be read at any of the previous stages. The motivation to delay the processing of a
leaf bucket node to the last stage is twofold. First, although a leaf bucket node can be divided
into multiple memory words, the location of the memory word to read at each stage is given
in the leaf header and does not require any processing. Thus, at each stage a memory word
that is part of a leaf node can be concatenated to a leaf buffer. Second, the logic cost of the
leaf bucket node TE is one order of magnitude higher than the DAT node. The higher logic
cost relates to the use of b parallel barrel shifters to extract the prefixes held in a leaf. By
delaying the processing of a bucket leaf node to the last stage of each pipeline, the logic cost

0-d = 4.4, when the HTT pipeline
depth d = 8 in the implemented architecture. The LB node TE is divided in two physical

reduction factor is on first approximation equal to

stages, because of the deeper levels of logic compared to a DAT TE.
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4.5 Code Restructuring techniques for HLS

The presented architecture was described in C++, and synthesized with Vivado HLS. The
main interest for describing a hardware architecture in C++ lies in the reduced development
and verification time obtained by abstracting micro-architectural low-level details. Moreover,
design evaluations generated with high-level synthesis tools closely matched the performance
obtained with hand-written code using regular hardware description language (VHDL or
Verilog) [119]-[122]. However, the main challenge consists of describing the architecture using

a high-level language accurately.

Because the standard C++4 library does not support bit-accurate data types, nor cycle-
accurate models, Vivado HLS provides support for bit-accurate data types through the use
of libraries. Cycle-accurate modelling constraints can be applied using a set of directives sup-
ported by the Vivado HLS compiler. Although Vivado HLS provides libraries and directives
for an accurate hardware description, an algorithm coded in C++ cannot straight-out-of-
the-box be synthesized into a high-performance architecture. The HLS compiler needs to
be guided by the user to understand the targeted architecture. For this purpose, four code

restructuring techniques were used to achieve the performance of the targeted architecture.

First, to respect bit accuracy, each C++ variable is redefined according to its bit size specifi-
cation in the architecture. Similarly, typecasting is applied to intermediate results to enforce
bit-accuracy description. Otherwise, a higher logic consumption is observed due to the usage
of larger variables. Therefore, the size of all variables used in the presented architecture is

precisely defined using an HLS library.

Second, to respect the architecture specification, directives are applied to enforce the imple-
mentation of specific modules such as memories, to describe the pipelined architecture, and to
specify a maximum number of clock cycles for a module. For instance, we specify a latency of
one for the first d — 1 stages of the HT'T traversal pipeline, while the d-th stage has a latency
directive of two. A pipeline directive was used for the whole architecture to output one result
per clock cycle. In addition, for each pipeline stage, we forced the use of low-latency on-chip
memory (BRAM). All the parallel processing shown in Figures. 4.3a and 4.3b such as prefix
position identification, prefix extraction and matching is described using the unroll directive
on C++ for loop. However, latency and pipeline directives are constraints for the HLS tool

that can be violated if the described architecture cannot fulfil the desired directives.

Third, to ensure directives are not violated, a specific HLS coding style is required. The coding
style adopted should describe the behaviour of the expected hardware modules as closely as

possible. Therefore, a pure software functionality description is highly unlikely to produce
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the expected hardware module. For instance, relying on software code-reuse strategies to
share a single hardware module with other hardware modules was shown to achieve the
opposite goal. That is, the single hardware module that needed to be shared was replicated.
Thus, when hardware modules with no data-dependency need to share a common hardware
module, explicitly coding a multiplexer connected to the shared hardware module is required.
Moreover, when multiple C++4 behavioural descriptions of a module are possible, the one with
the highest performance after implementation was selected. For instance, the priority encoder
shown in Fig. 4.3b was described using a for loop, where the last entry matched overrides
the previous value matched. In contrast, a priority encoder described using the C++ switch
case construct achieved a lower performance. In addition, the coding style adopted assigns
a value to an output signal only once. Otherwise, the HLS compiler interprets the multiple
output assignments as a data dependency, which breaks the pipeline directive and increases

the number of clock cycles elapsed before a new data can be processed.

Fourth, as a general rule of thumb, the clock period reported after synthesis under HLS
is higher compared to the clock period achieved after implementation. Similar observation
was made in [123]. This rule can be leveraged to reduce the number of stages of a pipeline
architecture under HLS, while achieving after implementation a clock period close to the
one targeted. Indeed, the clock period constraint takes precedence over the pipeline depth
constraint. However, the clock period constraints need to be greater or equal to the longest
pipeline stage propagation delay evaluated by the HLS tool to guarantee that the pipeline
depth constraint is not violated. We used this observation to guide the HLS tool in order
to synthesize a design with a small number of pipeline stages by relaxing the clock period
constraint, while still achieving a small clock period after FPGA implementation. In addition,
we observed that after implementation the minimum clock period achieved on the FPGA is

below the clock period set under HLS by a factor ranging from a few percent up to 50%.

4.6 Performance Evaluation and Results

This section presents a performance evaluation of the SHIP lookup algorithm and its imple-

mentation on FPGA, and a comparison with recent work.

4.6.1 Benchmarks used for the evaluation

The performance of the lookup algorithm and its FPGA implementation uses 6 IPv6 prefix
tables. The architecture is evaluated using SHIP data structures built with 6 IPv6 prefix
tables, ranging from 25 k prefixes up to 580 k prefixes. The smallest prefix table, rrcc00 was
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extracted from RIS remote route collectors [103]. For the other prefix tables used, synthetic
prefixes were generated with a method that uses IPv4 prefixes to generate IPv6 prefixes, in
a one-to-one-mapping [110]. The IPv4 prefixes used were also extracted from [103]. Using
the IPv6 prefix table holding 580 k prefixes, four smaller prefix tables were created, with a
similar prefix length distribution, holding respectively 290 k, 116 k, 58 k and 29 k prefixes.

4.6.2 SHIP lookup algorithm

The performance of the SHIP lookup algorithm was based on two metrics : the number
of memory accesses to complete a lookup, and the memory consumption. The number of
memory accesses reported is the sum of the number of memory accesses for the deepest
hybrid trie-trees amongst all address block bins and the perfect hash table. The memory
consumption is the sum of all HT'T nodes and the perfect hash table. In order to evaluate
the SHIP data structure efficiency, the memory consumption is divided by the number of
prefixes stored. For both metrics, the number of prefix length group k& was set to 2. The
lowest value of k that experimentally minimizes both the number of memory accesses and
the memory consumption was selected. Indeed, the value of k linearly impacts on the logic

resource consumption.

The memory consumption and the number of memory accesses of the SHIP lookup algorithm
are reported in Fig. 4.4, for the 6 benchmark prefix tables. The memory consumption ranges
between 10.63 and 16.9 bytes per prefix for 580 k prefixes and 29 k prefixes, respectively. The
memory consumption per prefix decreases logarithmically with the number of prefixes for
synthetic prefixes. However, the real prefix table rrc00 leads to a smaller memory consump-
tion per prefix than synthetic prefix tables holding up to 116 k prefixes. In the worst case,
the real prefix table leads to data structure 35% more compact than with 29 k synthetic pre-
fixes. The difference between the synthetic and real prefix tables relates to a different prefix
distribution between real and synthetic prefixes for prefix tables holding up to 116 k prefixes.
Indeed, real prefixes are more distributed along their LSBs, whereas synthetic prefixes are
more distributed along their MSB. As a result, the average number of prefixes per ABB is
smaller with real prefixes than with synthetic prefixes. Thus, each HTT built with synthetic
prefixes holds very few prefixes, leading to a hybrid trie-tree holding a single leaf with part
of the allocated node memory left unused. As a consequence, the memory consumption per
prefix is higher for synthetic prefix tables up to 116 k prefixes than with the real prefix table.
In contrast, the average number of prefixes per ABB with synthetic prefix tables holding more
than 116 k prefixes is higher or equal to the real prefix table. Those observations demonstrate

that the memory efficiency of the HT'T increases with the prefix table size.
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Figure 4.4 Memory consumption and memory accesses for synthetic and real prefix tables.

The number of memory accesses for all the prefix tables used is shown in Fig. 4.4 and ranges
from 8 to 10. The number of memory accesses for synthetic prefixes increases logarithmically
with the number of prefixes, up to 10. The number of memory accesses for the real prefix
table is similar to the largest synthetic prefix table. The difference in the number of memory
accesses between the real and synthetic prefix tables lies in the prefix distribution. Synthetic
prefixes for scenarios with up to 116 k prefixes are distributed more uniformly along the
MSBEs, leading to an average number of prefixes per ABB smaller than real prefix tables.
As a consequence, synthetic prefix tables with up to 116 k entries lead to shorter HT'T, and
thus, fewer memory accesses. However, the average number of prefixes per HTT is relatively
similar between the two largest synthetic prefix tables and the real prefix table. Thus, the
number of memory accesses between these three prefix tables differs only by one memory

aCCess.

4.6.3 FPGA Implementation

The presented architecture was synthesized with Vivado HLS 2017.1 and implemented using
Vivado 2017.1 with Virtex-7 VX690TFFG1761-2 as a target. Based on the SHIP lookup al-
gorithm performance evaluation, the maximum number of memory accesses for the 6 bench-
marks used is 10. The architecture implemented on FPGA contains 11 pipeline stages, that
is one pipeline stage per memory block, and an extra pipeline to complete the leaf node
processing logical stage, which is divided into two pipeline stages. The proposed architec-
ture has been tuned to minimize the total number of pipeline stages and consequently the
lookup latency. Although a higher number of pipeline stages would reduce the clock per-

iod, and thus, would increase the number of lookups per second, architecture exploration to
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support a higher bandwidth is outside of the scope of this work. For each design presented
in Table 4.1, only the size of the data structure inserted in each pipeline stage memory is
changed. When a pipeline memory stage is empty, we voluntary inserted a few entries in the
memory to avoid design simplification during the implementation. As a consequence, the im-
plementation results shown in Table 4.1 highlights the performance of the architecture with
the memory utilization. Three performance metrics are of interest ; the latency, the on-chip
memory usage (BRAM) and the logic usage. As the number of pipeline is fixed for all the

implementations, the latency is determined only by the clock period.

For the implemented architecture, the slice usage grows linearly with the number of prefixes
used, and the clock period decreases non-linearly with the number of prefixes. That is, when
the BRAM usage increases, the slice usage increases, but the clock period decreases. Indeed,
when the memory consumption increases, more BRAM are instantiated, which requires more
logic to select the BRAM output. In addition, when a pipeline stage of a PLS group requires
more BRAM than what is available in a single column of the FPGA, the memory is split
over multiple BRAM columns. As a result, the route delay increases, because the presented
architecture uses the unregistered BRAM output. Still, for the largest scenario, the lookup
latency is 125.4 ns, which is very low compared to other work, as presented in Table 4.1, in

the next section.

Because the clock period decreases with the number of prefixes, the proposed architecture
handles 87.7 million packets per second (Mpps) for the largest scenario. However, using
dual-port memories and by doubling the slice usage, the proposed design supports 175.4
Mpps, which is more than the 100 Gbps using an industry benchmark IPv6 packet size of 75
bytes [71]. In addition, the logical stage in each pipeline could be divided in more than one
physical pipeline stage to increase the supported bandwidth at the cost of a higher latency.

Exploring means of reorganizing the pipeline stages is beyond the scope of this work.

Tableau 4.1 SHIP architecture performance and cost for different table sizes.

Prefix | # of | Latency | Period | BRAM | Slices
table | prefixes | (ns) (ns) | 36-Kb
rrc00 | 25,900 105.6 9.6 96.5 | 7396
29k | 29,015 104.5 9.5 114.5 | 7313
58 k | 58,054 105.6 9.6 214.5 | 7648
116 k | 116,129 114.4 10.4 311.5 | 7969
290 k | 290,360 | 119.9 10.9 734.0 | 8611
580 k | 580,737 | 1254 11.4 | 1416.0 | 9258
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The BRAM usage presented in Table 4.1 for all the prefix tables is slightly higher than
the algorithmic results shown in Fig. 4.4. Because the memory size is rounded up to the
closest power of two, if the number of entries held in each pipeline stage memory is not
close to a power of two, the memory efficiency decreases. Still, the memory consumption

after implementation is on average around 10% higher compared to the results shown in
Section 4.6.2.

Similar to other works [71], [118], if more prefixes need to be stored than the on-chip capacity,
then using external memory is required. However, considering the large on-chip memory
available on current FPGAs [121] combined with the high memory efficiency of the SHIP

data structure, it is highly unlikely that external memories would be required.

4.6.4 Performance comparison

The performance of the proposed architecture is compared to other works in Table 4.2. For
each work used as a reference, to normalize the results, the performance is reported for
a single lookup engine. For all the works presented in Table 4.2, the latency in cycles was
inferred from the published information, except for the 2-3 trees [71] where we reimplemented
their work under Vivado HLS. In addition, for solutions using off-chip memory, the memory
latency was evaluated using Altera documentation [125], because no similar documentation
could be found for Xilinx Virtex-7 FPGA. For solutions based on DDR3-1600 memories [98],
the round trip memory latency is equal to 64 clock cycles for a memory bus clock at 800
MHz, when the memory controller runs at 200 MHz. Thus, a DDR3 has an equivalent clock
latency of 16 clock cycles at 200 MHz. For solutions using SRAMs [71], [118], the round
trip memory latency is 10 clock cycles for a clock running at 200 MHz. The lookup latency
for the evaluated works shown in Table 4.2 is detailed in Table 4.3, where the total latency
is divided between the computation latency, the on-chip memory accesses, and the off-chip
memory latency. However, for our proposed solution, the computation latency and on-chip
memory latency are merged in Table 4.3 because the proposed architecture combines in a
single clock cycle an on-chip memory access and computation. In addition, due to the lack of
architecture details for the solution presented in [25], the computation latency and on-chip

memory latency are also merged in Table 4.3.

The 2-3 trees architecture [71] has a latency estimated to 290 ns for a prefix table holding 330
k entries and a clock of 5.35 ns. The high latency of this solution relates to a long pipeline
used to process the prefixes stored in the on-chip memory; 16 clock cycles are spent to
retrieve information from the on-chip memory, while 16 clock cycles are require to compute

the result of each on-chip memory access. In addition, two external SRAM memory accesses
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add 20 clock cycles of latency and 2 clock cycles to compute the result of each of the two
off-chip memory accesses. The total lookup latency of the 2-3 trees architecture is 290 ns,
which is 2.3x higher than our SHIP based architecture. Moreover, for a prefix table holding
580 k prefixes, the 2-3 trees architecture requires an extra off-chip memory access due to the
increased tree depth. As a result, the estimated total latency increases by 11 clock cycles to
301 ns. Although the bandwidth supported by the 2-3 tree architecture is 2.1x higher than
the proposed architecture, the former’s logic consumption is 65% higher than our proposed
architecture. Finally, the 2-3 tree architecture has a memory efficiency of 21 bytes per prefix,

which is 87% higher than the one observed with our proposed architecture.

CLIPS [118] is presented as a memory-efficient IPv6 lookup solution, although it consumes
27.6 bytes per prefix. The estimated latency of the CLIPS implementation is 550 ns for 330
k prefixes, with a clock of 5.5 ns. The CLIPS architecture is composed of 4 lookup phases.
The first lookup phase requires 10 clock cycles to access an external SRAM, 1 clock cycle to
access an on-chip memory, and 2 clock cycles to compute the result of each memory access.
Phases 2 and 3 require 17 and 15 on-chip memory accesses. For each memory access, one
clock cycle of computation is required in phases 2 and 3. As a result, 32 clock cycles are
required to read the memories and 32 clock cycles to compute the result of each memory
access. The last phase requires 2 off-chip SRAM memory accesses, that is 20 clock cycles
for the memory accesses and 2 clock cycles of computation. Thus, the estimated latency of
CLIPS is 99 clock cycles, that is 544.5 ns for a reported clock of 5.5 ns [115]. Extending the
CLIPS architecture for supporting 580 k entries would require 3 more memory accesses, due
to the increased tree depth in phases 2 and 3. As a result, the CLIPS implementation has a
latency 4.6 x higher than the proposed architecture, while using more than 2.4x the number
of bytes per prefixes. Still, a single lookup engine of CLIPS supports twice the bandwidth of

the proposed architecture.

The performance of our architecture is compared against a new method presented by Rétvari
et al. [35], which yields highly memory-efficient data structures. Although applied to IPv4
prefixes, the very low bit per-prefix ratio achieved by this approach is of interest in the
perspective of minimizing the latency. Indeed, a smaller memory footprint means that the
data structure can not only be stored in very low latency memory but also replicated to
achieve a high bandwidth. Their method consumes only 178 kB of memory for 410 k IPv4
prefixes. Although, the latency of this solution is relatively low with respect to other works

presented, the bandwidth supported is limited to 7 Mpps.



Tableau 4.2 Performance comparison with recent work.

Method # of prefixes | Latency | Lookup Rate | BRAM | External Memory Memory Efficiency Slices
(ns) (Mpps) 36-Kb (Mbits) (Bytes/prefix) | Relative to this work

2-3 trees [71] 332,118 290 188 580 32.5 21 +87% 15358

CLIPS [118] 322,000 544.5 180 N/A 63.13 27.6 +146% N/A

FlashTrie [98] 318,043 295 84 108 307.2 124.2 +1008% 4583

[85]! 410,513 142 7 40 1 0 0.4 N/A N/A

This work 580,737 125.4 87.7 1416 0 11.2 0 9258

! Work done using IPv4 prefixes.
il Estimated BRAM consumption.

Tableau 4.3 Lookup latency breakdown.

Method Computation Latency | On-chip Memory | Off-chip Memory | Clock Period | Total Latency
(cycles) (cycles) (clock cycles) (ns) (cycles) | (ns)
2-3 trees [71] 18 16 20 5.35 54 290
CLIPS [118] 36 33 30 5.5 99 544.5
FlashTrie [9¥] 9 2 48 5 59 295
[35] 7.1 0 20 7.1 142
This work 11 0 114 11 125.4

6.
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FlashTrie [98] divides a lookup into three phases. The first phase uses only on-chip memory,
whereas the last two phases use DDR3 memory. The latency of phase 1 is estimated to 8 clock
cycles; 2 clock cycles for the on-chip memory accesses and 6 clock cycles for computation.
Theoretically, a single external memory access is required for each of the phases 2 and 3.
However, the equation used to model the number of memory accesses in phase 2 is incoherent
with the results presented by Bando et Chao [105]. Using this model, two memory accesses
are required in phase 2. Thus, 3 external memory accesses to DDR3 memories are required,
where each external memory access to a DDR3 requires 16 clock cycles, and 3 clock cycles
to compute the results of phases 2 and 3. Thus, the estimated lookup latency with the
FlashTrie architecture is 59 clock cycles. Moreover, the bandwidth supported by the FlashTrie
architecture drops to 88 Mpps when the maximum number of bank-activate commands that
can be issued in a given period of time is considered. Lastly, FlashTrie requires an average
of 124.2 bytes per prefix, because each data structure stored in the external memory is
duplicated in each memory bank. To summarize, the FlashTrie architecture supports a slightly
lower bandwidth, uses roughly half the FPGA resources, but consumes 11X more memory

and requires 2.3x more time to complete a lookup.

4.7 Conclusion

Next generation networks such as 5G, and many future real-time applications require low-
latency processing. In this paper, we proposed a fully pipelined IPv6 lookup engine architec-
ture offering a low-latency and high memory efficiency. The proposed architecture exploits
the characteristics of the SHIP data structure to support low-latency lookup operations with
large prefix tables. To minimize the lookup latency, the pipeline stages exploit low-latency on-
chip memories and parallel processing. In addition, the pipeline is organized for efficient logic
resource usage. Code restructuring techniques were used to describe in C++ the proposed

architecture in a form well adapted to high level synthesis.

The proposed architecture was implemented on a Virtex-7 FPGA. Evaluated with real and
synthetic prefix tables holding up to 580 k IPv6 prefixes, the proposed architecture has a
low lookup latency and high memory efficiency, while supporting the bandwidth of current
Ethernet standards. Even for the largest prefix table, a lookup latency of 125.4 ns is achieved
while requiring only 11.2 bytes per prefixes and supporting a bandwidth of 100 Gbps. Com-
pared to the proposed IPv6 lookup architecture, other well-known approaches use at least

87% more memory per prefix, while increasing the lookup latency by a factor of 2.3x.
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Abstract FPGASs are becoming ubiquitous in data centers to accelerate network functions.
Such functions can be described in P4, a domain specific language, and compiled to a pro-
grammable data plane. However, efficiently exploiting FPGAs as programmable data planes
remains an open question. In particular, match-tables, a key abstraction of P4, are ineffi-
ciently compiled to FPGAs for the Longest Prefix Match (LPM) operation. To address this
issue, we present a framework that exploits a B-tree data structure to efficiently compile a
match table configured for LPM on FPGAs. First, the B-tree is extended to support the
LPM operation. Second, we present a method to allocate at compile time the resources used
by the B-tree, while supporting update operations. Third, our framework selects the B-tree
parameters maximizing the post implementation memory efficiency using an FPGA architec-
ture description. Finally, the corresponding hardware architecture is generated. Compared to
an open-source solution, our approach reduces the memory usage by 50%, while enabling a
6x clock frequency increase and reducing FPGA resource usage by an order of magnitude.
Compared to a proprietary solution, our approach allows increasing the clock frequency by

up to 30% while reducing the update complexity by up to 200x.

5.1 Introduction

The emergence of programmable data planes is revolutionizing the networking field as they
allow to fully program a network. A programmable data plane is configured with a domain
specific language, such as P4 [1], coupled to a domain specific architecture, such as the
Protocol Independent Switch Architecture (PISA) that supports fast and flexible packet

processing in hardware [5].

PISA comprises a parser, a pipeline of match-action tables and a deparser. Typically, a parser
extracts packet headers, which are then used as lookup keys in the match-action pipeline.
In a match-action stage, a lookup key is matched against rules stored in a match table.

The lookup result, an action and associated data, is executed by an action stage, which can
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modify the packet headers. Finally, a deparser reassembles the updated packet headers and
emits the packet. A P4 program only configures the PISA architecture at compile time, but

the match tables are filled at runtime.

While PISA was originally proposed for ASICs [5], recent efforts in the P4 community have
focused on implementing PISA in FPGAs. Indeed, FPGAs are already adopted in data centers
to accelerate network functions [6], [126]. P4 compilers for FPGAs have been developed [13],
[11] along with PISA micro-architectures optimized for FPGAs [35], [11], [12].

Efficient mircroarchitectures have been proposed for parsers [41], [12], [127] and packet sche-
duler [35], but the match table microarchitecture performance lags behind (§5.8). Indeed,
match tables require associative memories that are emulated on FPGAs because they are

not available as built-in logic resources.

The match table abstraction encompasses exact match, Longest Prefix Match (LPM) and
ternary match. Previous works have shown that exact match operations can be efficiently
emulated using algorithmic solutions [5], [13], [I4]. However, existing solutions emulating the
LPM operation using an algorithmic approach [71], [72], [85], [87], [98] cannot be used in the
context of programmable data planes on FPGAs because they require to know the match
table entries before compilation, but match table entries are known only at runtime. Other
works have used the transposed memory approach to emulate the LPM operation [18], [19],

[128], but they achieved a low performance (§5.8).

Hence, in this paper, we address the following question : Can the LPM operation be efficiently

emulated using an algorithmic approach for programmable data planes on FPGAs ?

While several data structures can be selected to implement LPM on FPGA, our solution
exploits a B-tree, or balanced multi-way tree, because of its low space complexity and low
update complexity (§5.2). Our solution is divided in a Prefix Candidate Selection (PCS)
module and a Prefix Candidate Resolution module (PCR). The PCS uses a B-tree to identify
a prefix candidate that may match a lookup key, while the PCR validates that the candidate
prefix matches the lookup key (§5.3).

The resources used by a LPM match table for programmable data planes in FPGAs must
be allocated at compile time, as the table entries are unknown at compilation time (§5.2.3).
Hence, we present a static memory allocation model that allocates “just enough" ressources
at compile time, while supporting update operations (§5.4). To map our solution onto the
FPGA resources, given an FPGA architecture description, our framework selects the on-chip

memories maximizing post-implementation memory efficiency (§5.6.4).

Finally,the hardware architecture is generated based on the parameters computed by our fra-
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mework (§5.6). When implemented on FPGA | the memory efficiency of our solution increases
with the table size (§5.7.2). In addition, our solution outperforms the transposed memory
approach on all performance metrics (§5.7.3). When compared against a proprietary IP, our
architecture can achieve a similar memory efficiency, but supports a higher frequency and
reduces the update latency from 100x to 200x (§5.7.3). Lastly, we discuss two other match
types that are supported by our solution (§5.9).

The main contribution of this paper is a framework to design and generate efficient al-
gorithmic associative memories supporting LPM for programmable data planes on FPGA.

Specifically, this paper proposes :

— A method to emulate an associative memory for LPM on FPGA using B-trees.

— A static memory allocation model that allocates “just enough" memory required for a
given match table configuration.

— A method to identify at compile time the parameters of a B-tree maximizing the me-
mory efficiency post-implementation for a given match table configuration.

— A tool that automatically generates a hardware description of the associative memory
architecture.

— An open-source implementation of the proposed solution.

5.2 Background

We first describe the context of this work, namely match tables and the longest prefix match.
Second, we cover the algorithmic approach used in this work to implement match tables on
FPGAs. Finally, we present the B-tree data structure, which we build upon to implement a
LPM match table.

5.2.1 Match Table

A match table is an associative array, i.e., an abstract data type composed of a collection of
<key : action> pairs. A match table is described in P4 with four properties : a table size,
actions, a key field and a match type [34]. A match table declaration is illustrated in Fig. 5.1.
The table size is the table depth. The action property is a list of actions applied following a
match, where an action is a function with optional parameters. The key field describes the
lookup key matched against the table entries, while the match type specifies how the lookup
key is to be matched. Three match types are supported in the P4 language, but only the
LPM is considered in this paper. The two other match types are covered in the language

specification [34].



84

While a P4 program describes the configuration of match tables, the P4 program does not
describe the match table content. Instead, the match table content is added only at rune-time

using an API, such as P4Runtime [129].

5.2.2 Longest Prefix Match

In the case of the LPM, the keys stored in the match table are called prefix. A prefix comprises
an [P address and a prefix length, which specifies the IP address MSB bits to be matched
against a lookup key. The LPM operation consists of identifying among a set of prefixes the
one with the longest prefix length that matches an IP address. For instance, when matching
a 4-bit IPpy = 5 against the prefixes presented in Fig. 5.1, both prefixes Py and P, are
selected. Because Py’s prefix length is greater than P;’s prefix length, Py is the longest prefix
matching [ Ppg = 5.

Traditionnaly, the LPM operation is used for IP forwarding [16]. However, in the context of
programmable data planes, a LPM match table is a building block upon which networking

applications, not limited to IP forwarding, can be build.

5.2.3 LPM Match Table on FPGAs

A LPM match table is implemented as an associative memory [5]. Such memories are not
directly available and the must be emulated on FPGAs. To emulate an associative memory,
our solution exploits an algorithmic approach, where the content of the match table is encoded
in a data structure. We first explain why the resources used by a data structure implementing
a match-table must be allocated at compile-time in the case of a programmable data plane
on FPGA. The resources allocated for the data structure must be minimized. Thus, we we

present the algorithmic complexity of the main data structure types that can be used to

table ipv4_lpm_match{
key = {ipv4.dstAddr : lpm;}
actions = {drop; route;}
size : 4096;

5

; action drop(...)

{...}
action route(...)

{...}

Figure 5.1 An example of an LPM Match Table declaration in P4 where the IPv4 destination
address is a lookup key. The action parameters are voluntarily omitted.
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implement a LPM match table.

Resource Allocation at Compile Time. The FPGA resources necessary to implement
the match table must be allocated at compile time using only the match table properties
(§5.2.1) as the table entries are added only at run time [5]. As a result, in the context of
programmable data planes on FPGAs, data structure optimizations exploiting table entry
characteristics cannot be used. In addition, the data structure selected must exhibit a low
space complexity, to maximize the table size implemented on FPGAs, and a low update

complexity, to minimize the update latency.

Data Structures Algorithmic Complexity. Let N be the number of prefixes stored, and
let W be the IP address size. We review the algorithmic complexity of tries, hash tables and
tree when used for the algorithmic approach. A multi-bit trie where s bits are compared at
each level has O(N - £-2%) space complexity and O(*~-2¢) update complexity [100]. Similarly,
a solution exploiting a hash table for LPM, inspired from the FlashTrie method [98], has
O(N - (2°) - %) space complexity and has O(2°) amortized update complexity, when the W
address search space is divided into s bits segments. In contrast, a balanced binary tree has
O(N) space complexity, but it suffers from a O(N) update complexity as the full tree must
be rebuilt following an update. However, a B-tree has O(N) space complexity, similar to
a balanced binary tree, but has O(log(NN)) update complexity [6]. Our solution exploits a
B-tree, because it has the lowest space complexity and a low update complexity compared

to tries and hash tables.

5.2.4 B-tree Data Structure

We present the B-tree data structure, we introduce the lookup procedure, and we describe

the challenges when using a B-tree to implement LPM on FPGAs.

(a) Best-case height tree. (b) Worst-case height tree.

Figure 5.2 The B-tree height and the number of nodes per level depend on the key in-
sertion order for a given key set. For a B-tree of order =2, (5.2a) the insertion order
{7,4,11,2,9,5,12,,13,1,6,8} leads to best-case height tree, while (5.2b) the insertion or-
der {1,2,3,4,5,6,7,8,9,10,11,12,13} leads to a worst-case height tree.
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Invariants. A B-tree is a balanced multi-way tree composed of three node types : a root

node, leaf nodes, and non-leaf nodes. A B-tree of order ¢ respects the following invariants :

— The root node has at least two children nodes if it is not a leaf node.

— A non-leaf node has at least ¢ children nodes and has at most 2 - ¢ children nodes.
— A non-leaf node with k children nodes holds k£ — 1 keys.

— A leaf node holds t — 1 to 2 -t — 1 keys.

— Every path from the root to a leaf has the same depth.

Lookup Procedure. The tree is traversed iteratively from the root down to the leaf level. A
lookup key L., is compared at each level against a collection of ordered keys{ Ky, ..., K}, j <
2-t—1 stored in the selected node to find the largest i € {0, ...,n} such as K; < Lg., < K;41.
When Lg., < Ky a default child node is selected, else the i-th child node is selected.

Challenges for LPM on FPGAs. First, a B-tree cannot be used as is for LPM as the <
comparison operator, used in the B-tree lookup, cannot be extended to overlapped prefixes.
Second, allocating the B-tree resources at compilation time is not straightforward as the
B-tree height and the number of nodes depend on the key insertion and key deletion order,
as illustrated in Fig. 5.2, which is unknown at compile time. Our solution, presented in the

next section, jointly addresses these two challenges.

5.3 Proposed Solution

Our solution, shown in Figure 5.3, is divided into two modules : a prefix candidate selection
(PCS) module, and a prefix candidate resolution (PCR) module. The PCS module selects a
single candidate prefix that may match a lookup key, while the PCR module validates that
the candidate prefix matches the lookup key and forwards the associated action. We first

present the two modules, then we describe the lookup procedure.

5.3.1 PCS Module

The PCS module exploits a B-tree to selects the longest prefix that may match a lookup key.
The B-tree holds only the lower bound of prefixes converted to non-overlapping intervals, as

shown in Figure 5.3.

The PCS module is designed to alleviate the B-tree challenges(§5.2.4). First, because prefixes
are converted to non-overlapped intervals, a B-tree can be used for LPM. Second, the FPGA

resources allocated at compile support any prefix insertion and prefix deletion order (§5.5).
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The result of the PCS design is twofold. First, because prefixes are non-overlapped, a lookup
key matches either a single prefix or no prefix. Second, the prefix selected is a candidate
prefix because the lookup key is matched only on the prefix lower bound, but not on the

prefix upper bound, which is stored in the PCR module.

5.3.2 PCR Module

The PCR module validates whether the candidate prefix selected by the PCS module matches
the lookup key. The PCR module holds the prefixes and actions in a memory, as illustrated
in Fig. 5.3. The candidate prefix selected is matched on its upper bound against the lookup

key. In case of a positive match, the associated action is returned.

5.3.3 Lookup Procedure

The lookup procedure is illustrated with the example shown in Fig. 5.3, where a lookup key
I Ppg = 13 is matched against prefixes Py to Py, described in Table 5.1.

The lookup procedure begins in the PCS module, by a traversal of the B-tree, shown in
Fig. 5.3. In this figure, in a B-tree node, a prefix lower bound is represented by a yellow
rectangle for a non-leaf node and by a green rectangle for a leaf node. The lookup procedure
is initiated at the B-tree root node (step (1)), and the tree is recursively traversed top to
bottom (step (2)). At each level, the I Pp,; is compared against the valid sorted lower bounds
LB; to find {j = max(i),i € {1,..,2-t —1}|LB; < IPpg}. The index j is used to select
the next child node to visit and to select a prefix candidate. A dashed rectangle in the PCS
module represents the node entry selected at index j. In the case where there is no j satisfies
the condition, a default pointer to a child node is selected, while the pointer to the prefix

candidate from the last level is reused. When a leaf is reached, the pointer to the prefix

Tableau 5.1 Prefixes encoded on 4 bits and their conversion to non-overlapping intervals.
When multiple prefixes span the same interval, the longest prefix takes precedence. Prefixes

are represented using the format Address / Prefix length. The ’x’ symbol represents a
wildcard bit.

Entry | Action | Prefix | Interval | Non-Overlapping
Intervals

Py Ag 010 % /3 | [4,5] [4,5]

Py Ay 0% /1| [0,7] 12,3], [6,7]

Py Ao 000 % /3 | [0,1] [0,1]

Ps As 10%%/2 | [8,11] [8,11]

Py Ay Txxx /1| [8,15] [12,15]
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Legend:

Pointer to PCR prefix P;

Figure 5.3 Proposed solution for the prefixes presented in Table 5.1. The PCS module uses
a B-tree of order ¢t = 2. The lookup steps for a lookup key IPpy = 13, ranging from (1) to
(4), are also shown.

candidate, here P,, is forwarded to the PCR module (step 3)). Then, IPp,; is matched

against the prefix candidate (step (4)). In the case of a positive match, the action is returned.

5.4 Static Resource Allocation Model

5.4.1 Overview

In the context of a programmable data plane on an FPGA, the resources to implement a P4
program are allocated at compile time as explained in §5.2.3). Thus, using only the match
tables properties, covered in §5.2.1, we present a static resource allocation model for the

proposed solution. The model is designed to minimize the amount of resources allocated.

We first present our model for both the PCS and the PCR modules. Finally, we demonstrate

why our allocation model does not require prior knowledge of the table entries.

5.4.2 PCS Module

The PCS module encodes the prefix lower bounds in a B-tree. To allocate statically the B-tree
resources efficiently, the following questions must be addressed : 1) What is the maximum
number of prefixes lower bounds stored 7 2) What is the minimum B-tree height 7 3) What
is the minimum number of nodes per level 7 In the analysis below, we consider a match table
of size N and a fixed B-tree order ¢.

Maximum Number of Lower Bounds. Because the prefix characteristics are unknown at
compile time, we consider the worst case scenario, where the N prefixes are overlapped two

by two. In this case, the prefix conversion to non-overlapped intervals generates M = 2-N —1
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intervals. Hence, M prefix lower bounds can be inserted in the B-tree.

Height. The B-tree height h and the number of nodes per levels depend on the insertion
order as illustrated in Fig. 5.2.

Because the insertion order is unknown at compile time, the resources must be allocated for a

B-tree of the maximum height, a worst-case height h,,.. With this assumption, the theoretical
bound is hye = {logt(%” [64].

Nodes Per Level. The number of nodes allocated per level must support any insertion
order. Our method allocates at each tree level the exact maximum number of nodes that can
exist for any insertion order, i.e. “just enough”. This is obtained by simulating the insertion
of M prefix Lower Bounds (LBs) using a worst-case insertion order, which maximizes at each
level the number of nodes that can be created. The worst-case insertion order used consists

in inserting LBs in ascending order (§5.5.3), as illustrated in Fig. 5.2b.

Our allocation method allocates the minimum number of nodes required compared to a naive
method where either all nodes are fully filled with 2 - ¢ — 1 entries, or half-filled with ¢ — 1
entries. In the former case, the number of nodes held at the level i is (2¢)*. Using this allocation
method for the B-tree shown in Fig. 5.2b, the number of node allocated at the leaf level is 16,
which is greater than the number of keys stored. In contrast, our method uses only 6 nodes.
In the latter case, the number of nodes held at level 7 is ¢ - (2)*. Using this allocation method
for the B-tree shown in Fig. 5.2b generates 4 nodes at the leaf level, which is problematic as

it is less than the 6 nodes required.

Node Size The node layout is presented in Fig. 5.4 for a non-leaf node. To respect the B-tree
invariants (§5.2.4), a non-leaf node holds 2 - ¢ — 1 prefix lower bounds LB;, 2 -t — 1 pointers
to the PCR prefixes, noted *PCR;, and 2 - t pointers to the B-tree children nodes, noted
*node;. A leaf node layout is similar to the a non-leaf node layout except that no pointers to

children nodes are stored.

The proposed node layout does not encode whether a lower bound is valid. Here, the validity
of a lower bound is inferred by comparing each lower bound against a default value, set
to 0, representing an invalid lower bound. One extra bit is required, for a single leaf, for

disambiguation in the case where a leaf holds a valid lower bound that has a value of 0.

FreR]

Figure 5.4 PCS non-leaf node layout.
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5.4.3 PCR Module

The PCR module holds the N prefixes and actions inserted in the match table. Hence, the
resource used by the PCR is the sum of the prefix size and the action size multiplied by V.

5.5 Update Support

The proposed solution supports incremental updates. The update rates to support ranges
from 10 k to 100 k updates/s [15], [16], [130]. In our solution, updates are computed in
software, and then pushed to the hardware architecture, similarly to solutions implementing

ternary match tables and exact match tables [6%], [97], [131].

We first present the update procedure for prefix insertion and prefix deletion, then we de-
monstrate theoretically that the proposed static allocation method supports any update

operation.

5.5.1 Prefix Insertion

After converting a prefix into non-overlapping intervals, the resulting LBs are inserted in the
PCS module, while the prefix is inserted in the PCR module. In the PCS module, a LB is
inserted with a pointer to the PCR module, using the B-tree insertion procedure, at the leaf.
The B-tree may then be rebalanced to respect its invariants. The complete B-tree insertion
procedure is covered in [61]. The B-tree insertion complexity is 0(log(M)) [6]. At most, two
B-tree nodes are modified per level following an insertion. In the case where an LB insertion
triggers a tree rebalancing up to the root node, the highest number of modified nodes is
2 - hye-

In the PCR module, inserting a prefix and its actions consists simply in a single write ope-

ration to the PCS memory, leading to an 0(1) insertion complexity. Hence, the insertion

complexity of the proposed solution is 0(log(N)).

5.5.2 Prefix Deletion

The LBs associated with the prefix to delete are iteratively deleted in the PCS module, and
the prefix is deleted from the PCR module memory.

In the PCS module, the LB deletion may trigger a B-tree rebalancing to respect the B-tree
invariants 5.2.4. The detailed B-tree deletion procedure is covered in [64]. The B-tree deletion
complexity is O(log(M)) [61], and the highest number of B-tree nodes modified is 2 - hye,

when a deletion triggers a tree rebalancing up to the root node. In the PCR, a single memory
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write operation is required to delete the prefix. Hence, the deletion complexity of the solution

is O(log(N)).

5.5.3 Proof

We demonstrate why sufficient resources are allocated by our model to support any update
operation. The demonstration is limited to the PCS module, as the resource used depends
on the insertion and deletion order, which is not the case for the PCR module. Due to the
lack of space, we cover only the main ideas of the demonstration. For the demonstration, we

consider a tree of maximal height, for which the number of nodes is maximal at each level
(§5.4).

Prefix Insertion. We demonstrate by induction that the number of nodes is maximum at
each level of the B-tree when prefix LBs are inserted in increasing order. When LBs are
inserted in ascending order, LBs are inserted in the right most leaf at level 0. When, this
leaf holds 2 -t — 1 LBs, the next insertion triggers a node split. That is, the median LB is
promoted to the upper level, level 1, while the leaf is split into two leaves. The left leaf holds
t — 1 LBs and the right one holds ¢ LBs. All leaves but the right one will thus hold ¢ — 1 LBs
(0 extra LBs). Hence, all extra LBs are in the rightmost node, where the LBs are inserted.
Thus, the number of split is maximized, maximizing also the number of leaves created. In
addition, the LBs sequence promoted to level 1 is sorted in ascending order. Thus the same

reasoning applies to level 1 and higher levels.

Sequence of Prefix Deletion and Prefix Insertion. We demonstrate by induction that
the number of nodes deleted is always greater or equal to the number of nodes created. For

this demonstration, we use Lemma 1.

Lemma 1. Let us assume a B-tree where the number of nodes is maximal at each level. Let
|ni ;| the number of LBs held in a node i at level j. Then, ExtraLB; =Y ,(|n; ;| — (t — 1)) <
t,Yj.

The difference (|n; ;| — (t — 1)) represents the number of extra LBs stored in a node, as the
minimum number of LBs in a node is £ — 1. Lemma 1 can be demonstrated using a proof by
contradiction, where we assume that ExtraLB; = ¢ + 1. Then, ¢ + 1 LBs could be removed
without deleting a node, but reinserting them in any single node would create a new node
at level j, which violates the assumption that the number of node was maximal. Hence, by

contradiction Lemma 1 holds.

A leaf is deleted when one LB is removed from a leaf holding ¢ — 1 LBs, while both its left
leaf and right leaf also hold ¢t — 1 LBs. Then, the leaf to be deleted is merged with one of its
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neighbour leaves and it holds 2 - —2 LBs. Let k£ be the maximum number of LBs removed to
delete a single leaf. Using Lemma 1, at most ¢t LBs can be removed without triggering a leaf
deletion. Deleting one more LBs removes a leaf, which is then merged with its neighour leaf.
The merged leaf holds 2 - ¢ — 2 LBs. Then, t — 1 LBs can be deleted from the merged leaf
without deleting the leaf, for a total of 2 - ¢ deleted LBs. After deleting 2 - ¢t LBs, all leaves
holds t — 1 LBs. When the 2 - ¢ LBs are inserted in any leaf, a single new leaf is created. In
addition, if more LBs were to be deleted and inserted in a different leaf, we can demonstrate
by using a similar reasoning that the number of leaves created is at most equal to the number
of leaves deleted. Thus, the theorem holds for the leaf level.

A node holding ¢t — 1 LBs at level i+ 1 is deleted when one of its child-nodes is deleted, while
its right and left nodes at level ¢ + 1 hold only ¢ — 1 keys. Hence, by adopting a reasoning
similar to the leaf level, but using the maximal number of nodes deleted at level 7 to delete

a node at level i 4+ 1, we can demonstrate that the theorem holds at level 7 + 1.

5.6 Hardware Architecture

5.6.1 High-Level Architecture

The proposed architecture, shown in Figure 5.5, is fully pipelined to maximize the lookup
rate. The PCS and PCR modules are organized in processing elements (PEs) connected
to dedicated on-chip memories. The architecture supports lookup and update operations,

although only the lookup circuitry is shown in Figure 5.5.

Lookup. The PCS module implements a pipelined traversal of a B-tree. The traversal begins
in pipeline level 0, where the on-chip memory holds the B-tree root node, and goes down to
pipeline level h, where the on-chip memory holds the B-tree leaves. Pipeline stage n outputs
a pointer to a PCR candidate prefix and a validity control signal. Then, the PCR candidate
prefix is matched against the lookup key. An action is forwarded, including a validity control

signal.

Update. Following a prefix update, the memory content to push to the PCS module and the
PCR module is computed in software (§5.5). The memory content to write is encoded in a
sequence of write bubbles [115]. A write bubble is a triplet {pipeline stage, memory address,
memory word} that is inserted in the pipeline. When a write bubble reaches the pipeline
stage specified in the triplet, a control circuitry updates the memory address with the new
word. During an update, the pipeline is stalled, and no lookup operation can be performed.
The maximum number of writte bubbles sent to insert a non-overlapped range is 2 - hy. + 1.

Hence, the worst-case update latency is 2 - Ay + 1.
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5.6.2 PCS Module Architecture

At each level of the tree, except the bottom level, a PE implements three operations : mat-
ching the lookup key against the prefix lower bounds, identification of the next child node to
traverse, and selection of a prefix candidate. The Figure 5.6 shows the PE architecture for a

non-leaf node.

Key Matching. The lookup key S is compared in parallel against the valid prefix lower
bounds; a lower bound set to 0 is deemed invalid (§5.4.2). Then, a priority encoder selects
the index {j = max(i),i € {1,..,2-t — 1} L; < Sk}

Child Node Pointer Selection. The index j identified in the key matching module is used
to select the j-th entry in the child node pointer array. If no lower bounds are matched, the

default child node pointer is selected.

Prefix Candidate Pointer Selection. The index j identified in the key matching module
is used to select the j-th entry in the prefix candidate pointer array. Otherwise, the prefix

candidate pointer from the previous tree level is selected.

5.6.3 PCR Module Architecture

The prefix candidate pointer forwarded by the PCS module is dereferenced in the PCR
module memory. Then the prefix is matched against the lookup key. An action and associated

data, and a validity control signal are forwarded.

5.6.4 Post Implementation Memory Efficiency Maximization

No assumptions about the FPGA resources available were made in the static allocation model
(§5.4), and for the on-chip memories used in the PCS and PCR modules, shown in Fig. 5.5.
However, in current high-end FPGAs, numerous on-chip memory types are available with
different densities and configurations. For instance, with Xilinx’s FPGAs, flip-flops, distribu-
ted RAMs, Block RAM, and Ultra RAM are available [124]. Our method uses a description
of the on-chip memory available in an FPGA to identify the memory type maximizing the
memory efficiency of our proposed solution. The memory efficiency, noted M.y, is defined as
the ratio of the amount of information stored in a memory to the size of the memory holding

this information.

PCR Module A single memory is used to store the prefixes, actions and associated data
(§5.3). Hence, we used a function that given an abstract memory width and memory depth

identifies the memory type, memory configuration, and number of memory primitives maxi-
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mizing M.ss. A threshold value, determined experimentally, is set for the maximum memory
size that can be built ouf of flip-flops and distributed RAMs to avoid having a low clock

frequency.

PCS Module The memory efficiency post-implementation is not only impacted by the me-
mory type used per tree level but also by the tree order t. The proposed method uses an
exhaustive search to identify both the tree order and the memory type per tree level maximi-
zing M.s. Although the proposed method has a time complexity of O(t-h-|memory types|-
|memory configuration|), in practice the order ¢ and the tree height h remain low (§5.7).
Hence, the computation time of the presented model is low compared to the implementation
time. The B-tree order and the memory types and configuration selected for each tree level

are used to generate the hardware architecture.

5.7 Experimental Evaluation

5.7.1 Experimental Setup

We first evaluated the performance scalability of our solution with a table size ranging from
4 k entries to 128 k entries, and with a prefix size ranging from 32 bits to 128 bits (§5.7.2).
We measured the memory efficiency, the FPGA resource usage, and the clock frequency. For
each configuration, the tree order ¢ selected by our model, the memory efficiency predicted by
our model, Mod. M.s¢, and the experimental memory efficiency, Exp. M, s, are presented in
Table 5.2. The generated architecture is implemented using Vivado 2019.1 targeting a Virtex
Ultrascale+ FPGA (xcvu9p-flga2104-3-e).

Then, we compare the performance of our method against a proprietary LPM IP from Xi-
linx [97] and an open-source solution, based on the transposed-RAM approach [18] (§5.7.3).
To the best of our knowledge, these are the only two solutions that can be used in the context
of programable data planes on FPGAs. To provide a fair comparison with previous work, we
implemented our solution on a Virtex-7 FPGA (xc7vx690tffg1761-2). We also evaluated the
lookup latency (LL), the worst-case update latency (UL), and reported whether the solutions
support non-blocking updates. A solution is deemed to support non-blocking updates if both
a lookup operation and an update operation can be scheduled at the same cycle. To evaluate
the update latency of our solution, we assumed that update messages are transmitted over
a 256-bit wide bus connected to the LPM solution. The update latency is the maximum
number of write bubbles multiplied by the size of the write bubble divided by the bus width.
Xilinx solution implements a binary search tree [97]. In addition, because the lookup latency

reported by Xilinx is LL = logy(N) + K, where K is a constant, we can infer that Xilinx
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IP is based on a binary balanced tree. Hence, following an update the whole tree must be
rebuilt, as supported by their software documentation [97]. The parameters selected for this

set of experiments are summarized in Table 5.2.

5.7.2 Scalability Evaluation

We first analyze the experimental memory efficiency reported in Table 5.2. We observe that
the memory efficiency increases with the table size, as predicted by our model. The lower
memory achieved on tables with fewer than 16 k entries relates to the mapping of some
level of our solution to BRAMs that are only partially filled. We observe in Table 5.2 that
the difference between the expected memory efficiency reported by the model against the

experimental memory efficiency is less than 3% on all scenarios evaluated.

We now evaluate the clock frequency and the resources used by our solution. Figure 5.7a shows
that the maximum frequency decreases almost linearly with respect to the table size. Larger
tables require more BRAMSs spanning multiple physical memory columns, which increases net
delay and reduces clock frequency. However, the table size has little impact on the FFs/LUTs
usage. Ultra RAMs are selected by our model for key sizes of 32 bits and 128 bits, which
decreases the number of BRAM instantiated and increases the clock frequency, as shown in
Fig. 5.7b. In contrast, for a key size of 64 bits, we observe a higher BRAM consumption
leading to a lower frequency. The significant augmentation of FFs is due to the growing node
size as they directly impact the size of pipeline registers. Similarly, larger keys means larger

comparators, which explains the increased LUT usage.

5.7.3 Comparison with Previous Works

The results are summarized in Table 5.3. Compared against Xilinx solution [97] with non-
blocking update support, our solution has a similar memory efficiency, but the frequency is
increased by 30%. However, our solution consumes 2x more FFs and has higher latency due
to a deeper pipeline. Our solution uses more LUTs than Xilinx solution, because multiple
keys are compared in parallel in a B-tree level, while a single key is compared in a binary
tree level. Yet, the UL of our solution is reduced by 100x over Xilinx solution. Indeed, a
balanced binary tree is fully rebuilt following a prefix update. Evaluated against Xilinx’s 1P
with blocking update support, our solution reduces the UL by over 200x at the cost of a
memory efficiency increased by 2x. Indeed, memory is over-allocated in the PCS module
to support incremental updates. Using the UL we derive that the update rate supported by
Xilinx ranges from 3 k to 12 k updates/s, which is barely the lowest update rate required for

some network applications 5.5. Lastly, Xilinx’s IP is limited to a maximum of 64 k prefixes,
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Tableau 5.2 Scenarios evaluated. We also reported the order and the tree height selected by
our model, as well as Mod. M, s the expected memory efficiency reported by our model, and
Exp. My, the experimental memory efficiency.

Number | Prefix | Action Order Tree Mod. | Exp.
Entries Size Size Height | Mg Mg
i) Comparison Scenarios

4k 32 16 10 4 0.089 | 0.116

16 k 64 32 9 5 0.152 | 0.176
32k 128 64 9 5 0.182 | 0.181

64 k 36 0 8 5 0.123 | 0.119

ii) Scalability Scenarios

4 k 64 32 6 5 0.095 | 0.126

16 k 64 32 9 5 0.152 | 0.176

32 k 64 32 9 5 0.164 | 0.163

64 k 64 32 8 6 0.195 | 0.186

128 k 64 32 8 6 0.201 | 0.188

64 k 32 32 8 6 0.207 | 0.216

64 k 128 32 8 6 0.186 | 0.191

Tableau 5.3 Comparison against previous works.
LUT | FF Fmax 1| 12 3
Work | Meg K] K] Bram [MHz] LLY U UL
Entries = 16 k, Prefix Size = 64 bits, Action Size = 32 bits
[07]* | 0.18 3 9 234 191 23 | Y 16k
Our | 0.18 7 20 240 244 29 | N 81
Entries = 32 k, Prefix Size = 128 bits, Action Size = 64 bits

[07]% | 0.40 3 10 420 170 [ 24 [ N 64k
Our | 0.18 33 20 950 190 30 | N 97

Entries = 64 k, Prefix Size = 36 bits, Action Size = 0 bits
[18]%°] 0.08 | 340° | N/A | 1500 40 8 | N 512
Our | 0.12 43 16 553 245 34 | N 73

I Lookup Latency in cycles.
2 Non-blocking update support.
3 Update Latency in cycles.

4 The M, 7 reported accounts only the block RAMs.
5 Implemented on an Altera Stratix V.

6 Number of ALMs.
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which is not the case for our solution.

Evaluated against the largest scenario reported in [18], a transposed-RAM based solution,
our solution improves the performance on all metrics. In particular, our solution improves
the memory usage by 50%, the clock frequency (the lookup rate) by 6x, reduces the FPGA

resource usage by an order of magnitude, and reduces the update latency by almost 6x.

5.8 Related Work

Transposed-RAM. The memory buses are transposed with this approach : the address bus
is used as a data bus, while the data bus returns a one-hot encoded match-line value [18],
[19], [132]. A priority encoder returns the matched line for the longest prefix matched. To
emulate an W x N associative memory, a 2V x W on-chip memory is required. Recent
works have focused on building large associative memories out of small transposed RAM
primitives [18], [19]. However, to maximize the memory efficiency, shallow and wide on-chip
memories would be required [1%], [19]. Hence, the memory efficiency achieved using current

FPGA architectures remains low.

Algorithmic Solutions. Tries [$7], [98], compact and succinct data structures [$5], trees [133],
and B-tree [71], [72] have been proposed to implement LPM on FPGAs. However, these so-
lutions are tightly coupled to known prefix sets. The data structures are filled offline with
a prefix set, then they are implemented on FPGA. No static memory allocation method is
presented with update guarantees. Thus, they cannot be used in the context of program-
mable data planes on FPGAs. One solution using B-trees for exact match [134] proposed to
allocate 2¢ nodes at level 7, but no guarantee can be provided on the number of keys that
can be stored (§5.4).

5.9 Discussion

Support for other Match Types. Our solution can be used to implement both exact
match and range match operations. In the former case, the main benefit of our solution lies
in its low update latency (§5.6) compared to a cuckoo hashing, the defacto data structure for
exact match, which can require hundreds of memory accesses to insert a new key [65]. The flip
side lies in the lower memory efficiency of our solution over a cuckoo hashing. In the latter
case, because our solution encode prefixes as ranges, range match are natively supported.
Traditionnaly, range match is inefficiently implemented on top of TCAMs [19], [135], which

suffer from a very low memory efficiency on FPGAs [19].
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5.10 Conclusion

We presented a framework to generate algorithmic associative memories for LPM on FPGAs.
The framework leverages a B-tree where prefixes are converted into non-overlapping ranges
to support the LPM operation. Although the B-tree resource usage depends on the prefix
insertion order, we presented a method to allocate "just enough" resources for the B-tree at
compile time, while supporting update operations. In addition, the framework selects the
B-tree order and on-chip memory types to maximize the memory efficiency when mapping
our solution to FPGAs. Compared to the state-of-the-art open-source solution, our approach
reduces the memory usage by 50%, while enabling a 6x clock frequency increase and reducing
the FPGA resource usage by an order of magnitude. Compared to a proprietary solution,
our approach allows increasing the clock frequency by up to 30% while reducing the update

latency by up to 200x.
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CHAPITRE 6 DISCUSSION GENERALE

Les solutions présentées dans les chapitres 3, 4 et 5 contribuent a améliorer 'efficacité de
I'opération LPM sur FPGA, répondant ainsi a la problématique étudiée dans cette these. Les
solutions présentées dans les chapitres 3, 4 ont été congues pour les contraintes de routage
de paquets IPv6 dans le réseau Internet, tandis que la solution couverte dans le chapitre 5 a

été développée pour les contraintes de plan de données programmables.

Le contexte du travail présenté dans les chapitres 3 et 4 découle d'un projet mené conjoin-
tement avec le groupe de recherche d’Ericsson Montréal, visant a réduire la consommation
mémoire et la latence de recherche d'une solution de recherche LPM, dans le cas spécifique du
routage de paquets IPv6 dans le réseau Internet. La solution proposée adopte une approche
algorithmique, ot une structure de données est utilisée pour identifier le plus long préfixe
associé a une adresse IP de recherche. Dans le chapitre 3, 'emphase est mise sur la structure
de données SHIP, tandis que le chapitre 4 présente I'architecture matérielle implémentant la
traversée de SHIP.

L’idée principale de SHIP, présentée dans chapitre 3, consiste a exploiter les caractéristiques
des préfixes contenus dans un FIB pour créer une structure de données compacte. Premiere-
ment, SHIP adopte une approche «diviser pour régner», permettant de séparer les préfixes
en groupes de faible cardinalité et partageant des caractéristiques similaires. Deuxiemement,
SHIP utilise une structure de données hybride pour encoder efficacement les préfixes ayant
des caractéristiques similaires, contenus dans un groupe. Bien que '’emphase du chapitre 3
porte sur la structure de donnée SHIP, une implémentation de I’architecture matérielle cou-
verte dans le chapitre 4 y est présentée. Cette implémentation est congue pour augmenter le

débit de recherches, réduire la latence de recherche, et peut soutenir un débit proche de 300
Gb/s.

L’architecture matérielle et les principes de conceptions utilisés sont ’'objet du chapitre 4. La
faible empreinte mémoire de SHIP et la régularité du traitement effectué lors d'une opération
de recherche permettent la conception d’une architecture matérielle efficace implémentant la
traversée de SHIP. Ainsi, 'architecture proposée est entierement pipelinée, utilise uniquement
de la mémoire sur puce a faible latence et est organisée afin de réduire la consommation en
ressources logiques. L’architecture est générée a partir d’'une description de haut niveau.
Plusieurs techniques, présentées dans le chapitre 4, sont utilisées afin d’augmenter la per-
formance d’une architecture générée par un outil de syntheése de haut niveau. Finalement,

une implémentation de I'architecture congue pour réduire la latence de recherche et capable
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de soutenir 100 Gb/s est couverte dans le chapitre 4. Comparativement a 'implémentation

présentée dans le chapitre 3, la latence de recherche est réduite par un facteur ~ 1.7 a 3.1.

Depuis les travaux réalisés spécifiquement pour 'opération de routage de paquets IPv6 dans
le réseau Internet (3 et 4), le langage P4 [1] et les plans de données programmables PISA [7]
ont pris une place majeure dans le monde de la réseautique. Ainsi, le chapitre 5 présente
une solution LPM développée spécifiquement pour les contraintes des plans de données pro-
grammables sur FPGA. En effet, la majorité des solutions congues pour le routage de paquets
IPv6, incluant les solutions présentées dans les chapitres 3 et 4, exploitent les caractéristiques
des préfixes contenus dans un FIB pour réduire la consommation de ressources logiques.
Néanmoins, dans le contexte des plans de données programmables sur FPGA, les ressources
logiques allouées pour une solution LPM doivent étre indépendantes des caractéristiques des

préfixes contenus dans un FIB!.

Ainsi, I'objet du chapitre 5 est le développement d’une solution LPM ayant une faible consom-
mation en ressources logiques indépendamment des caractéristiques des préfixes contenus. La
solution proposée adopte 'approche algorithmique et exploite un arbre B. Une méthode est
présentée permettant d’allouer le minimum de ressources requises pour l'arbre B, indépen-
damment des caractéristiques des préfixes contenus, tout en permettant d’effectuer des mises
a jour incrémentales. La validité de la méthode d’allocation des ressources est démontrée
mathématiquement. Par ailleurs, une méthode est présentée pour réduire la consommation
de ressources logiques lorsque la structure de données est implémentée sur FPGA. L’archi-
tecture matérielle présentée est pipelinée et pour I’ensemble des scénarios évalués soutient
un débit supérieur a 100 Gb/s. L’architecture est générée automatiquement et nécessite de
connaitre uniquement la taille d’'un FIB et les ressources logiques disponibles sur le FPGA
ciblé.

Considérant que la solution présentée dans le chapitre 5 peut étre utilisée pour n’importe
quelle application, y compris pour du routage de paquets [Pv6, il est intéressant de quantifier
I’écart de performance par rapport aux solutions présentées dans les chapitres 3 et 4, qui
font levier sur la connaissance des caractéristiques des préfixes contenus dans un FIB. En
particulier, l'efficacité mémoire de SHIP post implémentation varie entre ~ 50% et 75%, 1a
ou la solution générique proposée varie entre &~ 9% et 20%. Ainsi, le surcofit d’une solution
générique est d’environ 8x. Le colit d'une solution de LPM utilisant uniquement la logique
programmable d’'un FPGA peut étre comparé au coiit d’intégration d’'une TCAM dans un

FPGA. Tel que présenté dans le chapitre 2, le surcotit d’intégration d’'une mémoire TCAM

1. Les seules caractéristiques considérées sont le nombre de préfixes a stocker, la taille d'un préfixe, et la
taille de I'information associée a un préfixe
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est d’environ 8x le cotlit d’intégration de mémoire SRAM. Par conséquent, en considérant
uniquement le surcolit mémoire d’une solution LPM, les travaux présentés dans cette these

tendent a indiquer que I'intégration de TCAM n’est pas requise dans un FPGA.

Nous présentons maintenant les travaux complémentaires réalisés durant cette these, mais

qui ne constituent pas la contribution majeure de celle-ci [3], [20], [21].

Dans cette these, nous avons considéré que les FPGA étaient utilisés comme des NIC pro-
grammables accélérant 1’exécution d’opérations réseaux, incluant I'opération LPM. Cepen-
dant, nous pouvons nous poser la question de la place des FPGA comme plan de données
programmable : Est-ce que les FPGA peuvent étre utilisés au-dela des NIC' ? Est-ce que [’ar-
chitecture actuelle des FPGA est adaptée aux plans de données programmables ?. Ces deux

questions sont étudiées dans des travaux complémentaires effectués durant cette these [%],
[20], [21].

Premierement, nous nous sommes intéressés a l'architecture de plan de données program-
mables hétérogenes, comprenant des ASIC et des FPGA [3], [20]. La motivation associée &
I'utilisation d’une architecture hétérogene est d’augmenter les capacités de traitement d’un
ASIC par 'ajout de FPGA. Toutefois, un des défis majeurs d’une telle architecture hété-
rogene est la différence de débit soutenu par chacune de ces deux plateformes. La ou un
ASIC supporte une dizaine de Th/s, un FPGA est limité une centaine de Gb/s. Une telle
architecture hétérogene risque donc d’étre limitée par le débit soutenu par un FPGA. Pour
réduire 'impact de ce probleme, une solution de cache est proposée, visant a maximiser le

trafic traité sur ’ASIC, tout en profitant des bénéfices d’'une architecture hétérogene [20].

Deuxiemement, nous avons étudié les limites de performances d’'un plan de données program-
mable implémenté sur FPGA [21]. Nous montrons que la performance de plusieurs blocs de
I'architecture PISA [5] est limitée par 'architecture actuelle des FPGA. Pour pallier a ces
limitations, deux avenues sont explorées. Premierement, nous identifions un sous-ensemble
d’applications réseaux n’utilisant pas ces blocs souffrant d’une faible performance, pouvant
faire levier sur 'architecture actuelle des FPGA. Deuxiémement, nous proposons de spé-
cialiser I'architecture des FPGA afin de supporter un plus grand ensemble d’applications

réseaux.
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CHAPITRE 7 CONCLUSION

Les FPGA sont massivement déployés dans les centres de données afin d’accélérer un grand
éventail d’applications, allant de I'apprentissage machine jusqu’aux réseaux. Dans cette these,
nous nous sommes intéressés a l'accélération de I'opération LPM sur FPGA, considérant que
cette opération est essentielle pour de nombreuses applications réseaux. La problématique
étudiée est I'implémentation efficace de l'opération LPM sur FPGA. Cette problématique
est abordée dans deux contextes. Ainsi, la premiere partie de cette these est consacrée au
routage de paquets IPv6 dans le réseau Internet, tandis que la seconde partie est consacrée
aux plans de données programmables. Nous décrivons maintenant une synthese des travaux,
puis nous étudions les limites des travaux effectués. Finalement, nous discutons des avenues

de recherche futures.

7.1 Syntheése des travaux

Les solutions présentées dans cette these adoptent I'approche algorithmique, ot une structure

de données est utilisée pour implémenter ’opération LPM.

Pour le contexte de routage de paquets IPv6 dans le réseau Internet, nous avons proposé
SHIP, une structure de données compacte, qui exploite les caractéristiques des préfixes. SHIP
est construite autour de deux idées principales. Premierement, une approche «diviser pour
régner»est utilisée pour séparer les préfixes en groupes de faible cardinalité et partageant
des caractéristiques similaires. Deuxiement, SHIP utilise une structure de données hybride
combinant la force d’une arbre préfixe et de larbre binaire pour encoder efficacement les
préfixes contenus dans chaque groupe. L’arbre préfixe est utilisé pour identifier en quelques
niveaux un sous-ensemble de préfixes pouvant générer une comparaison positive par rapport
a une adresse IPv6. Toutefois, les arbres préfixes sont inefficaces pour identifier le plus long
préfixe associé a une adresse IP parmi un sous-ensemble d’une dizaine de préfixes. Ainsi,
lorsque le nombre de préfixes couvert par une branche de I'arbre préfixes est inférieur a une
valeur seuil fixée, ces préfixes sont simplement encodés dans une unique feuille d’un arbre

binaire.

L’architecture matérielle implémentant la traversée de SHIP est construite autour de trois
principes. Premierement, la traversée de SHIP est pipelinée par niveau, afin d’augmenter
le débit de recherches. Deuxiément, considérant la faible empreinte mémoire de SHIP, uni-

quement de la mémoire sur puce a faible latence est utilisée afin de réduire la latence de
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recherche. Finalement, afin de diminuer la consommation en ressources logiques, 'opération
la plus cofiteuse, pouvant étre exécutée a chacun des niveaux du pipeline, est différée jus-
qu’au dernier niveau du pipeline. Deux implémentations de ’architecture proposée ont été
présentées, la premiere, concue pour atteindre une faible latence de recherche, et la seconde,
pour atteindre un débit de recherches élevé. Ces deux implémentations supportent des débits

supérieurs a 100 Gb/s.

Pour le contexte de plan de données programmable, nous avons présenté une solution effi-
cace, indépendamment des caractéristiques des préfixes considérés. Cette solution exploite
un arbre B, en raison de sa faible complexité algorithmique d’espace, de recherche et de mise
a jour. Le coeur de cette solution est une méthode permettant d’allouer statiquement, sans
connaissance préalable des caractéristiques des préfixes, le minimum de ressources requises,
tout en permettant d’effectuer des mises a jour incrémentales. La validité de la méthode d’al-
location des ressources est démontrée mathématiquement a 1’aide de preuves. Par ailleurs,
une méthode est présentée pour réduire la consommation de ressources logiques lors de I'im-
plémentation. Ainsi, la forme de I'arbre B, c¢’est-a-dire sa hauteur et le nombre de noeuds par
niveaux, est sélectionnée pour étre minimale. Par ailleurs, considérant qu'une mémoire dé-
diée est utilisée pour contenir les noeuds associés a un méme niveau de 'arbre, les mémoires
(types et configurations) a chacun des niveaux sont sélectionnées afin de réduire la consom-
mation totale de ressources mémoires. L’architecture matérielle présentée est pipelinée afin
d’augmenter le débit de recherches. L’architecture matérielle est générée automatiquement
a partir d’une description d’une table de comparaison et d’une description architecturale du

FPGA ciblé. Sur 'ensemble des scénarios évalués, un débit supérieur a 100 Gb/s est soutenu.

Par ailleurs, les résultat présentés dans cette these tendent a démontrer que le surcotit de
I'opération LPM implémenté a 1'aide de I'approche algorithmique est similaire ou inférieur
au surcolit lié a 'implémentation de mémoire TCAM dans l'architecture d’'un FPGA. Les
résultats de cette conclusion sont cependant limités au surcotit en nombre de transistors, et

ce en premiere approximation.

7.2 Limitations

Nous discutons ci-dessous des limitations des solutions proposées pour le routage de paquets
IPv6 dans le réseau Internet, puis de la solution congue pour le contexte de plan de données

programmable.

Premierement, 'efficacité de SHIP n’est pas garantie en dehors de ce contexte, par exemple

dans le cas d’un réseau privé ou la méthode de regroupement proposée pourrait avoir un
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impact nul. En effet, SHIP exploite spécifiquement les caractéristiques des préfixes contenus
dans les tables de routage utilisées dans le réseau Internet pour réduire la consommation
mémoire. Deuxiement, il n’est pas possible de savoir si les caractéristiques des préfixes IPv6
générés pour caractériser le facteur de mise a 1’échelle de SHIP sont réalistes. En effet, bien
que la méthode employée pour générer les préfixes synthétiques soit commune a ’ensemble
des références auxquels SHIP est comparé, la génération synthétique de préfixes IPv6 est
basée sur les caractéristiques des préfixes IPv4 utilisés actuellement dans le réseau Internet.
Finalement, bien que le surcotit des mises a jour soit évalué de maniere théorique, I’évaluation

du surcolit pratique des mises a jour n’a pas été effectuée.

La seconde solution proposée, concue pour le contexte de plan de données programmables,
souffre d’'une exploration de I’espace de conception incomplete, ainsi qu'une évaluation par-
tielle de la performance de mise a jour en pratique. Premierement, ’exploration de ’espace
de conception est incompléte pour I'étape de génération de ’architecture matérielle. En effet,
lors de cette étape, un algorithme identifie pour chaque niveau de l'arbre B, la ressource
mémoire a sélectionner afin de réduire la consommation totale de mémoire. En utilisant uni-
quement une contrainte de réduction de la consommation totale de mémoire, les ressources
de type registres et mémoires distribuées sont dans la majorité des cas préférés comparative-
ment aux autres types de mémoire. Néanmoins, de larges mémoires construites uniquement a
partir de registres ou de blocs mémoires distribués supportent une faible fréquence d’horloge.
Par conséquent, pour trouver un compromis entre I'efficacité mémoire et la fréquence d’hor-
loge, une taille maximale de mémoire basée sur des registres ou sur des mémoires distribuées
sont définies. Toutefois, la taille maximale de mémoire pouvant instancier ces deux types de
mémoire a été sélectionnée arbitrairement. Deuxiémement, cette solution a été congue pour
réduire la consommation mémoire, mais ne permet pas de générer une architecture selon
des contraintes d’une latence de recherche faible ou des contraintes de débit minimum de

recherches a garantir.

7.3 Travaux futurs

Suite aux travaux réalisés dans cette these, nous présentons deux avenues de travaux futurs.
La premiere avenue, directement alignée avec la problématique présentée dans cette these,
consiste a réduire le surcotit d’une solution de comparaison LPM pour un plan de données
programmable. L’idée proposée consiste a exploiter une structure de données succincte et
d’identifier s’il est possible de concevoir une solution avec un cofit en ressource logique faible,
indépendamment des données stockées, tout en garantissant un débit de recherches élevée.

Dans la littérature, nous ne connaissons pas de travaux abordant cette problématique.
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La seconde avenue consiste a répondre a une question plus large : est-ce que l’architecture des
FPGA doit intégrer de la mémoire TCAM 2. Pour répondre a cette question, il est nécessaire
de comprendre pourquoi, la mémoire TCAM est utilisée. En réseautique, on peut identifier
trois usages : opération de comparaison (ternaire ou LPM), ou intégrée a I’architecture d’un
ordonnanceur de paquets. Afin de répondre a la question posée, il est donc nécessaire d’évaluer
le cotlit d’intégration de la mémoire TCAM et de le comparer au cotit d’émulation pour chacun
de ces trois usages. Cette these apporte une réponse pour 'opération LPM mais pas pour les
deux autres usages. Considérant le surcotiit tres élevé de l'opération ternaire sur FPGA, lié
a l'utilisation de I’approche mémoire transposée, nous proposons tout d’abord de concevoir
une solution adoptant une approche algorithmique. Une telle solution serait par ailleurs
d’intérét en dehors du domaine de réseautique, notamment pour les processeurs implémentés
en logique programmable, et pour certaines architectures d’apprentissage profond. Pour un
ordonnanceur de paquets, nous proposons d’évaluer dans un premier temps si les architectures
d’ordonnanceur de paquets pour un plan de données programmable requierent réellement une
mémoire de type TCAM. En effet, ce champ d’études est relativement récent et il n’y a pas
encore de consensus quant a l’architecture permettant d’exprimer la majorité des algorithmes
d’ordonnancement de paquets, tout en garantissant un débit élevé de traitement. Apres avoir
proposé une solution pour l'opération de recherche ternaire, et pour 'ordonnancement de

paquets, nous pourrions répondre, partiellement a la question de l'intégration de mémoire

TCAM dans un FPGA.
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