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RESUME

Les applications Web sont tres courantes, et ont des besoins de sécurité. L'un d’eux est le
controle d’acces. Le contrdle d’acces s’assure que la politique de sécurité est respectée. Cette
politique définit I'acces légitime aux données et aux opérations de I'application. Les applica-
tions Web utilisent régulierement le controle d’acces a base de roles (en anglais, « Role-Based
Access Control » ou RBAC). Les politiques de sécurité RBAC permettent aux développeurs
de définir des roles et d’assigner des utilisateurs a ces roles. De plus, 'assignation des privi-

léges d’acces se fait au niveau des roles.

Les applications Web évoluent durant leur maintenance et des changements du code source
peuvent affecter leur sécurité de maniere inattendue. Pour éviter que ces changements en-
gendrent des régressions et des vulnérabilités, les développeurs doivent revalider I'implémen-
tation RBAC de leur application. Ces revalidations peuvent exiger des ressources considéra-
bles. De plus, la tache est compliquée par ’éloignement possible entre le changement et son

impact sur la sécurité (e.g. dans des procédures ou fichiers différents).

Pour s’attaquer a cette problématique, nous proposons des analyses statiques de programmes
autour de la protection garantie des privileges. Nous générons automatiquement des modeles
de protection des privileges. Pour ce faire, nous utilisons ’analyse de flux par traversement
de patron (en anglais, « Pattern Traversal Flow Analysis » ou PTFA) a partir du code source
de l'application. En comparant les modeles PTFA de différentes versions, nous déterminons
les impacts des changements de code sur la protection des privileges. Nous appelons ces
impacts de sécurité des différences de protection garantie (en anglais, « Definite Protection
Difference » ou DPD). En plus de trouver les DPD entre deux versions, nous établissons une

classification des différences reposant sur la théorie des ensembles.

De plus, nous calculons des contre-exemples explicatifs. Ces contre-exemples sont des chemins
dans un modele PTFA démontrant la différence de protection entre deux versions. Pour

faciliter leur compréhension, nous les simplifions a l'aide de transformations de graphes.

Nous calculons également les changements affectant la protection (en anglais, « Protection-
Impacting Changes » ou PIC) a l'aide des différences entre les modeles PTFA et de la re-
joignabilité des graphes. Finalement, nous identifions un sur-ensemble des causes racines des

DPD en renversant ces changements.

A Paide d’une étude d’ensemble de 147 paires de versions du logiciel WordPress, nous dé-

couvrons que 56% des paires de versions n’ont pas de DPD. Dans les 44% des paires de
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versions restantes, nous trouvons que seulement 0.30% du code source est affecté par les
DPD en moyenne. Dans cette population, nous avons également découvert que les catégories
de DPD les plus présentes sont les gains complets (=~ 41%), les pertes completes (=~ 18%)
et les substitutions (= 20%). De plus, nous découvrons que les contre-exemples sont généra-
lement courts, avec une longueur médiane de 88 états. L’exemple médian est contenu dans
un fichier, et traverse une seule frontiere de fonction. Nous avons observé les PIC avec une
étude d’ensemble de deux applications Web. Cette étude couvre respectivement 220 et 192
paires de versions pour les logiciels WordPress et MediaWiki. Les PIC sont présents dans
87/220 (40%) et 42/192 (22%) des paires de versions. Dans ces paires de versions, la médiane

relative des PIC est d’environ 27% et 14% des changements de code, respectivement.

De plus, nous observons que les causes racines de DPD sont toutes identifiées pour 87% a

93% des paires de versions.

L’identification automatique des DPD, leur classification, les caractéristiques de leurs contre-
exemples explicatifs et de leurs PIC peuvent aider les développeurs a revalider I'implémen-
tation RBAC de leurs applications. De plus, ces contributions peuvent faciliter les examens

de sécurité, la vérification et validation d’application, les tests et la réparation des failles.

Notre approche peut étre intégrée dans les processus de développement des logiciels. En effet,
elle pourrait servir comme systeme d’alarme protégeant contre les implémentations RBAC
fautives. De plus, nous envisageons une intégration de nos outils dans les environnements de
développement intégrés. Cette intégration permettrait aux développeurs d’analyser interac-

tivement leurs logiciels au besoin.
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ABSTRACT

Web applications are commonplace, and have security needs. One of these is access control.
Access control enforces a security policy that allows and restricts access to information and
operations. Web applications often use Role-Based Access Control (RBAC) to restrict oper-
ations and protect security-sensitive information and resources. RBAC allows developers to

assign users to various roles, and assign privileges to the roles.

Web applications undergo maintenance and evolution. Their security may be affected by
source code changes between releases. Because these changes may impact security in unex-
pected ways, developers need to revalidate their RBAC implementation to prevent regressions
and vulnerabilities. This may be resource-intensive. This task is complicated by the fact that

the code change and its security impact may be distant (e.g. in different functions or files).

To address this issue, we propose static program analyses of definite privilege protection.
We automatically generate privilege protection models from the source code using Pattern
Traversal Flow Analysis (PTFA). Using differences between versions and PTFA models, we
determine privilege-level security impacts of code changes using definite protection differ-
ences (DPDs) and apply a set-theoretic classification to them. We also compute explanatory
counter-examples for DPDs in PTFA models. In addition, we shorten them using graph
transformations in order to facilitate their understanding. We define protection-impacting
changes (PICs), changed code during evolution that impact privilege protection. We do so
using graph reachability and differencing of two versions” PTFA models. We also identify a

superset, of source code changes that contain root causes of DPDs by reverting these changes.

We survey the distribution of DPDs and their classification over 147 release pairs of Word-
Press, spanning from 2.0 to 4.5.1. We found that code changes caused no DPDs in 82 (56%)
release pairs. The remaining 65 (44%) release pairs are security-affected. For these release
pairs, only 0.30% of code is affected by DPDs on average. We also found that the most com-
mon change categories are complete gains (= 41%), complete losses (~ 18%) and substitution
(~ 20%).

We also surveyed the same versions of WordPress for explanatory counter-examples of privi-
lege protection losses. We computed over 14,000 explanatory counter-examples in 31 release
pairs. Our results show that counter-examples are typically short and localized. The median
example spans 88 statements, crosses a single function boundary, and is contained in the

same file.
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We surveyed two PHP web applications for PICs, WordPress and MediaWiki, over 220 and
192 release pairs, respectively. We found PICs in only respectively 87/220 (40%) and 42/192
(22%) release pairs. For these release pairs, median PICs are approximately 27% and 14%

of the code changes.

We also found that all root causes of protection differences for a release pair were conserva-

tively identified in 87% to 93% of examined pairs.

The automated identification and classification of DPDs, the characteristics of explanatory
counter-examples, and PICs may help developers to focus their efforts more efficiently during

security reviews, verification, validation, testing, and repairs.

Our approach could be integrated in secure software development process as an early warning
system against invalid RBAC implementations. In addition, our approach could be used

within Integrated Development Environments (IDE) and allow on-demand analyses.
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CHAPTER 1 INTRODUCTION

Web applications are commonly used in a wide range of industries. Their many uses include
email, shopping, filing taxes, and interacting with friends and family. Because of the sensitive
nature of the data in these applications, they have high security needs. These needs are
generally grouped along three axes: confidentiality, integrity and availability — this is called
the CIA triad [32].

Access control (also known as authorization) is a method that ensures confidentiality and
integrity. It enforces a policy restricting the operations that users may perform. A widely
used form of access control is Role-Based Access Control (RBAC). RBAC is an approach to
access control that groups the users in groups. Application developers then allow operations

based on group memberships.

Despite their best efforts, developers may implement RBAC improperly. When they do so,
their application may suffer from access control vulnerabilities. According to a recent indus-
try survey, broken access control is the fifth most important security issue in web applications
[146]. The impact of improper access control varies from one application to the next, but it
can be considerable. For instance, a vulnerable application may allow unauthorized informa-
tion disclosure (e.g. unauthenticated users accessing sensitive data, accessing another user’s
account). In another example, a vulnerable application may allow non-administrator users

to perform administrative tasks.

The OWASP Foundation, a leading industry body?, observes that “access control weaknesses
are common due to the lack of automated detection, and lack of effective functional testing
by application developers” [146].To address this issue, we present an automated method to
detect variations in RBAC protection between versions. When variations are detected, our
approach computes additional information to help developers determine if the differences are

harmful, and understand why the difference occurred.

1.1 Definitions and Concepts

1.1.1 Least Privilege

A well-designed web application should use access control to enforce the principle of least

privilege. This principle is intended to lower the risk of accidental or malicious damage. It

LOWASP stands for the Open Web Application Security Project



states that “every program and every user of the system should operate using the least set
of privileges necessary to complete the job.” [158]. In other words, this principle means that

code should execute with only the privileges specified in the security policy.

1.1.2 Access Control

A way to enforce the principle of least privilege is using access control. An access control
policy defines what operations subjects can perform on which objects. In a web application,
the subjects are all active entities and objects are the entities that need protection. Sub-
jects include users, processes, and remote services. Objects include files, database rows and

sensitive operations. The access control mechanism is responsible for enforcing this policy.

We introduce widely used access control approaches: Identity-Based Access Control (IBAC),
Role-Based Access Control (RBAC), Attribute-Based Access Control (ABAC), and authori-
Zation-Based Access Control (ZBAC). Afterwards, we describe access control implementa-

tions in software systems.

Identity-Based Access Control

Identity-Based Access Control [25, 91] is a form of access control specified using the subjects’
and objects’ identity. The access control policies can be specified using an access control
matrix (ACM) [24]. For every entry in the ACM, the subject has the specified rights over
the object. In Figure 1.1 we give an example ACM, where o, refers to an object and s; refers

to a subject.

01 09 On
$1 read, edit read
so | read, print
s3 | read, print

Sn \ read \ read - \ ] read, print, edit

Figure 1.1 Sample Access Control Matrix

Since maintaining and storing the ACM for large systems may be problematic, it is possible

to project the ACM on either axis.

The projection by column is called access control lists (ACLs) [23]. For each object o in the
system, the object is stored with a set of 2-tuples (s, 7), where s is a subject and r is a set of

rights that s has over o. A subject with no such tuple has no rights over o.



The projection by row is called capabilities [23]. For each subject s in the system, there is a
set of 2-tuples (o,7), where o is an object and r is the set of rights that s has over o. The
use of capabilities requires tamper-proof mechanisms (such as cryptography), since the user

could otherwise alter their capability list.

Role-Based Access Control

In the example above (Figure 1.1), subjects s and s3 have the same rights. This kind of
duplication is one of the factors that gave rise to Role-Based Access Control. RBAC users
are assigned to groups and permissions are assigned to groups. Thus, users obtain privileges
indirectly, through their group memberships. [26, 91, 160]. Using RBAC, our example of
Figure 1.1 could thus become as in Figure 1.2. We show the group memberships in Figure
1.2a and the updated ACM in Figure 1.2b. Please note that group membership is an N-to-N

association, meaning that a subject may belong to many groups.

User | Groups

51 g1 01 02 On

S2 g2 g1 read, edit read

53 g3 go | read, print

Sn | 9m gm | read | read \ | read, print, edit
(a) Group Memberships (b) ACM

Figure 1.2 Sample RBAC Access Control Matrix and Group Memberships

Many variants of RBAC have been proposed over the years, and a US government agency,
the National Institute of Standards and Technology (NIST), proposed a standard with four
variants of RBAC: flat, hierarchical, constrained, and symmetric [160]. Flat RBAC follows
the textbook definition of RBAC. Symmetric RBAC allows constrained RBAC, but it in-
cludes management tools for reviewing assignments of permissions to roles. We now describe

the remaining two RBAC variants.

Hierarchical RBAC enables the organization of groups using a partial order. In this ordering,

the greater roles have all the privileges of their lesser roles, in addition to their own privileges.

Constrained RBAC enforces separation of duties (SOD). SOD is intended to lower the risk
of fraud and accidents by preventing users from gathering too much power. When SOD is
required to perform an action, multiple users with different roles must perform the action.

For instance, users may not belong to two or more mutually exclusive groups.



Attribute-Based Access Control

An alternative family of access control is ABAC [75, 91]. In this approach, there are no roles
with statically assigned privileges. Instead, the access control policy specifies allowed access
using the subject’s and object’s attributes as well as environment conditions. In essence,
ABAC policies are first-order logic expressions over attributes and environment conditions.

These attributes are assigned to the subject and the objects by the ABAC engine.

Authorization-Based Access Control

A more recent proposal is authoriZation-Based Access Control (ZBAC) [91]. ZBAC is de-
signed for distributed and service-based systems and is akin to capability-based models. Users
must authenticate with an authentication service. The latter will provide the user with one or
more authorizations. When using a service, the user submits the appropriate authorization
with their request. The service only needs to verify the authorization’s validity to make an

access decision.

Access Control Implementation

Generally speaking, access control mechanisms are built using a Policy Decision Point (PDP)
and multiple Policy Enforcement Points (PEPs) [75]. PEPs act as the gatekeepers of sensitive
operations. A client attempting a privileged operation interacts with a PEP. The PEP then
requests access on behalf of the client to the PDP. Upon receiving this request, the PDP
consults the access control policy and either grants or denies the request. If the request is

granted, the PEP allows the operation to proceed.

Software developers sometimes implement RBAC differently than we described earlier. For
instance, they sometimes allow both users and groups as subjects in the ACM (e.g. Microsoft

Windows ACLs). Also, they sometimes define privileges which apply on all objects.

In software, PEPs are typically conditional statements. They gather the context infor-
mation required by the PDP and execute a call to a stereotypical Application Program-
ming Interface (API). We show an example PEP from WordPress in Figure 1.3. The
call to current_user_can interacts with the PDP, requesting if the current user holds the
edit_posts privilege. This API returns a Boolean indicating if the execution may proceed
or not. In this case, if the policy disallows the action, it stops the execution of the procedure
and returns to the calling context. Please note that, in this example, the privilege is queried
with no relation to objects in the system. However, WordPress also allows to request access

in relation to objects.



if (! current_user_can( ’edit_posts’ )){
return;

}
$last_post_id =(int)get_user_option(’dashboard_quick_press_last_post_id’);

/.

Figure 1.3 Sample RBAC use in WordPress

1.1.3 Web Application Security

As we alluded to earlier, access control is only one dimension of security. Other areas of
web application security include authentication, session management, input handling, data

protection, error handling, logging, use of encryption, server configuration, etc [144].

The OWASP Foundation publishes guidance documents and security tools for web application
developers. One of their flagship project is the OWASP Top Ten, a list of the ten most
prevalent web application security issues [146]. They also publish a comprehensive web

application security verification standard [144] and a testing guide [143].

Some of the most dangerous web application vulnerabilities are Cross-Site Scripting (XSS),
Cross-Site Request Forgery (CSRF) and SQL Injection (SQLi). These vulnerabilities occur
when user input is not sufficiently validated. This user input can then inject malicious scripts

into a web page or modify queries to the database.

1.1.4 Static Program Analysis

Static analysis, broadly speaking, is a family of program analyses that do not require the
execution of the program. Program analyses can be used to determine many program prop-
erties, and they are an integral part of compiler operations. They are essential for many

optimizations [6].

Some program analyses are dynamic, meaning that they gather information while running
the program. An example of dynamic analysis is to gather runtime invariants [50]. Some
hybrid program analyses exist, which combine both static and dynamic analyses. An example
of hybrid analysis is recording the uses of reflection during program execution and then using

this information to improve the precision of a static analysis [29].

Static program analyses rely on mathematical representations of the program (trees, graphs),
which we show in Figure 1.4. Each representation can be transformed into the other using
formal rules. Since source code files are character strings, syntactic analysis is initially

required to create an abstract syntax tree (AST). Some analyses only need the AST to



operate. More powerful analyses will convert the AST into graph form. An important
graph for static analyses is the control flow graph (CFG). Unless stated otherwise, CFGs are
intraprocedural, meaning that each procedure has its own self-contained CFG. More powerful
analyses require an interprocedural CFG, which is an intraprocedural CFG with an explicit
entry point and additional edges for function calls and returns. These additional edges are
determined by the call graph construction algorithm. The level of precision of the call graph

thus has a major impact on interprocedural analyses.

The static analysis used throughout this thesis expands on interprocedural CFGs. It is called
Pattern-Traversal Flow Analysis (PTFA), and we describe it further in Section 1.1.4.

r;\
l
Source Code Abstract Syntax Tree Control Flow Graph PTFA Model

Figure 1.4 Steps Involved in Static Program Analysis

Static analyses have different of levels of sensitivity. Higher sensitivity implies more precise

results, but often at the cost of higher analysis time.

Flow sensitivity means that the analysis takes into consideration the statements’ order of
execution. For instance, consider the code in Figure 1.5a. A flow sensitive analysis would
conclude that $a = 1, meaning that the code in the “then” branch of the if statement is
dead code. A flow-insensitive analysis would be unable to determine that this is the case, as

it would conclude that $a can either be zero or one.

Context sensitivity means that an interprocedural analysis distinguishes between calling con-
texts [5]. A context insensitive analysis, on the other hand, merges all calling contexts. We
illustrate the impact of context sensitivity in Figure 1.5b. Function foo has different behavior
whether the product of its parameters is positive or negative. Function foo is called using
both positive and negative values. A context-sensitive analysis would conservatively conclude

that both branches are executable, since it conservatively assumes that the function is called



with a mix of positive and negative arguments. However, a context-sensitive analysis would

conclude that $c is always positive, and that the else branch in foo is dead code.

function foo($a, $b){

$c = %a * $c;
if ($c >= 0) //...
$a = 0; else //...
$b = 1; }
$a = $b foo (2, 4);
if ($a == 0){ ... } foo (-3, -7);
(a) Flow Sensitivity (b) Context Sensitivity

Figure 1.5 Examples Showing the Importance of Analysis Sensitivity

Many frameworks for general interprocedural analysis have been proposed. The traditional
bit vector framework can be extended for interprocedural analyses [92]. It is also possible
to use other representations, such as Binary Decision Diagrams (BDDs) [114]. In addition,
one may translate the interprocedural CFG into Datalog relations and use a Datalog engine
[5]. To simplify this process, one may also use a domain-specific query language [114, 124].
It is also possible to use graph reachability in either the Interprocedural Finite Distributed
Subset (IFDS) [154] or Interprocedural Distributed Environment Transformer (IDE) [157]
frameworks. An IFDS analysis creates an interprocedural graph connecting different program
facts. An IDE analysis is a generalization of IFDS, which allows arbitrary transformations
of the input domain. However, these analyses are limited to analyses with distributive flow

functions. A more general approach uses value contexts [147].

Software Model Checking and PTFA

Model checking, in general terms, is a method used to verify properties over models. These
properties are often expressed in temporal logic [86]. For instance, model checking could
verify that “processing step s; always leads to step s3”. Whenever the property is violated,
a model checker normally outputs a counter-example, which is a series of steps in the model

that lead to the violation of the property.

Model checking can operate on various kinds of models, including models of programs. In

this case, it is called software model checking. It typically employs static analysis [86].

We use PTFA, a domain-specific Boolean model checking approach. PTFA is designed to

validate simple Boolean properties efficiently, but is not designed to validate complex prop-



erties. In contrast, traditional model checking approaches are capable of validating arbitrary
properties, at the expense of scalability. PTFA models are built from the CFG using graph
rewriting rules. For each vertex in the CFG, a PTFA model has up to four reachable states.
Each of these states represents a combination of property satisfaction in the local context
and in the calling context. In Figure 1.4, we showed a PTFA model with four columns. All
states in the same column represent the same property satisfaction. Columns of states that

satisfy the property are represented with a padlock icon.

PTFA models can be simplified into reachable PTFA models, where only edges and states

reachable from the start of the program remain.

The analysis of the Boolean property in PTFA models is flow sensitive. In addition, it has a
variant of context sensitivity, which we call predicate context sensitivity. Nonetheless, PTFA

models are identical to those that would be constructed by a fully context sensitive analysis.

PTFA is suited for analyzing RBAC privilege protection. In this case, it validates the property
has privilege p been verified before executing this statement? Using PTFA, we obtain definite
privilege protection, which relates to privilege protection on all execution paths. Specifically,
a statement s is definitely protected by privilege p if and only if it is protected by p on all

program paths leading to s.

1.1.5 Code Changes and Protection Differences

The term code change has a variety of meanings in software engineering. We use this term to
mean any addition, suppression or modification to the source code. It has no relationship to
version control. We are also concerned with security changes, specifically changes in privilege
protection. These are not the same as code changes. To reduce confusion on these terms, we

use protection differences instead.

We see an example of a code change that causes protection differences in Figure 1.6. This is
an excerpt of the patch for a vulnerability affecting WordPress before 2.8.3 and is documented
by CVE-2009-2854. The patch adds privilege checks at the beginning of 12 scripts, making

their computations definitely protected.

We see another example in Figure 1.7. This is the patch to a vulnerability documented by
CVE-2015-5623. In this example, developers added a privilege check for privilege edit_posts
to one file (line 5). They improved the error handling when the user lacks the edit_posts
privilege in another (lines 12-16). Finally, they added application-specific logic in a third
(line 24). Developers re-validating their application may like to easily tell these kinds of

changes apart.



<7php
J k%

* Edit category form for inclusion in administration panels.

*

* Opackage WordPress
* @subpackage Administration

*/

+ if (
wp_die(__(C’...7));

+

!current_user_can(’manage_categories’) )

Figure 1.6 Reformatted Excerpt of the Patch for CVE-2009-2854. Represented in Unified
Diff Format. This Change Makes the Computations in The File Definitely Protected with
Regards to Privilege manage categories.

0O Ul WK

+

+ 4+ +

// In wp-admin/includes/dashboard.php
wp_network_dashboard_right_now () {

function wp_dashboard_quick_press( $error_msg = false ) {

global $post_ID;

if ( ! current_user_can( ’edit_posts’ ) ) {

return;

}

/S

//In wp-admin/post.php

if (! wp_verify_nonce( $nonce, ’add-post’ ) )
$error_msg = __(C ’...7 );

if ( ! current_user_can( ’edit_posts’ ) )
$error_msg = __( ’...7 );

if ( ! current_user_can( ’edit_posts’ ) ) {
exit;

¥

/7.

//In wp-includes/capabilities.php

case ’edit_post’:

case ’edit_page’:

$post = get_post( $args[0] );

if ( empty( $post ) )

if ( empty( $post ) ) {
$caps[] = ’do_not_allow’;
break;

}

/)

Figure 1.7 Reformatted Patch for CVE-2015-5623. Represented in Unified Diff Format.
Some Changes in The Patch Make Code Definitely Protected With Regards to Privilege
edit_posts. One Change Has No Impact on Definite Protection.
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1.1.6 Root Cause Analysis

A root cause is “the fundamental reason for the occurrence of a problem” [44]. The link
between the root cause and the problem is not always direct, as there may be a causal chain
between them. Identifying the root cause thus requires uncovering every step in the causal
chain. Root cause analysis may be difficult, but it is beneficial, since properly addressing the

root cause of an issue prevents it from reoccurring.

We are interested in the software-level root causes of differences in privilege protection. When
a program implements its RBAC policy as privilege checks throughout the code, differences
in privilege protection are caused by code changes. However, in practice, only some of the
changes affect privilege protection. As we will see, it is possible to identify a set of code

changes which contains the root causes of protection differences.

1.2 Problem Statement

Many web applications implement their RBAC policy directly in the source code. To know

what changed in the RBAC policy between two versions, we must examine code changes.

Code changes occur during an application’s maintenance and evolution. Software mainte-
nance can be corrective, adaptive, perfective and preventive [83]. We do not have estimates
of the maintenance effort dedicated to security in general, nor for RBAC policy maintenance
and validation. However, from industry data, we know that corrective and adaptive main-
tenance represents 30% to 50% of the maintenance effort [46, 109], with security-oriented

maintenance activities belonging to the remaining 50% to 70% [38].

Non-security maintenance activities are both functional and non-functional. They include
bug-fixing, refactoring, and design changes. Such changes may cause intended [34] and unin-
tended security flaws [97]. Because code changes add, remove and modify execution paths,

security flaws can be introduced in different parts of the application than what was modified.

Besides insider threats, RBAC maintenance activities include vulnerability correction, and
updating the code to conform to the RBAC policy. To do so, developers may add, move,
remove and modify privilege checks. These changes may be related to new features, but

sometimes are due to a reorganization of the RBAC policy.

In addition, maintainers abandon, rename, split and merge privileges. An abandoned privi-
lege is a privilege that does not protect any part of the code. A rename means that only the
name of a privilege is changed, while the code it protects is identical. A privilege split means

that the set of code locations is partitioned in two or more sets, with each set protected by
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a different privilege. A privilege merge is the reverse of a split. The code protected by two

or more privileges becomes protected by one privilege.

Because of the risk of vulnerabilities introduced during maintenance, developers should reval-
idate their RBAC implementation regularly [97]. After completing maintenance activities,
developers are likely to ask is the protection different? Answering this question is non-trivial
and time-consuming, since it is difficult to manually determine which security properties hold
at every point in the program. When privilege protection differs, developers are likely to ask

why is it different? Answering this question is also challenging for the same reasons.

1.3 Research Objectives

Our thesis is:

(Thesis )
Using static program analysis, we can automatically (1) identify differences in def-
inite privilege protection between two versions of an application, (2) classify these
differences in explanatory categories, (3) compute explanatory counter-examples
justifying the differences, (4) determine which code changes are responsible for these

differences and (5) conservatively identify all root causes for these differences in most

\_cases. Y,

The overarching research objective in this thesis is to facilitate the revalidation of the RBAC

policy’s implementation.

Specifically, we cover the following five specific research objectives.

e RO1: Determine which parts of the program have different definite privilege protection,

compared to the last version.
e RO2: Determine how the protection differs.
e RO3: Given a change in definite protection, justify the outcome.
e RO4: Determine which code changes are responsible for protection differences.

e ROS5: Investigate the relationship between the code changes identified in RO4 and root

causes of protection differences.
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1.4 Contributions
Our major contributions are the following:

e We define Definite Protection Differences (DPDs), which is code common to two ver-

sions that have different definite privilege protection.
e We define a set-theoretic classification of definite protection differences (DPDs).

e We define explanatory counter-examples for definite protection changes, which are ap-

plication paths between the start of the program and the security-affected code.

e We propose graph transformations on PTFA models to make explanatory counter-

examples easier to understand.

e We define protection-impacting changes (PICs), which are code changes responsible for

DPDs.
e We investigate whether PICs contain the root causes of DPDs by reverting them.

e We develop processing steps and implemented programs to compute DPDs, explanatory

counter-examples and PICs.

e We experimentally evaluate these contributions with surveys on popular open source
applications. Our smallest survey consists of 147 release pairs of WordPress. Our largest

survey covers 212 release pairs of WordPress and 192 release pairs of MediaWiki.
Our findings are also telling:

e Most release pairs have no DPDs. When present, less than one percent of the program

is security-affected.

e The most common categories of protection changes are complete gain, complete loss

and substitution.

e Explanatory counter-examples are fairly short and local, with a median length of less
than 100 states.

e Protection-impacting changes are typically less than a third of the code changes.

e Protection-impacting changes contain all root causes nearly 90% of the time

We additionally envision the impact of our approaches on software development processes.
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1.5 Thesis Structure

This thesis is organized as follows. In Chapter 2, we survey the related literature. In Chapter
3, we describe our research project and how the articles connect together. In Chapters 4 to 7,
we include the articles as they were published or, in the case of one unpublished article, as it
was submitted. In Chapter 8, we discuss our findings at greater length and bring concluding
remarks in Chapter 9. Please note that the article included in Chapter 7 was submitted with
appendices. In accordance with the thesis writing regulations of Polytechnique Montréal,

they have been moved to this thesis’s appendices.
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CHAPTER 2 CRITICAL LITERATURE REVIEW

We now introduce and discuss the literature related to vulnerability detection in web ap-
plications (taint and string analysis). We then do the same for classifications of software
evolution. Then, we describe methods for the analysis and comparison of RBAC policies and
implementations. Finally, we present RBAC evolution studies and non-security analyses that

rely on program differences.

2.1 Detection of SQL Injection and Cross-Site Scripting

We introduce major contributions to detect XSS, CSRF and SQLi vulnerabilities in web
applications. This introduction is purposefully incomplete. Inquisitive readers may wish to

read recent surveys on vulnerability detection [62, 118].

2.1.1 Taint Analysis

Taint analysis determines if data from a source can reach a sink, which results in an ex-
ploitable vulnerability. The vulnerability is avoided by use of a sanitizer, a function which
transforms the data into a form that will not create any vulnerabilities. Taint analysis re-
quires an a priori knowledge of which APIs constitute sources, sinks, and sanitizers, as well
as which sanitizers are appropriate for which sinks. Furthermore, taint analysis assumes that
sanitizers are perfect, which is not always the case in practice [72]. Taint analysis can be

done using static, dynamic and hybrid approaches.

Static Taint Analysis

Static taint analysis approaches often use classic flow analysis [21, 78, 88, 89], slicing [171, 175]
and IFDS [15, 176] approaches.

It is also possible to find taint violations using a Datalog engine [123, 124], using the Object
Constraint Language (OCL) [12] and information flow type systems [77]. In addition, it is

possible to use symbolic execution to lower false positives [16].
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Dynamic and Hybrid Taint Analysis

Dynamic taint analysis approaches can induce significant overhead. To reduce this over-
head, they rely on various methods and static analyses to determine where to inject their
instrumentation [22, 37, 40, 43, 67, 133].

A family of hybrid approaches embed runtime monitors. For some approaches, this monitor
will halt program execution or execute recovery actions if a tainted flow reaches a sink
[95, 122, 132]. In other approaches, the monitor compares the structure of the executed
query against its expected structure [68, 127]. Other hybrid approaches generate test cases
intended to trigger the monitor [79, 164].

Another group of hybrid taint analyses use symbolic analysis [129, 130]. These approaches
inject instrumentation into the program that records relevant events, which are later analyzed

using symbolic analysis.

Taint analysis is designed to track data flow between arbritary program points. The predi-
cate it handles is “variable v at location [ contains data that originates from a taint source”.
There are two major differences between PTFA and taint analysis with regards to privilege
protection. First, PTFA considers predicate satisfaction over execution paths, whereas taint
analysis considers predicate satisfaction over propagation paths. Privilege protection is pre-
dominantly a control flow issue, meaning that PTFA is a more natural choice to analyze
it. Second, PTFA can compute possible and definite predicate satisfaction, whereas taint
analysis only considers possible predicate satisfaction. In other words, taint analysis only
reports that there exists a tainted data propagation path. This is well-suited for finding
some kinds of vulnerabilities, such as XSS, CSRF and SQLi, but not for privilege protection.
In addition, taint analysis operates with a specification of which functions are taint sources
and sinks. In contrast, applications often have no specification of their intended privilege

protection, meaning that taint analysis would benefit little from an evolutionary approach.

Taint analysis bears a few similarities with the contributions in this thesis. Like taint analysis,
explanatory counter-examples provide an interprocedural path of interest. Also taint analysis
also identify the root causes of the vulnerability whenever it identifies all propagation paths
between sources. These similarities are nonetheless superficial, for the reasons mentioned

above. In addition, taint analysis does not take code changes in consideration.

2.1.2 String Analysis

String analysis determines what values a string may contain. It does so by building a formal

model that summarizes value constraints and transformation operations in the program. To
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determine the presence of a vulnerability, the analysis engines compare these models with

models of acceptable input.

Many string analyses use finite state transducers [128]. Transducers are finite state automata
that also generate strings, a model suitable for string transformation functions. Some string
analysis approaches compute operations on a transducer using SMT solvers [56, 71, 72].
SMT-based approaches have some undecidability constraints. However, the typical string
operations in JavaScript and PHP are in a decidable form, or can be automatically converted

into one [56].

Grammar-based string analysis [41, 181] constructs a context-free grammar from the pro-
gram’s flow graphs. This grammar construction may take advantage of transducers [181].
Recent advances aim at making tree automata and transducers more general and succinct us-
ing symbolic alphabets [45]. In addition, recent advances take into consideration the output

context to analyze legacy applications [170].

Other applications of string analysis include sanitizer generation and placement [121, 161,
189, 190] ; program output verification [159] and the detection of parameter tampering vul-
nerabilities [27]. String analysis also allows the detection of validation inconsistencies between

clients and servers [10] and their repair [11].

String analysis is complementary to PTFA to determine privilege protection. This is because
developers sometimes use string operations (e.g. concatenation) and conditional expressions
to determine the value of the privilege to verify. We describe these practices in section 8.4.4.
String analysis, when used to detect vulnerabilities such as XSS, CSRF and SQLi, operates
with a specification of acceptable input for sensitive functions. As such, it would benefit little

from an evolutionary analysis.

Like to taint analysis, string analysis is somewhat similar to our contributions, as it may
identify the root cause of a vulnerability and indicate the propagation path to it. Nonethe-
less, string analysis is very different from the contributions in this thesis due to its lack of

applicability for privilege protection and the fact that it does not consider code changes.

2.2 Slicing

Program slicing [183, 184] extracts a subset of a program, called program slice, that en-
compasses control and data flow related to a statement of interest (often called seed). The
computed slice preserves the program’s behaviour at the seed’s point with respect to the

slicing criterion. Finding a minimal slice is unsolvable in the general case.
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Backward slicing computes a slice from the start of the program to the seed, whereas for-
ward slicing computes all statements that have a control or data dependency from the seed.
Backward program slices may be executable in some approaches. A slice is executable when
the extracted subprogram could be executed as-is and obtain the same behavior, as far as
the seed is concerned. Not all slicing approaches compute executable slices. This property is
useful for model checking, as slices can be analyzed in lieu of the original program, providing

more scalability [94].

One static interprocedural slicing approach operates on the System Dependence Graph
(SDG), which connects multiple Program Dependence Graphs (PDGs) with additional edges
[73]. The construction of the SDG is quadratic with regards to the number of predicates and
assignments in procedures and the number of procedures. The computation of the slice itself

is linear with regards to the size of the SDG.

Slicing variants have been proposed in order to obtain smaller slices. Thin slicing finds a
subset of a traditional slice by retaining statements of greater interest to the user. These
are producer statements, which “help compute and copy a value to the seed” [169]. Thin
slices are not executable, but they have between 3.3 and 9.4 times fewer statements than
a traditional slice [169]. Fine slicing [1] allows a user to specify non-contiguous seeds. It
also relies on user input to ignore unwanted control and data dependencies. It uses semantic
restoration to ensure that fine slices are executable, which requires oracle-based semantics to
supply missing values. The immediate application of fine slicing is the Extract Computation
refactoring. An issue with thin slicing is that properties held in the program may not hold
on the sliced program. Value slicing addresses this issue [94]. It eliminates statements that
only relate to the seed’s reachability, while keeping statements influencing the values of the
variables in the verified property. This addition over thin slicing ensures that properties
verified on the sliced program hold on the original program and offer scalability gains over

traditional backward slicing.

The original formulation of slicing called for static analysis, but dynamic [2] and hybrid
variants have been proposed [174]. Program slicing has multiple uses, including debugging,

program understanding [169], refactoring [1], and taint analysis [175].

Despite its wide range of applications, slicing, per se, would not be appropriate to determine

privilege protection due to slicing’s limitations and its complexity.

Inherently, slicing does not take property satisfaction in consideration. For instance, consider
the example in Figure 2.1a and imagine a backwards slice of a seed statement in function
foo. The slice in Figure 2.1b includes a privilege verification routine. However, its presence

informs that, at best, there may be a protected path between the start of the program and
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Figure 2.1 Example of Slicing and Privilege Protection

the seed. The slice does not tell us, per se, whether the relationship between the verification
routine is a control or a data dependency. In addition, it cannot offer any guarantees about
the satisfaction of a property on all paths leading to the seed statement. In other words,
backward slicing would provide insufficient information to determine definite protection. This
is consistent with our example, where the code in function foo is protected only on one path.
Nonetheless, slicing would provide a reduced graph on which another privilege protection

analysis could be performed.

The use of forward slicing does not resolve the issue. Suppose that one would compute
forward slices from privilege verification routines. This information, again, would give us
possible privilege protection at best, as we would have no guarantees about unprotected

paths missing from the slice.
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Finally, slicing on an SDG is a quadratic operation when higher precision is sought, and slices
tend to be large in practice, which prompted thinner slicing variants. Even if slicing would
be adapted to determine privilege protection, multiple slices would need to be computed, as

the slice is dependent on the seed statement.

In comparison, PTFA considers property satisfaction and provides both possible and definite
protection information for all points of the program. PTFA analysis operates in linear time
thanks to the merging of contexts that have the same property satisfaction. Nonetheless, it

does so with no loss of precision in comparison with a fully context sensitive analysis.

2.3 Evolution Classifications

Software evolution classifications provide a common vocabulary and a method to group sim-

ilar program changes together.

However, general software evolution classifications (e.g. [33, 38]) are not suited for the classi-
fication of RBAC evolution [134]. This is because they do not consider security maintenance,
or only do so minimally. Security-related classifications and taxonomies (e.g. [97, 179]) are
also inappropriate for RBAC evolution, since they consider evolution minimally. This is also

the case for classifications related to access control (e.g. [3, 90]).

In comparison, our classification is built for differences in privilege protection. It therefore

integrates the dimension of access control with software evolution.

2.4 RBAC Analysis

Both RBAC policies and implementations can be analyzed. In general, this comparison
requires a specification of what is an inappropriate protection. These specifications are
often lacking. As such, RBAC analyses often rely on inferred policies, inconsistency in
implementation, or contradictory requirements. These analyses, however, do not inform the

user of what changed, but that there are issues in the current form of access control.

2.4.1 Analysis of RBAC Policies

Model checking can validate that an RBAC policy allows users to achieve their objectives.
Model checking also allows to determine how an attacker could violate a formal policy speci-
fied in the RW language [191]. It is also possible to find anomalies and conflicts in eXtensible
Access Control Markup Language (XACML) policies [74, 151]. General queries over XACML
policies are possible using SMT [177] and Answer Set Programming [153].
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However, these approaches have four limitations. First, they require a semi-formal or formal
policy specification. Second, they do not take in consideration their use in the source code
(e.g. parts of the policy may not be used in practice). Thus, these approaches do not consider
how the policy changes affect the privilege protection in the code. Third, applications may
have hidden logic in conjunction with the RBAC policy [108]. Finally, these approaches are

limited in their ability to compare policies.

2.4.2 Analysis of RBAC Implementations

To address the shortcomings of RBAC policy analysis, one may extract an RBAC policy
from the application. For instance, it is possible to reverse engineer a SecureUML model of

an application [7, 59, 163], which can then be analyzed independently [8].

In a similar vein, Le et al. [106] propose a hybrid analysis to infer the access control policy.
They use dynamic security testing tools and record the application’s behaviour. Using ma-
chine learning, they build access control rules for resources. Some rules are problematic and

require review by the developers.

In general, an issue with reverse-engineering policies is that they should be validated by
developers. This may be a resource-intensive tasks for large applications. Developers reverse-
engineered policies could use the formal verification tools mentioned above. They would suffer

from the same limitations, except for the fact that the policy reflects what is implemented.

Many approaches skip this intermediary step and analyze code-level RBAC implementation

directly. These analyses typically do not determine differences in privilege protection.

ROLECAST [167] uses heuristics to detect parts of the program that control security-sensitive
statements in Java programs. ROLECAST partially connects the security issue to its cause, by
providing an enriched calling context. However, this calling context contains less information
than an execution path. In addition, ROLECAST depends on inferences, whereas PTFA relies

on a priori knowledge of the code patterns used for privilege checks.

Fix ME Up [168] is an extension of ROLECAST. It statically finds missing access-control
checks. It does so using automatically-generated access control templates. Fix ME UP relies

on slicing, which has an higher complexity than PTFA.

CANCHECK [28] is a hybrid analysis tool that examines the source code for inappropriate
implementations of the RBAC policy. It is designed for applications running on Ruby on
Rails and using a specific authorization library. This approach extracts access control models
dynamically, but verifies authorization properties statically using a first-order logic theorem

prover. As with other dynamic analyses CANCHECK depends on the code coverage in the
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analyzed executions. In addition, this approach may not scale to large applications, as the
theorem prover may not terminate. In comparison, PTFA’s complexity is linear with regards
to the number of CFG edges.

Alalfi et al. [9] and Gauthier et al. [58] presented approaches based on clone analysis to identify
similar code that does not have the same privilege protection or patterns in interactions
indicative of security access violations. However, the approaches were used for clones within

the same version.

The approaches mentioned above work within one version of the application. As such, they
would not detect regressions (i.e. DPDs). In addition, they could not identify the code

change that caused a DPD nor guarantee that it conservatively found its root causes.

2.4.3 Detection of Access Control Changes

Various approaches have been proposed to compare policies: multi-terminal BDDs [55, 119],
Description Logic [93], Answer Set Programming [4], first-order temporal logic [48], and
rewrite systems [31, 85]. Many of these contributions have limited policy comparison, focusing
on equivalence [4, 48, 85]. Thus, the tool could only tell the user that the policy changed,
but not how it changed. Most of these approaches operate on XACML policies. In contrast,
PTFA analyzes source code, and the methods we introduce in this thesis tell us how privilege
protection differs, which code change introduced the differences, and if the identified changes

contain all root causes.

2.5 Access Control Evolution Studies

Wei et al. [182] studied how permissions and their use evolved in the Android operating
system. They found that permissions are added and deleted, following new functionalities
offered by the device. They also found that Android apps are becoming increasingly over-

privileged. They also found that there is no tendency towards finer-grained permissions.

Hwang et al. [80] studied the SELinux access control policies for the NCSU Virtual Comput-
ing Lab. They found that growth was linear and that the policies were changing frequently.

Letarte et al. [112] also studied access control evolution using PTFA. Their survey was over
31 phpBB releases, and only handled a binary distinction between administrator and unpriv-
ileged users. This approach was a precursor to the contributions in this thesis. Whereas their
access control model was binary, our approach handles a plurality of privileges. While they

focused on protection for database access in PHP applications, we considered privilege pro-
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tection for all parts of the program. We also introduced classifications of privilege differences,

two ways to explain them, and a method to determine if the root cause was identified.

Han et al. [69] examined the evolution of the default MediaWiki RBAC configuration. They

found that privileges were hierarchically organized using formal concept analysis.

Except for the survey by Letarte et al. [112], these RBAC evolution studies did not find
differences in privilege protection between versions. In addition, none of these contribu-
tions generate explanatory counter-example, identify code changes responsible for DPDs and

guaranteed that root causes have been identified.

2.6 Analyses Leveraging Program Differences

We mention a few of the many approaches that rely on program differences between versions.

BUGGININGS [166] identifies the cause of a bug in the context of software evolution by
differencing dependence graphs. It computes program dependences from a bug fix version
and the preceding version. Then, it identifies a bug region by comparing these dependences.
Their analysis then examines the dependence graphs of each version in reverse chronological

order until it finds the version in which the bug region appears. Their approach relies on
CFG differencing.

HYDROGEN [107] uses multiversion interprocedural CFGs to determine if changes fix bugs,
and if changes break the code of other versions. This CFG variant is built using an initial CFG
and by incrementally adding control flow changes of successive versions. This representation
allows to determine changes of program properties between program versions, as well as

allowing analyses that operate simultaneously on many program versions.

PATCHADVISOR [139] infers the impact of a patch on a system. It compares CFGs of an
unpatched and a patched version of the software. Then, PATCHADVISOR uses a hybrid anal-
ysis to determine which paths are executed during the program’s execution. PATCHADVISOR
then reports whether an execution trace intersects a modified part of the CFG, or if an ex-
ecution path executes near a modified part of the CFG. In addition, traces allow to rank

results based on how often parts of the program are executed.

These approaches have mostly focused on bugs, and, to the best of the author’s knowledge,
none has targeted RBAC implementations. In addition, they rely on a bug database, which
makes them unable to find and fix unknown bugs. In comparison, DPDs allows developers
to identify unknown security bugs. The other analyses support finding the root causes and

is suitable to automated repair.
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2.7 Change Impact Analysis

We briefly describe change impact analysis, which bears similarities with our approach.
Change impact analysis aims at estimating as accurately as possible the impact of a change.
In the context of software systems, the scope of the analysis is often regarding code changes,
but it may encompass documentation [116] and other project files (e.g. graphics or multi-
media files) [84]. Change impact analysis determines an impact set. The starting impact set
[14] is the set of objects that initially appear affected by a change. The estimated impact set
[14] is the set of objects that would be affected by the change. The actual impact set [14] is
the set of objects actually modified as the result of performing the change. The granularity
of these sets varies depending on the approach [116]. Because change impact analyses are
often used for estimation, the impact set normally refers to the estimated impact set. The

size of this impact set is a common metric (e.g. [140]).

Our approach is similar, but works in reverse - given an impact on definite privilege protection,
we determine which paths and code changes explain it. To the best of my knowledge, no

change impact analysis method targeting privilege protection has been proposed.

2.8 Root Cause Analysis

As we mentioned earlier, it is possible to perform root cause analysis on software artifacts.

AuTOPAG [120] is a system that automatically identifies bug root causes and automatically
patches them. Its analysis targets buffer overflows and similar out-of-bound vulnerabilities

using data flow analysis.

Thung et al. [173] identify bug root causes. They use a combination of machine learning and
program analysis. Their approach relies on AST differencing, which identifies some changes
as essential. They intersect essential changes with line-level differences. Machine learning
is then used to filter out changes that are unlikely to be part of a root cause. They also
use a static analysis on data dependencies. In comparison, PTFA uses a conservative static

analysis instead of machine learning.

Schneider identifies root causes of failures and defects in Simulink models [162]. Her approach
uses a backwards search to find all paths leading to the defect. This method also determines

weights to determine the probability that each path found contains a root cause.

To the best of my knowledge, no RCA method targeting privilege protection differences was
proposed prior to the article included in Chapter 7.
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CHAPTER 3 RESEARCH PROJECT AND THESIS ORGANIZATION

The articles presented in this thesis belong to one research project. We elaborate on their
link to this project and to each other. We also show how the articles are connected to the

research goals we presented in Chapter 1.

3.1 Research Project

The research project in this thesis is intended to facilitate the revalidation of the RBAC
policy’s implementation. The approaches and tools we present revolve around DPDs and
additional information we obtain from formal security models. This information would assist
developers to determine which protection differences are likely to be harmful, and which
code changes are responsible for these differences. The articles in this thesis belong to the
Research Objectives stated in Section 1.3. Please note that this project omits my earlier

work on static taint analysis of web service compositions [99].

In Chapter 4, we include our article titled “Classification and Distribution of RBAC Privilege
Protection Changes in Wordpress Evolution”, which was published in PST 2017 [103].

We address RO1 and define definite protection differences (DPDs). DPDs occur whenever
code that is common to two versions has a different definite privilege protection in each ver-
sion. We also address RO2 and propose a set-theoretic classification of DPDs. In addition,
we survey the occurrence of DPDs in 147 release pairs of WordPress, a content management
system. We also present the distribution of DPD categories in this system. The identification
and classification of DPDs supports our project’s objective for two reasons. First, identifying
which parts of the code have changed protection focuses reviewers’ attention where it mat-
ters. Second, it may help developers determine if the change is problematic or not, since a
statement’s definite protection may change for more than one privilege at time. Determining

DPDs is an essential first step for the other analyses in this thesis.

In Chapter 5, we include our article titled “Computing Counter-Examples for Privilege Pro-
tection Losses Using Security Models,” with minor corrections [101]. It was published in
SANER 2017.

We address RO3 for one kind of DPDs, losses. Definite protection losses occur whenever a
statement shared between two versions was definitely protected for a privilege in the previous
version, but is no longer protected for the same privilege in the newer version. To help

developers understand why the loss occurs, we compute examples. They are unprotected
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paths in the formal model from the start of the program to loss-affected statements. Because
shorter paths are likely to be easier to understand, we use graph transformations to remove
interprocedural subpaths that have no effect on definite privilege protection. We also survey
privilege protection losses in 147 release pairs of WordPress and calculate counter-examples
for them. We also report the length and locality of these counter-examples. Protection loss

counter-examples support our project’s objective by showing why some DPDs occur.

In Chapter 6, we include our article titled “Detection of Protection-Impacting Changes Dur-
ing Software Evolution,” with minor corrections [100]. It was published in SANER 2018.

We address RO4 by defining protection-impacting changes (PICs). PICs are changed code
between versions that may have caused DPDs. PICs are computed using graph differences
and graph reachability in security models. We also survey 210 release pairs of WordPress
for protection-impacting changes and report on their distribution. Calculating protection-
impacting changes helps the revalidation of RBAC policy implementation by focusing review
efforts. Using PICs, developers avoid w